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ВИСШЕ УЧИЛИЩЕ ПО ТЕЛЕКОМУНИКАЦИИ И ПОЩИ



Faculty: FACULTY OF TELECOMMUNICATIONS AND MANAGEMENT
Department: MANAGEMENT IN COMMUNICATIONS
Professional Field: 3.7. ADMINISTRATION AND MANAGEMENT
Specialty: MANAGEMENT AND INFORMATION TECHNOLOGIES IN TELECOMMUNICATIONS AND POSTS
Educational-qualification degree: PROFESSIONAL BACHELOR

LEARNING COURSE DESCRIPTION

1. Course title: INFORMATION SECURITY MANAGEMENT SYSTEMS
2. Course code: P.13.053.1
3. Type of the course: Compulsory
4. Level: Professional Bachelor
5. Year of study: Third
6. Semester: Sixth
7. Number of credits: 4
8. Name of the lecturer: Assoc. Prof. Eng. Plamen Pavlov Ph.D
9. Course learning outcomes: 
   The aim of the course is to give students a systematic knowledge of basic information security management systems of the organization.
   Students who have completed their training in the discipline must acquire:
   Basic knowledge of the nature and specifics of information security management systems, their practical application in the organization and operation of the human factor for their maintenance and continuous improvement.
    Practical skills for application of information security management systems, the mechanisms they work on and guidelines for their improvement in the organization.
    Competencies: After completing the course, students must have mastered the ways in which information security management systems in organizations are implemented, applied, maintained and improved.
10. Teachingmethods: 
     The way of teaching is in lecture and discussion form, according to the specifics of the subject. Emphasis is placed on key issues related to the selection, implementation and maintenance of information security management systems and the use of multimedia.
11. Prerequisites: 
     Students should have knowledge of the following disciplines: Fundamentals of Information Technology, Communication Quality Management Systems, Communication Quality and Monitoring Standards, Website Building Platforms, Risk Management.
     Courses using the discipline are from the master's program in the professional field.
12. Course contents:
      The course focuses on key issues related to the emergence and development of information security management systems, existing models and accepted international standards.
      The course "Information Security Management Systems" is a complementary and extremely useful discipline that includes the entire cycle and knowledge related to information security management, development of such systems and certification of established systems.
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14. Assessment methods and criteria:
      The course ends with an ongoing assessment
      1. Requirements for forming the assessment according to the six-point system
      Students are given tasks for independent work on quality management systems. The results of the exercises are formed according to a point system. Current control is performed in the form of tests, case studies and practical tasks. The conduct of the classes is controlled by checking the results of the students, according to previously announced criteria. The activity of each student, his personal and collective contribution to the assignments is taken into account. Students receive certification after successful participation in practical classes during the semester, and the minimum requirements for attendance and work is at least 60% of the time for which tests, case studies and practical tasks set by the lecturer are made. The course ends with an ongoing assessment. The individual and team work of the student during the semester is reported - current control during lectures and practical classes.
      2. Formation of the final assessment
      The grade for the course is formed by a point system, the maximum number of points that students can receive is 100 (see Table 1). They are formed by one practical assignment, developed in a team of several students, assigned by the lecturer of the course (according to topics from the syllabus) and two assignments in the practical classes - presentation of course work (at the student's choice from given areas, ie. topics on the syllabus) and practice for knowledge acquisition. With the assessment, which is formed by the obtained sum of points (from lectures and exercises), ie. with current control, the student is formed according to pre-announced criteria. The formation of the current assessment in the training course is in accordance with the obtained points and their arrangement according to the six-point system, given in Table 1.	
	
				                                                                 Table 1
	Number of points
	Assessment According to the 6-point
Scale System

	0 – 20
	Fail 2 (F)

	20 – 39
	Fail 2 (FX)

	40 – 49
	Satisfactory 3,00 (E)

	50 – 59
	Satisfactory 3,00 (D)

	60 – 69
	Good 4,00 (C)

	70 – 84
	Very good 5,00 (B)

	85 – 100
	Excellent 6,00 (A)



15. Language of instruction: Bulgarian
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