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. Course learning outcomes:

The aim of the course is to acquire in a systematic way the theoretical and practical knowledge
about the prevention and protection of information in e-commerce.

Students who have completed their training during the course must acquire:

Basic knowledge of processes for identifying, minimizing and eliminating threats related to
information in e-commerce. This discipline contributes to building analysis capabilities, a proper
approach and understanding of security processes in general, and in particular information
protection in e-commerce, and has its place in the Cyber Security High-Tech.

Students who have completed their training during the course must acquire:

Practical skills responding to the changing security environment and in particular protection of
information in e-commerce, according to the need for a new order of priorities in the security
policy. It is necessary to incorporate the full potential of society by applying new forms of
interaction between the person, the society and the state. Extending the social scope of security
policy in all its aspects poses new challenges to the overwhelming majority of staff in the private
and public sectors, academics and lawmakers.

Competencies: After successful completion of the course students should be able to:

- they must have the skills to work in depth and apply the regulatory framework guaranteeing the
protection of information in e-commerce;

- Implement good practices for the technological detection and prevention of incidents in
cyberspace and ensure cyber-security of high technology.

10.Teaching methods:  The lectures are conducted in the classical way as the students get
acquainted with the material. The statements are illustrated with examples that make it easier for
students to work in the exercises. The lectures are richly illustrated with graphic material, which is
represented by presentations with a multimedia projector and supplemented with examples that
appear on a whiteboard.

Practical exercises are held in the computer labs of the department, equipped with the necessary
applications and devices, and simulation software.

11. Prerequisites:

Entrance links are the general knowledge acquired in the secondary education and the
personal experience of each student as well as the technical subjects taught in previous semesters.
12. Course contents: The course focuses on the essence and the specifics of the theoretical
fundamentals of security, practical skills for identifying the threats, managing the risk processes in
defense of the information in the e-commerce.
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14. Assessment methods and criteria: Students receive certification after completing the lecture

course, based on fulfilled work criteria, by solving tests, case studies and practical assignments.
The course ends with a written exam.
Weight of the assessment: 50% of the test and 50% of the written work.

Table 1.
Number of Assessment According to the 6-point
points Scale System
0-10 Fail 2 (F)
11-20 Fail 2 (FX)
21 - 26 Satisfactory 3.00 (E)
27 -31 Satisfactory 3.00 (D)
32-40 Good 4.00 (C)
41 - 48 Very good 5.00 (B)
over 49 points | Excellent 6.00 (A)

15. Language of instruction: Bulgarian



