UNIVERSITY OF TELECOMMUNICATIONSAND POST

TIEM 2022
Seventh International Scientific
Conference
“TELECOMMUNICATIONS,
INFORMATICS, ENERGY AND
MANAGEMENT”
December 02-03, 2022, Sofia, Bulgaria

PROCEEDINGS

Bulgaria, 2022



Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022




Seventh International Scientific Conference
“Telecommunications, Informatics, Energy and Management” TIEM 2022

TIEM

Telecommunications,
Informatics, Energy and
Management Conference

“Telecommunications, Informatics, Energy and Management” (TIEM) is a
conference organized by the University of Telecommunications and Post, Sofia, Bulgaria
The goal of the TIEM 2022 conference isto provide an international forum for researchers,
academics, people in industry, and students to address recent research results and to present
and discuss their ideas, theories, technologies, systems, tools, applications, work in
progress and experiences on al theoretical and practical issues arising in
telecommunications, electronics, signal processing and applications, information
technologies, energy and management.

Proceedings of Seventh International Scientific Conference *“Telecommunications,
Informatics, Energy and Management” contain selected papers by the topics:

e Management, Economics, Leadership and Entrepreneurship;

e Telecommunications & Information Technology;

¢ Information, Networking, Security Technologies.

The Seventh International Scientific Conference “Telecommunications, |nformatics,
Energy and Management” took place on 02-03 December 2022 in Sofia, Bulgaria
(University of Telecommunications and Post).

All papers were individually reviewed in an anonymous double blind peer review
process.

Conference Organizing Committee address:

University of Telecommunications and Post1,

“ Acad. S. Mladenov” 3.

1700, Sofia

Bulgaria

|SSN 2535-096X (print)

|SSN 2603-2880 (online)

© University of Telecommunications and Post, 2022




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

EDITORIAL BOARD:

Editor in chief:
Prof. Miglena Temelkova, PhD, University of Telecommunications and Post, Bulgaria

Director of Scientifical and Editorial Board:
Assoc. Prof. IrinaTopalova, PhD, University of Telecommunications and Post, Bulgaria

Members of Scientific and Editorial Board:

Prof. Miglena Temelkova, PhD, University of Telecommunications and Post, Bulgaria
Prof. Anatoly Zankovsky, D.Ps.S., Russian Academy of Sciences, Russia

Prof. Felipe L. Pefiar anda-Foix, PhD, Universidad Politécnicade Valencia, Spain
Assoc. Prof. Svetlana L esidrenska, Phd, Technical University, Varna, Bilgaria

Prof. Dimitar Damyanov, PhD, Technical University, Sofia, Bilgaria

Prof. Pavel Pavlov, PhD, VFU Chernorizets Hrabar, Bulgaria

Prof. Grigor Mihaylov, PhD, University of Telecommunications and Post, Bulgaria
Assoc. Prof. Irina Topalova, PhD, University of Telecommunications and Post, Bulgaria
Prof. Plamen Pavlov, PhD, University of Telecommunications and Post, Bulgaria

Prof. Ivaylo Stoyanov, PhD, University of Telecommunications and Post, Bulgaria

Prof. Dimitar Radev, DSc, University of Telecommunications and Post, Bulgaria

Assoc. Prof. Pavlinka Radoyska, PhD, University of Telecommunications and Post, Bulgaria

Technical editor:
Polya Gocheva, University of Telecommunications and Post, Bulgaria

General Chair:
Prof. Miglena Temelkova, PhD, University of Telecommunications and Post, Bulgaria

Conference Chair:
Assoc. Prof. IrinaTopalova, PhD, University of Telecommunications and Post, Bulgaria




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

| nternational Program Committee:

Prof. Miglena Temelkova, PhD, University of Telecommunications and Post, Bulgaria
Prof. Anatoliy Zankovskiy, D.Ps.S., Russian Academy of Sciences, Russia

Prof. Felipe L. Pefiaranda-Foix, PhD, Universidad Politécnica de Vaencia, Spain
Prof. Dimitar Damyanov, PhD, Technical University, Sofia, Bulgaria

Prof. Pavel Pavlov, PhD, VFU Chernorizets Hrabar, Bulgaria

Prof. Grigor Mihaylov, PhD, University of Telecommunications and Post, Bulgaria
Assoc. Prof. Svetlana L esidrenska, Phd, Technical University, Varna, Bulgaria

National Organizing Committee:

Prof. Dimitar Radev, DSc, University of Telecommunications and Post, Bulgaria

Prof. Plamen Pavlov, PhD, University of Telecommunications and Post, Bulgaria

Prof. Ivaylo Stoyanov, PhD, University of Telecommunications and Post, Bulgaria

Assoc. Prof. Irina Topalova, PhD, University of Telecommunications and Post, Bulgaria
Assoc. Prof. PavlinkaRadoyska, PhD, University of Telecommunications and Post, Bulgaria
Nina Naydenova, University of Telecommunications and Post, Bulgaria

Victor Gladchenko, PhD, University of Telecommunications and Post, Bulgaria

Milena Penkova, PhD, University of Telecommunications and Post, Bulgaria

Polya Gocheva, University of Telecommunications and Post, Bulgaria




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

(?IEM

Telecommunications,
Informatics, Energy and
Management Conference

http://tiem.utp.bg/




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

TIEM’ 22 Program

December 2nd - OPENING SESSION — 10:00h.

Prof. MIGLENA TEMELKOVA, PhD

Rector of University of Telecommunications and Post, Sofia,
Bulgaria

Opening speech

KEYNOTE SPEECH 1

Prof. ACE MILENKOVSKI, PhD

Rector of University of Tourism and Management in Skopje
The need for a new paradigm in education
in the age of technological disruption

KEYNOTE SPEECH 2

ARMAND LEBLOIS

CISCO Systems - Manager for East Europa -
Education programs

KEYNOTE SPEECH 3

TAL PAVEL, PhD

Founder & Director, The Institute for Cyber Policy
The Energy Sector under Cyber Attacks




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

December 2nd - Section 1
MANAGEMENT, ECONOMIC, LEADERSHIP AND ENTREPRENEURSHIP

SLOBODAN IVANOVIC

Faculty of Tourism and Hospitality Management
Opatija, University of Rijeka

ZAGORKA IVANKOVIC
Hotel - Tourism School, Opatija
ANGELA MILENKOVSKA KLIMOSKA

University
of Tourism & Management, University in Skopje

Aspects of seasonality in the hotel business

ANTOANETA PETROVA IVANOVA-BARES
ANI DIMITROVA DIMITROVA
National Company Industrial Zones

Increasing the innovation potential of
enterprises through the introduction of high-
tech digital solutions.

PETYA GEORGIEVA

University of Telecommunications and Post,
Sofia, Bulgaria

Some Aspects in Expert Foresight in the
Business Model Innovation

Activities

PLAMEN PAVLOV

University of Telecommunications and Post,
Sofia, Bulgaria

Application of Business Process Analysis in
the Digitalization of Public Administration

KATERINA BLAZHEVSKA
MIT University — Skopje, North Macedonia
ORCE SIMOV
International Slavic University in North Macedonia

Promoting the concept of critical thinking as
a major challenge of the global higher
education

KIRIL ILIEV

University of Telecommunications and Post,
Sofia, Bulgaria

The Covid-19 Crisis as a Force Majeure
Circumstance in Case of

non-Performance of Trade Contracts

DIMITAR KOLEV

University of Telecommunications and Post, Sofia,
Bulgaria

IVAN PETKOV

University of Transport “Todor Kableshkov”
Sofia, Bulgaria

Courier Services in the Conditions of a
Pandemic (case study of "Speedy" JSC)

VICTOR GLADCHENKO

University of Telecommunications and Post,
Sofia, Bulgaria

Viral Business Process Modelling




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

December 2nd - Section 1
MANAGEMENT, ECONOMIC, LEADERSHIP AND ENTREPRENEURSHIP

DIMITAR KOLEV

University of Telecommunications and Post,
Sofia, Bulgaria

IVAN PETKOV

University of Transport “Todor Kableshkov”
Sofia, Bulgaria

Intermodal Transport Terminal Build up (a
Case Study for the City of Ruse)

VICTOR GLADCHENKO

University of Telecommunications and Post,
Sofia, Bulgaria

Analysis of ERP Integration Failure Factors

RADI DIMITROV

University of Telecommunications and Post,
Sofia, Bulgaria

Technological Model for Factor Analysis of
Production Costs from the Cyber-Physical
Systems

BORIS STANIMIROV

University of Telecommunications and Post,
Sofia, Bulgaria

Postal Services and Communications in
Gabrovo till the Beginning of the 20th Century
with Biographical Notes on Some

Significant Contributors

IVANKA BANKOVA

Varna Free University “Chernorizets Hrabar”,
Varna, Bulgaria

KREMENA ANDONOVA

Varna Free University “Chernorizets Hrabar”,
Varna, Bulgaria

Integrated Approaches to the Implementation
of Local Circular Economy and Development
Policies

VLADISLAV FILEV

University of Telecommunications and Post,
Sofia, Bulgaria

Information Systems as a Tool for Dealing with
Economic and Social Challenges in the Fourth
Industrial Revolution in Bulgaria

TODOR GOSPODINOV

University of Telecommunications and Post,
Sofia, Bulgaria

Social Media and the Leading Technologies
for Their Development

TEODORA ROUPSKA

University of National and World Economy,
Sofia, Bulgaria

Management accounting aspects of
customers in the enterprise




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

December 2nd - Section 2
TELECOMMUNICATIONS & INFORMATION TECHNOLOGY

SELAHATTIN KOSUNALP

Bandirma Onyedi Eyll Universitesi Bilgisayar
Teknolojileri BolUm

Baskani

A Practical Evaluation of Medium Access
Control for Wireless Networks: A case study
for ALOHA Protocol

ALEKSANDAR TSENOV, NIKOLA RANCHEV

University of Telecommunications and Post,
Sofia, Bulgaria

HRISTOMIR YORDANOV, VELKO ILTCHEV

Technical University,
Sofia, Bulgaria

Modelling, Integration and Management
of Data for Health Regions

BORYANA PULOVA-MIHAYLOVA
ILIYAN MIHAYLOV
DIMITAR VASSILEV

FMI, Sofia University “St. Kliment Ohridski”,
Sofia, Bulgaria

Compressing high throughput sequencing
data — models and software implementation

ALEKSANDAR TSENOV, NIKOLA RANCHEV
PAVLINKA RADOYSKA, EGNAR YOZDIKILILER

University of Telecommunications and Post,
Sofia, Bulgaria

Functional concept of the Intelligent Health
Monitoring System

IRINA TOPALOVA, PAVLINKA RADOYSKA

University of Telecommunications and Post,
Sofia, Bulgaria

Spatial analysis for locating new medical
centers in GIS environment

VLADISLAV FILEV

University of Telecommunications and Post,
Sofia, Bulgaria

Application of Information Systems in the
Process of Telecommunications Structure

IVAYLO CHENCHEV

University of Telecommunications and Post,
Sofia, Bulgaria

Comprehensive Review of Service Modeling
and Monitoring

IVAYLO CHENCHEV

University of Telecommunications and Post,
Sofia, Bulgaria

A Review of Merkle-root hash value
computation techniques

10




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

December 2nd - Section 3
IT SECURITY — TREATS, MONITORING, MITIGATION

IVAN IVANOV, ALEKSANDRA IVANOV

University of Telecommunications and Post,

Sofia, Bulgaria

Using open source systems for security
monitoring and prevention

SAMET DIRI, AYHAN GULTEKIN,
SAMET AHMET SAHIN

Computer Engineering Kocaeli University
OZGUR BARIS KAYAPINAR

Software Development Department Pronet Guvenlik

Hizmetleri A.S.
istanbul, Turkey

Classification of Server Network Traffic for
DDoS Attacks Using MapReduce

ANTON GRUDOV
Georgi Benkovski School, Burgas,
Bulgaria
STRAHIL SOKOLQV, OGNIAN FETFOV

University of Telecommunications and Post,

Sofia, Bulgaria

Characteristics of Modern Techniques for
Cybersecurity Assurance in Education
Infrastructure

SVETLIN LAZAROV

University of Telecommunications and Post,

Sofia, Bulgaria

The impact of the economic background on
cybersecurity

IVAN IVANOV, MAYA ATANASOVA

University of Telecommunications and Post,

Sofia, Bulgaria

Network and Web Applications Vulnerability
Testing Using Ethical Hacking

IVAN IVANOV, MARIYANA DIMITROVA

University of Telecommunications and Post,

Sofia, Bulgaria

Systems for monitoring, security and
management based on open-source tools

11




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

Table of Contents

Section 1.
MANAGEMENT, ECONOMIC, LEADERSHIPAND ENTREPRENEURSHIP

ASPECTS OF SEASONALITY IN THE HOTEL BUSINESS. Slobodan Ivanovic,
Zagorkalvankovic, Angela Milenkovska KITMOSKA..........cceieeiirieieenesiesie e 16

INCREASING THE INNOVATION POTENTIAL OF ENTERPRISES THROUGH
THE INTRODUCTION OF HIGH-TECH DIGITAL SOLUTIONS. Antoaneta Bares,

L T B 41 TL L)V VTSRS S PPN 23
SOME ASPECTSIN EXPERT FORESIGHT IN THE BUSINESS MODEL INNOVATION
ACTIVITIES. PetYya GEOIGIEVA......ccueeeeiteeieeiesteesieeeesteesseseesseesesseesseesesseessesssesseessesssessesssesssessesssessenns 28
APPLICATION OF BUSINESSPROCESSANALYSISIN THE DIGITALIZATION

OF PUBLIC ADMINISTRATION. Plamen PaVlOV .........cccoeiiiiiininieiesie e 32
PROMOTING THE CONCEPT OF CRITICAL THINKING ASA MAJOR CHALLENGE

OF THE GLOBAL HIGHER EDUCATION. Katerina Veljanovska, Orce SImov .........cccccevveevereenne 36
THE COVID-19 CRISISASA FORCE MAJEURE CIRCUMSTANCE IN CASE

OF NON-PERFORMANCE OF TRADE CONTRACTS. Kifil HeV....ccocoooiveiinirieieesieseseseei 40
COURIER SERVICESIN THE CONDITIONS OF A PANDEMIC

(CASE STUDY OF " SPEEDY" JSC). Dimitar Kolev, Ivan Petkov ... 46
VIRAL BUSINESS PROCESS MODELLING. Victor Gladchenko...........cccocoveviieieeiie e, 50
INTERMODAL TRANSPORT TERMINAL BUILD UP

(A CASE STUDY FOR THE CITY OF RUSE). Dimitar Kolev, Ilvan Petkov ...........ccccccceevvevieeienne 4
ANALYSISOF ERP INTEGRATION FAILURE FACTORS. Victor Gladchenko...........c.ccocenuene. 58

TECHNOLOGICAL MODEL FOR FACTOR ANALYSISOF PRODUCTION
COSTSFROM THE CYBER-PHYSICAL SYSTEMS. Radi Dimitrov..........ccccccvineinineneieneneens 63

POSTAL SERVICESAND COMMUNICATIONSIN GABROVO TILL
THE BEGINNING OF THE 20TH CENTURY WITH BIOGRAPHICAL NOTES
ON SOME SIGNIFICANT CONTRIBUTORS. BOriS StANIMITOV .......ccceiuiierieniinieneeeeeeseeseese e 69

INTEGRATED APPROACHESTO THE IMPLEMENTATION OF LOCAL CIRCULAR
ECONOMY AND DEVELOPMENT POLICIES. Ilvanka Bankova, Kremena Andonova................. 73

12




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

INFORMATION SYSTEMSASA TOOL FOR DEALING WITH ECONOMIC
AND SOCIAL CHALLENGESIN THE FOURTH INDUSTRIAL

REVOLUTION IN BULGARIA. VIadiSay FIlEV ......ccociieieeseeeseseee e 77

SOCIAL MEDIA AND THE LEADING TECHNOLOGIESFOR

THEIR DEVELOPMENT. TOdOr GOSPOAINOV .......cceeiiieiieiiesiecieceesieesiesteeste e e sseesaesnnesseenesneesneennas 83

MANAGEMENT ACCOUNTING ASPECTS OF THE CUSTOMERS

IN THE ENTERPRISE. TEOUOra ROUPSKA .......ccviiiieiiicieciieste ettt sttt sbe e sneesneenne e 88

ALGORITHM FOR ASSESSMENT OF VOLUME INDICATORS FOR MANUFACTURE

OF PRODUCTSIN THE CONDITIONS OF INDUSTRY 4.0. Radi DIimitrov ........cccccccevvverennnne. 91
Section 2.

TELECOMMUNICATIONSAND INFORMATION TECHNOLOGY

ON THE THROUGHPUT OF PURE ALOHA WITH DIFFERENT POWER LEVELS
FOR WIRELESS SENSOR NETWORKS. Sami Acik, Selahattin Kosunalp, Mehmet Baris............. 98

MODELLING, INTEGRATION AND MANAGEMENT OF DATA FOR HEALTH
REGIONS. Aleksandar Tsenov, Veko lltchev, Hristomir Y ordanov, NikolaRanchev........................ 102

COMPRESSING HIGH THROUGHPUT SEQUENCING DATA —MODELS
AND SOFTWARE IMPLEMENTATION. Boryana Pulova-Mihaylova, lliyan Mihaylov,
DIMITAE VESSHEV ...ttt bbbt b b e e bt b et et bt et bt b e e neene s 107

FUNCTIONAL CONCEPT OF THE INTELLIGENT HEALTH MONITORING
SYSTEM. Alexandar Tsenov, Nikola Ranchev, Egnar Ozdikililer, Pavlinka Radoyska....................... 113

SPATIAL ANALYSISFOR LOCATING NEW MEDICAL CENTERSIN
A GISENVIRONMENT. Irina Topalova, Pavlinka RadoysKa..............ccceeeeieeieiieesece e 117

APPLICATION OF INFORMATION SYSTEMSIN THE PROCESS
OF TELECOMMUNICATIONS STRUCTURE. Vladislav Filev........ccccoinineininieeseeeee 121

COMPREHENSIVE REVIEW OF SERVICE MODELING
AND MONITORING. IVaylo CheNCREV ..o 125

A REVIEW OF MERKLE-ROOT HASH VALUE COMPUTATION
TECHNIQUES. Ivaylo CheNCREV .......ooeeeeee ettt 130

USING OPEN SOURCE SYSTEMSFOR SECURITY MONITORING
AND PREVENTION. lvan Ivanov, Mariyana Dimitrova, Aleksandralvanov..............ccccccevvevurreennen. 135

CLASSIFICATION OF SERVER NETWORK TRAFFIC FOR DDOSATTACKSUSING
MAPREDUCE. Samet Diri, Ayhan Gultekin, Samet Ahmet, Ozgur Baris Kayapinar ...........cc.......... 139

13



Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

CHARACTERISTICSOF MODERN TECHNIQUESFOR CYBERSECURITY
ASSURANCE IN EDUCATION INFRASTRUCTURE. Anton Grudov, Strahil Sokolov,
(@ 00177z Al = 1 {0V TSRS UPRTS
THE IMPACT OF THE ECONOMIC BACKGROUND

ON CYBERSECURITY. SVEHIN LAZAIOV ...c..ecviieiriieieienie ettt
NETWORK AND WEB APPLICATIONSVULNERABILITY TESTING

USING ETHICAL HACKING. Ivan Ivanov, Maya Atanasova.

USING OPEN SOURCE SYSTEMSFOR MONITORING, LOGGING
AND NOTIFICATION. Ivan Ivanov, Mariyana Dimitrova.

14




Section 1.

MANAGEMENT, ECONOMIC, LEADERSHIP
AND ENTREPRENEURSHIP



Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

Aspects of Seasonality in the Hotel Business

Slobodan Ivanovic
Faculty of Tourismand Hospitality
Management Opatija
Univergity of Rijeka
Opatija, Croatia
sivanov@fthm.hr

Abstract—In the aspects of seasonality in the hotel business,
the importance of improvement is highlighted tourist offersat the
destination level, increasing tourist satisfaction, increasing tourist
consumption, the competitiveness of the Croatian tourist product,
more substantial inclusion in tourist flows and, ultimately, the
extension of the tourist season of a particular tourist destination
in the hotel industry of Europe and Croatia. The set goals of the
work refer to the concept and characteristics of seasonality in the
hotel industry, the dimension of seasonality in the hotel business,
and the effects of seasonal movements on the hotel business: costs
and profits. The strategy of managing seasonality in the hotel
business and the trends of seasonality in the hotel industry in
Europe. Achieving the set goals will enable the provision of
guidelinesfor applying new and/or innovative strategiesto reduce
seasonality to satisfy existing and attract new market segments
successfully.

Keywords—hotel industry, seasonality, seasonality reduction
strategy

|. INTRODUCTION

Hotels are the basic receptive facilities that enable tourists
to stay in the destination, but they are also the most
recognizable element of the accommodation sector. The hotel
industry has a clear vision for the growth of the travel and
tourism sector. Its activities have a positive effect on tourist
trends and tourism development in genera. In many
countries, the hotel industry participates with a significant
share in the total employment of the population and is an
essential  factor in economic, social, cultura and other
development. Many factors affect the hotel industry. One of
these factorsis seasonality.

Hotel companies face seasonality as one of the most
apparent characterigtics of tourist activities. Annua business
cycles with interrupted seasons have a significant impact on the
revenues of hotel companies. Understanding the phenomenon of
seasonality and its aspects is necessary so hoteliers do not
remain passive but define along-term strategy for mitigating the
consequences of seasondlity in their business with the necessary
knowledge. Seasondity points to severd issues that require
special attention and the gpplication of ppropriate strategies. In
particular, seasondlity affects tourit movements in the
destination and can threaten the sustainability of the destination's
business. For example, seasondity can cause significant
pressure on the business of a hotel company in destinations with
seasond business, related to available and professiona staff,

Zagorka |vankovic
Hotel - Tourism School, Opatija
Opdtija, Croatia
zagorka.ivankovic@skole.hr
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University of Tourism & Management,
University in Skopje
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significantly more than in destinations with year-round business.
In addition, hotel companies with seasonal operations find it
difficult to obtain the necessary financia resources on the capita
market for current and investment operations; there is a low
return on investment and a low level of resource utilization in
the hotdl industry.

When discussing seasonality and tourism, there is no doubt
about their connection. Namely, tourism originated as a seasonal
phenomenon and remains a phenomenon characterized by
seasondlity with a greater or lesser concentration of tourist
movements in a greater or lesser period. The question that
arises, however, is. how to influence the reduction of
seasonality? Seasona business characterizes every destination
to a lesser or greater extent. To increase the satisfaction of
tourists staying in the destination, increase tourist consumption,
increase competitiveness at the destination level, and extend the
tourist season and the importance that hotel companies have in
the development of the tourist destination, the need to intensify
small entrepreneurship in the hotel industry at the destination
level isemphasized.

Il. THE TERM AND CHARACTERISTICS OF SEASONALITY
IN THE HOTEL BUSINESS

The concept of seasonality includes "cyclicd variations in
the movement of some phenomenon, that is repetition of an
identical or similar pattern every calendar year at approximately
the same time'. These cycles occur under the influence of
various changes, which may be conditioned by the climate,
economic activity, ingitutiona factors, people's behaviour and
social phenomena. It is common to change meteorological
conditions following the seasons, which are determined by air
temperature, precipitation, winds and other naturd phenomena
Economic activities also have their cyclicad movements,
manifested through oscillations of production and employment
during the year, which significantly determines the seasonality
of many other economic variables closely related to production
and employment.

The presence of indtitutiona factors, such as religious,
state and school holidays, vacations, etc., also results in
cyclical phenomena, as well as people's behaviour conditioned
by fashion, culture, loca customs, etc., which largely
determines the dynamics of society asawhole.

Seasonality is displayed through changes in production,
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service or purchasing structures that inevitably occur at
specific periods during the year, that is, in certain cycles.
Tourist activities are an integral part of people's leisure time,
resulting in the different elasticity of the dynamics of tourism
development to various natural, socia, economic and
institutional factors. Despite this fact and the consensus of the
professional and scientific public about seasonality more as a
problem (rather than a positive aspect of tourism) that affects
al stakeholders in tourism, there is no generaly accepted
definition of seasonality in the literature. Different definitions
of the concept of seasonality stem from different aspects of
looking at this phenomenon. However, the authors agree that
seasondlity is an unavoidable tourism component because
"tourist flows are determined by transience” and is
traditionally the most significant problem "which has negative
implications, and accordingly requires special attention”.

From the aspect of fluctuating tourist demand, seasonality
in tourism is seen as a "tempora imbalance in the
phenomenon of tourism, (which) can be expressed in the
dimensions of individual elements, such as the number of
visitors, their consumption, traffic on highways and other
forms of transport, employment and the number of tickets
sold on tourist attractions”, i.e. "concentration of tourist traffic
during a relatively short period within the year" . In this
context, tourist destinations are busier in one part of the year
than in another. Although destinations usually have one
primary tourist season and one season with very low or
almost no visitor levels, research has shown several different
forms of seasonality.

Kastenholz and Almeida identify three seasons, i.e. three
categories of the seasonality of tourist demand: high, medium
and low. However, based on variations in seasond
fluctuations, Butler and Mao indicate at least five categories
of the seasonality of tourist visits. It is generaly known that
tourism in urban destinations shows less seasona fluctuations
in tourist demand compared to rura and more remote areas.
Despite the peak activity during the year, tourist destinations
that support large urban centres show more continuous
activity throughout the year because they offer services to
different segments of tourist demand.

In addition to the time component of seasonality, the
literature also points to the spatial aspect seasonality. Tourists
with school-age children, for example, have to adapt to their
children's school obligations and use their holidays in the
peak season. Urban tourists, on the other hand, differ from
tourists in holiday destinations. Urban tourists support the
continuity of tourism operations with their activities
compared to other types of locations. However, it can also be
noted that different urban areas within the same country can
show a significant time difference, manifesting in different
problems for the local and regional economies. In some areas
where mass tourism has developed based on time-defined
vacation markets, such as Mediterranean coastal resorts,
"temporal polarization has the effect of reinforcing spatia
polarization."

Spatial and tempora dimensions can be observed in
peripheral areas, for example, in the North Atlantic, where
they encounter temporal polarization within that region due to
spatial distances, limited year-round access and different
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climate patterns. Including the above, seasonality in tourism
is defined as an "innate" characteristic of tourism that consists
of temporal and spatial variations in demand during the year
that can be observed in many destinations worldwide.

Most definitions and general concepts of seasonality
describe this phenomenon only in general terms or are related
to its causes. However, definitions that state how tourist
seasons can differ and how seasonality can be compared
between different regions or years are lacking. The annual
repetition and limited duration of swings (e.g. tourist rush)
clearly distinguish seasonal variations from other changes in
time series, such as trends and cyclica and random
movements. An example of a quantitative definition of the
appearance of tourist seasons is given by Lim and McAleer,
who investigated seasondlity from the aspect of Statistical
analysis and described tourism seasondity as "months for
which the corresponding average indices exceed 1.0, which
means that seasonal factors increase the number of tourists
above the trend and the cyclical component”.

Koenig-Lewis and Bischoff point to various measures of
seasonality in the academic literature but without a widely
accepted method.

Each season is associated with different expectations of
guests. In destinations where the main reason for guests' stay
is available only during a limited time of the year, hotels
usually operate only during a particular season, the so-called
seasona hotels. They include hotels near ski resorts, beaches,
theme parks, etc. Due to seasondlity, hotels are forced to
generate income in a few weeks or months, compensating
them for the time when attendance is absent or when the
hotel's occupancy level is shalow. Understanding the
seasonal trends in the destination where they operate allows
them to adopt business policies and strategies to overcome the
problems arising from this phenomenon.

1. DIMENSIONS OF SEASONALITY IN THE HOTEL BUSINESS

Fluctuations in the level of tourist activity during the year
affect the hotel business, the development of the hotel
business as an activity, the stability of the business and the
growth of economic profit. Starting from the fact that
seasondlity is one of the biggest challenges of most hotels,
especialy those located in destinations with a high level of
fluctuating tourist demand, such as Mediterranean
destinations, it seems necessary to point out the dimensions of
seasonality in the hotel business. Some of the dimensions of
seasondlity are stable over a more extended period, for
example, Christmas and New Year' s time; some are variable.
In discrete intervals, such as annual holidays, some are
variable but predictable, such as Easter, while some are
unpredictable, such as weather opportunities and climate in
the destination. In the literature, one comes across attempts to
recognize and classify different causes of seasonality in
tourism, including causes that affect the hotel business in the
context of the phenomenon of seasonality. Butler defines five
main reasons for seasonality:

e regular temporal variations in natural phenomena,

especialy those associated with climate and seasons;
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factors of human decisions - ingtitutionalized seasondlity;

e social pressure and fashion;

e sports seasons,

inertia and tradition.

IV. DIMENSIONS OF SEASONALITY IN THE HOTEL BUSINESS

Research points to the dependence of seasonality on the
tourist destination and the location of the tourist company
within the tourist destination, which partly reflects the
diversity of physica conditions and the nature of the
attractions. Thus, for example, tourist destinations with a high
level of specialization will aso have the highest seasonality.
While tourist degtinations, as already pointed out, which
support urban centres, will have a significantly lower level of
seasonality due to the diversification of demand. Aiming at
hotel specialization, for example, holiday hotels or business
hotels, cannot affect a more favourable degree of seasonality.
Seasonadlity, however, is aso greatly influenced by
fluctuations in tourist demand, which can be seen in large city
centres, such as London, which reach their peak of visits
during the summer.

In contrast, they reach their minimum in the winter period
due to a large number of international visitors during the
summer. Such trends are also reflected in the hotel business.
Seasonality will significantly impact the hotel business in
specidlized destinations compared to destinations that
diversify their offer —the greater the degree of seasonality,
the greater the hotel's business efficiency.

However, seasonality does not necessarily have to be
harmful to the tourist destination and the holders of the tourist
offer. While on the one hand, represents a social and personal
cost due to a lower standard of quality and service in the
"pesk" season. On the other hand, seasonality can have
advantages if ecological and socio-cultural perspectives are
taken into account because months of low attendance levels
may be the period used for recovery. Surveys of small family
hotel businesses point to the benefits of running a business on
a seasonal basis. In the season of low occupancy, the owners
mostly close their hotel facilities and devote themselves to
other interests, family and personal. Economic effects are
most often represented in discussions about seasonality, and
many authors consider seasonal fluctuations to be a key factor
affecting business sustainability. Economic effects include:
"inefficiency in the use of resources, volatility of income,
volatility of the level of employment, difficulties in attracting
investments, etc."

In the hotel industry, it implies the differentiation of
occupancy of accommodation capacities, with negative
conseguences in both periods, both during peak periods and
periods of minimal attendance, which implies the coexistence
of periods of high activity with periods of underutilization.
This leads to variability in the income of hotel companies
during the year. In addition, the hotel product cannot be
stored, so the value of the unsold hotel service is zero. Getz
and Nilsson point out that seasonality clearly and drasticaly
limits the tourism businesss creation, profitability and
growth.
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In order to justify keeping the hotel open during the low
occupancy season, it would have to cover at least the variable
costs associated with the business (for example, heating,
sdaries and insurance). The exception is family hotels, where
the family provides all the necessary labour so payroll costs
can be avoided. When a family stays in their hotel, at least
part of the hotel costs can be considered family living
expenses. A summary of the effects and implications of
seasondlity identified in the literature is shown in “Fig. I”.

TABLEI. EFFECTSAND IMPLICATIONS OF SEASONALITY
Tourist demand side Typeof
effect
Expenses
Commons and Page, 2001. |Rising prices during the main season  |Expense
(pressure on goods and transport in the
areaand rising supply costs for the
company).
Commons and Page, 2001. | Budget management/ cash flow Expense
Commons and Page, Income volatility/return on investment |Expense

2001.; Goulding, Baum
and Morrison, 2004;

(O-M) leading to high risk for O-M, the
investor and the region.

Y oung, 2004.
Goulding, Baum and Theincome generated in the high season |Expense
Morrison, 2004. must cover the annual fixed codts.
Espinet, J.-M. et a., 2012. |Seasonality of hotel service prices. Expense
Krakow, 2000. Seasonal employment costs. Expense
Getz and Nilsson, 2004.  |Possible increasein risk for family Expense
hotel businesses; business failure can
mean theloss of family assets.
Getz and Nilsson, 2004.  |Seasondlity clearly and dramatically Expense
limits the creation, profitability and
growth of the tourism business.
Vrkljan, Barisi¢ and Hotel specidization doesnot leadtoa |Expense
Vrenc, 2019. reduction in seasonality.
Contents Expense
Commons and Page, Under- or over-utilization of resources |Expense

2001, Y oung, 2004.

Commons and Page, 2001. | Perishability of the product, the product

cannot be stored

Expense

Commons and Page, 2001. | Pressure on the transport system and other | Expense
infrastructure during the high season

Employment Expense

Commons and Page, 2001.| Thelack of seasond workersin the Expense

degtination leads to a demand for workers
from outside thelocal community.

Common and Page, 2001;
Goulding, Baum and
Morrison, 2004; Jang,
2004; Krakow, 2000.

Sporadic demand for labor affectsthe
retention and development of
employeesin:

« |loss of skills and experience

« lack of opportunities for training and
career

« inconsistencies in service quality and
areduced number of satisfied
consumers

« lack of worker engagement

« unhealthy fluctuation

Expense

Type of

Tourist demand effect

Duro, 2016. Seasonality creates difficultiesin
recruiting and retaining labor, can
disincentivize investment in human
capital, and result in low-skilled and/or

over-skilled labor.

Expense

Commons and Page, 2001. | Seasonal operations ensure O-M post- |Benefit
seasonal recovery, especialy suitable
for "lifestyle" companies and family

businesses
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Type of

Tourist demand side effect

Kozi¢, Kresi¢ and Benefit

Borani¢-Zivoder, 2013.

Seasonal work enables the employment
of students, housewives, and other
workers who are suitable for temporary
employment in ahotel.

Environmental
protection and safety

Twining-Ward and The season of low demand meansthe Benefit
Twining-Ward, 1996. reduction of pressure on the environment,

the recovery of damaged natural

resources, and the continuation of

traditional socid and cultural activities.
Butler, 2001. The concentration of visitorsinpeak  |Expense

Seasons causes environmental pollution
and increases the risk of terrorism.

Tourism is an unstable source of
income, becauseit isvery often
sensitive to real or perceived
environmental and socio-cultural
conditions of the tourist destination.

Giannoni and Maupertuis,
2007.

Expense

Tourist offer

Jang, 2004. High pricesin the main tourist season
motivate tourists to undertake tourist

activitiesin the low season.

Expense

Espinet, J-M. et a., 2012. |Low pricesin a season of low demand
can damage the hotel'simage and result
intheloss of the hotel's preferred target

market.

Expense

Jang, 2004. Concentration of visitors (it is difficult |Expense
to get quality and satisfaction)

Jang, 2004. Peak tourist visits may increase the risk |Expense
of security and threats (e.g. terrorism)

Krakow, 2000. Reduction in the availability of Expense
accommodation capacities

Commons and Page, 2001. | Pressures on the transport system and | Expense

infrastructure

Fig. I. Compiled by the author according to: Lee, C. et a.: Seasonality in
Tourism Industry, Impact and Strategies, CRC for Sustainable Tourism,
Audtralia, 2018, p. 5. (https://coastatourismacademy.co.uk/uploads/CRC_
Queendand_2008_Seasondity _in_the t ourism_industry_(2).pdf (18.01.2020))

V. SEASONAL MANAGEMENT STRATEGIES
IN THE HOTEL BUSINESS

The numerous problems accompanying seasondlity in the
hotel business indicate the complexity of the problems and
challenges that hoteliers and other stakeholders in tourism face
in suppressing or at least managing the seasonality of the
business. Hotel industry stakeholders strive to reduce
seasondlity's adverse effects by applying various strategies and
policies aimed at extending the tourist season and developing
selective forms of tourism that will result in an additiona
season. A large number of strategies are used to reduce the
effects of seasonality, both at the level of a tourist destination
and at the level of abusiness entity in the hotel industry.

A. Seasonal Trends In The Europe Hotel Industry

Seasonality trends in the European hotel industry can be
observed through quantitative indicators, i.e. the distribution
of redlized tourist arrivals, overnight stays and income by
month, and through qualitative trends observed on the supply
side, i.e. through the behaviour of tourists and other trends
that affect the seasonality of tourism. Understanding
seasonality trends enables hoteliers to apply an appropriate
strategy that will respond to the challenges of seasonality and
reduce its effects and implications.
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Observed at the global level, Europe is the tourist region
that achieves the most significant number of international
tourist arrivals worldwide. In 2019, European tourist arrivals
accounted for 50.8% of the total international tourist arrivals
worldwide. However, this share is decreasing yearly due to an
increasing number of new tourist destinations and increasing
competition in the global tourist market “Chart 1“;

TREND IN THE NUMBER OF INTERNATIONAL TOURIST ARRIVALSIN EUROPE
AND THE WORLD IN MILLIONS.
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Chart |. Tourism Highlights 2015, UNWTO, Madrid, 2015., p. 13., Tourism
Highlights 2018, UNWTO, Madrid, 2018., p. 5. i UNWTO, World Tourism
Barometer, vol. 18, br. 1, 2020., p. 5.

According to the datain graph 2, 742.3 million international
tourist arrivals in Europe were redized in 2019, an increase of
196.1% compared to 1990. The average annual growth from
1990 to 2019 was 6.76%. However, the number of international
tourist arrivals grew at alower rate compared to the global level,
which aso affected the reduction of Europes share in
internationa tourist arrivals, from 57.6% in 1990 to 51.1% in
2019. In the absence of data on the hotel industry in al
European countries, the analysis of the European hotel industry
islimited to the member states of the European Union.

According to the data in “Fig. 2”; the European hotel
industry's accommodation capacities in al EU-27 member
countries show an increase in the period from 2010 to 2019,
except Latvia, Luxembourg and Romania. The number of
beds in the hotel industry of Latvia and Luxembourg
remained ailmost at the same level, while the number of hotel
beds in Romania decreased by 12.6%. The trend of reducing
the number of hotel beds in Romania was present until 2016,
and in 2017 there was an increase in the number of hotel
capacities by 2.9% compared to 2016, and the growth
continued in 2018 and 2019. The highest growth rate of hotel
capacities in the period from 2010 to 2019 is visible in the
member countries that joined the European Union in 2004,
such as Lithuania (63.4%), Poland (53.1%), Slovakia (46.0
%), Slovenia (42.8%), the Czech Republic (28.4%). However,
a high growth rate is also visible in other member countries,
such as Denmark (28.4%). Analyzing the trends in EU-27
hotel capacity in 2019 compared to 2018, growth is visible in
all countries except for Austria and Finland, which
experienced a dight decrease. The most significant growth
was in Lithuania (28.4 %), and the smallest in France (0.2 %),
and in Itay and Luxembourg, the number of hotel beds
remained at the samelevel.
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TABLEIl. FEATURESOF SMALL FAMILY HOTELS
Products Markets
« usually up to 40 rooms * speciaized

« restaurant and bar » mostly individual guests

« the possihility of offering other * personalized relationship with the
contents: smaller rooms for meetings, | guest

wellness, fitness

Owner ship and financing Organization and employment

states. The European Union's policy aims to maintain its
position as a leading destination for international tourist trips,
maximizing the contribution of tourism to economic growth
and employment and promoting cooperation between the
countries of the European Union.  Without going deeper into
the discussion of tourism policy at the level of the European

« individual or family owner
« legal form: d.o.o. or trade

 owner and manager in one person
« the owner defines the concept and

« own capital arrangement of the building

« subsidized credit financing » simple and flexible organization

« cash and non-cash benefits for * rational employment

owners « care about the overall profitability of

Union, “Fig. 3”; gives an overview of its development.

the hotel

Fig. Il. Cizmar, S.: Structure of the hotel industry, teaching material, Faculty
of Economics, University of Zagreb, Zagreb, 2009, according to: Afli¢, S.,
Priski¢, E., B&Ci¢, L.: Entrepreneurship in Small Family-run Hotels - Croatian
Tourism Case Study, Learning for Entrepreneurship, vol. 2, no. 2, 2012, p.
330. (329-335)

B. Tourism Palicies of European Countries for the Purpose
of Reducing Seasonality

The importance and role of tourism in the European
Union emphasized the need to include tourism in the policies
of the European Union. However, it should be noted that
tourism became a subject of European Union policies
relatively late. The reason for this can be found in the
reluctance of member states to transfer their competencies to
others, even to supranational bodies at the level of the
European Union. Nevertheless, due to the economic, cultural-
social, political and other impacts of tourism, the awareness
of the need to coordinate tourism-related activities at the level
of the European Union gradually grew. The close connection
of tourism with different sectors, especially transport, ecology
and culture, in which the European Union influences national
and regional integration, contributed to this.

The legal basis of the tourism policy of the European
Union is based on Article 6 point (d) and Chapter XXII.
Article 195 of the Treaty on the Functioning of the European
Union, according to which the action of the European Union
in the tourism sector aims to: encourage the creation of an
environment that favours the development of entrepreneursin
that sector and promote cooperation between countries,
primarily through the exchange of good practices. The
European Union has been given the function of
supplementing the actions of the member states in the tourism
sector, especially promoting the competitiveness of European
Union companies in the tourism sector. However, no coherent
tourism policy of the member states has been adopted at the
level of the European Union.

However, various communications have been adopted that
support the European Union's tourism development and have
the role of a kind of tourism policy. Certain bodies of the
European Union have been given powers in the field of
tourism and travel (the European Commission, the European
Parliament within which the Committee for Transport and
Tourism  operates, the General Directorate  for
Entrepreneurship and Industry within which the Tourism
Sector operates, etc.). That laid the foundation for the
implementation and integration of communications in
individual activities, as well as other policies of the member

TABLEIIl. FEATURESOF SMALL FAMILY HOTELS
Historical Overview of Overview of development for
overview of development for the the period from 2012
development period 2000-2010.
1. Thefirst 1. Working together for  |1. Communication
guidelines of the future of European  [(COM(2012)0649)

tourism policy
(1982)

tourism (2001)

"Implementation and
improvement of the common
visapolicy as an incentive for
the growth of the European
Union" (2012) - establishment
of acommon visapolicy for the
purpose of increasing tourist
traffic

2. Tourism 2. Basic guidelinesfor  |2. Two public consultations for

sector - horizon  |the sustainable the tourism sector " European

1992 (1987) development of tourism  (tourism of the future" and

in Europe (2003) "Regulatory and administrative

framework for EU tourism"
(2013-2014)

3. European 3. Renewed tourism 3. Communication

Y ear of Tourism |policy: towards (COM/2014)086) "European

and Legal strengthening strategy for greater growth and

Framework for  |cooperation in European |jobsin coastal and maritime

Travel (1990) tourism (2006) tourism" (2014)

4. Plan of joint
actionsin favor
of tourism
(1992);
Maastricht
Treaty (1992)

4. Communication
(COM(2007)0621 "A
program for sustainable
and competitive
European tourism"
(2007)

4. European Union Strategy
for the Adriatic-lonian Region
(EUSAIR) (2014) and Action
Plan, which is based on four
pillars, one of whichis
"Sustainable tourism".

5. Therole of the
European Union

5. Treaty of Lisbon, Art.
195 (2009)

5. European Parliament
Resolution on New Challenges

intourism and Concepts for Stimulating
(Green Book, Tourism in Europe (2015)
1994)

6. Instructions  {6. Communication 6. Communication

for the collection
and processing
of statigtical data
(1995)

(COM(2010)0352
"Europe, the world's No.
1 tourist destination - a
new policy framework
for tourism in Europe”
(2010)

(COM(2020)550 "“Tourism and
transport from 2020 onwards'
(2020)

7. Tourismand
employment
(1997)

Fig. Ill. Hendija, Z.: Tourism policy of the European Union, Zagreb School
of Management, Zagreb, 2008, p. 18. and European Commission, Overview
of EU European Commission, Overview of EU Tourism Policy,
https:.//ec.europa.eu/growth/sectors/tourism/policy-overview_hr  (June 28,
2020); European Parliament, Tourism, (https://www.europarl.europa.eu/
factsheets/hr/sheet/126/tourism (2/12/2020))

The main priorities of action in the European Union in the
tourism sector emphasize the promotion of sustainable,
responsible and high-quality tourism as a response to the
effects of seasonality in the tourist destination and the
sustainability of the business of entrepreneurs in tourism. The
concept of sustainability is contained in all policies of the
European Union that are directly or indirectly related to
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tourism. The Communication "Europe, world tourist
destination no. 1 — a new political framework for tourism in
Europe" defined four action priorities:

increase in tourist demand, both within the European

Union and beyond;

e improving the offer of tourist products and services;

improving the quality of tourism, sustainability,
accessihility, skills and the use of information and
communication technology;

strengthening the socioeconomic knowledge basein

the tourism sector; promoting Europe as a unique
destination;

¢ inclusion of tourism in other palicies of the European

e Union.

Define abbreviations and acronyms the firgt time they are
used in the text, even after they have been defined in the
abstract. Abbreviations such as |IEEE, S, MKS, CGS, <, dc,
and rms do not have to be defined. Do not use abbreviations in
the title or heads unless they are unavoidable. Tourist
degtinations faced with the problem of seasonality use different
policies and srategies to reduce this problem. Research,
however, shows that efforts to differentiate tourist products and
better digtribution of arrivals in time and space as the primary
strategy used by al destinations have limited success.

For example, in destinations where "sun and sea" is the
primary motive for the arrival of tourists, the idea of
deseasondlizing flows by attracting tourists outside the
primary tourist season requires the development of new
tourist products, as well as the appropriate infrastructure for
the reception of tourists in areas that are not valued for
tourism, which would be used as an aternative to the main
tourist hotspots. The main measures to solve the problem of
excessive tourism are:

o marketing efforts focused on the seasonal distribution

of tourists;
season extension;

diversification of products for the distribution of
tourists.

From this brief presentation of the tourism policies of
European countries, it can be seen that the policymakers
emphasized the development of tourism in the context of new
market trends and the reduction of seasondity and
overloading of tourist destinations with visitorsin the primary
season, both in spatial and temporal dimensions.

V1. CONCLUSION

Tourism seasonality is a crucia determinant of hotel
business in coastal holiday destinations. The problem of
seasonal concentration of tourist demand has and will
continue to present hoteliers with a significant challenge.
Large differences in the utilization of accommodation
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capecities between summer and winter cause business
inefficiency and impose a fight against the unprofitability and
unprofitability of the hotel business. The seasonadlity of
business is a fundamental characteristic of the hotel industry.
Stll, surprisingly, athough it is common knowledge that
seasons differ in business intensity and are divided into
individual types, there is alack of empirical knowledge about
the duration of a particular season and the power of utilization
of accommodation capacities for a specific season.

New trends in the hotel industry highlight the importance of
personalized services in the hotel industry to attract guests.
Modern guests want a unique service intended for their needs
and requirements. It was the Covid-19 disease pandemic that
showed how necessary the provision of persondized service in
the hotel industry is for business success. Changes in the tourist
market are dynamic in al spheres, both in tourist supply and
demand. Digitalization of business and digitd transformation,
which accelerates changes, even more, contribute to this. These
changes require changesin the hotel business.

Seasondlity is identified as one of the main challenges in
European tourism. Therefore, to increase competitiveness and
reduce seasonality, encouraging small business initiatives
related to the hotel businessisvital. Policymakers emphasized
the development of tourism in the context of new market
trends and the reduction of seasonality and overloading of
tourist destinations with visitorsin the primary season, both in
spatial and temporal dimensions.
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|. INTRODUCTION

Innovative solutions in technology are extremely
important for the development of the economy, because
through them the public and private sectors have the
opportunity to develop their potential, generate more services,
improve their activities and products offered. Nowadays, it is
important to change the economy structure by applying
innovative approaches (among them also digital ones) to
improve activities of industrial enterprises.

Today, competitive advantages are amost entirely due to
digitalization in production, management, production
organization and service delivery technologies. The need to
ensure the innovative digital development of industria
enterprises and the economy as a whole is becoming an
important problem in modern economic conditions

I1. ANALYSIS OF THE CONDITIONS
FOR THE IMPLEMENTATION OF THE PROJECT

Digita transformation of business processes and business
models is a necessary and relevant stage in the development
of the high-tech industry; in fact, it is the transformation of
high-tech industry into digita industry based on the
development and application of digita platforms;
development and application of digita duplicates;
implementation of the transition to cyber-physical systems
(Balakrishnan, R.; Das, S. 2020, 29, 531-541)

The ideais to create conditions for the rapid devel opment
of innovative processes and systems/products aimed both at
more fundamental research (oriented towards academics) and
a helping enterprises to model, design and visualize their
future projects.

The market niche in which will implement its products
and services is the creation of a complete digital factory and
includes:

Digitization and optimization with digital "doubles" -
creation of virtual products and processes described by
mathematical models in computer systems alows a
significant shortening of time to market and lower
product cost, at the expense of the possibility of non-
destructive optimization of product characteristics and
the processes for their production;
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Interoperability: the ability of cyber-physical systems
(delivery of parts, assembly stations and products),
people and "smart" factories to connect and
communicate with each other through the "Internet of
Things' and "Internet of Services'.

Virtualization: virtual copies of the smart factory
created by connecting sensor data from physica
production process monitoring with the virtual factory
model and production simulation models.

Decentralization: the ability of cyber-physical systems
in the smart factory to make decisions on their own.

Real-time capability: real-time data collection and
analysis capabilities for immediate decision-making.

Service orientation: offering services (of cyber-
physical systems, people or smart factories) through
the "Internet of Services'.

Modularity: flexible adaptation of smart factories to
changing requirements by replacing or expanding
individual modules.

The scientific research carried out and the realization of
new products and services that the Center will offer will
generally contribute to increasing the competitiveness of the
industry through integrated development and production of
productsin the so-called "smart factories:

On a globa scale, analysts report significant dynamics
regarding the development of the digital services and virtual
reality market, noting that in the period 2016-2021 this
market will increase by an average of 58% per year, and the
expected revenue from the sale of products and the supply of
services within this market will reach 99.4 million at the end
of 2021. In short, in 5 years this market will grow 10 times,
and even the most pessimistic expectations are for the entry of
many new products and services and the growth of revenues
in the sector.

While the consumer segment is expected to remain the
largest within this market, the enterprise solutions market is also
expected to grow rapidly. According to the forecast, the growth
of the segment for corporate customers will be 80% compared
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to 50% growth of the segment for individua users. In this case,
the analyzes show that equipment and services in the field of
digitization and virtua redity contribute significantly to
increasing productivity, and also save companies time and
money. Analysts see the best prospects for the implementation
of such technologies in the following sectors: production,
design, hedlthcare, transport and retail trade.

We define digitalization as the “use of digital technologies
to innovate a business model and provide new revenue
streams and value-producing opportunities in industrial
ecosystems’ (Parida, Sjodin, & Reim, 2019 p. 6) . The overall
effect of digitalization is increased effectiveness of the work
of industrial enterprises and other economic sectors, which is
directly related to environmental sustainability by reducing
the cost of energy, materials, transport, time and labour.
Further cost-effective energy savings can be achieved by
means of improved process control and connection of smart
sensors and data measurement and analysis devices,
forecasting damages of the equipment and other innovative
applications.

The dynamics with which the market segment of digital
services and virtual readlity is growing aso opens up wide
opportunities for the entry of new products. According to data
for 2016, athough currently the main players offering
products and services for digitalization and virtual reality are
the big technology companies according to data from
Goldman Sachs and Venture Beat, in 2016 alone, more than
250 start-ups were founded in the world, whose activity is
focused in the field of virtual reality.

The following can be identified as possible risks for the
successful construction and the market redlization of the
products/services offered by it:

Companies operating in the virtua reality sector fal into
three categories: hardware (production of helmets and devices
specific to the technology), software (production of software
to interact with the hardware) and content (production of
content, whether interactive or passive, for consumption with
the hardware). The question is whether the leading factor in
development will be the hardware or the range of available
applications. For now, like smart phones, there is a rapid
decrease in the prices of glasses and other accessories and
continuous improvement of the devices. For this reason, sales
are growing rapidly, but at the same time, a specia emphasis
is placed on software and content, and that is where the efforts
of project will be directed.

Lack of sufficient trained staff to create content.
According to the predictions of some futurologists, one of the
professions of the futurewill be caled "virtua redlity
designer”. This means that we will not only have to use
virtua reality in the educational process, but aso train
specidistsin this field. Cooperation with the HIGH SCHOOL
OF TELECOMMUNICATIONS AND POSTS, Technical
University, the Departments of Informatics and Mathematics
of the SU, the Mathematical High Schools is seen as an
important tool for attracting young and ambitious personnel to
work in thisfield;

Lack of sufficient funding for the development of
activities in the future. It is planned that after the construction
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of the project part of the revenues will be reinvested in new
equipment and activities, especially software and content
development. For this purpose, new experts will be recruited.
An application for funding under new grant programs will be
organized and prepared.

During the initial period after the commissioning of the
equipment and new developments, disruptions in the work of
the experts who work with it can be expected. To avoid this
risk, specia attention should be paid to the testing, quality
control, user training and initial support of the activities of
working with the specialized equipment;

Insufficient degree of publicity and popularization of the
possibilities of the project to the potential users of the
services. In order to avoid thisrisk, it is hecessary to plan and
conduct an active explanatory campaign, both in the initia
stage of system implementation and during its active
operation.

At this time, no potential competitors can be identified.
The reasons for this are determined by the type and nature of
the equipment, which is unique to Bulgaria and far exceeds
the possibilities provided by the equipment of other
technological parks and companies. The virtual redlity
laboratory built by Sofia Tech Park has an immersive system
(power-wall) for passive stereoscopic visualization with a
breskable wing, which has good characteristics, but
incomparable to the interactive four-sded and two-sided
CAVE systems of the last generation, which will be acquired
by the project. The rest of the companies offering VR services
focus on the entertainment side of the business and to some
extent on conducting presentations.

Product innovation has largely been regarded as one of the
foremost organizational capabilities and it was conceptualized
in the literature as a firm's ability to offer a new or improved
product that can meet the needs of market target (Damanpour,
1991; Hanaysha, 2020).

Competition can be expected outside Bulgaria, especially
from the technologically developed countries USA, Western
Europe, China, Taiwan, Korea, as well as from the software
"factories" Indiaand Pekistan.

It is planned to establish close contacts with all companies
and the academic community working in this field with a
view to creating prerequisites for the implementation of joint
activities and exchange of experience.

On the other hand, the extremely wide range of services
that will be able to be provided to interested customers from
various fields of security, public life, industry, education and
science, guarantee sustainable demand for a long period of
time.

Currently, the regulations and policies in the area are well
settled and do not pose any challenges to the successful
implementation of the project. The Innovation Strategy for
Smart Specidlization (ISIS) is a mandatory prerequisite
according to Regulation 1303/2013 for the new programming
period 2014-2020, relative to the financia means from the
European Structural and Investment Funds in the field of
thematic objective 1 "Strengthening the scientific research
activity, the technological development and innovation” of the
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Genera Strategic Framework. Through SIS, Bulgaria already
meets thematic precondition 1, item 1.1 "Research and
innovation: Existence of a national or regiona strategy for
smart specidization in line with the national reform program,
aiming to raise private funds for R&D and innovation and
which is consistent with the characteristics of well-
functioning national or regiona research and innovation
systems;

I1l. POTENTIAL CUSTOMERSAND POSITIONING ON THE
BULGARIAN AND INTERNATIONAL MARKETS

Potential customers who are interested in the services and
products of project:

The armed forces - New technologies and industrial
solutions can find application in al three types of armed
forces, for the development of the military education system,
scientific research and innovations related to the country's
security and defense capability. The project activity is suitable
for the purposes of training military personnel related to the
performance of routine activities, as well as for recognizing
and overcoming dangerous situations that may arise. A
particularly great advantage of this technology is that the
fighters will receive the necessary knowledge and skills
without exposing themselves to unnecessary risk to their
heath and life and with complete safety for military
equipment. Applications will be developed for training drivers
of military vehicles and combat vehicles, for shooting
training, for reconnai ssance missions, etc.

Education - through interactive approaches and products,
the productivity of learning in the education system as a
whole can be increased. The goa is to increase the
effectiveness of teaching and learning through the use of
modern, high-tech educational technologies. Talks were held
with the Department of Architecture at UASG and great
interest was shown in conducting practical classes for
students of architecture and PGS for training in the
application of virtual reality technologiesin design.

Healthcare - virtua reality can be a generator for new
ideas, optimization of processes and creation of collaboration
between specialists in the industry. VR can be used to treat a
wide range of problems, it can aso be used to simulate
surgery, create nanotechnology and teach skills. Leading
surgeons from the Academy of Medicine are interested in
applying methods and techniques for distance learning and
operations using virtual reality technologies.

The entertainment industry is one of the areas where VR is
widely used (cinema, games, various shows). VR is already
part of activities of any entertainment nature. Project can be
useful for this industry by providing a place with specia
equipment where different activities can be presented or
different products from the virtual world can be tested. In this
field, on the one hand, thereis alot of competition, but on the
other hand, there is a huge unmet demand.

The business and the opportunities it can take advantage
of - BP is increasingly becoming an innovative method for
managing various production processes. It has many
applicationsin the corporate world:

Virtual prototyping for design validation
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User simulations for testing products and services

Product presentation in an immersive and interactive
environment

Virtual tours of a business environment
Training of new employees
360-degree view of a product

Another use is virtual worlds, which are used as a means
of holding meetings with people who are based in different
locations.

The virtua environment is also used for educational
training courses and role-playing scenarios.

Engineering and reengineering - VR engineering involves
the use of 3D modeling tools and visualization techniques as
part of the design process.

Sports - VR is used as atraining aid in many sports such
as golf, track and field athletics, skiing, cycling, etc., as a
means of measuring athletic performance as well as technique
analysis and is designed to help with both.

Congtruction - VR can be extremely useful in the
congtruction industry, which is often known for very high
inefficiencies and low profit margins. Using a virtua
environment, the organization can not only transform the
resulting structure into 3D, but also present it asit would bein
the real world.

Simultaneously with the opportunities provided by the
CAVE system for virtual redlity, the Center will offer a
number of other opportunities to close the scientific-
production cycle, namely:

— Direct transfer of the results of the users' activity on a
paper or digital medium;

— 3D laser scanning of small or large objects and
digitization of the source data;

— 3D printing using carbon, fiberglass or other polymer
materials;

— Conducting trainings and experiments of adifferent nature.

Also, the practice of "business angels' is confirmed as the
most effective approach in the development of new
technologies. In this approach, small start-ups are provided
with a resource - technological or financial - with which to
develop and realize their innovative ideas or products. The
resource that the National Research Institute of the National
Ingtitute of Health and Welfare can provide in the period of its
approva is ultra-modern equipment, which plays an essentia
role in the development of innovative projects.

In the market redlization of the products from the
activities of project, the revenues are distributed between the
company and the business angels. For example, the Bulgarian
virtual reality company ZenArt develops different plots
involving real and legendary places. The company mainly
works with foreign clients and partners. Business angels have
invested 300,000 euros and plan new investments to expand
the activity by attracting new specidists. Another small
Bulgarian IT company, QuarkVR, specialized in the
application of 5G communications in the field of virtua
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reality, with the help of a large technology company, in 5
years has gone from a home computer to a partner of giants
such asHTC, Orange and Deutsche Telekom.

In order to be able to provide a suitable environment for
the development of new products/services, the National
Research Center for National Research and Development of
the Nationa Ingtitute of Headth and Welfare will offer a
completely new product in terms of its technical and
functional characteristics, not only for Bulgaria, but also
globally, through which services will be provided, which are
currently not available in our country:

— interactive applications;

— visualization of architectural solutions;

— visual prototyping of projects;

— product design;

— development of platforms of different types;
— opportunity for training and others.

The scientific units from the branch of UNIVERSITY OF
TELECOMMUNICATIONS AND POST, aswell as al other
researchers, will have the opportunity to test their scientific
developments and new applications using the RCDRI. The
center will provide constant methodological and material
support for the successful completion of scientific research
and the development of new applications within the field of
application of the equipment.

The transition to digital design and subsequent application
in product manufacturing will lead to the following direct
benefits for increasing the competitiveness of export-oriented
manufacturing companies:

up to 30% shorter order fulfillment cycle

10 - 15% lower production cost

o 100% avoidance of errors, marriage and revisions.

The market implementation plan is tailored to the field of
application of the implemented technologies. As a basis for
the successful development of the project, PESTEL and
SWOT andyzes will be made, in order to systematize
information and evaluate the possibilities for positioning and
market realization.

Based on these anayses, the market related to BR, 3D
printing, construction and design documentation, etc., will be
segmented, after which the target groups will be identified.

3D printing was found to be most popular in Germany,
where it is used by 9% of enterprises, and least popular in
Ireland, Greece, Spain, Latvia, and Romania (only 2% of
enterprises use this technology). When it comes to the use of
industrial and/or service robots, this technology was found to
be used to the greatest extent by enterprises in Denmark
(13%) and to the least extent in Ireland (only 2%). (Brodny J.
and Tutak M; 2022)

Efforts to popularize the Center's activities will be directed
at these groups. These are mainly:
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— Defense and security structures;

— Universities and profiled schools;

— Architectural and design firms;

— Sports clubs and individual athletes;

— Schools for the training of motor vehicle drivers,
drivers, seafarers, etc.;

— Companies and corporations interested in training
employees or presenting their products;

Steps will be taken to position project, both on the
Bulgarian and international markets. When positioning the
Center, the quality and high-tech capabilities it offers, the
functionality and quality of the equipment available to the
laboratory, as well as the technological capabilities of 3D
printers and the quality of the materials used in 3D printing,
will be highlighted.

The specific events that will be implemented to present
the activities of the National Research Council of the NCIC
will include:

— business’'work  events/round  table/seminar  with
representatives of the media, academia, business and
state enterprises from various sectors with the aim of
increasing awareness of the servicesthat will be offered;

— independent presentations of the goals and opportunities
provided by;

— Open days where the capabilities of specialized
equipment will be demonstrated to the public.

— events together with investors who have implemented
successful projects with the help of the specidized
equipment.

In order to establish and promote cooperation with
partners in the field and exchange of experience and good
practices related to the development of innovative
technological potential, eight international and local
events/forums/exhibitions in the field of technology and the
digital world will be selected, whose representatives of the
National Center for National Research and Development of
National Institutes of Heath will participate in order to
present the Center to a wide and properly targeted audience.
The most important high-tech conferences and forums (in
Bulgaria and abroad) will be selected, which are mainly
focused on the digitalization of business and the public sector
from the point of view of accelerating the digita
transformation of the economy.

Participation in the mentioned events can serve as an
effective mechanism for creating useful partnerships and a
good opportunity to popularize the Nationa Research
Ingtitute of the National Ingtitute of Health and Welfare in
front of potential foreign and local partners. This, in turn, will
create sustainable contacts and an excellent opportunity for
future development, both nationally and in foreign markets.
The participation of the members of project and its
representatives will provide an opportunity to reach new
potential customers and partners.
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V. CONCLUSION

With the market redization of the scientific innovetion
products and services offered by the RCDRI, the implementation
of highly efficient industria technologies, processes and solutions
supporting the digitization and automation of export-oriented
manufacturing companies seeking competitive advantages
internationally will be accelerated.

integration of advanced digital
technologies (fifth-generation (5G) mobile networks, the
Internet of things (loT), cloud computing, artificial
intelligence, big data analysis, robotics, etc.) means that we
are moving from a hyperconnected world to one of digitalized
economies and societies. It is aworld in which the traditional
economy, with its organizational, productive and governance
systems, overlaps or merges with the digital economy, with its
innovative features in terms of business models, production,
business organization and governance. This results in a new,
digitally interwoven system in which models from both
spheres interact, giving rise to more complex ecosystems that
are currently undergoing organizational, institutional and
regulatory transformation (ECLAC, 2018).

The adoption and
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|. INTRODUCTION

Foresight methods seek to collect data and make sense of it
so that people can think in different and new ways about the
future. This data can be collected from humans or from the
analyss of documents and artifacts, or both. Data can be
analyzed using qualitative or quantitative techniques, or both. In
the present study, foresight methods will be considered. In
strategic processes, this data must be analyzed, interpreted, and
used in ways that make sense for the organization. The
information resulting from this analysis dlows the organization
to better understand its past and present, which allows the use of
foresight methods and to exploreits potential future.

Il. THEORETICAL FINDINGS

A. Business model innovation

In times of economic change, executives, managers, and
entrepreneurs are looking for new sources of competitive
advantage that are different from the dready well-studied areas
of product and process innovation. With these findings, business
mode innovation is becoming a recognized way for companies
to renew their competitive advantage. Business model
innovation involves finding a new option or opportunity that
will renew the existing system of activity in some way. [5]

The business model is widely described in the literature.
But it is widely defined as a system with three building
blocks: value creation, value delivery and value appropriation.
Value creation refers to the resources and processes that
underlie the development and production of products and
services. Delivering value focuses on those products and
services and the environment in which they are sold. Value
assignment refers to costs and revenues.

Business model innovation is defined as amajor change in
the elements of value creation, value appropriation, or vaue
delivery for thefirm. [1]

These are the areas of foresight methods application.
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B. Foresighting

Foresight is “the human ability that enables people to think
about the future and to model, create and respond to future
possibilities’ [6,3]. Foresght, however, is usudly an
unconscious thought process. Everyone thinks about the future,
but often they do not redlize that they are making predictions. In
the context of business model innovation, it is not necessarily
recognized or universd, and is usualy about putting in place
well-defined processes, supported by specific methodologies, to
develop acompany's foresight capacity. [2,4].

C. Forecast

The forecast is the result of the process of predicting a
judgment expressed in a verbal, a mathematical, a graphic etc.
It can cover apossible state of the firm and its environment in
a future period, trends, future events, expectations and
changes in peopl€'s attitudes and mindsets, etc.

Human thinking in foresight according to Popper (2008)
concerns these capabilities: [7]:

e Cresativity - refers to the mixture of origina and
imaginative thinking and is often provided by artists or
technology gurus’, for example. These methods rely
heavily on the inventiveness and ingenuity of very

skilled individuals.

Expetise - refers to the skills and knowledge of
individualsin a particular area or subject and is frequently
used to support top-down decisions, provide advice, and
make recommendations. These methods rely on the tacit
knowledge of people with privileged access to relevant
information or with accumulated knowledge from severd
years of working experiencein aparticular area.

Interaction - recognizes that expertise often gains
considerably from being brought together and
challenged to articulate with other expertise (and
indeed with the views of non-expert stakeholders).
Therefore, given that foresight studies often take place
in teams where democratic ideas are widespread, and
legitimacy is normally gained through *‘bottom-up”
and participatory processes, it is important that they
are not just reliant on evidence and expertise.

Evidence - recognizes that it is important to attempt to
explain and/or forecast a particular phenomenon with
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the support of reliable documentation and means of
analysis of, for example, statistics and various types of
measurement  indicators. These activities are
particularly helpful for understanding the actual state
of development of the research issue.

I1l. FORESIGHT ASPECTS RECCOMENDATIONS

After practical workshops within a large company (1000
employees), author of the research presents some main points
important in organizing the forecasting of innovations in the
business model. He groups expert forecasting methods, which
are useful and appropriate. A framework for shaping the
visions of the expertsis given, as well as away of processing
their opinions is recommended.

A. Foresight methods groups

Methods are based on peopl€'s ability to process and make
sense of diverse but fragmented information and to formulate
inferences from uncertain data. They can be group in five
aress.

Methods of following emerging signs:

Scanning - a method that considers the widest network of
events and trends of any kind, with the aim of sifting them
from the ch.t of their impact.

Monitoring - a method involving observing trends and
series of events to determine whether they are strengthening
or fading.

Tracking - monitoring trends in a specific area.
Simulations - an attempt to formalize most of the forces
shaping the future by determining their probabilities.

Extrapolators:

Technology trend analysis - a method based on the belief
that technological advantages follow the exponential of the
improvement process.

Fisher - Pry Anaysis - a mathematical method predicting
the replacement of older with newer technologies.
Gompertz Analysis - a mathematicl method for

predicting the path along which mature technologies will
reach alimit in their development.

Learning Curve Techniques - a method predicting the
economic effect of the learning curve.

Pattern Analysis (Cycle Analysis):

Analysis of analogies - amethod that tries to apply severa
analogous past patterns /schemas/ to obtain several
aternatives of the possible future.

Analysis of previous changes - a method by which
previous changes, such as the implementation of time-related
user improvements, are predicted.

Morphological matrices - a method of discovering new
products and processes by combining features /characteristics/
of already existing ones.

Feedback models - predict the relationship between
different factors in a mathematica model where they
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influence each other through a closed feedback loop.

e Analysis of objectivess these group of methods
includes a broad collection of methods by which future
results are interpreted because of the actions of various
actors. While these actors (whether individuas or
entire organizations) influence the future, we will be
able to describe it by studying their goals, especialy
those of them who directly create or sustain the trends.

Content analyst
Impact analyst
Patent analyst
Stakeholders' analyst

e Expert intuitive methods- according to this group of
methods, "the future cannot be designed by deliberate
or directed methods." It emerges from the ever-
moving, complex convergence of powerful tendencies,
individual actions, and circumstances. Therefore, the
best way to capture the future is through extensive
information gathering, followed by unconscious and
intuitive processing to extract insight. Each of these
methods has its own specific ways of gathering
information and working intuitively with different
groups of individuals.

Delphi Survey
Nominal Group Conferencing
Structured & Unstructured Interviews

B. Expert visons formation

Trends tend to follow a predictable cycle (see Fig.1). An
issue emerges on the fringe of society and is of interest to an
eclectic group of people. Part of mainstream society considers
these issues as odd. This is the stage where unchallenged
worldviews result in the dismissing of the issue as irrelevant.
During the time ahead, numerous companies/competitors with
good practices and outstanding ideas emerge and often a
public event is the trigger for transforming the issue into a
trend. The related data is gathered and could be published on
different kinds of media. Eventually, the newly emerged trend
gains widespread popularity being adopted and legalized by
institutions and governmental bodies. [8]

Look on the fringe

(weird and
whacky!)

Global,
multiple
dispersed
cases, trends
and
megatrends

Govemnment

Institutions
Newspapers,
magazines, websiles
Joumals Late Majority
Number of
cases;
degrea of
public
awareness

Laggards

Scientists, artists, S
radicals, mystics Mainstream
Late Adopters

Worldview issues will
affect uptake af this
stage - | don't believe
that!"

Emerging lssues
Few cases, local focus

Early adopters

Today Futare

Time

Fig. 1. Trend Cycle[8]
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C. Foresight innovation domains according
to the business model elements

TABLEI. FORESIGHT INNOVATION DOMAINS ACCORDING
TO THE BUSINESS MODEL ELEMENTS
: Domain 1: Domain 2:

Bus&n&ss rr:odel Doing thingsin Ddoing thingsin

ements a better way anew way

Creating value |Offering more of the same | Offering something different

(different for the company at
least)

Target Existing market A new market

customers

Customer Continuous improvements |New relationship channels (eg

relations to existing channels physical/virtual,

personal/peer/mass awareness)

Value chain Operation (eg internal, Exploration (e.g. open,

architecture direct, continuous flexible, diversified)
improvements)

Key Known competencies (e.g. |Disruptive new, unfamiliar

competencies |improving existing competencies (eg new
technology) emerging technology)

Affiliate Known (fixed) network New (dynamic) networks (eg

network merger, joint venture)

Profit formula |Existing revenue generation | New revenue generating
processes followed by/or | processes followed by/or
incremental processes of disruptive processes of (cost)
(cost) cuts cuts

According to Taran's research business model elements
can referred to incremental and radical innovation activities
[9]. The author of the current paper adapts and develops the
idea and puts innovation activitiesinto domains. Each domain
activity is applicable to be aframe for foresight.

For example, it may being predicted Customer relations
with the application of different methods for Objectives
anaysis.

D. Expert estimation

In the simplest version of predictive expertise of
specialists-experts (with number m) in the area, several pre-
formulated statements (with number n) affecting different
directions of innovation development are presented. The
experts are expected to rank them according to the probability
of redization in a certain period of time, assigning to each
statement a rank (number in order) rij, i = 1.n, j = 1.m
according to their subjective views.

The overal ranking of the statements according to the
possibility of redlization (prediction) will be obtained by
summing the respective ranks and comparing them.

To be sure of the result, it is necessary to check the
consistency of the expert assessments by calculating the
concordance coefficient CW and checking its statistical
significance. This coefficient is calculated using the formula:

CcW o 212.38
m-.(n° —n)

D

The S is a sum of the squares of the differences of the
ranks from the mean value, which is determined by the
formula:
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m(n+1)
2

S=

U]

m 2
2o
j=1

The CW significance test is performed based on the
Pearson Chi square distribution by calculating the criterion:

2

i=1

7> =m(n-1).CW (3)

Criteriafor selecting forecasts must be:

o Redlity- they must have clarity and relevance to the
object of the study, as well as be relevant and

transparent.

Link to content - forecasts must be based on valid
assumptions, be plausible, complete, consistent,
describe developments, contain detailed information.

Applicability - to be a function of decisions, to be
applicable to different forecasting processes.

Proportionality of the forecasts among them- to differ
among themselves and to include all expected variants
of the future.

E. Foresight teams
Before starting workshops there is need to clear and define
details asfollows:

e Internal and external participants.

Work environment- time, and duration,

teambuilding.

. space,

Objectives of the workshops and letting all participants
with them.

Some human barriersto avoid resistance to taking part
in ateam.

F. Barriersto foresight

After a lot of workshops in company X author of the
research export some barriers for human willing to make
insight:

a) Cultural barrier

e Conformity of ideas (old and new)

e Too much stressfor no reason
e Prgjudice

Cultural differences

Disintegration, despair, aggressiveness, frustration

Personal nature
Negative thinking: "I'm not creative!"

Difficulty distinguishing between facts and problems

Premature presentation of pseudo-solutions to the
problem

Difficulty perceiving unusual relationships between
ideas and objects
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Professional environment
Misunderstanding

0)

Education, training

Tension, lack of rules

Lack of funds

Communications

Decision making process

Authoritarian management style

Strict hierarchy in the brainstorming group
SHf-imposed barriers

Fear of making mistakes, lack of self-confidence and
knowledge

Wesakness, lack of ability to relax, fatigue

Excessive dependence on the opinions of the other
party

Lack of interest and motivation

Expectations

V. CONCLUSION

Foresight is based on using the thought processes of
personnel and participants in an organization's business
ecosystem. The methods help develop along-term framework
for action that transcends the limitations of business as usual
in the present. In this way, a sense of the uncertain and
complex future environment is provided to support future
decision-making. The result is survival and development
through innovation. An organization's capabilities are
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expanded so that it finds new and sustainable options.

Foresight in organizations is about broadening people's
attitudes by questioning long-held assumptions and beliefs.
Careful selection of methods is necessary so that people
understand the process they are going through, what results
are expected and how those results will be used. Difficulties
in applying the results arising from the use of different
forecasting methods are no different from any traditional
strategic process. The more people involved in it, the greater
the chance that it will be implemented successfully.
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Abstract—Bulgaria embarked on the path of digitization of
its public administration sector more than a decade ago. The
process of digitization is bringing far-reaching changes to the
functioning of public administration, changing the entire
system. Thisarticle examines the application of business process
analysis in public administration against the background of the
trend towardsits digitalization.
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|. THE CURRENT SITUATION

According to the E-Government Development Index
(EGDI) [1] of the state agency "E-Government”, currently:

"... in the 2020 report, our country ranks 44th among 193
countries in terms of the e-Government Development Index
and for the first time enters the category of very high level of
e-Government development together with the countries from
the European regional group Czech Republic, Slovakia,
Latvia, Croatia, Hungary and Romania. The results show that
our country, together with the others in this category,
demonstrates consistency and progress in the development of
strategic documents in the field of e-government and in the
coordination and provision of electronic services'.

The Estonian mode chosen by Bulgaria implies full
digitization of all aspects of public administration®. In the
country, online services are currently digitized in severa
separate administrations (NAS, NII, the Commercial Register
and individual municipalities), but one cannot speak of a
single and flexible electronic system (in the genera sense of
this term) - i.e. work is done piecemeal in individual
administrations and municipalities.

Il. THE CHALLENGE

According to "Architecture of electronic government in
the Republic of Bulgaria' [2], which is one of the strategic
documents of the State Agency "Electronic Government”, the
architecture of eectronic government in the Republic of
Bulgariais aimed at the redlization of:

— digital transformation of the administration;

1l"eopmeBa, I1., ,Bw3zieiictBUETO HA TEXHOJIOTMHTE BbPXY OM3HEC MOJICIUTE Ha
YCITYTHTE 32 IIPEIoCTaBsiHe Ha repcoHa” , COOpHUK Hay4HH TpyzoBe oT EnpHanecera
MEKIyHApO[HA HAYYHO - TNPUIOKHA KOoH(epeHiws ,IludppoBa HMKOHOMHKA |
GrokueiiH Texsonorun” , |SBN- 978-954-635-008-4, Bapra 2018, crp.172

— mandatory use by administrative bodies of horizontal
systems and shared resources of e-government;

— mechanisms for coordination and control of the

execution of the architecture;

— application of uniform standards and operative
compatibility when designing, building, upgrading and
implementing information solutions;

— defining the participants in eectronic management, their
functions, the principles of Electronic Government and the
requirements for the system and technologica architecture;

— sustainable, high general level of network and

information security;
— transforming datainto information and knowledge;
— achieving trust from citizens and businesses.

Thus defined, the architecture that relies on certain
information solutions (separately for each administration/
municipdity) with a requirement for mutual compatibility
between them, especialy within a country, is aglobal challenge
to which aglobal approach must accordingly be applied.

I11. POSSIBLE APPROACHES

The challenge of architecture of information solutions
within a country can be approached in several different (so-
caled classical) ways:

— Each information unit (administration/municipality)
develops/looks for a solution separately for itself.

— The same information solution is used with a different
combination of modules, which is adapted for each
individua unit.

— The hybrid method is also applied — the units are
classified through cluster analysis according to their
needs (previoudly identified by an integration team), and
the needs of each cluster are satisfied through a unified
selection of information solutions (which, of course, are
mutually compatible).

Thefirst approach is the so-called asynchronous approach.
Its advantages are not to be underestimated and are the
following:

— It requires the least preliminary preparation - technical
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and bureaucratic.

— Each unit bears the responsibility for its own solution
and itsintegration.

— Each unit (administration/municipality) can choose the
most appropriate combination of information solutions.

— Requires less concurrent resource consumption.
The disadvantages of the asynchronous approach are:

— Of a technical nature - mostly regarding the technical
compatibility between the different information
solutions between the different units.

— Each unit bears the responsibility for its own solution
and itsintegration.

V. DIFFICULTIES BEFORE DIGITALIZATION

The responsibility of the administration/municipality for
the sdlection and integration of the information solution is
both a serious advantage and a serious disadvantage of the
asynchronous method. Combined with the high risk of the
integration of information solutions, the result is a delay in
digitization in many of the administrations/municipalities,
especialy in the smaller ones.

The high risk of the integration of information solutionsis
the result of many factors, some of which are discussed by
Viktor Gladchenko in his article "Consequences of failed ERP
integration and criteriafor their evaluation”. The factors are as
follows:

— lack of the necessary business process specidiststo collect
the business requirements of the client organization;

—lack of the necessary business process specidists to
describe and analyze the business processes of the client
organization;

—lack of the necessary business process specidlists to
develop an adequate and accurate business assignment
for the necessary parameters of the ERP system;

— lack of the necessary IT specidists to transfer/import the
organization's database into the ERP system;

— lack of the necessary testing specidists for the testing of
the integrated ERP system — interface, database,
business processes, references;

— underestimation of the scade of the ERP system
integration task [3] 1

These factors are valid for the integration of any
information solution. The following factors are added to
them:

—the particularly strong resistance (the so-called
resistance) in the administrations/municipalities against
the changes;

— communication problems between users and integrators

! Consequences of failed ERP integration and criteria for their evaluation.
Viktor Gladchenko, VFU, 2018.

of information solutions;

— the lack of experience and skills of the employeesin the
administration/municipality in the sdection and
integration of information solutions.

The reasons for the lack of the necessary BPA2 specidists
will be discussed further in the article.

The lack of the necessary I T specidists to transfer/import
the organization's database into the ERP system and testers to
test the integrated ERP system is no longer as relevant a
problem as in 2018, but they are still lacking particularly in
smaller administrations/municipalities.

Underestimating the magnitude of the task of integrating
information solutions is (perhaps) the only factor which is no
longer valid for administrations/municipalities, because they
tend to overestimate the magnitude of such tasks.

Users' resistance to innovetion is a typica problem for all
information  solution  integration. In  administrations/
municipdities, this problem is particularly pronounced because:

—in the public administration, the average tenure of
expert employees is very high (thanks to the Civil
Servant Act) at medium and low hierarchical levels,
especialy in small administrations/municipalities and/or
in non-elected positions;

— therelatively high average age of the employees,

— there is the typical fear of responsibility for the public
adminigtration in Bulgaria, especiadly at the higher
hierarchical levels;

— the projects on the integration of information solutions
are very complex and are developed over along period
of time.

Users resistance to innovations should not be seen solely
through a"mechanica" approach that could only reflect on its
results. For the results to be true, it is also necessary to
consider the psychological components - in this case the
reaction are thereason and need:

— the stress of changing business processes

—the stress when bottlenecks occur in the working
environment of the human element.

Reactions to the specified types of stress could be absolutely
different for different users, both as a direction (positive, neutral,
negeative, etc.), as well as duration. The factors on which the
human e ement's reaction depends on are:

— surrounding work environment;
— attachment to work;

— resistance to stress;

— physical condition;

— mental state;

— working capacity;

2 BPA — business process analysis.
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— ageg,
— others. [4]

As aresult of these factors presented above, the ways in
which users resistance to innovations could be grouped into
several groups:

— fear of any type of changes/innovations;

— fear of new technologies;

— unwillingness to learn new skills’knowledge;
— lack of work motivation (laziness);

— fear of being fired - particularly strong among public
administration employees

Standard solutions/measures have been developed to
overcome the resistance of each of these groups - they are
also grouped into several groups:

— standard management methods for increasing employee
motivation, which are not the subject of thisarticle;

— standard management methods to lower employee
anxiety, which are not the subject of thisarticle;

— promises by the management that there will be no
reduction of the employees

— conducting in-house trainings to acquire the necessary
new skills’knowledge;

— conducting presentations of the advantages of new
technologies with an emphasis on their advantages:

— easing the work process;
— reducing the work routine;

—reducing the possibility of making mistakes
during the execution of business processes,

—reducing the consequences of mistakes made
during the execution of business processes;

— facilitates the execution of standard periodic
reports;

It should be noted that workflow tracking for the purpose
of individual employee accountability may be perceived by
some public administration employees as a disadvantage.

V. THE SOLUTION —BPA APLICATION

As often happens, the solution to these problems is rooted
precisely in their cause - the lack of a sufficient number of
business process analysis specidists.

These speciaists are very necessary for the following
reasons.

— They monitor, describe, analyze and optimize business
processes.

— They are mediators between users and integrators of
information solutions.

— They are trained to overcome the resistance of users of
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information solutions against innovations.

— They are trained to integrate information solutions (in
this case, their mediating role is expressed in mediation
between users and the integration team of BP
Analytics).

In other words, they are the solution to a large number of
the obstacles to the digitization of the public administration in
Bulgaria.

Statistics show that projects for the integration of
information solutions (especially ERP systems) in the period
2009-2014 ended unsuccessfully in more than 60% of cases.
With the increase in the quantity and qudity of BPA
specialists in Bulgaria, the number of failed integrationsin the
period 2014-2019 dropped to about 50%. In the following
years, the tendency to reduce the risk of failed integrations is
maintained, but no longer at such a pace.

The required BPA specidists in Bulgaria are few, because
they need specidized training, which is aimost unavailable in
Bulgaria, except for:

— sdf-training;
— in-house training;
— certified online training.

In other words, there is amost no opportunity for
methodical professional training.

It is also necessary for the relevant specialist to possess a
rare combination of specialized knowledge simultaneoudly in:

— applied mathematics;

— business anaysis;

— system analysis;

— computer software and databases,

— economics and accounting;

— management and governance;

— logistics;

— presentation skills;

— organizational psychology.

It is exactly this combination of:

— lack of accessto methodological training;

— the complexity of the preparation;

— the multidisciplinarity of the preparation,

That is the main reason for the lack of the required quantity
of BPA speciaists (and in some cases of the required quality).

V1. CONCLUSIONS

The lack of the necessary number of BPA specidlists is
one of the main obstacles to the digitalization of public
administration.

The solution to this problem is rooted in providing the
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opportunity for methodical professiona training to the — both academic and analytical approach;
necessary speciaists:
y specal _ pedagogical skills.

The simultaneous implementation of the above measures
will lead to solving the problem of the lack of such specialists
— it is necessary within the framework of the training that  in the next decade.

the future business process analysts be trained in all the

— it is necessary to develop curricula for the training of
business process analysts;

above-mentioned knowledge/skills REFERENCES
. . . 1] https.//e-gov.bg/wps/portal/agency/strategies-policies/studies-
_textbooks and teaching aids for business process angy%,%gdi g/wps/portal/agency/strategies-po
analysis need to be developed; [2] Consequences of failed ERP integration and criteria for their evaluation.

Viktor Gladchenko, VFU, 2018.

— itisnecessary for developersto have
P [3] https://www.gli.government.bg/sites/default/files/upl oad/documents

— serious prac‘“ ca expen ence in business process /2021-01/zakon-za-drzhavniya-sluzhitel .pdf, 22.12.2020.
analysis; [4 Human element in business process chain reactions, Victor Gladchenko,
VFU, 2019.
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Abstract—The challenges of global higher education act in
several directions. Initially, of particular importance is the
accepted higher educational framework in the society, that is,
how adapted it is to the needs of students, in the direction of
developing of their potential. In addition, to the greatest extent
the educational frameworks are reduced to the methods and
techniques that have been adopted individually by the
teacherdeducators, so that it does not provide an opportunity to
set the measurability of the achieved results, as well as a real
insight into their effectiveness.

Within the framework of this paper, the importance of the
role of interests, motivation and critical thinking is highlighted
as the main processes, instigators of effective higher education
in a global framework. Thisratio, in addition to the theoretical
aspect, is also shown through a quantitative empirical
framework, to a target group of respondents from the
Macedonian society: university professors, educational analysts
and experts.

Keywords—critical, thinking, concept, global, education

|. INTRODUCTION

The indicated anaysis highlights the role of interests,
motivation and critical thinking as main processes, drivers of
effective education in globa frameworks. What needs to be
emphasized in this domain does not alude that students
should, on the basis of their own affinities, choose their
subjects. At the same time, the same does not underline the
responsibility that certain subjects are not studied at al in the
curriculum. However, it is important to highlight the need to
study the teaching material a levels, based on the
demonstrated inclination, affinity, easier understanding and
above al, interest, to study at an advanced level. In that
direction, the goal of the global education systemis to enable:
curiosity, imagination, innovation, sdf-initiative and
entrepreneurial  spirit in the students, to prepare future
generations for professiona life, for contribution to the
common good aswell asfor active citizenship. [1]

The purpose of this scientific paper is to promote the
concept of critical thinking as a major challenge of the global
higher education. Furthermore, the narrower goa of this
paper is to give a clear insight into the role of creating an
educational framework within the higher education
ingtitutions, in the direction of encouraging interest,
motivation from the teaching material, so that later it
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encourages applicability when choosing a suitable profession.

The scientific paper implements a quantitative research
framework, on the basis of which the genera hypothesis is
confirmed, i.e.: "If within the higher education framework,
the curriculum is based on the application of the concept of
critical thinking, in that case conditions are created for the
direct applicability of the educational program with an
appropriate choice of profession in the future”.

In order to ensure high quality of the Proceedings of
Instructions for the authors.

Il. THEORETICAL FRAMEWORK

A. Simulating interest

The study of the specifics of the educational program, in
order to encourage interest and will for it, represents a
particularly current and significant problem that deserves a
closer theoretical and scientific insight. [2]

Taking into account that the teaching consists of a
different selection of subjects and interests that also come
from different natures, it is necessary for the students to,
firstly master the laws regarding the possibilities offered by a
certain subject, and furthermore to be able to create a greater
or lesser inclination towards it. Starting from the fact that we
live in a time of globa connection, the use of a
multidisciplinary approach represents one of the basic global
educational codes that needs to be accurately and precisely
mastered by all involved parties within the educational
structure. [3]

If it is a matter of formal, higher education, it is essential
that the educator can promptly study the capacity of the
students in relation to the adoption of different subject units.
More specificaly, it is necessary to inspect the
appropriateness of the adopted program in the respective
subject, aswell asin relation to the capacity for acceptance of
the program by the students.

The application of a functional approach in order to
stimulate interest, aims to achieve compatibility between the
student's abilities and needs, in relation to the teaching unit
he/she is mastering. Consequently, educationa institutions in
a global framework should focus on modern technical aids
and approaches that will contribute for development of
creative abilities among students, as well as critical thinking.
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Providing a positive atmosphere of cooperation and offering
acceptable models by the teaching staff encourages activities
that precede the mastery of the teaching subject. This is the
only way to ensure a focus on the basic idea of the
educational process, and not on the interpretive errors that
may occur on aregular basis. [4]

One of the most important conditions for encouraging
student interest in a particular subject is first of al enabling
and encouraging them to independently assess their own
possibilities, which through individual analysis will contribute
to active self-expression, and thus encouraging their own
abilities and inclinations towards criticaly analyzing the
teaching material and creating one's own attitude. In this
context, above al, it is a matter of respecting certain
principles of learning that are specific in terms of certain
differences and barriers that may arise during this process.

B. Motivational process

Nowadays, as a consequence of the predominance of the
communication method and the intercultural approach in
teaching, the process of adopting the teaching subject is
largely subordinated to the process of motivation. In terms of
motivation, it is important to point out that it is necessary to
find appropriate strategies for motivating students, as well as
conditional opportunities for studying a certain subject. What
is most important and universal, regardless of socia
opportunities on a global level, is actualy the timely creation
of awareness among students, regarding the necessity of
studying the subject. [5]

Advancing the idea of a higher quality educational
framework that will be globally unified aways depends on
the current developments in a society. New approaches and
methods in teaching are almost aways a consequence of
major social changes and the need for communication
between different target groups. Communicative competence
represents a set of knowledge and skills not only for the
structure of the teaching material, but also for its use in
accordance with the communication situation and the socio-
cultural norms of the community within which the education
takes place, but also more broadly at the global level. [6]

In order to encourage mativation to effectively master the
educational process, it is necessary to harmonize the purpose
and the situation of using the acquired knowledge. The
modern approach that derives from the mentioned directions
is an approach that perceives al units of the process as
participants in the communication process, in which the
exchange of information, interaction, interpersonal activity is
highlighted. The global educational values need to offer a
learning process in which the skills of the educator stand out,
so that he/she can correctly apply the gained knowledge and
experience.

C. Professional orientation

There is evidence of current changes in the world when
choosing a professional orientation. That means more externa
changes within the business activities. The changes refer to
the "concept of profession” itself, which for generations has
been the basis of professional activities, and thus the basis of
the educationa system in Europe. In practice, the changes in
the world of various professions affect precisely the

37

educational systems that need to change their concept in the
direction of satisfying future professional demands. In fact,
nowadays we live in aworld that is in constant dynamics and
it represents a preparation for something that will appear
again in amodified form, as a future profession. [7]

The very term "professional orientation” denotes a state or
process, in the capacity of orientation of the individual
towards a certain activity or influence, regardless of the way it
doesit. In thisdomain, it can be talked about a wide range of
steps within the orientation process. This domain includes the
understanding of professiona orientation in teaching, which
actually represents, in one way, a view into one's own
personality, as well as an external understanding, which
represents a view into the real world of professions, up to
sending the person to a choice and a decision on a particular
profession. [8]

Choosing a profession as a developmental process is
particularly important because it is not considered an isolated
process of working life, but rather chapters throughout the
entire life cycle in professional development. This approach is
based on dependence on the decisions that a young person
makes. Choosing a professon is part of a continuous
development process of one's own identity.

Hence, the concept of critical thinking is actually an
interdisciplinary process, which refers to the application of a
concept, applicability, analysis, synthesis as well as the
appropriate evaluation of the received information. Critical
thinking is constantly upgraded based on new experiences
gained, as well as skills for observation, experiential practice,
reasoning and communication with different subjects. As
such, the concept of critical thinking needs to be part of the
new challenges of global higher education. [9]

I11. METHODOLOGICAL FRAMEWORK

Regarding the methodological framework, for the needs of
the empirical research, a quantitative research strategy was
applied. The main instrument used is a closed-type survey
guestionnaire, with claimg/attitudes placed on a Likert scale,
in order to see the gradation of the attitude of the respondents,
from negative to positive. For the purpose of reliable analysis
and interpretation of the set hypothesis, those questions that
are most closely correlated with the hypothesis have been
selected for display. The answers to the questions do not
include testing of variables, but the distribution is considered
in relation to the total number of respondents. The
guestionnaire was administered individually to each
respondent, taking into account the ethical dimension of the
questions, as well as the protection of personal datain relation
to public presentation of the same, without damaging the
credibility of both the respondents themselves and the
organization/ institution they represent.

IV. RESULTS

The genera hypothesis that is analyzed and interpreted is:
"If in the higher education framework, the curriculum is
based on the application of the concept of critical thinking, in
that case conditions are created for the direct applicability of
the educational program with an appropriate choice of
profession in a future perspective'. The hypothesis was
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analyzed on a target group of 50 respondents, university
professors, educational analysts, experts on the educational
and strategic framework, who operate within the framework
of the Macedonian society. The target group was selected as
particularly relevant in relation to the analyzed problem. The
empirical research was carried out on-ling, in the time period
from 15/10/2022 - 30/10/2022.

This hypothesis is analyzed and interpreted through the
answers to the statement (question):

Number 5 of the survey questionnaire, "The
educational framework needs to be based on methods
that encourage interest, motivation and visualization of
the teaching material in order for the student to see the
application when choosing a future profession”

Number 8 of the survey questionnaire, "In the
Macedonian higher education system, the concept of
critical thinking is not included in a comprehensive
framework, but individually by the skills and
competencies of the teaching staff".

The following results were obtained:

RESPONDENTS

don't agree atall ®| don't agree  BI'm indecisive | agre

Fig. 1. The educational framework needs to be based on methods that
encourage interest, motivation and visuaization of the teaching material in
order for the student to see the application when choosing a future profession

RESPONDENTS

Wi don't agree atall W1 don'tagree  B1'mindecisive | agree

Fig. 2. In the Macedonian higher education system, the concept of critical
thinking is not included in a comprehensive framework, but individualy by
the skills and competencies of the teaching staff

V. DISCUSSION

A comprehensive aspect of global education is elaborated
within the Maastricht Global Education Declaration European
Strategy Framework for Improving and Increasing Global
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Education in Europe. [10] In addition, the concept of global
education has been analyzed and interpreted through a series
of development projects within the Macedonian society. It is
about the offer of different educationa platforms and
interpretations of the “National Qualifications Framework",
as well as directions of setting up a more efficient way of
developing qualifications, including the ingtitutional aspects,
the evaluation of competencies, as well as the awarding of
qualifications. [11]

According to the obtained results, shown in the frames of
Figure 1 and Figure 2, according to the analyzed and
interpreted data, Statistically processed, the attitude and
perception of the respondents can be seen based on the stated
claims. According to the obtained results in Figure 1, the
following distribution of answers is shown: 12% of the
respondents do not agree with the statement (categories: "I do
not agree at al" and "do not agree"), 16% of the respondents
are undecided in their attitude and 72 % of respondents agree
with the statement (categories: "l agree” and "l completely

agree”).

According to the obtained data within the framework of
Figure 2, the following distribution of answers was obtained:
13% of respondents do not agree with the statement
(categories: "l do not agree at al" and "do not agree"), 23%
are undecided in their attitude and 64% of the respondents
agree with the statement (categories: "l agree" and "I
completely agree").

Based on the obtained data, the overall perception of the
respondents is seen, which directly refers to the need to
introduce the concept of critical thinking as permanent within
the educational framework of the Macedonian higher
education system (64%) of the respondents agree with this
position). In addition, the respondents in a high percentage
(72%) believe that the educational framework of the
Macedonian system needs to integrate a methodology for the
development of interest, motivation and other practices that
will ensure better applicability in professiond life.

The importance of developing interest, motivation and
critical thinking in the process of globa education as a future
endeavor isin direct correlation with the theory of choosing a
profession as a learning process. Through this theory of
learning, the choice of a profession is explained by affirming
the "persona concept", with the totality of influence from the
area of residence (family, school, etc.), but also the scientific
methods of solving problems. It is a learning experience that
builds on each other and leads to a conscious choice of
profession.

The concept of critical thinking in the higher education
framework is in direct correlation with the concept of long-
term learning. The purpose of this system is not to profile a
measure of success in terms of academic expression of
students, but to assure certain standards during the
educational process which in the future will not alow
profiling of students without interest in any career field. In
this way, not only the students but also the teaching staff
benefit because they participate in the creation of an effective
educational process, with greater applicability during the
implementation. Namely, the teachers have the opportunity to
adjust the curriculum of the subject based on the affinities of
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the students, and at the same time they are faced with a group
of students who really express a desire to be in that place.
Thus, encouraging critical thinking, demonstrated interest in
the subject matter and high motivation throughout the
educational process, allow students to fully express their
potential, which is the main priority of the global education.

If one takes into account the continuous changes in
education and the labor market, worldwide, as well as the
overall strengthening and improvement of abilities, attitudes
and knowledge, then as a model of professional orientation
one takes into account the preliminary decisions for a certain
profession that are still being created in primary education,
until the final decision-making. In that way, the classification
process is finally a learning process that enables the
unification and comparison of the personality profile with the
requirements in education, and further, the requirementsin the
profession itsalf.

V1. CONCLUSION

Choosing a profession is not an independent process, it is
aso considered as a process of interaction. It is about
interaction between the person who chooses a profession and
the environment. Various interests and values of the
individual positioning into that interaction. It is in this way
that a high degree of rationality is developed in connection
with the choice of a profession, which is in direct correlation
with the applied methodology of the completed educational
process.

As concluding observations, it is necessary to adapt the
model of transmission of certain information in the
educational process, in order for the users themselves
(students) to consider that it is useful and, above dll,
applicable for them. It is necessary to implement a model of
education in which each individual will have the opportunity
to express hig’her attitude, to establish a close relationship
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with the educator, to have an understanding of the teaching
process and program in order to see the benefit of it.
Consequently, setting up a higher education framework by
applying the concept of critical thinking, encouraging interest
and motivation among students, is a priority of the global
education.
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Abstract—Over the past 2 years, our society and economy
have faced a challenge of unprecedented magnitude and scope
that has affected absolutely every aspect of modern life - the
pandemic caused by SARS-CoV-2a or briefly called Covid — 19
virus. In this article, an attempt will be made to consider in
principletheissuesrelated to the application of the norms of the
Bulgarian Trade Law and more specifically the norms
regarding the non-performance of contractual obligations due
to the presence of force majeure coused by Covid — 19 virus,
and its use as means of evidence when proving force majeurein
court proceedings.

Keywords—Covid-19, non-performance of trade contracts,
force majeure

|. INTRODUCTION

In just a few months, the world was conquered by an
unprecedented global pandemic, which turned out to be the
epidemic caused by the Covid-19 virus. Already with the first
manifestations of the virus and the effect it had on human
hedlth, its high mortality rate and the subsequent post-covid
complications, made our society change the priorities of its
agenda, get out of its norma rhythm and look for ways to
reduce the harmful effect from the virus in every sphere of
life. The sector of the economy reacted in the same way,
which, driven by pragmatic caution and fear of the unknown,
and due to the many uncertainties surrounding what the
impact of the virus could be on the economy, decided to slow
down, revise its business strategies and adapt them with the
new realities and, of course, to adopt adequate plans and
strategies to overcome easily the negative consequences
caused by the spread of the virus.

In Bulgaria, as well asin all Eastern European countries,
already with the appearance of the first virus cases in March
2020, it became clear for both people and the economy that
what lies ahead in the coming months or years will teste, like
no other so far, the entire system and, in addition to the
unknown number of physical victims that will be given, entire
sectors of the national economy may cease to exist after the
pandemic, and recovery and overcoming the conseguences
may take decades.

40

I1. NATURE OF THE PROBLEM AND INPACT
ON THE ECONOMY

The too rapid spread of the virus, and the scope of the
consequences for the economy that were formed from it, could
not be predicted even by the best economic speciadists, because
the lack of experience in reacting to the manifestation of a
phenomenon of a similar scae and the lack of preliminary anti-
crisis plans, tested every single enterprise in our country. The
ddlay in the execution of orders, the refusa to conclude and
perform aready concluded contracts, due to the impossibility of
securing both raw materials and labor together with transport
delays of alogistical nature, led to a breakdown in a larger part
of production, supplies which understandably caused market
deficits in the globally connected economy. All these economic
complications of pandemic origin, led to the systematic
application of a specific legal ingtitution, which until the
moment before the pandemic was not often implemented, and
whose purpose is to fairly regulate relations related to the non-
fulfillment of commercia contracts, due to the occurrence of a
circumstance of an insurmountable nature — ,force mgjeure”. It
is for this reason that the purpose of this article, as a series of
articles related to the failure of commercia contracts caused by
the spread of a viral epidemiological disease, ams to examine
the process of applying the ingtitution of force majeure, often
called "force magjeure" (French), and the treatment of the Covid-
19 virus as a circumstance of an unforeseesble and
insurmountable nature that can be used to manifest and apply
the specid norms of the Bulgarian Trade Law [1] (TL)
regulating the relations between the economic entities that have
falen into a sStuaion of non-fulfillment of a commercid
contract concluded between them. The existence of this
indtitution is a thousand years old, but until now its use has
aways been related to overcoming the legal consequences of
often accidentd and temporary circumstances and often for
single and isolated cases from each other. Now globalism in the
economy setsanew revision of the institute precisaly because of
the enormous scope and spread of the Covid-19 virus, as our
national law was challenged to regulate both domestic and
international commercia relations regarding the non-fulfillment
of aready assumed obligations, the fulfillment of which must be
carried out during a pandemic phenomenon, the consequences
of which cannot be predicted, nor can its strength, duration and
extent of impact. All the uncertainty, unpredictability and
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ambiguities surrounding emerging commercia disputes led to
the fact that the solution to the accumulating questions about
overcoming the consegquences and minimizing the damage was
sought precisaly through law as a socia phenomenon created to
regulate relations between subjects, to provide additional
security in relations between them, ensuring basic fairness and
creating stability and predictability in the environment, or at
least as much as possible in the state of all general uncertainty.
Thus, the use of force magjeure turned out to be the only lega
means to regulate the unusua economic relations that arose
when commercia contracts were terminated as a result of the
impact of the Covid-19 virus, and it turned out to be the only
toal through which severe consequences for business can be
avoided.

The term "force magjeure" and the understanding we have
today of the facts and circumstances that can lead to the
failure of commercia relations due to a phenomenon of a
random and unforeseeable nature, were developed by French
jurists of the past and more last century, and are based on the
institution of Roman law, and the application of the principle
"vis mgjor" with which the ancient Roman philosopher-jurists
explained their understanding that no one can perform
something that does not depend on him and cannot be
performed a given obligation if it does not meet the
capabilities of the contractor. Moreover, the Roman jurists
accepted that when a thing - the subject of performance in a
commercial dispute has perished due to an event that did not
depend on the will or behavior of the party and this thing
cannot be delivered or made, a principle is applied which is
determined with the term "ad impossibilia nemo tenetur”
which trandates to "no one can be expected to do the
impossible” [2]. And so, this ingtitute remained forgotten or,
more precisely, unused for decades, until the need for its
application came to the fore again as a result of the growth of
the intercontinental exchange of goods and services that
flourished in the 19th and 20th centuries. It is at this time in
commerce and economics in genera that many cases appear
in which the decision of who is responsible was made after
examining the decision about the guilt and due conduct of the
parties to the transaction and how it should proceed when the
event that has arisen does not depend on human will, and the
conseguences of its manifestation cannot be overcome and
their occurrence prevented with the capabilities of the person
responsible for the execution of the transaction, and how
should the issue concerning the guilt of the persons who
encountered be treated with similar phenomena and have
suffered damages or have falen into a state of impossibility to
fulfill an assumed obligation due to the occurrence of such an
accidenta event. It is the problem of attribution of blame and
the assumption of responsibility by individuals and the need
to have a fair resolution of the disputes that have arisen and
that led to the development of the principle of "vis mgjor" to
its current form of "force mageure'. Moreover, the
introduction of the legal institute also achieves the desired
degree of certainty in commercia relations so that the
economy will continue to develop even after this event and
the circumstances surrounding it are overcome.

In our time and today's nationa redlity, the lega
regulation of force majeure is implemented in the current
Bulgarian Trade Law (TC) [1] and more precisely in Section
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IV of the same, in which the institution of force mgjeure is
established imperatively. Indeed, in our Trade law, it appeared
only 5 years after the adoption of the law itself in 1991, as
until then the relations were regulated by civil law and more
precisely by the Law on Obligations and Contracts [3], and
lawyers presumptively assumed that since commercia law is
part of civil law, its norms can be transposed interpretatively
for commercial relations, and only to avoid the extremely
undesirable lack of justicein law.

Precisdly the ingtitution of force majeure is described in
the provision of Art. 306 of the Trade Law, which reads:

(1) The debtor under acommercial transaction isnot liable
for non-performance caused by force majeure. If the debtor
was in delay, he cannot invoke force majeure.

(2) Force majeure is an unforeseen or unpreventable event
of an extraordinary nature that occurred after the conclusion
of the contract.

(3) The obligor, who cannat fulfill his obligation due to
force majeure, shall notify the other party in writing within an
appropriate period of what the force majeure consists of and
its possible consequences for the performance of the contract.
In case of non-notification, compensation is due for the
resulting damages.

(4) As long as the force majeure lasts, the performance of
the obligations and related counter-obligations shal be
suspended.

(5) If the force majeure lasts so long that the creditor no
longer has an interest in performance, he has the right to
terminate the contract. The debtor also has this right.

The deeper analysis of Art. 306 of the Trade Law leads us
to make the justified conclusion that aready in the first
paragraph of the norm, the rulemaker with his inherent
categoricalness made a specific statement that the person who
was obliged to perform a given commercial transaction will
not be liable in case of failure to perform the same, if the non-
performance was a consequence of force maeure. With this
paragraph, the legidator unequivocaly resolves the issue
related to both the responsibility and the fault of the person
obliged to perform the commercia transaction. The burden of
proof for the occurrence of the circumstance is attributed
specifically to the obligated person, and athough this is not
specifically stated in the norm, it is presumptively alowed,
because one of the most widespread misunderstandings in the
matter is related to the fact that force majeure should not
simply is declared, but must be proved. For the proof, the
greatest burden of proof rests with the trade organizations of
the traders, but this will be discussed below in the article.
Another feature of the will of the legislator implemented in
the norm is related to the fact that the failure to fulfill the
obligation must aready be afact, i.e. to have arisen and to be
subsisting and the only thing to be decided by the legislator is
the question of liability, its occurrence and its application.
That is why the norm will be applied only after the non-
fulfillment and the impossibility of fulfillment have been
proven with the instruments of the law.

In continuation of this line of thought, the norm-maker in
the second part of the first paragraph, as a separate norm,
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added the addition through an independent and separate text,
how to solve the issue related to the terms of implementation.

"If the debtor was in delay, he cannot invoke force
majeure.”

With this second norm of this article, it is additionally
shown and indicated that the ingtitution is only applicable if
the force majeure occurred during the performance of the
obligation, or in other words, if the person is already in delay
[4] and the deadlines for the performance have expired and
this event occurs, he cannot refer to the norm and he should
not be exonerated and will assume full responsibility for the
obligation. Therefore, the obligated party will not be able to
refer to the ingtitution of force majeure and must immediately
proceed with the execution of the transaction or bear the
responsibility provided for non-fulfillment of the same.
Precisely through such a construction of his will, the
lawmaker protected the state interest and the principle of
justice, that contracts must be performed qualitatively and on
time, because if the deadline is not met, the performance of
the contract may be meaningless, and the party expecting the
performance may refuse to receive it due to loss of legal or
commercial interest in it.

In the second paragraph of Article 306 of the Trade Law,
the definition of what constitutes force majeure is derived and
the selection of each of the terms used is not random, but
contains the idea that the law carries, namely that no one can
bear guilt innocently, and that the consequences arise only for
the one who can and should bear the blame. An important
condition for the use of this provision is that the contract
between the parties has been concluded, entered into force
and the deadline for its implementation is in effect, and of
course the event referred to by the parties is an event of a
random nature.

The terms describing the event that occurred are
"unforeseen” and "unavoidable”, and one of the disputes in
the matter is whether the two, descriptive features must have
occurred cumulatively ie. to have occurred and cause legd
action only if they occurred simultaneously, or their legal
effect will occur and cause legal consequences and only if one
of the signs of force majeure is manifested.

The most widespread of these two controversia theses is
also defended by Prof. Gerdzhikov [5], according to which, in
order to be able to achieve the security necessary for legd
peace in commercial relations, the term "or" in the norm must
be replaced by the connecting term "and", and the norm will
manifest its legal effect only and only if both signs occur,
though not at the same time. According to the same author, it
is not legally justified when one feature can replace the action
of the other feature and obtain the same legal effect, because
if an event can be prevented, but the persons did not exercise
the care of a good steward, or due to some negligence have
taken the necessary measures to prevent its occurrence, but at
the same time it can be accepted and characterized as an event
which cannot be predicted to occur but does occur, then the
institute will again be applicable, which is deprived of legal
logic and does not sufficiently protect public relations.
Therefore, the cumulative application of the two features is
better suited to public needs and to a greater extent can create
afair solution to overcome the consequences of the accidental
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event that has occurred, which prevents the fulfillment of the
obligations under the given commercial transaction

On the other side of this perception, | stand apart from the
jurisprudence of a number of courts, but aso the analysis of
some researchers who advocate the thesis that the will of the
legidator isjustified, and by providing an aternative premise
implemented in two separate descriptive features of the given
event, are covered more practical cases and greater
concreteness is achieved in the lega protection of relations
arising between commercia subjects. Perhaps this thesis is
best defended in the works of Vanya Jeferlieva [6] according
to which, by the description and characterization so used,
public attitudes are most adequately answered, because if an
event of a fortuitous nature occurs, and it was foreseeable or
permissible that it might occur, and the parties did their best
to foresee it, but could not in any way take action to prevent
its harmful effect, and they occur, then they should not be
held responsible for the consequences of the event, and it
should qualify asforce majeure.

Therefore, both in court and in arbitration practice, it is
accepted that in addition to the event, but also the
conseguences arising from it must be unavoidable, because on
the one hand, if the event can be prevented, it will not cause
legal consequences, but after since it cannot be prevented and
it occurs, then the consequences cannot be avoided or
prevented from occurring. And since both the phenomenon
and the consequences have occurred against the will of the
party obliged to perform, then guilt cannot and should not be
imputed. Precisely because of this, the legidator gave the
possibility for the obliged person to be released from
responsibility, but only after the clear and categorica
provision of evidence that he did everything possible to
prevent the occurrence of the event and its consegquences, or
at least exercised care of a good trader, which should also be
examined and proven.

But let's return to the analysis of descriptive signs of force
majeure, because it is precisaly in their interpretation that the
details that provide the most argued justification for the
application of the ingtitution of force maeure to the
occurrence of non-fulfillment of commercial obligations in
the event of a viral pandemic, as it was the pandemic caused
by the Covid-19 virus.

First of all, we will interpret what is the meaning attached
to the term "unforeseen event" and of course what event can
be accepted as such? The practice abounds with different
interpretations and interpretations of the term, as most often,
it is confused or conveniently replaced with the term
"unpredictable event”, i.e. an event which cannot be predicted
to exist, but nevertheless occurs in the lega peace and is
assumed to be treated and applied as force majeure. There are
different disputes and arguments in this direction, but the term
"unforeseen” is more clear and descriptive, because it
contains a word combination that shows that the event can
and does exist, but no one in the past period could allow when
and where, it may occur and what is the magnitude of the
consequences that may occur if this event occurs. With this
term, in fact, the legislator assumes that if something cannot
be proven not to exigt, it is assumed that it exists and it should
be predicted that it can occur. This practically covers the
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entire spectrum of phenomenathat exist physically. Another is
the perception and understanding of the term "unforeseeable”,
it is rather used for an event whose existence cannot be
admitted, but nevertheless occurred and caused given legal
Consequences.

The second term used to describe the sign of the event of an
extraordinary nature, used by the legidator is "unavoidable",
with it we associate the description of the behavior of the
obliged person and the hypothetical assumption of the range of
actions that he should have taken to oppose the the occurrence
of an event or its consequences. Whenever analyzes are made of
the behavior of the obliged person, an answer to the question
must be sought: whether the obliged person could, in one form
or another, do what is necessary to prevent the occurrence of the
event of a random nature and, accordingly, to prevent the
occurrence of the harmful consequences of it, and of course
whether this was possible to be carried out with the available
forces and capabilities of the person or of third parties whose
competences are specificaly related to overcoming harmful
phenomena of asimilar nature, if and when such occur or occur.

The term "inevitably" used by the legislator gives a wide
range of interpretative considerations and all of them are
refracted through the prism of the concept touched upon
above in the article, concerning the competence of the trader -
a professional, who treat him as a subject of the law with
special competences, which follows, in addition to being able
to anticipate the various categories of risks in his profession,
but aso to take actions to prevent their occurrence. The
judgment in the process must be made through the prism of
the care that should be exercised by the “good merchant” in
the trade law regulations and his efforts to prevent every
harmful consequences that may appear and its persona
obligations in this trade redtions. This feature is aso
described in great detail by Vanya Jeferlieva [8] according to
which the good merchant may and should be made a claim
that corresponds to his capabilities and the counter party's
claim cannot exceed due diligence in performance. Or, in
other words, the good trader cannot be required to do
anything more or anything extra beyond his norma and
currently  existing capabilities. Of course, purely
hypothetically there is also the possibility to compare these
possibilities with the possibilities of other traders and to
assess their reaction if they are put in a Situation identical to
the one that took place and treated as a force majeure, but the
subjectivity and the different forms of reaction are strictly
specific and dstrictly applicable even to the specific event
itself. In this line of thought, the unpreventability of the event
often does not mean the unpreventability of the harmful effect
and resulting consequences.

In the third paragraph of Art. 306 of the Trade law, the
legislator fixed the procedure by which the notification of the
other party should be carried out that due to the occurrence of
force majeure, the performance of the obligation will not be
carried out.

What is interesting for analysis and relevant to the topic
related to the pandemic as force majeure is related to the
interpretation of the legidator's understanding of the concept
of "adequate notice period" to the counterparty of the
occurrence of the event or phenomenon that can be accepted

as force majeure and which prevents the performance of a
given commercial obligation. With the adoption of the special
Law on measures and actions during the state of emergency,
announced by a decision of the National Assembly of March
13, 2020 and to overcome the consequences [7], the state
actually fixes and postpones a large part of the deadlines for
the fulfillment of obligations, but in view of the provisions of
the commercia law and commercia law, the terms for
notification were not fixed and the applicable regime
regarding the notification of the counterparty of the event or
phenomenon of an extraordinary nature remained the same as
for the other events falling under the norm of Art. 306 of the
Trade Law.

In commercial law, an appropriate period for the provision
of the notification is accepted as any period suitable and
sufficient for the submission of information through which
the other party can react adequately to a newly formed redlity,
and this period should not be too short and too delayed in
time, and the judgment as to how far it may be considered
reasonable is again left to the court, which must decide in the
circumstances whether it is acceptable or not. Thus, this
important detail is subject to proof and carries an independent
burden of proof regarding the establishment of the good faith
of the merchant. As any notification actions taken after the
expiration of a period that may be considered appropriate or
acceptable will not be considered by the law enforcement
authority. Since the accepted form for concluding contracts
between traders is dtrictly formalized and in writing, the
legidlator has also taken the view that the notification of the
occurrence of force majeure must also be in writing, having
deliberately not specified explicitly the content of this
notification, and so it is gave the parties the opportunity to
determine for themselves how their will should be
implemented in this statement. Another required element of
the notification is the obligation for the notifying party to
make a description of the nature and nature of the force
majeure that has occurred, which prevents the performance of
the contract and the possible consequences, and conditions
that have arisen for the performance of the obligation or those
arising from the non-performance, etc. The practice so far
shows that the notification, in view of its mandatory written
form, follows and can be made through the use of a courier
service, which must necessarily be able to be used as a means
of proof. In practice, it is accepted that even on the envelope it
should be mentioned what the contents of the shipment are,
and that the delivery of the document was made on the
specified date, as well as it should be described on a separate
document, on which it should also be noted indisputably
which one postmark date. If the provision of Art. 306 par. 3
and the procedure contained therein are not complied with,
the obliged party will bear full responsibility for the damages
caused and will not be able to take advantage of the provided
opportunities described in the previous paragraphs of Article
306 par. 1 and 2. Moreover, in case of non-notification,
additiona liability may be sought for the damages incurred,
and not only from the non-fulfillment of the main obligation,
but aso from the non-notification. This is because the
purpose of the notice is not simply to state to the other party
that the obligation to him will not be able to be fulfilled, but
also to inform him that he should look for other ways to
realize hisinterest.
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The following provision of Art. 306 of the Trade Law,
paragraph four, concerns the circumstance that the legislator
accepts force mgjeure as a phenomenon of a temporary
nature, which follows and can pass over time, and in practice
the execution is suspended only and only while this accidental
phenomenon lasts. However, there is no express regulation as
to whether the parties' interest in performing the obligations
gtill exists or not and whether they can choose between
continuing the transaction or not. According to the situation
thus fixed in the law, they have no choice and their
relationship should be continued.

However, in the norm, the issue of suspension of
performance and the possible subsequent termination of the
contract between the parties does not indicate the order in
which the issue should be resolved, in which performance
will be resumed &fter the expiration of the period during
which the force mgjeure lasts. This is a known omission of
the legidator, because in the next paragraph of Art. 306
contains aregulation if the force majeure lasts so long that the
counterparty loses interest in the performance of the contract,
but nowhere is the question of how and under what conditions
the performance of obligations should be restored. Of course,
the general practice says that the obligation is postponed and
is accepted as active, in force, and real, but here the limit and
the collison that may possibly arise is related to the
application of another legal ingtitution such as the one
described in Art. 307 of the Trade Law that of economic
intolerance or activation of the next paragraph of Art. 306 —
para. 5. Therefore, the postponement of obligations in the case
of economic intolerance is considered to be real only while it
lasts and immediately after overcoming it, the fulfillment of
obligations must be started.

Precisely following the legal logical sequence in Art. 306
par. 5, the hypothesis of what should be the behavior of the
partiesif they end up in a situation where both or only one of
them wishes to terminate the contractual relationship between
them. The form of expression chosen by the legidator is
actually quite evasive and ill-chosen, because in the
conclusion of any commercia contract, it is assumed that the
parties are equal and it is concluded in a state of mutua
benefit, in which each contracting party has achieved what it
needs to satisfaction of the legal interest, and has negotiated
favorable conditions for her. In the provision of Art. 306
paragraph 5, however, a certain advantage is given to the
creditor, who is first given the opportunity to refer to the
permanent continuation of the force majeure and, if he has
lost interest in the performance, to be able to refer to the law
and terminate the contractual relationship. Only in a
subsequent separate sentence, i.e. through an independent
separate norm, such a right is also granted to the trader who
owes performance under the transaction. This was not done
by chance and reflects first the rights of the creditor, and only
then of the debtor, athough in practice there are plenty of
examples where, especidly for the so-called futures
transactions, if the subject of the transaction is seasonal
production that has perished due to force mgjeure, the debtor
company, upon the occurrence of force majeure, refuses the
transaction, and does not suspend it, due to the fact that in the
next season the terms of execution may be different for it as
well it is fairer to invoke the provision and thereby terminate

the contractual relationship rather than postpone it until the
next season when the force majeure will have passed but the
market relationship will also be different.

A significant omission is the absence of a norm that
determines the form and procedure that should be done in
order to manifest the necessary legal action, presumptively
assuming that this is done in accordance with para. 3 of Art.
306 of the Civil Code - in writing and within a reasonable
time. Another omission is that nowhere is it described exactly
from which moment the contract will be considered
terminated and under what conditions the termination will be
redlized and what will be the possible additional
consequences of the termination. All this gives rise to legal
disputes and trials, an important part of the evidentiary
process in each of which isthat in order to invoke the rule the
facts must be admitted that the three facts necessary to
terminate the transaction must have operated together or with
others words, for the provision of the norm to come into
force, we must have force majeure, it must last permanently,
and the parties (or one of them) have lost interest in the
transaction, to declare their will by explicitly referring to it.

With the adoption of the specia law, which was the Law
on measures and actions during the state of emergency,
announced by a decision of the National Assembly of March
13, 2020 and to overcome the conseguences, precisely this
legal basis was created to ensure evidential implementation of
the clauses of the Terms and Conditions concerning the
failure to fulfill commercia obligations caused by the
occurrence of aforce majeure circumstance. Only exactly two
years after the restrictive obligations were introduced, on
01.04.2022 adl anti-epidemic measures were lifted and
practically the reference to force majeure for the non-
fulfillment of concluded contracts of this nature was dropped,
and the economy began to slowly recover and look for ways
to build again the interrupted processes. Regardless of the
spread of the virus and the phases that the economy and
society went through during those two years, as soon as the
pandemic risk subsided, businesses began to look for ways to
settle disputes that arose between them, and when disputes
could not be resolved extrgjudicially to solved through the
means of commercia law. Precisaly because of this, from a
purely practical point of view, it is necessary to examine in
detail the various arguments and means of evidence that can
be used and accepted by the court as legaly relevant and
proving the real reasons for non-fulfillment of commercial
obligations. It is extremely difficult, and impractical, to unify
theindividual cases, and that iswhy it is necessary to acent on
severa eements important to the process, which should be
examined and accepted without question, before proceeding
to the more detailed examination of the specific cases. The
first and main thing that must be fixed are the terms in the
contracts - the period of conclusion of the transaction, the
period of performance, the date of occurrence of the force
majeure circumstance, the dates of the notification, the dates
of the suspension and the dates of the restoration of the
performance or the date from which considers that the
contract will not be performed due to the loss of interest in its
performance. As of the date of entry into force of the decision
of the National Assembly of 13.03.2020 on the creation of a
state of emergency, al actions and activities related to the




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

performance of a given contract can be accepted as
conditional for performance because they exist during a
specific state of emergency and passing under the status of an
unforeseen and irreversible event. All contracts concluded
before this date and subject to execution after the date of the
declaration of the state of emergency can use the force
majeure as a circumstance for non-performance, but al
contracts concluded after the date 13.03.2020 are subject to
execution in the relevant order, because they were concluded
during the declared and statutory time stage. There are severa
categories of evidence, as regards the non-fulfillment of
commercial transactions, an extremely important document
with primary evidentiary value is the certificate of force
majeure issued by the Bulgarian Chamber of Commerce and
Industry [8]. By its essence, it represents an expert analysis of
force majeure phenomena or circumstances that prevented or
delayed the fulfillment of the given obligation, fixes the place
and time of their occurrence, as well as the period of their
effect, as well as comprehensive additional information
establishing the cause-and-effect relationship between the
phenomena and the complete or partial non-performance of
the contract between the parties. For every single intention
and realized action, it is good to create formalized and
suitable evidence, so that in the event of a possible dispute,
such evidence can be presented and they have a suitable
evidentiary weight. The judgment of the parties in these
relations and the timely and reasoned reaction are extremely
important, because the very invocation of the state of
emergency, which is not disputed, is itself a force majeure
circumstance due to the fact that the affected parties cannot in
any way stop the spread of the virus, cannot resolve disputes
that have arisen, but must be backed up with additional
argumentation and evidence.

I11. CONCLUSION

As a conclusion from the analysis made on the failure to
fulfill contractual obligations in the occurrence of an
extraordinary, accidental, unforeseen and unpreventable event
during a state of emergency caused by the spread of the

45

Covid-19 virus, it will undoubtedly be developed by the legal
matter in the years to come. The unabated spread of the virus
and the multitude of new strains emerging means that
countries economies will be constantly exposed to stress tests
and businesses will have to continue to function in an
environment of unnatural uncertainty. The law, as a red
reflection of our reality and guaranteeing the security and
justice of relations, will be constantly challenged to give an
adequate assessment of the relations of the subjects and be a
measure in them. Business, for its part, must also change and
adapt to the new features of reality, namely that it must create
such an environment of action in which even if events occur
again that cannot be prevented, it must create alternative
forms of functioning and techniques and technologies can
provide adequate solutions for this.
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|. INTRODUCTION

In modern society, an increasing part of the population is
taking advantage of the possibilities of e-commerce, which
often relies on various courier/postal operators.

At the same time, in the conditions of the COVID-19
pandemic, people were forced to stay in closed spaces, and
the main aternative for acquiring various products became
through courier ddliveries. It can be argued that while a
number of other industries are greatly affected by the crisis
caused by the pandemic, things are just the opposite for these
services. Thanksto e-commerce, which is enjoying significant
growth and thus leads to the growth of related industries -
online payments, courier services and cyber security.

In Bulgaria, the courier/postal services market is not very
defragmented and consists of several main companies -
"Econt Express’ with a market share of 37.1%, "Speedy" JSC
with 30.8%, "DHL Bulgaria' with 7.4% and "Bulgarian Post"
with 6.2% [1]. COVID-19 has played a significant role for
these organizations to strengthen their positions in the market
and even have the opportunity to increase the price of the
service provided, because many consumers are willing to pay
more for so-called "contactless' deliveries[2].

Inevitably, this will lead to the generation of higher
turnover and income for postal operators.

The main objective of the present study is to determine
the impact of the COVID-19 pandemic on the activity of
courier service organizations.

The following tasks have been selected:

v' Andyzing the date of the postd sarvices market before
(2019) and during the COVID-19 pandemic (2020 - 2021);

v/ Examination of the income from the main activity of
one of the leading companies providing this type of
serviceinlast 3 years,
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v' Anadyzing the consequences of COVID-19 on the
activity of the selected organization;

v' Reveding prospects and problems for other

transportation services.

Il. METHODOLOGY AND ANALYSIS

The current study uses official data from the
Communications Regulatory Commission (CRC) and annual
financia statements (AFS) of one of the leading companiesin
the country - "Speedy" JSC. The focus is on the so-called
non-universal postal service (NPU), which covers courier
services, but it should be considered that most operators in the
country also provide the universal postal service.

The nationa statistics ingtitute [3] describes the non-
universal postal services as a service that cover the orders,
carriages and deliveries of national and international post
parcels, which are not part from the universal postal services.
These services include transport, delivery, distribution,
storage and processing of clients goods or correspondence
and it consists the courier service.

The courier service is presented as: “The courier services
include postal parcels like correspondence parcels (letters
and/or post cards), printed issues (newspapers, periodicals,
books, catalogues and other printed publications), small
parcels up to 2 kg and courier services, direct mail (direct post
advertising) up to 1 kg and parcels up to 10 kg.

Parcels include national and international parcels from 10 to
20 kg of goods of commercia and non-commercia value. A
parcel is a package post with defined dimensions and weight
and contains different objects, materials and goods’ [3].

Telegrams include receiving and delivery of electronic or
physical messages|[3].

Observed are national and international courier services,
parcels over 10 up to 20 kg and telegrams.

National services - the sender and the addressee are on
nationa territory [3].

International services - the sender and the addressee are in
different countries[3].

According to CRC data for 2021, compared to the
previous year, the following trends are observed:
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Growth in the number of courier shipments, in
absolute terms by 26.4%;

Growth in the number of postal money transfers of 14.4%;

Insignificant growth of 0.7% in the number of hybrid
mail shipments;

Decrease in the number of postal items for the country
and abroad by 27.8%;

Decrease in the number of postal parcels for the
country and abroad by 22.6% [1].

Regarding the dimension in natural meters for parcel
shipments, it is from 94 million for the year 2019, to 102.4
million pieces in the year 2020 and 129.3 for the year 2021.
The gross increase in the volume of shipments was 35.3
million shipments over a period of three years, or an average
increase of 5.16 shipments per capitain the country.

v

As mentioned earlier, there are several main organizations
in the country's courier services market, and the changes in
their market shares can be seenin Tablel:

TABLEI. MARKET SHARE OF COURIER OPERATORSIN BULGARIA
. Market share (by income)

Courier operator 2019 2020 021
Econt Express 32.5% 36.3% 37.1%
Speedy JSC 24.1% 28.5% 30.8%
DHL Bulgaria 7.5% 7.9% 7.4%
Bulgarian Post 10% 8% 6.2%
All Others 25.9% 19.3% 18.4%

Databy: CRC, Annua report — Analysis of postal services market for 2021 [1].

The table shows that the market leader is Econt Express,
which in 2021 holds 37.1% of the market. At the same time,
" " JSC has the largest growth in its market share from
24.1% to 30.8%, which is about 7%. For the same period, the
market leader has registered a growth of 4.6%. On the other
hand, the national postal operator - "Bulgarian Post" continues
to lose positions, from 10% in 2019 to 6.2% in 2021.

It can be concluded that " Speedy" JSC is developing best
in the conditions of COVID-19 in the Bulgarian market and
has the prerequisites to be case study for this research paper.

For the considered period, the volume of sales of courier
services grew by BGN 165.2 million or almost 37%, which is
asignificant increase (see Table I1).

TABLEII. NON-UNIVERSAL POSTAL SERVICESINCOME IN BULGARIA

2019 2020 2021
Courier services 446.5 524.6 611.7
domestic 325.1 389.9 453.7
international 121.4 134.7 158
Hybrid mail 16 17.6 16.8
Postal commercials 0.8 0.7 0.7
Money transfers 14.1 155 17.6
Total 4774 558.4 646.9

Databy: CRC, Annua report — Analysis of postal services market for 2021 [1].
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Courier services in the country grew for the same period
by 39.56%, and international by about 30%. This is the main
proof that this type of service is extremely profitable in the
conditions of a pandemic.

The table shows that the remaining postal services that fall
into this category have an insignificant share of the market.

One of the main catalysators for this growth is e
commerce, which is estimated to be around 2.5% of the
Bulgaria's GDP [4]. According to CRC data - 33% of al
consumers shopped online, of which 96.1% shopped from
Bulgarian online merchants, 29.7% from online merchants in
the EU and 16.5% from merchants outside the EU [1].

At the same time, according to a report by the European
Commission for Electronic Commerce — ,The Covid
pandemic accelerated the digital transformation of businesses
in Bulgaria and accel erated the merger of physical and online
trade‘[5]. Completely offline business such as workshop for
coloring ceramics in Sofia completely transforms the online
business model, in about 10 days during the state of
emergency they transformed the model, processes, launched
an online store and had orders. Another completely offline
business created a landing page with the ability to purchase,
send a link with bank payment, contactless payment and
contactless delivery; Taxis have become couriers for the
delivery of online orders and so on [5].

Percentage of internet users that bought goods
or services online

== Growth Rate 40.17%

a7%
-10.6% g
3% 31% 31%
27% 27%
2015 2016 2017 2018 2019 2020 2021 (F)

Fig. 1. E-commerce growth in Bulgaria (data by: Ecommerce Europe — 2021
EUROPEAN E-COMMERCE REPORT [5])

According to the same report (see Fig. 1), the share of
Bulgarian consumers who bought goods online has increased
during the first period of the pandemic (2020) by 10%,
compared to the previous year, and later on in 2021 it reached
47% [5]. It is evident that the state of e-commerce in the
previous years was almost at the same rate and it can be
argued that COVID-19 had a serious impact on it and hence
on the work of courier organizations.

The pandemic forced not only business to rely more on
courier services, but also brought the development of
electronic government and the increased usage of posta
services by the state administration. In the field of
digitization, various rules and norms for the work and
assessment of civil servants are being developed [6, 7].
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As mentioned earlier, Speedy JSC had the best
performance in the conditions of COVID-19, which makes
the company suitable for case study. It is traded on the
Bulgarian Stock Exchange - Sofia and has a significant
amount of business information and periodic financial reports
that are publicly available. In addition, the dynamics of rea
financial indicators can be compared to the dynamics of stock
trading on the stock exchange.

The company made significant investmentsin 2019, in the
first half of the year their intensity was lower, with
investments on a non-consolidated basis amounting to BGN
7.37 million, almost entirely in cars (BGN 5.1 million) and in
smaller amount in computer equipment and software (BGN
0.8 million) [8].

On a consolidated basis, investments reach BGN 12.7
million, with investments made in subsidiaries in software
provisioning and logistics capacity - newly hired assets added
BGN 1.4 million. in assets right of use, and in business
inventory, improvement of |eased assets and other equipment,
an additional investment of BGN 3.5 million was made [8].

At the same time in 2021, Speedy reports that the
pandemic has had a beneficia effect on their activity and the
demand for courier services has increased. According to the
company's consolidated quarterly report at the end of 2021 -
“Online commerce continues to be the main driver of growth,
with the segment maintaining growth rates at the previous
year's levels during the periods of restrictive measures. After
the epidemiological situation calmed down, growth rates in
Q2 and Q3 dowed, also due to the higher base after the strong
Q2 2020 results. Until the end of September, results remained
tied to the spread of the virus, with in the periods of opening,
the growth rates of the B2C segment slow down, and the
growth rate of the B2B segment increases, and vice versa
The new wave of virus spread at the end of the year led to a
further shift in consumption to online commerce and boosted
growth at the end of the period” [9].

According to the latest report on the activity of Speedy
JSC, from the beginning of 2022, the company continues to
grow dynamically and report intensive growth, driven mainly
by the active expansion of online trade, but also by increased
business activity. The significant changes in the economic and
political situation, as well as the restrictive measures, had a
multidirectional impact on the company's activities.
Restrictions aimed at limiting the spread of the virus were
eased in a large number of countries in Europe in the first
quarter of 2022, which aso led to a dowdown in the growth
of online consumption and, consequently, the demand for
courier services. After the dowdown in growth at the
beginning of the year, business activity and consumption in
Bulgaria has significantly increased in recent months, which
has significantly increased the demand for our services in the
country. Domestic revenue growth increased to over 30.4% in
the 2nd quarter over the previous year, a significant increase
from the 13.7% achieved in the 1st quarter. The B2B segment
also contributed, which in the last three months achieved a
record growth for recent years' [10].

From the published data it can be seen (see table 3) that
Speedy JSC has an increase in sales revenue in the country of
about BGN 50 million between 2019 and 2021. The growth in
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the volume of sales for the first pandemic year (2020) is of
17%, and between the first and second year it is 20.6%. In
natural metrics, this means an increase in transported
shipments from 39.5 million parcels to 60.1 million parcels,
which is asignificant increase in the company's performance.

TABLEIIl. REVENUE STRUCTURE OF SPEEDY JSC

Domestic marker 120510 141542 170648  17.5% 20.6%

International 98468 131643/161623|  33.7% 22.8%
Others 9081 @ 7995 | 7144 -12% -10.6%
Total number of

courier parcels 39586 52173 | 60115 31.8% 15.2%

Total revenues 228059 281180339415  23.3% 20.7%

Databy: Speedy JSC management report Q4, 2021 [8].

It is evident that the change is significant for the first
period of the COVID-19 pandemic, where the increase in the
volume of transported parcels was 31.8%. The total revenue
increase reported for the same year is 23.3%.

On the other hand, the shares of the company on the stock
exchange market are not so high (seefig. 2).

Fig. 2. SPEEDY JSC on Bulgarian Stock exchange
(Databy: BSE — SPEEDY [11]).

The data from the Bulgarian Stock Exchange - Sofia show
a moderate growth in the company's shares. As in percentage
terms, the price increase is 16.745%, and in vaue terms, the
growth is BGN 15.35 [11]. This shows a significant lag
behind the growth of sales revenue of 20.6%. Therefore, the
company has sdignificant potential for growth. The
investments made in logistics bases in Bulgaria and abroad, as
well as in the renewal of the car fleet, will have a positive
impact on the price of the company's shares.

TABLEIV. IMPORTANT FINANCIAL RATIOS FOR SPEEDY JSC

ROA 0.20 |ROA cons 0.15
ROE 0.47 |ROE cons 0.42
ROA/EBIT 0.22 [ROA/EBIT cons 0.18
ROE/EBIT 0.52 |ROE/EBIT cons 0.52
Asset turnover 141 |Asset turnover cons 159
Current ratio 0.97 |Current ratio cons 0.89
DI/IA 0.52 |D/A cons 0.67

Databy: BSE — SPEEDY [11].

Speedy JSC shows very good profitability with return of
assets (ROA) 20% and 15% for consolidated. The results fore
the shareholders are even better return on equity (ROE) 47%
and 42% respectively for consolidated. The company has paid
dividend regularly, this year its amount was 4 BGN per share
according to Bulgarian stock exchange data. Asset turnover is
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very good for the sector. For the Bulgarian speedy JSC shows
very good financial resalts and possibility for future growth.
I11. CONCLUSION

In conclusion, it can be argued that the Covid-19
pandemic has a positive impact on e-commerce and an
indirect effect on the activity of courier companies. Both in
kind and value meters. For its part, Speedy AD is aso
generating significant growth, with the full growth potential
not yet exhausted. Covid-19 is catalyzing fundamenta
changesin postal services, such as.

v' Digitization of processes;

v Contactless deliveries;

v' Money transfers;

v" Home office service and others.

From a macroeconomic point of view, courier services are
acounter-cyclical indicator compared to other industries.
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despite their serious potential to affect it- usually in a negative
aspect but also not seldom in a positive one.
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|. ESSENCE AND CURRENT STATUS OF THE PROBLEM

Vird business processes were first defined by the author in
2020 as “business processes that conquer the resources of other
business processes in the system”[1] in the aticle ,Vird
Business Processes*.The final conclusion of this article remains
relevant even today (two years later): “Viral business processes
are understudied, objectively existing phenomenon that needs to
be described, examined and analyzed because experience shows
that they can significantly change the manner and effectiveness
of the functioning of any system of business processes, even
with afatal outcomefor the system” [2].

The author’'s research in this area confirmed this
conclusion, showing a curious aspect of viral business
processes, which should be paid specia attention to- vira
business processes could optimize the system in the direction
of more efficient distribution of its resources. This new aspect
raises even more strongly the question of modelling viral
business processes and their impact on the system.

I1. IDENTIFICATION THROUGH PRELIMINARY MODELLING

The most difficult part of modelling viral business
processes is determining their location. There are four options
determining them:

— by accident;

— by psychological techniques from the array of
organizational psychology and social engineering;

— by the exclusion method;
— by the preliminary modelling method.

An interesting fact from the author’s practice is that non-
specialists in business process anadysis most often come
across viral business processes by accident (as a result of a
combination of coincidences) .

A curious novelty (for the author as well) is the
application of psychologica techniques from the
organizational psychology array (the social engineering and
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forensic science arrays included) when determining the
location of the vira business processes- by asking and
answering the following questions:

— Who (which employee) would like to ease their work
without taking into consideration anybody, other
employees included?

— Who (which employee) would resist existing business
processes because they have great experience/
knowledge/lore in the given process (or group of
processes) and could optimize it (in their opinion)?

— Who (which employee) would resist existing business
processes because they are lazy/d oppy/irresponsible?

— Who (which employee) exercise resistance upon the
existing business processes because they do not find
their source reliable/ authoritative.

— the management imposing them;

— the business process analyst who monitors, describes,
analyses and optimizes them?

— Who (which employee) exercise resistance upon the
currently existing business processes and wish to use an
older version of them (in the case of companies with
recently optimized business processes)?

The excluson method in this case is extremdy unrdiable
when used on its own but it can be very useful as a
complementary andytica tool in conjunction with psychological
techniques from the organizetiona psychology array.

Their combined use can lead to finding the relevant
employees would make it many times easier to locate the viral
business processes indirectly- caculating the potential
sources/authors of business processes and checking their
business processes first.

It is necessary to note that for the effective application of
psychological techniques from the array of organizationa
psychology, it can be extremely valuable to involve the
company employee responsible for human resources as well
as the company psychologist.

The mogt effective method (according to the author) for
identifying viral business processesis the method of preliminary
modelling. It consists of knowing the main characteristics of
viral business processes and using them for the construction of
the preliminary mode of the business process sought for the
purpose of locating it as efficiently as possible.
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The key characteristics of viral business processes are the
process reactions they causein achain.

— Viral business processes do not appear on their own-
they are admost dways the output of the
actiong/inactions of an employee of the organization
who decided that by creating a viral business process
they would ease hiswork.

— Viral business processes redistribute the resources of
existing business processes and process groups- vira
business processes redistribute the resources of the
business processes directly affected by them in a huge
number of cases (it should be noted that the organization
isnot aways at aloss dueto that activity).

— Viral business processes change the functioning of the
affected business processes by triggering chain business
process reactions- here the consegquences are more often
negative for the organization, because “the authors’ of
viral business processes (i.e. the employees who created
them) rarely think about the consequences of their
actions outside their entrusted process or group of
processes (for them these are indirect/side effects).

— Process chain reactions have the property of weakening
when distanced from their source (i.e. the business
process whose change initiated the process chain
reaction).

By knowing these key characteristics, it is possible to
determine the location of the available vira process by
building a preiminary model of it, which consists in
answering the following questions:

— Which are the affected business processes?

— In what chronological order are they affected- all at
once, in parts/portions, one after the other?

— What is the strength of the chain process reactions and
inwhat direction does it increase/decrease?

The intersection of the answers to these questions allows
extremely accurate location of the viral business processes.
Naturally, things get significantly more complicated when
there are more viral business processes close to each other.

I11. BUSINESS PROCESS MODELLING

Following the successful viral business process location, it
needs to be modelled in several directions.

— What is the reason (i.e. what prompted) the emergence
of the viral business process?

— Is it more optimal (or not) than the original business
process?

— Does it create process chain reactions that lead to
changes in other business processes?

— If the answer is yes, how does it affect the related
business processes- in a positive or in a negative way
(from the point of view of optimization)?

— What is the fina outcome for the organization’s entire
system of business processes?

Modelling the viral business process provides answers to
these questions. It consists of five stages:

— monitoring;

— description of the algorithm and calculation of the
characteristics of the viral business process;

— anaysis of itsimpact on related business processes,

— andysis of its impact on the entire system of business
processes of the organization;

— Comparison between the origina and the vira business
process.

First stage- observation

At this stage, the only specificity isin the business process
data collection through monitoring. The difficulty lies in the
fact that the creator/author of the viral business process may
be aware of the wrongness of his actions (in creating and
using aviral business process) and may create (deliberately or
not) difficulties in monitoring the viral business process.

Thesedifficultiesare usudly overcomein one of thetwo ways:

— direct monitoring through the application of technical
means;

— direct monitoring without application of technical
means;

— socia methods.

Direct monitoring through the application of technical
means includes:

— direct remote monitoring in real time;
— video recordings;
— audio recordings,

The most effective (according to the author) methods of
direct observation through technical means are video
recordings, because they allow more optimal data collection.

The social methods of collecting information that are most
often used in this case are:

— interview with the viral business process author ;
— cross-examination.

Interviews as atool for obtaining information can only be
effective in the following cases:

—voluntary participation and good will from the
interviewee (when the author of the viral process is
driven by altruistic and/or optimization motives);

— cooperates and/or does not try to midead the
interviewer because he realizes that he has made an
uncoordinated change to prescribed business processes,

— a the beginning of the interview, evidenceisprovided to the
interviewee about the viral business process he created.

Interviews as a tool for obtaining information can't be
effective in the following cases:
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—the interviewee changed the prescribed business
processes with selfish motives (irresponsibility, laziness,
lack of work motivation, etc.);

— the interviewee doesn’t cooperates and/or try to mislead
the interviewer because he redlizes that he has made an
uncoordinated change to prescribed business processes;

— the author of the viral business processis unaware of the
viral business process he created and its consequences
(process chain reactions, etc.)

— thereis no evidence of the viral business process created.

The problem with applying the interview as the primary
data collection method for the viral business process is the
need for assistance from the creator/author of the viral
business process.

In the absence of cooperation, the method cross-
examination can be used, but it is important to consider
whether the use of this method will not lead to conflict
between the employees of the organization.

Cross-examination (interview with several interviewers) is
a highly undesirable method because it can lead to extremely
strong feedback from staff leading to serious reputational
damage for management and/or the business process analyst.
A possible solution from the author's practice, which is both
effective and without (or at least with significantly reduced)
reputational damage, is conducting a cross-examination in an
indirect form - for example, a meeting that includes a
dialogue between the interviewee and severa interviewers.

An essentia factor for the effectiveness of the interview
and cross-examination are the "soft skills" of the interviewers
- an often underestimated fact when conducting them.

It is aso helpful to have both internal and external
participants available among the interviewers - al with a
combination of analytical and soft skills.

Second stage-description of the algorithm and cal culation
of the characteristics of the viral business process

There are no specifics at this stage, so it will be described
very briefly.

The methods for describing the process algorithm are
standard:

— textual methods;
— text-table methods

— complex methods - for example system analysis or
MUSKA

— graphic methods- UML, BPMN, ARIS.

The methods for calculating the characteristics of the viral
business process are as follows:

— the mathematical means of system analysis;
— the mathematical means of MUSKA,;

— other mathematical means.
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Third stage - analysis of theimpact of the viral business
process on the related business processes

A feature of this stage is the need to identify all affected
business processes. There are two ways to identify them:

— by the exclusion method;
— by the preliminary modelling method.

When using the preliminary modelling methodology, it is
recommended to carry out the study of the affected business
processes in several sub-stages.

The first sub-stage- the processes that are directly related
to the viral process:

— through logical connections/conditions;

— through chronology (i.e. previous and subsequent)
— through communication links;

— through information links.

In the author’s practice, cases were registered (9% of al
cases) in which the viral business process did not affect the
processes surrounding it.

Second sub-stage- the processes that are directly
connected (through the listed types of connections) to the
affected processes by the virus process.

Third sub-stage- the processes that are directly connected
(through the listed types of connections) with the processes of
the second stage.

The second and the third sub-stages are repeated until
related processes that are not affected are achieved (i.e. the
process chain reaction that was initiated by the viral business
process has ended).

It should be noted that the identification of the affected
business processes is extremely important, because
wrong/incomplete identification of the affected business
processes is a prerequisite for serious errors in the subsequent
stage of analysis of the impact of the viral business process on
the entire system of business processes of the organization.
This is perhaps the most time-consuming stage of vira
business process modeling.

As in the previous stage of modelling the virus business
process, the methods for calculating the impact of the vird
business process on the related business processes are asfollows:

— the mathematical means of system analysis;
— the mathematical means of MUSKA;
— other mathematical means.

Fourth stage-analysis of the impact of the viral business

process on the entire system of business processes of the

organization.

This stage is practically a cumulative result of the outputs
in the second and third stages.

The only feature in this stage is the possibility of passing
the accumulated quantitative changes (which were identified
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and analyzed in the previous two stages) into quaitative ones
(in a positive or negative direction)- i.e. it is important to
answer the question:

“Do the local changes that are caused by the vira business
process lead to global (within the system) systemic changes?’.

As in the previous stage of moddling the vird business
process, the methods for caculating the impact of the vird
business process on the related business processes are asfollows:

— the mathematical means of system analysis;
— the mathematical means of MUSKA;
— other mathematical means.

The importance of this stage (including the answer to the
above question) is often seriously underestimated — this may
lead to disastrous consequences for the organization.

Fifth stage-comparison between the original and the viral

business process

As a fellow business process analyst put it, this stage is
the “truth stage”. It is necessary to answer the following
guestions here:

— Istheviral business process beneficial to the system (i.e.
doesit optimizeit?)

— If yes, should the viral business process replace the
original one?
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— If not, what measures must be taken to restore the
origina business process?

An extremely effective complementary analytical tool in
process comparison can be the SWOT analysis - to assist in
assessing the advantages, disadvantages, opportunities and
threats of replacing the origina business process with the
vira one.

IV. CONCLUSION

Viral business processes are understudied but objectively
existing phenomenon with a serious impact on individual
business processes and on the entire systems of business
processes of organizations. This impact can be both negative
(in the majority of cases) and positive (less often), but in al
cases it must be objectively studied and analyzed correctly
with combination of soft skills and different analytical tools -
psychological techniques from the array of organizational
psychology and social engineering, exclusion method,
preliminary modelling method, SWOT analysis.
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Abstract—The current study examines the possibility of
building up an intermodal transport terminal in the city of
Ruse, Bulgaria. The intermodality of transport and its variables
has been analyzed. The option of building second bridge over
the Danube River in the same city is discussed. The current
measur es connected with logistics infrastructure for the region
of Ruse depicted in the national plan for development are
analyzed.
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|. INTRODUCTION

Border closures during the pandemic have disrupted supply
chains for many businesses, requiring a shift in transport
management models and significant changes to logistics
operaions. Bulgariais aso affected by these problems and in a
number of publications it has been examined and anayzed [1,
2]. In addition, there are numerous queues a the borders and
delayed crossing of checkpoints[3, 4, 5]. Despite the efforts and
some researchers  suggestions to digitdize a range of
administrative processes [6, 7, 8], it hasn't been improved so the
national and local authorities are looking for other solutions.
With one of the most serioudy affected regions near Ruse, two
possibilities are being discussed:

e Construction of a second bridge over the Danube
River;

e Construction of anew intermodal terminal.

The purpose of this research is to analyze the two
possibilities and to compare them with the measures laid
down in the nationa plan for recovery and sustainability of
Republic of Bulgaria

The main tasks connected with the research are:

e Examining the possibilities of building a second bridge

over the Danube River;

Examining the possibilities of building a new
intermodal terminal in the city of Ruse;

Analysis and comparison of the two options with the
planned measuresin the national development plan;

Analysis of the benefits and advantages of the
intermodal terminal.
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[1.METHODOLOGY AND ANALY SIS

For many years, one of the main axes of transport and
logistics in Bulgaria has been with our northern neighbor
Romania. The Danube bridge near the city of Ruse was the
main point of departure for heavy-duty road transport because
of the faster land connection compared to the possibility of
crossing by ferry.

In 2013, Danube Bridge 2 near the city of Vidin was put
into operation and was expected to seriously affect the traffic
between the two countries. According to some studies [6], in
just 3 years, 1780336 vehicles passed through there, which
brought 43 million euros of revenue to the national budget.

However, the measures imposed due to the COVID-19
pandemic and the border restrictions have made difficulties
for movement and traffic delays are creating a number of
problems in the border settlements. Additional alternatives are
being sought to ease traffic, and for the city of Ruse, two main
options have emerged - a new bridge over the Danube or the
construction of an intermodal terminal.

Data indicates [9] that the construction of Danube Bridge
2 cost the Bulgarian state about 287 million euros and about
83.5 million euros for Romania. Compared to the current
value, it can be assumed that the construction of a second
bridge near the city of Ruse will cost twice as much if the
inflation index of construction prices is taken with a 192
factor. The indicative value would be of around 600 million
euros. which is quite a seriousinvestment.

The intended benefits are as follows:
v trafficrelief;

v additional jobs for employees from the "customs"
agency for the new checkpoints;

v’ additional rail connectivity to transport larger volumes
of cargo.

One of the main disadvantages of such a large
infrastructure is the lead time, which will most likely take
severa years beforeit isfully operational.

On the other hand, the construction of an intermodal
terminal will take much less time, money and will start
bringing revenue in a shorter time. This is clearly the main
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reason why it was included as a main measure in the national
development plan of the country [10] - "Ensuring a fast and
competitive transport connection with the business markets in
Northern Bulgaria by building an intermodal termina for
freight trangport in the area of Ruse'. The plan envisages
investmentsin the field of transport for atotal of BGN 2996.8
million, of which BGN 1303.3 million is due to the Recovery
and Sustainability Mechanism and BGN 846.7 million as a
national and private co-financing [10].

An intermodal hub or intermodal termina is a logistics
platform specialized in the transfer of unitized cargo, namely
freight loaded onto intermodal transport units, shifting from
one mode of transport to another. Generally, with the term
“intermodal  hub” we refer to a termina dedicated to
combined transport, which involves the transfer of loading
units from road to rail and vice versa. [11].

There are three main types of terminals[12]:

e Port terminals. In terms of traffic, port terminals take
the lead. They are the largest and the most goods pass
through them. They operate as a center for
intermediation of sea cargo, which is transported and

prepared for land transport.

Railway terminals. Connected to the ports, the
railway terminals are the beginning of the intermodal
network of land transport. The containers are
transferred from the ships to the wagons and set off to
their destination.

Distribution terminals. Also known as distribution
centers, these terminas are the hub of the intermodal
transportation industry. These include loading
facilities, intermediate dockings and storage facilities.

Usually, when shipping cargoes via such terminals they
are transported in the so called “TEU” containers. TEU
container is the abbreviation for a Twenty-foot Equivalent
Unit. A TEU has a capacity of 20ft (6.1 meters) and weighs
around 8,000 pounds (3,629 kilograms) [13]. It usualy takes
place via sea freight. In simple words, TEU containers are
commonly used to ship consumer goods, €l ectronics, clothing,
and other merchandise through the water. But if you're still
wondering how popular these containers are, here's
something that might help. TEU's play a key role in global
trade and commerce. In 2019, over 17 million TEU containers
were shipped around the world — signifying the surging
demand in the market [13]. 20ft Pallet wide container. Pallet-
wide containers are built specifically to carry wooden Euro
pallets and can fit up to 11 Euro palletsin a 20ft size.

The other option is the FEU The 40-foot container’s
dimensions are usualy measured using the imperial system
(feet) and specifies both the exterior dimensions and the
interior (usable) dimensions. The primary difference between
a 40ft Standard height container and a 40ft High Cube
Container is the difference in height of exactly one foot. The
40ft Standard container is 8ft 6 in high on the exterior, which
corresponds to a 7ft 10in height on the interior. A 40ft
Standard container has 2,350 cu ft of storage space on the
interior, whereas the 40ft High Cube container has 2,694 cu ft
of storage space. This additional height gives the 40ft High
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Cube container an extra 344 cu ft of storage capacity[14].
The other main types of cargo containers are[12]:

Sandard container: These are used for all kinds of
cargo. Commonly called dry containers, they transport
dry goods in bulk. These containers have double doors
at the rear where cargo is loaded and unloaded.

Open Top container: These are without aroof and are
used for oversized cargo that cannot fit in standard
containers. The load is covered with a tarpaulin to
protect it from weather conditions.

Tank: If you ship liquids, you use a tank. Tanks can
contain anything from food to chemicals.

Refrigerated container: It is used to transport cargo
at a controlled temperature, usualy near or below the
freezing point. This container has insulation and a
refrigeration unit to maintain this temperature.

Container - platform: They have no walls and no
roof. This kind of containers are durable enough to
accommodate heavy, oversized cargo that can
withstand harsh outdoor conditions during travel.

In particular, an intermodal terminal in the city of Ruse
would require the construction of one loading-unloading
track, three receiving-departure tracks, electrification of the
tracks, signaling and telecommunications, electricity supply,
water supply, administrative-service building, domestic
building for staff, checkpoint, road connection, storage areas
for storing containers (TEU) of different types, parking lots
for trucks and cars, customs control point, site for
maintenance and repair of mobile equipment, including gas
station and car wash, a container repair station, atruck scale, a
scanning frame for trains and trucks, a fence and other
elementsinherent in a container handling terminal [10].

The total planned resource is BGN 51.95 million, of
which BGN 44.16 million is due to the Recovery and
Sustainability Mechanism, and the remaining BGN 7.79
million is for Nationa Co-financing, with an implementation
period of 2022-2026 [10].

From the point of view of macroeconomic theory,
investments in infrastructure has a multiplier effect, as during
a crisis they have a positive effect on employment and there
would be significant benefits for the regional economy of
Ruse. A 2013 study [15] indicates that during recessions the
multiplier for investment in basic infrastructure is around 3
times — in other words, every euro invested in infrastructure
generates an additional 3.5 euro of income. The reason is that
better infrastructure fuels other sectors of productive activity
such as transport, tourism, real estate and trade. Although the
research was done in the US amost ten years ago, the
conclusions are till relevant.

Ruse's strategic location makes the development of
transport infrastructure imperative, the use of opportunities
for river navigation and railway infrastructure can positively
affect almost al of Northern Bulgaria, which will have a
significant positive economic development, multiplying the
effect of infrastructure investments on the entire region (see
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table 1). Such projects will help Bulgaria to better realize the
opportunities for river transport along the Danube.

According to the GDP indicator, the city of Ruse remains
second in the region for 2020 after Razgrad, but it should be
noted that in the second city there are serious investments in
the field of sports and pharmacy, which distort the data.

TABLEI. GDPFORTHE NORTH CENTRAL REGION OF BULGARIA, 2020

North central Region GDP, mIn. BGN. GDPBpgl\clsapna,
Veliko Tarnovo 2 656 11 492
Gabrovo 1556 14 651
Razgrad 2786 12 838
Ruse 2696 12592
Silistra 892 8307

Databy: NSI, GDP regional data, 2020 [16].

The same applies to the indicator of GDP per capita, where
Ruse again lags behind Gabrovo and Razgrad. In this case,
Gabrovo is one of the smallest cities in the region in terms of
population, and that iswhat makes the indicator so high.

On the other hand, in the last 5 years, the Ruse region has
seen asmall growth in itsindicators, as can be seen from table 2.

TABLEIl. GAV AND GDP FOR THE REGION OF RUSE
GAV for economy sectors =z <
o =
T g
Region/year 2 > @ E .
3 B 3] - o .
= 3 2 5 | &5
< £ (aﬁ— o O m
Ruse/2017 155 779 1218 2505 | 11262
Ruse/2018 134 813 1303 2595 | 11798
Ruse/2019 142 844 1422 2786 | 12838
Ruse/2020 144 770 1422 2696 | 12592

Databy: NSI, GDP regional data, 2020 [16].

On the table are presented data on Gross Vaue Added at
base prices for the branches of the economy and GDP for the
Ruse region. Value added is best for the service sector
followed by industries and agriculture. The GDP is aso
increasing and from 2017 to 2019 it has a growth of about
200000 and in 2020 it decreases, but this is normal
considering the COV1D-19 pandemic.

Taking into account that the rest of the cities in the north
central region have amost the same performance as they did
in 2020, it can be concluded that Ruse really has a key role
for the region and its economy.

Regarding the predictions of the national development
plan, the fully operational intermodal terminal is expected to
have the following capacity - annual traffic for the first year is
about 20,000 TEU, and the weekly number of trains is 3-4
pairs. As of 2037, the situation regarding regular scheduled
services on the main routes to/from Turkey, Central Europe
and Sofiais expected to remain unchanged, but train usability
will increase. There will be an economic opportunity to
increase the number of trains to Western Europe and Greece
from 1 pair per week to 2 pairs and to start a new service to
Eastern Europe. The estimated traffic is about 10 pairs of
traingweek, and the annual freight turnover of Intermodal
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terminal Ruse - about 43 thousand TEU. The maximum
possible capacity of the terminal is 115,200 TEU [10].

lintermoda termina Ruse will dgnificantly improve the
trangport supply for Indudtria Park - Shumen, which is 120 km
from Ruse for access to the common European market. By 2022,
28 companies are expected to work in thisindustrid park [10].

Bulgaria has been significantly delayed in start of the
national development plan and has gone through five different
updates, this entails risks for al corresponding projects, as the
economic situation is unstable and with high inflation. Every
month of delay makes the projects more expensive and
reduces the undeniable economic effect.

Implementation of the EU guidelines for the development
of ecologica transport and balancing of different types of
transport, in favor of rail, by attracting cargo from road to rail
transport.

Improvement of intermodality in the south-eastern region
of the EU and in particular - the North-Central region of
Bulgaria, the attraction of more users and operators, which
will lead to an increase in international intermodal transport
with the countries of the TRACECA corridor region, Central
Asia and the countries of Eastern and Central Europe.

On the figure (fig. 1) is shown the transport connection of
Ruse, Bulgaria — with dark green areas within 150 km and
light-green areas within 200 km. This is clear evidence of
how hig would be the region which benefits form the
intermodal terminal.

Fig. 1. Transport connection of Ruse (Source: National plan for
development [10])

Other main benefits for the region are:

v" Creation of conditions for building a trade-logistics
complex and development of servicesrelated to it;

v Increasein revenues in the local budget;

v" Improvement of the environmental situation -
reduction of noise and pollution, by redirecting loads
from road to rail transport;

v' Raising the standard of living;

v" Reduction of road traffic and road accidents by

redirecting the movement of goods;
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v Creation of new jobs;
v' Increasing the attractiveness of the lands for sale.

The city of Ruse itself has a very good location, it has a
connection with another large port - the one in the city of
Varna and is located about 100 km from the capital of
Romania, Bucharest. This is a basic prerequisite for the
growth of logistics services in the region, from which there
can be many profitable companies. One should not overlook
the fact that the company with the largest market share in the
field of postal and courier services was founded precisely in
Ruse - Econt Express. Another one great beneficent could be
the biggest online merchant for Bulgaria — EMAG, which is
Romanian, based company and it could transport via more
options their goods.

I11. CONCLUSION

The first conclusion is that investments in an intermodal
terminal will have a positive impact on transport connectivity
throughout the region and will multiply the economic effect.

Second, the usage of TEU and other containers increases
the volume of transport significantly and so the need of
intermodal terminals to fulfill it. The city of Ruse aready had
some infrastructure for river transport and the building of
intermodal terminal would allow it to be considered as a hub
between Asia and Europe.

Third, any delay in the construction of such infrastructure
facilitiesin an inflationary environment reduces the economic
benefits for society and increases the risks.

Fourth, compared to the construction of a second bridge
over the Danube near Ruse, the intermodal terminal will cost
much less and will be ready for operation earlier.
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Abstract—Although the risk of ERP system integration
failureis continuously decreasing, it is still too high (from 67%
in 2010 to about 40% in 2022 accor ding to various studies).
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|. ESSENCE AND CURRENT STATUS OF THE PROBLEM

ERP systems are a key factor in the ability of companies/
organizations to adapt and respond to changesin an increasingly
fierce competition. They provide an opportunity for advanced
analyses and inquiries, improved management of business
processes, management of information flows, better distribution
of tasks and responshilities between roles in the company/
organization.

The coin, as always, has aflip side - the high complexity,
duration and value of the integration are serious prerequisites
for the high risk of failure, the consequences of which can
even lead to the bankruptcy/closure of the company/
organization.

These consequences are too serious to be ignored in an
analysis of therisk of integration and its outcomes.

The purpose of this article is to address the failure factors
in ERP systems integration based on:

—a survey conducted by the author among fellow
business process analysts from Central and Eastern
Europe, who wished to remain anonymous,

— the personal professiona experience of the author for
the last 10 years in the field of ERP technologies and
their integration.

Il. METHODOLOGY OF THE STUDY CONDUCTED

The conducted research is the result of interviews of
business process analysts conducted in the period 2020-2022,
selected according to the following criteria:

— high level of specialization;

—at least five years of professional experience in the
integration of ERP systems;

— willingness to actively cooperate with other business
process analysts;

—agreed upon consent to prevent the leakage of
confidential information.
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The interviews conducted are:

— standardized - i.e. the same questions (except control
and clarifying questions) for all participants;

—individua - all participants answer independently
without contacting each other;

— hybrid in terms of the types of questions involved in the
interview;

— personal al are conducted by the author of the article;

— remote communication software (Viber, Skype, Zoom)
was used for some of the interviews.

The types of questions used in interviews are:

— open questions that do not require expert assessments;
— open questions that require expert assessments;

— control questions;

— clarifying questions.

Open questions that do not require expert assessments
refer to:

— number of years of professional experience;

— the total number of ERP systems integration projects in
which they participated;

— The number of successful ERP systems integration
projects in which they participated.

The open questions that require expert evaluations are about:

— the reasons for the failure of the integration of ERP
systems:

— the degree of influence of the various causes of ERP
systems integration failure;

— the assessment of the scale of the project (small,
medium, large, extralarge);

—the methodology used for the development and
integration of the ERP system (Waterfall, Agile, Scrum,
Canvas, €tc);

— the relationships and interactions between the factors;

—the stage in which the interviewee started their
participation in a given project;
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— the possible measures to prevent the falure of the
integration of ERP systems.

Control questions were asked at the end of each interview
in order to clarify the “big picture’ of the projects in which
the interviewee had participated.

Clarifying questions were used in order to clarify
individual details both during and after the interviews.

I11. IDENTIFIED FACTORS

As aresult of the collected information, the following ten
factors for the failure of ERP system integrations were
established (while it is necessary to note that they can be
combined, and in some cases even interact, which
significantly increases the negative consequences for the
company/organization):

— First factor- inaccurate and/or incomplete information in
the business requirements documentation or lack of
such documentation;

— Second factor- inaccurate and/or incompl ete information
in the documentation about the business processes of the
company/organization in which the ERP system is
integrated;

— Third factor- problems when transferring/importing the
data base of the company/organization into the ERP
system,

— Fourth factor- skipping or neglecting the test stages in
the integration of the ERP system;

— Fifth factor- ineffective coordination and communication
between the business and the ERP system developers/
integrators.

— Sixth factor- forcing integration as a result of
underestimating the time required for successful
implementation;

— Seventh factor- underfunding of the ERP system
integration project;

— Eighth factor-integration of an inappropriate and/or
unadapted ERP system for the given industry/firm/
organization;

— Ninth factor- resistance on the part of the saff to
innovations and changes;

— Tenth factor- integration of the ERP system without the
participation of a competent business process analyst
during the entire procedure.

First factor- inaccurate and/or incomplete information in
the business requirements documentation or lack of such
documentation.

This factor is till seriously underestimated, although it is
one of the most dangerous. Its impact directly depends on the
methodology used for the ERP system development/
integration:

— In the Waterfall methodology, this factor influences as
strongly as possible.
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— With the Agile methodology the impact is seriousy
reduced.

— With the Scrum methodology, its influenceis as small as
possible.

Its most significant interactions are with:

— The fourth factor- skipping or neglecting the test stages
in theintegration of the ERP system;

— The fifth factor- ineffective coordination between the
business and the ERP system devel opers/integrators;

— The sixth factor-forcing integration as a result of
underestimating the time required for successful
implementation.

Thisfactor is extremely strong even without its interaction
with other factors- it can independently put a cross on the
entire ERP system integration project.

Second factor - inaccurate and/or incomplete information
in the documentation about the business processes of the
company/organization in which the ERP systemis
integrated

In order for an ERP system to be integrated in a
company/organization, it needs to be adapted to its business
processes, which in turn leads to the need for the latter to be
studied and described in detail . An accurate and/or incompl ete
description of them may lead to one or more of the following
extremely undesirable situations:

— The ERP system does not meet the business processes
of the company/organization.

— The ERP system changes the business processes of the
company/organization in an undesirable way.

— The ERP system hinders, instead of assisting, the
execution of the organization’s business processes.

— The ERP system imposes its own business processes,
instead of responding and following the business
processes of the company/organization

Even just one of these consegquences can be a serious obstacle
to the normal functioning of the company/ organizetion, and their
combination could also lead to bankruptcy/closure.

Third factor-problems in transferring/importing the

database of the company/organization into the ERP

system

In order for the ERP system to be useful for a
company/organization, it is necessary to transfer/enter/import
the company’s database, including its nomenclatures. An
inaccurate and/or incomplete company/organization database
may lead to one or more of the following extremely
undesirable situations:

— complicated (or downright impossible) obtaining of
reports/analyses;

— wrong or incomplete references/analyses;

—the ERP sysem hinders, ingead of asssting, the
implementation of the organization’s business processes.
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— gtrong difficulty (or impossibility) of making quick and
adequate decisions based on these inquiries and analyses;

—gtrong difficulty or impossibility of developing a
company strategy.

In this case, the greatest advantages of the ERP system for
the successful survival and development of the company are
reduced (or even eliminated).

This factor has an extremely strong and negative
interaction with the second factor “inaccurate and/or
incomplete information in the documentation about the
business processes of the company/organization in which the
ERP system is integrated”, almost aways with an extremely
negative result for the company/organization. This
combination of factorsis one of the riskiest and with the most
severe consequences for the company/organization.

Fourth factor- skipping or neglecting the test stagesin the
integration of the ERP system

This factor is one of the most underestimated and that is
why it occurs most often. The reasons for this are:

— It relies on the subsequent finding and elimination of
errors during its use.

— kipping the test stages is considered to save time and
money.

— If problems/errors/bugs are found, the developers
integrators of the system can be blamed

— The importance of test stages for the correct functioning
of the integration is greatly underestimated.

— It relies on a smal number of errors with minor
CONSequences.

It is extremely difficult to explan to business
representatives (especially if they are not familiar with the
software development and integration) how neglecting test
stages can (and usualy does) lead to unpredictable
consequences and unpredictable (but in more than 90% of
cases significantly greater than the savings) in terms of costs
(financial and time) for their removal.

This factor on its own usualy leads to unpleasant
consequences, but it interacts with each of the other factors (it
isone of the most combinative, with the most connections).

Fifth factor- ineffective coordination and communication
between the business and the devel opers and/or
integrators of the ERP system

This factor is also one of the most underestimated and
therefore one of the most common. One of the business
process anaysts who were interviewed for the study called
this situation “a dialogue between the blind and the deaf”,
which quite accurately reflects its essence, because usually
the business and representatives of the IT industry “do not
speak the same language’, which leads to serious
communication and coordination problems:

— The business cannot explain what it wants and how it
wantsit.
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— Representatives of the IT industry cannot explain and
demonstrate what have done.

— Theresults are usualy asfollows:

— delay in the integration of the ERP system;
— increasing the cost of the ERPintegration;
— lack of necessary functionalities;

— The available functionalities do not fully correspond
(and in some cases have nothing in common) with the
wishes of the businesses.

The interrelationships of this factor are many, but its most
significant are with:

— The first factor- inaccurate and/or incomplete
information in the business requirements documentation
or lack of such documentation;

— The fourth factor- skipping or neglecting the test stages
in the integration of the ERP system.

Sixth factor- forcing integration as a result of
underestimating the time required for successful
implementation.

This factor is aso one of the most underestimated and for
this reason, particularly common. Almost al business
representatives (especidly if they are not familiar with the
software development and integration) consider standard
deadlines to be unnecessarily inflated and unnecessary waste
of time.

A quote from the author’s personal experience: “They
installed Windows for me in less than an hour and you want
that much time for some program.”

Usually an attempt is made to save time at the expense of
one of the following stages:

— development of business requirements;

— description of the business processes of the company/
organization;

—analysis and optimization (in some cases aso
reengineering) of the business processes of the
company/organization;

— product testing.

Thisfactor is one of the most combinative because it can:

— lead to the appearance of one or more of the other
factors (each of them);

— enter into interaction with al other factors.

It is especialy dangerous when it interacts with the
seventh factor “Underfunding of the ERP system integration
project”- their combination means almost inevitable failure of
the ERP system integration and even if it is carried out, there
will certainly be a huge adaptation period for the additional
adjustments, updates and bug fixes.
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Seventh factor- underfunding of the ERP system

integration project

This factor is now less common, especially compared to
the period before 2010. Businesses got used to the idea of
serious financial costs for ERP system integration and are no
longer so aggressive in cutting money for it.

Despite the improvement, this factor remains serious.
Attempts to save money are usually at the expense of:

— hiring/paying QA specidists for testing the ERP system;

— the hiring/paying of a business process analyst usually
due to a sincere misunderstanding of the functions and
itsimportance to the success of integration.

It is especidly dangerous in interaction with the sixth
factor “Forcing the integration due to underestimation of the
necessary time for successful implementation”- their
combination means amost an inevitable falure in the
integration of the ERP system, and even if it is carried out,
there will certainly be a huge adaptation period for additional
settings, updates and fixing errors and bugs.

The combination of these two factors is very common due
the business understanding of the financia value of time
(“timeis money”).

Eighth factor- integration of an inappropriate and/or
unadapted ERP system for the certain
industry/firm/organization

This factor is significantly less common, especidly
compared to the period before 2015. Businesses have become
accustomed to the idea of specialized ERP systems both in the
industry and in the company.

The change in this factor is caused by the change in the
market of ERP systems:

— The market is much wider, especialy compared to 10-
15 years ago.

— There are already both universal and industry specific
systems- for example logistics, pharmaceuticals, etc.

— Special consulting teams have also been created for the
integration of ERP systems, which are not tied to a
given system.

Despite the significant reduction of the given factor, the

following reasons for its existence are taken into account.

— The IT illiteracy of a large part of middle and senior
management.

— purely financial reasons- i.e. the price;
— incompetent and /or purposefully mideading consultation;

— Too much choice on the market for ERP systems can
confuse potential users.

The consequences of this factor can be extremely
devastating for the company/organization in which an
inappropriate/non-adapted ERP system is implemented- the
results can be comparable to the combined consequences of
all the preceding factors.
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Ninth factor- staff resistance to innovation and change

Thisfactor is practically eternal- people have aways been
afraid of change, and thisis unlikely to changel.

The ninth factor is sill highly underestimated by

managers at al levels very often they even ignore staff
resistance to innovation.

Thisresistance leads to:

— increasing the cost and delay of the integration of the
ERP system with additional functional requirements;

—increasing the cost with additiona non-functional
regquirements, often meaningless;

—in rarer cases, to significant personnel changes in the
company/organization (dismissal of the most rebellious
employees of the staff);

—in very rare cases it can lead to rejection of the ERP
system.

The considered factor is subject to serious improvement
because of:

— techniques developed by management to overcome staff
resistance to innovation2;

— techniques developed by business process analysts to
overcome staff resistance to innovation;

— techniques developed by organizational psychology to
overcome staff resistance to innovation;

— the trust built over the years among users towards ERP
systems.

Tenth factor-integration of the ERP system without the
participation of a competent business process analyst
during the entire procedure

This factor has aso undergone a significant reduction in
the last decade. It is extremely negative because of the
combination of:

— too frequent underestimation;
— extremely negative result
The causes of thisfactor are usually two other factors:

— forcing the integration as a result of underestimating the
time required for successful implementation;

— underfunding the ERP system integration project.

As aresult, this factor is the only one that is equal to the
eighth factor “Integrating an inappropriate and/or unadapted
ERP system for the given industry/firm/organization”.

! Georgieva, P. An ER diagram concept of an entrepreneurial new product
planning system. |l International Scientific and Practical Conference
Economics and Management, 2014". - In: Sustainable development of
business and regions. ISSN 13-14-197X, September 12-13, 2014. Varna.

2 Georgiev, K. ,P.Georgieva. Challenges to the Innovation Paradigm for
Ensuring Smart, Sustainable and Inclusive Growth, International Scientific
and Practical Conference “Sustainable Development- Summer 2015”. -In:
International journal “Sustainable Development”. ISSN 1314-4138, no.5 (26),
September/October 2015, p.11.
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V. CONCLUSION

Many factors were considered and discussed during the
research, but these 10 factors were singled out for the
following reasons:

— They have the greatest influence (as a force) on ERP
system integration projects.

— They most often have an impact on ERP system
integration projects.

— They interact with other factors that significantly
increase their impact.

Studying the frequency and strength of the negative
impact of these factors is the most effective method
(according to the author) to prevent failures (or at least to
reduce their consequences) when integrating ERP systems.

It is also necessary to continue this research in the future
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to examine trends in changes in the strength and frequency of
negative impact of these factors, as well astheir interaction.
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Abstract—The object of the present development is the
activity of the cyber-physical production systems of the
industrial economic entities. The main goal is to design a
technological model for factor analysis of production costs from
the cyber-physical systems of industrial enterprises. The present
development presents a technological model for factor analysis
of production costs from cyber-physical systems, which is
designed by according to a certain algorithm applying a
deductive approach. The toolkit of the technological model for
factor analysis presented in the following lines is based on a
deterministic combined approach for the analysis of the
performance and factor indicators of production costs directly
related to the production process carried out through cyber-
physical systems.
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production systems, production costs

production,  cyber-physical

|. INTRODUCTION

Modern economic development is faced with a number of
challenges related to digitalization on a global scale, one of
the main ones being the intelligent digital transformation of
technological processes in industrial enterprises. This is the
basis for the fourth industria revolution - Industry 4.0,
through which they follow the development of economic,
technological and production activities that will lead to
evolution in the next stage of industrial, economic and socia
development.

At the core of Industry 4.0 are cyber-physical production
systems, through which production processes in industrial
entities are automated. In this way, intelligent systems are
implemented for the manufacture of products, which monitor
the process from its entry point to the fina result - the actual
manufactured product, and even to its redlization. In
connection with the implementation of the production
programs and activities of the individual business entities, it is
necessary to design an adequate technological model for the
analysis of costs related to the production of products through
cyber-physical production systems. For this purpose, the main
factors and their constituent elements should be defined, the
level and dynamics of which should be examined collectively
and individually when participating in the production process.

The object of the present development is the activity of
the cyber-physical production systems of the industria
entities.
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The main goa is to design a technologica model for
factor analysis of production costs from the cyber-physical
systems of industrial enterprises.

The exposition of the present development is limited to an
examination of the main costs associated with the production
of cyber-physical systems, as well as their results, factors and
their constituent elements. The research is in accordance with
the legal regulations of the national and European legidation
as of July 31, 2022.

1. EXPOSITION

Cyber-physical  systems represent a relatively new
category of production systems that are familiar with the
reformation and implementation of al intelligent technologies
in the production processes of industrial enterprises. M.
Temelkova represents the importance of the cyber-physical
production system for modern manufacture from a
theoretical-methodological point, as this "...finds expression
in the purposeful and overall added impact on the main
elements of the production ecosystem - its input products, its
transformation processes, transforming the resources in, and
its output.”. The cited author also suggests that this system
“...provides the networking of resources, information, objects
and people. It merges into a complete physical world with a
digital one, based on and integrating within itself the elements
of the "machine-human" ecosystem, as well as based on
blockchain technologies, where it interacts with physical
reality through Big data sets stored by it and their
assessment.” [7].

B. Bagheri, for his part, defines that cyber-physical
production systems “...generally refer to systems of
collaborative computing elements that control physica
objects, usualy using feedback from sensors they observe. A
cyber-physical system features a physica asset, such as a
machine, and its digital twin; an underlying software model
that mimics the behavior of the physical asset' [3]. The author
also clarifies that cyber-physical production systems"...have a
5-tier architecture, which is why the literature assumes that its
structure is based on the “5C" model connection,
conversion, cyber, cognition and configuration.” [2].

Based on the above, it can be concluded that cyber-
physical production systems are intelligent systems whose
mechanism combines manufacture, mechanica and electronic
parts, together with large arrays of information databases, as
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well as software components that are controlled by computer
based algorithms. Through these systems, the digitalization of
the production process is implemented, with the main part of
it being automated, i.e. the role of the human factor in
manufacture is minimized and is mainly related to monitoring
of technologica processes.

Despite the digital transformation of the production
process with the introduction of cyber-physical systems, the
main costs related to the manufacture are preserved in a
structural sense, changing the ratio of individual elements to
their total value. For the introduction, operation and
monitoring of the costs related to the manufacture by means
of cyber-physical systems, an analysis of the factors ensuring
the production process should be carried out regularly. For
this purpose, however, a technological model must be built,
the toolkit of which corresponds to the specifics of the
production process itself, carried out by cyber-physical
systems.

The toolkit of the technological model for factor analysis
presented in the following lines is based on a deterministic
combined approach for the analysis of the performance and
factor indicators of production costs directly related to the
production process carried out through cyber-physical
systems. Taking into account the specificity of the latter and
due to the fact that for the purposes of the anaysis, the same
or comparable measures of the resulting and factor indicators
should be used, the author applies the value (monetary)
measures of reporting data as a basis for the metrification of
the production process.

The factor analysis of production costs from cyber-
physical systems is modeled according to a certain algorithm
applying a deductive approach, which includes the following
severa stages of analytical procedures:

o Firdt, the level and dynamics of the tota cost of
production from cyber-physical systems are
established, measuring the effect of the input
(invested) costs for the implementation of the
production process for the current relative to the base

period;

Second, the technological model examines the cause-
and-effect relationships for the established dynamics
and trends in the change at the level of direct costs for
production by the cyber-physical system, by structural
elements of the factor indicators;

Third, the technological model examines the cause-
and-effect relationships for the established dynamics
and trends in the change at the level of indirect costs
for production from the cyber-physical system, by
structural elements of the factor indicators.

The first stage of the analysis of production costs from
cyber-physical production systems involves measuring the
level and dynamics of the production cost structure that
directly or indirectly affects the production process. The main
point of this stage is the establishment of the level of
structural elements as part of the total value of the production
costs incurred by the cyber-physical production system, since
they represent the active part of the production process of this
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system and on them the industrial enterprise can have a direct
effect influence through optimization, additional investment,
restructuring, etc. The total value of the costsis established by
applying the following mathematical formula:

n
C=CiX1+CX;+Caxz+ ... + Can:ZC:jXJ',

=1

@)

where Cjx; represent costs of type "j" for production by the
cyber-physical production system.

Costs associated with production from the cyber-physical
system can be classified into direct and indirect. Direct costs
represent the costs of implementing the production process
carried out by the cyber-physical system, and indirect costs
are those that are part of the production process, but do not
directly participate in it, but only indirectly. Based on the
above classification, the mathematical formula (1) presented
above acquires the following expression:

C=Cg "+ Cind', 2

where:

Cgi" — total value of direct costs for the production of the
cyber-physical system performedinthe“ n” period;

Cind" — total value of the belonging indirect costs in
connection with the production from the cyber-physical
system performed in the“ n” period.

The level of manufacturing costs from cyber-physica
systems is established by comparing the total value of these
costs for the current versus the base period. The results
represents the change in production costs, which can be
measured both in absolute and relative value through the
following mathematical formulas:

To establish the level of expenditure in absolute value:

3

°
AC = (Cdirl + Cindl) - (Cdir0+ Cindo)y

AC —the change in the total cost value;

Car- — total value of direct costs for the production from
the cyber-physical system during the current period;

Car’ — total value of direct costs for the production from
the cyber-physical system during the base period;

Cing" — total value of indirect costs for the production from
the cyber-physical system during the current period;

Cing’ — total value of indirect costs of the production from
the cyber-physical system during the base period.

To establish the level of costsin relative value:

AC% = Q@é"’_cm; x 1005
Cir + Cing

(4)

Another main point of the factor analysis of production
costs is the establishment of the dynamics in the change in
their level, which can be measured by the rate of change of
costs. Dynamics can also be established both in absolute and
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relative vaue. In this case, the value of the change is
compared to the total cost of the base period using the
following formula:

ACt= AC,
CO

©)

where ACt istherate of change of costs.

The technologica model for the factor analysis of
production costs from cyber-physical systems is deepened by
detailing the individual cost groups, and in the present study,
the factor indicators for the analysis of direct production costs
and those of indirect costs, by structura elements, are
considered.

The second stage of the factor analysis technology model
emphasizes direct manufacturing cost indicators. They can be
classified based on their accounting belonging to the costs of
the main (operating) activity, through which the actual cost of
production is calculated, as follows:

v Costs of energy intensity (fuels and energy);

v' Costs of material intensity (materials, production
resources);

v' Codts for external support of the production system
(externa services related to servicing the cyber-
physical system during the execution of the production

process);

Costs for operation (depreciation) of production
equipment (machines) and facilities, including
operation of fixed material and non-material assets,

Labor costs of personnel employed in the production
process, including costs for remuneration and
insurance at the expense of the employer;

Other costs related to the implementation of the
production process by the cyber-physical system;

Technological marriage costs associated with the
execution of the production process by the cyber-
physical system.

Adapting the above to the mathematical formula for
calculating production costs from the cyber-physical system,
the total value of direct production costs can be caculated as
follows:

ACgir=Ceq+ Cg + Ces + Cop + Cic + Cotnt Cim,y (6)

where:
Ce —costs for energy intensity;,
Cra — costs for material capacity;,
Ces— costs for external services of the production system;

Cop — Operating costs (depreciation) of the equipment
(machines);

C — labor costs of the personnel employed in the
production process;
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Con - Other costs related to the implementation of the
production process,

Cm - costs of technological marriage related to the
implementation of the production process.

For the metrication of the dynamicsin the change of direct
costs, the reported values for the current versus those for the
base period are compared. After that, an anaysis of the
individual structural elements (types of costs) is carried out in
order to establish their influence on the measured dynamics.
The change in direct production costs from the cyber-physical
system is determined by applying the following formula:

ACqr = Cgi" — Ca° (7
The detailing of the influence of each individual type of

expenditure on the dynamics is established by the application
of conditional indicatorsin the following sequence:

First, the change in energy-intensive costs is measured as
a structural element of the total value of direct production
costs. In this way, it is presented what impact the change in
the value of realized costs for fuel and energy for the current
compared to the base period has on the level of direct
production costs. In the specific case, the influence of the
costs of energy intensity is measured by the calculation of a
first conditional indicator. For this purpose, the following
mathematical formulais applied:

A(:d|r - C + Cma[ + C + COp +
+ CIc + Coth + Ctm

8

Second, the impact of materia intensity costs as part of
the direct manufacturing cost structure is metrified. Through
the aforementioned, the influence of the value of reaized
costs for resources and materials for production for the
current relative to the base period, on the level of direct
production costs, is presented. The impact of these costs is
measured by calculating a second conditional indicator with
the following mathematical formula:

Acdw” = Cen + Cmat + Ces + Cop 9)
+ CIc0 + Coth0+ Ctm

Third, the impact of production system maintenance costs
as a structural element of direct production costs is measured.
In this way, it is presented what impact the change in the
value of the realized costs for externa services, related to the
service of the cyber-physical system in the execution of the
production process for the current relative to the base period,
has on the level of direct production costs. The impact of
production system maintenance costs is metrified by
calculating athird conditional indicator through the following
mathematical formula:

Acdwl“ = Cen 0+ Cmal + C + CopO + (10)
+ CIc + Coth + Ctm

Fourth, the influence on the costs of the operation of

production facilities and equipment as part of the structure of

direct production costs is metrified. The indicated influence is
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represented in the value of redized for operation
(depreciation) of long-term costs for material and non-
material activities employed in the production process of the
cyber-physical system for the current targeted base period, on
the created on direct production costs. The influence of the
specified type of costs is measured by calculating the fourth
conditional indicator with the application of the following
formula:

ACar" = Cen' + Crrt} + Cesl + Cop” +
+Clc +Coth +Ctm

(11)

Fifth, the impact of labor costs as part of the direct
manufacturing cost structure is measured. In this way, it is
presented what impact the realized costs for the remuneration
of the personnel employed in the management and monitoring
of the cyber-physicd system, including for insurance
payments at the expense of the employer for the current
relative to the base period, have on the level of direct
production expenses. The stated impact of labor costs is
metrified by the calculation of afifth conditiona indicator, for
which the following mathematical expression is applied:

ACgr’

Cen + Cmat + C&s + Cop (12)

0
+ Clc + C:oth + Ctm

Finaly, the influence of other costs related to the
execution of the production process by the cyber-physical
system as part of the direct production cost structure is
metrified. In this way, it is presented what influence the
specified costs have for the current compared to the base
period, on the level of direct production costs. The specified
cost impact is measured by caculating a sixth conditional
indicator using the following mathematical formula:

Acdw\/l = C + Cmat + C + Cop +
+ CIc + Coth + Ctm

(13)

The next point of this stage of analysis is the measurement
of the influence of elements of direct production costs on the
dynamics of these. The set is for measuring the value of
performance costs by individua elements of the current
versus base period, on the overall dynamics of direct
production costs. The above is metrified by successive
chronological comparison of conditional indicators by
separate elements of costs by applying the following
mathematical apparatus.

1. Messuring the impact of the dynamics of energy-
intensive costs on the dynamics of direct production costs:
ACr (Cen) = Car' — Car® (14
2. Metrified of the impact on the dynamics of materia
intensity costs on the dynamics of direct production costs:
ACir (Crrat) = Cair'' — Cair (15)
3. Measuring the impact of the dynamics of costs for
external support of the production system on the dynamics of
direct production costs:
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ACqr (Ces) = Cair"' — Ca" (16)
4. Metrified of the impact on the dynamics of operating
costs (depreciation) of production equipment and facilities on
the dynamics of direct production costs:
ACyir (Cop) = Car ' —Cqi" (17)
5. Measuring the impact on the dynamics of labor-
intensive costs on the dynamics of direct production costs:
ACqir (Cic) = Cair” — Cair (18)
6. Metrified of the impact on the dynamics of other
production costs from the cyber-physica system on the
dynamics of direct production costs:
ACqir (Cop) = Car”' — Cair” (19
7. Measuring the impact on the dynamics of the costs of
repairable technological marriage on the dynamics of direct
production costs:
ACir (Cop) = Car* — Cair ' (20)
After measuring the differences between the conditional
indicators, an analytica synthesis of the results established
above is carried out (a balance of deviationsis drawn up), the
value of which should be equal to the differences calculated in
the mathematical formula (4). In the event that there is a
discrepancy from the latter, the reasons for this should be
investigated. The analytical synthesis of the created and the

dynamics of direct production costs is established by applying
the mathematical formula:

ACdlr ACdlr (Cen) + Acdu (Cmat) +
+ ACdlr (C ) + Acdu (Cop) +
+ ACqir (Cie) + ACqir (Corn)
+ ACqir (Cim)

(21)

The technological model continues with the third stage,
the anaysis of the indirect costs of carrying out the
production process, which cover the fixed and variable costs
of the industrial enterprise, which are carried out in the
implementation of the production activity, but they are not
directly involved in the process itself. On this basis, the
realized value of the costs is distributed based on the quantity
(volume) of the produced output or another basis accepted by
the industrial enterprise. Indirect costs are pat of the
calculation of the actual cost of the produced products by the
cyber-physical systems. For the purposes of the present
development, they are distributed based on the amount of
produced products by the cyber-physical system relative to
the total amount of produced products by the industria
enterprise. In the implementation of the specified calculation,
the coefficient of distribution of indirect costs should be
established using the following formula:

Qcphs

Cue' =
dis Qtotal '

(22)
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where:
Casn isthe distribution coefficient in the "n" period;

Qqpns 1S the amount of produced products by the cyber-
physical system;

Quta is the total amount of produced products by the
industrial enterprise.

The resulting value of the coefficient is multiplied by the
total value of fixed and variable indirect for the overall
production and the created part of the indirect for the
production of products from the cyber-physical system is
obtained. For this purpose, the following mathematical
calculation is applied:

Cind" = Cais' x OC" (23)

where:

Cind" is the value of the indirect costs for the production of
products from the specific cyber-physical system during "n"
period;

Cgs' isthe distribution coefficient over "n" period;

OC" is the value of total production costs for the entire
production process of the enterprisein "n" period.

Next, it is necessary to study the dynamics of indirect
costs associated with the production of products of the cyber-
physical system, comparing the data for the current versus the
base period through the mathematical calculation:

ACing = Cing" = Cinds (24)

where:

ACing — change in the value of indirect costs related to the
production of products from the cyber-physical system;

Cind- — value of indirect costs duri ng the current period;
Cing” — value of indirect costs during the base period.

Analytical procedures can be performed to anayze the
reasons for the established change in the distribution of the
factors determining the indirect costs of production by
applying a conditional indicator that measures the change in
the level of the coefficient of distributed relative to the
structure of the indirect costs associated with the production
process. For this purpose, the following mathematical
calculation is applied:

ACind = Cys x OC° (29)

In order to metrified the dynamics of the change in the
creation of the distribution coefficient in the value of the
indirect ones, the formula should be applied:

ACind (Cais) = Cind — Cind’ (26)
The next moment of this stage of the technological model

for factor analysis is a measurement of the impact of the
change in the created on the other factor - the value of the
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total production costs for the entire production process of the
enterprise (OC), which is carried out by the calculation:
ACind (OC) = Cing" — Cind (27)
The following measurement of the differences by applying
aconditional indicator, an analytical synthesisis carried out in
the created and the dynamics of indirect costs (a balance of
deviations is drawn up), the value of which should be equal to
the differences calculated in the mathematical formula (24).
In the event that there is a discrepancy from the latter, the
reasons for this should be investigated. The anaytica
synthesis of the created and the dynamics of indirect
production costs is established by applying the mathematical
formula:
ACing = ACing (Cyis) + ACing (OC) (28)
With the presented technological model for factor analysis
of costs for the production of products from cyber-physical
systems in industrial enterprises, a sufficient level of detailing
of the influence of the level and dynamics of individual factor
indicators and their constituent elements on the overal
production process is achieved. It can also be used to prepare
the production program of the industrial entity during the
relevant period. In this order, through the application of the
current model, the degree of redization of the production
program can be established by comparing the reported versus
the planned indicators. Finally, the technological model can
be approved in the calculation of the actual production cost of
the cyber-physical system.

1. RESULTS

The present development presents a technological model
for factor analysis of production costs from the cyber-physical
systems, which is modeled according to a certain algorithm
applying a deductive approach, which includes the following
severa stages of analytical procedures:

The first stage includes the establishment of the level and
dynamics in the total cost of production of products from the
cyber-physical systems. This stage measures, by means of a
specific mathematical apparatus, the effect of the input
(invested) costs for the implementation of the production
process for the current relative to the base period.

The second stage examines the cause-and-effect rdaionships
for the established dynamics and trends in the change in the level
of direct cogts for the production from the cyber-physica system,
by structural elements of the factor indicators.

The third stage of the technological model examines the
cause-and-effect relationships for the established dynamics
and trends in the change in the leve of faling indirect costs
for the production from the cyber-physical system, by
structural elements of the factor indicators.

IV. CONCLUSION

From the exposition of the present study, it can be
summarized that with the design of an adequate technological
model for the factor analysis of production costs of cyber-
physical systems, the processes of management and
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monitoring of the main production costs will be improved.

In a theoretical-methodical and in a practical-applied
aspect, the present development achieves results related to
establishing the level and dynamics in the total production
cost of cyber-physica systems.

These costs are measured using a specific mathematical
apparatus developed, which measures the effect of the input
costs for the implementation of the production process for the
current relative to the base period, including the cause-and-
effect relationships for the established dynamics and trends in
the change in the level of direct costs of production and the
indirect costs of production from the cyber-physical system,
by structural elements of the factor indicators.

The technological modd for factor analysis can be improved
by including value indicators with which to measure the
financia results and the added value of the redlized production
process, which will achieve the improvement of financial
management and control, as well as the optimization of the
monitoring process of the activities performed.
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Abstract—T he resear ch makes a contribution to the study of
the early history of the Bulgarian communication services,
particularly in the town of Gabrovo, situated in the Northern
slope of central Balkan region of Bulgaria. It ispart of a bigger
research on the genealogy of prominent families from Gabrovo
and their impact on the national history. The article
summarizes the documented first steps of the postal, telegraph
and communication services in Gabrovo in the late Ottoman
rule from the mid XIX century to the Russion — Turkish war
1877 — 1878 and the subsequent first decades of Bulgaria's self
governance as a Principality. Genealogical and biographical
data about some of the main actors are also included to describe
the social and political context of the described events.

Keywords—history, post, telegraph, Gabrovo, 19-th century

|. INTRODUCTION

The geographical position of Gabrovo and the immediate
proximity to the Shipka Pass gives the city an important role
in communications in al state formations where the Balkan
Mountain is a border or a natural barrier on the road between
Europe and Asia.

According to archaeological data, Gabrovo was founded asa
settlement no later than the 12th century. During the entire
period up to the 18th century, the local population performed a
specific military function of guarding the surrounding mountain
passes. Because of this activity, the residents of Gabrovo enjoy a
special datus, which includes tax benefits, obtaining and
preserving hereditary land plots, the right to bear arms, loca
self-government, etc. The privileges of the population of
Gabrovo remained almost unchanged, and they performed their
duties without interruption under three different dsate
formations. Byzantium, the Second Bulgarian Kingdom and the
Ottoman Empire.

Guarding the passes is strongly related to the commercial
and military communication through these territories . In this
sense, Gabrovo became a natura center of posts and
communications when telegraphs and mails were
implemented in the Ottoman Empire, in the Russian army
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during the war of 1877-1878, in the border communication
between the Principality of Bulgaria and Eastern Rumelia
until the Unification and in the modern civil communications
of the Third Bulgarian Kingdom. The heirs of the Derventji
families, who for centuries guarded the mountain passes,
became successful merchants and manufacturers in the
"Bulgarian Manchester" and had written correspondence with
all destinations of the Ottoman Empire and abroad.

I1. EARLY POSTAL SERVICES UNDER OTTOMAN RULE

In the second half of the 18th till the mid 19th century,
Gabrovo’'s merchants who maintained active correspondence
with their offices and partners in the capital, in other cities of
the Empire, or in Europe, used the services of travelers or
acquaintances to send their letters, when the carriers route
passed near the addressee.

If the matter was urgent, special persons were hired - "letter
carriers' or "sahiyas', who were paid according to a negotiated
agreement. Petko Kutelot is named as such aletter carrier.

The first information on postal activity in Gabrovo date
from the middle of the 19th century. The local historian Petar
Tsonchev describes that the "menzil" post office, where letters
were received and delivered, was located in the building of
the merchant Stancho Arnaudov, next to the administrative
center, and the telegraph - near today's "N. Vasiliadi" high
school in the Padalo area.

Since both services did not guarantee that the
correspondence would be kept secret and that it would be
delivered on time, merchants continued to use the services of
paid private letter carriersin parallel, until the Liberation and
the creation of the Bulgarian postal service.

In 1848, Gabrovo was part of tract 11 of the Ottoman post
service, which had a route Edirne - St. Zagora - Kazanlak -
Gabrovo - Tarnovo - Lovech - Pleven - Vratsa - Lom - Vidin.
Felix Kanitz reports from 1871 about the irregularity of the
service and the lack of discipline of the clerk at the Gabrovo
post office.
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In the 70s of the 19th century, in the Gabrovo School
(now Aprilivska Gymnasium), as part of the equipment in the
physics lab, there was a functioning educational telegraph
purposely delivered from Vienna. We learn about it from the
fact that after the suppression of the April uprising, the
teacher Guselev was investigated by a special commission
from Constantinople, on the charge that he used the telegraph
to communicate with the insurgents

I11. RUsSsO-TURKISH WAR 1877-1878

Soon &fter the start of the Russo-Turkish War, an
ordinance was issued in July 1877 that said: “To proceed with
the organization of vigorous local self-government using local
people. To organize a loca police force, post office and
especialy administrative and judicial councils’. On
November 17, 1877, the first postal tracts were launched in
Bulgaria. Gabrovo is part of the tract Svishtov — Byala —
Tarnovo — Gabrovo. In April 1878, the Pleven - Gabrovo tract
was opened. The civilian post office in Gabrovo replaced the
military telegraph service on January 3-4, 1878. Then the first
three post offices in Bulgaria were opened - in Svishtov,
Veliko Tarnovo and Gabrovo.

From January 1878, the postmaster in Gabrovo was the
college regisirar Lavrentiy Sikovich, the stationary superintendent
(supervising chief) was Vladimir Almazov, and a month later
Egor Tverdinin was gppointed postmaster. In the first months of
the establishment of the Gabrovo post office, Vasiliy Viktorov,
Vadliy Turanski, Danall Burmov, Viktor Andreevski, lvan
Maskin, Alexander Vedliev, Nikolay Kazanmashev, Dimitar
Petrov, Georgi Draganov aso worked there,

Among these first Gabrovo telegraph postmen, only
Danail Burmov was from Gabrovo, and the rest were from
other settlements, but as postal workers they accepted
appointments in various citiesin the Principality.

Danail Burmov is believed to be the first Bulgarian postal
employee - sorter and recelver. He is not a random figure, but
one of the representatives of the prominent Gabrovi family
Burmovi. The family tracesits origins to the Gabrovi huts Nova
Mahala, where their ancestors were blacksmiths and cutlers. The
Burmovi family gave rise to a number of prominent
personalities in several successive generations, who can be
counted among the "Builders of modern Bulgariad'. Among them
are the first Bulgarian prime minister Todor Burmov (1834-
1906), Lieutenant-Genera Hristo Burmov (1869-1936), Stefan
Burmov (1862-1924), military doctor, head of the sanitary
sarvice of the Bulgarian army. In addition to Gabrovo, the
Burmovi family aso has a branch in Pleven, whose
representatives are aso notable individuals with a bright social
contribution as parliamentarians and lawyers.

Danail Stoyanov Burmov was born in 1839. He is the
younger brother of Todor Burmov. He studied at the Odessa
Theological Seminary and used to be a teacher for a while.
During the April Uprising, he was one of the officers of
Tsanko Dyuztabanov's Gabrovo company. During the
Russian-Turkish war, he worked as a sorter in the post office
in Ruse, for which he was awarded a bronze war medal. After
the liberation, Danail Burmov was the first Bulgarian sorter
and receiver in the Bulgarian postal department, with
assignments in Gabrovo and Ruse.
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Under the Provisionad Russian administration, the
Gabrovo post office functioned under the command of
Russian postal officials. On May 14, 1879, Russian officials
handed over al posta and telegraph stations with all their
inventory and equipment to the Bulgarian government. 39
postal and 26 telegraph stations, 1,630 km of telegraph pole
lines with 2,582 km. wires and 64 telegraph apparatus in
operation were ceded. The post office building in Gabrovo
was located on "Bryanska' street, under the old building of
the today "Bakan" hotel. The postal department begins work
with the inventory and materials left by the Russian military
post office in Gabrovo during the war. According to the
"Temporary rules for the postal department in Bulgaria' the
management and organization was assigned to the Postal
Administration, which was initidly subordinated to the
Ministry of Internal Affairs, and at the next stage - to the
Ministry of Foreign Affairs of the Principality of Bulgaria.

V. BULGARIA UNDER THE TREATY
OF BERLIN 13.JUNE 1878

After the partition of Bulgaria with the Treaty of Berlinin
1878, Gabrovo became a key border station between the
Principality and Eastern Rumelia. The Rumelian mail is
exchanged with Northern Bulgaria and the countries of
Western Europe through the Gabrov passes. A customs office
was aso opened in Gabrovo. By order No. 14 of June 1,
1879, the head of the Telegraph Department appointed the
first Bulgarian telegraphers. Hristo Stoykov was appointed to
Gabrovo telegraph station.

The first Director of Posts and Telegraphs of the united
Principality after 1885, Ivan Stoyanovich, who held this
position for the longest time, was the head of the Gabrovo
telegraph and post office from August 17, 1879 to November
7, 1881. Thus, Gabrovo turns out to be an important step in
hislong career at the head of Bulgaria's communications.

Ivan Stoyanovich is a person with a rich biography and a
significant historica contribution far beyond the postal business.
He was born in Stara Zagora in 1862 in the family of Petar
Stoyanovich and Maria Hadjibojkova. His genealogy can be
traced back to the 18th century, and his family is related to a
congellation of distinguished families with contribution to the
national history. Stojanovi¢'s service in Gabrovo was interrupted
by palitica infighting after the declaration of the mandate
regime and the suspension of the Tarnovo condtitution. As an
uncompromising libera, Stojanovic was dismissed and expelled
in Eastern Rumelia. This action will prove to be fateful for him
and for Bulgaria, because in Plovdiv Ivan Stonovich ranks
among the leaders of the Unionist movement and, given the
nickname Ajeleto (boisterous, implacable), became one of the
fathers of the Unification.

V. UNIFIED BULGARIA - 1885

After the Unification of the Principdity of Bulgaria and
Eastern Rumelia on September 6, 1885, Ivan Stoyanovich was
appointed Director Generd of Pogts, Telegraphs and Telephones
of Bulgariaand held this position with some interruptions for 28
years. During this period, under his leadership, the construction
of the entire postal, tel egraph and telephone network in Bulgaria
was carried out, as well as postal transport, communications to
neighboring countries, and the laying of an underwater sea
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communication cable. Stojanovich also led the long negotiations
for concluding agreements with the Ottoman Empire in settling
the independent oaus of the Bulgarian posts and
communications. He made significant efforts to displace the
offices of the great powers from the posta sovereignty of
Bulgaria. The incluson of the young Bulgarian state in the
international postal and telegraph unionsis also part pf the work
of lvan Stoyanovich. He represented Bulgaria at international
postal forums and thus contributed to the establishment of the
Sate sovereignty in communications. Stojanovic aso managed
the military posts and communications in the three wars at the
beginning of the 20th century.

In May 1883, Gancho Gavrilov from Gabrovo won a state
tender and became the first postman in Bulgaria, serving the
tracts with 206 cars and 412 horses. His offer was 1/3 lower
than the price offered by the Russian colonists.

Gancho Gavrilov is a well-known and active citizen of
Gabrovo. As a student at the Aprilov High School, he was one
of the founders of the first student association in Bulgaria in
1870, and in the period 1872-73 he was one of the publishers
of the satirical handwritten newspaper Rak (Crab). Later, in
1887, he was a school trustee.

Gavrilov was a weathy merchant. He married his wife
Maria, known as Gavrilitsa Ganchovata, a prominent public
figure, founder of the Gabrovo charitable women's society
"Mother's Care" and its first chairperson. During the Russo-
Turkish War, Gavrilov's wife took great care in maintaining a
hospital for wounded Russian soldiers in Gabrovo. She died
in 1878 in the typhus epidemic. Maria Gavrilova is sister of
Ivan Popvelchev Grudov - arevolutionary, close to Rakovski,
merchant in Belgrade and Bucharest and a great charity
donor. His family produced many prominent public figures.

The podta services of the Principdity were not Gancho
Gavrilov's only big entrepreneurid project. In 1885, he co-
founded the "Bulgarian construction company for the construction
of the Tsaribrod-Sofia-Vekard railway”, together with 28 other
weslthy entrepreneurs, and in 1895 - the "Anonimous joint-stock
company for the congtruction of the Varna port"

Another Gabrovo figure who reached the heights of the
telegraph and postal service is Kosta Hristov. Born in 1875,
he entered the post office in 1893, rose through the ranks and
in 1907 was sent to the Paris Higher School of Telegraph and
Posts. After his return, he was the head of the administrative
department of the General Directorate of Posts, Telegraphs
and Telephones until 1920. The bhiography of Tsviatko
Hristov, born in Gabrovo in 1882, is similar. He joined the
post office at the end of the 19th century, in 1905 he was sent
to the Paris Post school. After his return, he held various high
positions in the central postal administration until 1934. He
was head of the Metropolitan Telegraph Station during the
First World War. He was fluent in French, Russian, German,
English, Italian and Romanian, he was also editor of the
"Telegrafopostensko delo”" magazine.

VI. LATER DEVELOPMENS

In 1902, the employees of Gabrovo post office founded the
Telegraph and Postal Community. These were the first
manifestations of trade union activity in the fidd of
communications, that two years later grew into anational union.

71

Thus, at the beginning of the 20th century, Gabrovo had a
fully developed telegraph and post infrastructure and trained
personngl. In the following decades, technical progress
brought telephone connections to the city. Since 1908, Sofia
had direct telephone connection with Pleven, Plovdiv and
Ruse, and via Pleven - with Gabrovo. There are reports that in
1910, Gabrovo had a private telephone line that served the
needs of the local industrialists. Gabrovo was among the first
cities with installed automatic telephone services. In 1936, a
telephone exchange with 400 posts was launched.

A modern post office in Gabrovo was built in 1933 and
functioned as such until the 1970s. The building is among the
city's landmarks and today houses the regiona library
"Aprilov - Palauzov".

VI1I. CONCLUSION

Gabrovo is located on a pass that connects North and South
Bulgaria and this location predetermines the strategic transport
and communication function of the city throughout its history.
The serious delay in the introduction of postal services in the
Ottoman Empire was the reason for their late appearance in
Gabrovo as well. But once modernity spread into the field of
communications and was ingtitutionalized in the mid 19"
century, posta and telegraph services darted their fast
development in Gabrvo. The town’s strategic location was far
from the only driver of this development. Much more important
was the fast economic development of Gabrovo as an industrial
center. The emerging new factories needed communications for
their trade and logistic operations. The lively spirit of the
Gabrovo inhabitants and their passion for innovations, turned
the city into industrial heart of the Bulgarian society during the
second hdf of the XIX century and one of the drivers of
economic growth of the new Bulgaria after the liberation,
having in mind that it was a predominantly agricultural
economy . This industrial and trade activity aso affected the
development of the post office and telegraph. A number of
people from Gabrovo contributed to the local telegraph and post,
as well as to the Centrd Department of Posts and Telegraphsin
the Principality of Bulgaria Some of them belonged to families
with serious socid background and continuous presence in
public life. Such examples are Danail Burmov and Gancho
Gavrilov. Others, like Tzviatko Hristov and Kosta Hristov were
of humble background, but due to their professona path were
among the chosen to receive scholarships for the Paris Higher
School of Telegraph and Post.

Ivan Stoyanovich was the most illustrious personality in
the foundation and early history of Bulgarian postal and
telegraph services. He served as head of the Centra
Department of Posts and Telegraph for three decades and was
a true pioneer in nearly every aspect of the postal and
telegraph authorities and regulations. Even if he was not from
Gabrovo, this town was one of his early administrative
appointments which paved his outstanding further
professional carrier, aswell as his political contribution as one
of the leaders of the Bulgarian Unification movement.

The early history of Gabrovo postal and telegraph services
and the public administrators, that served in the Gabrovo
postal office is a milestone of Bulgarian communications and
of the modern Bulgarian history.
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Abstract—Changing the model and moving from linear to
circular economy and development is an opportunity to
overcome environmental, resource and social challenges and
problems, but it is also a huge challenge for local authorities to
make the transition possible. The application of integrated
approaches in the implementation of local poalicies is a
prerequisite for a smooth transition and overcoming the many
challenges of an economic, territorial, social and resource
nature.
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|. INTRODUCTION

Today, the motivations for embracing the ideas of
strengthening economic and socia unity and ensuring
harmonious development are marked by geopolitical, socia
and economic dynamism, provoked by the imperative to
preserve the environment, conserve resources, reduce
disparities and ensure security. It is out of doubt that the
natural boundaries of the 21st century are fundamentally
different from those of the last century, when globalization
was expected to solve the acute problems of the distribution
of global public goods. As a result of globa socia relations,
new inequalities arise, which, in addition to economic and
social, also have an ecological, informational and food nature,
as well as a problem with shortages. The specified
peculiarities are related to rapid economic growth, difficult to
control urbanization, rapid increase in the living status of the
population, depletion of resources and dangerous pollution of
the environment. It is obvious that the classic linear model of
economy and management is already outdated and does not
meet the modern challenges. Changing the model and moving
from linear to circular economy is a huge challenge for both
the economy and the applied public policies, both globally
and localy. The need for the transition requires avoiding
classic universal approaches and looking for opportunities to
provide an appropriate framework for integrated solutions that
take into account all directions, as well as the preferences of
the residents of a certain territory.
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II. PECULIARITIES OF THE INTEGRATED APPROACH IN THE
FORMATION AND IMPLEMENTATION OF LOCAL POLICIESIN THE
CONTEXT OF THE TRANSITION TOA CIRCULAR MODEL OF THE
ECONOMY AND DEVELOPMENT

Recently, the debate about smooth transition from linear to
circular model of the economy and development puts on the
agenda many questions related to the various aspects of the
transition. It is logical that the ideas are focused on such
approaches and methods that enable the complex
implementation of management impacts. In practice, this
involves integrating the following actions[1]:

1. Strategic planning should be oriented towards the
achievement of a limited number of key medium and long-
term goals and priorities of the transition to a circular model
of the economy and development.

2. Results-oriented interventions with clear logic and
quality of the implementation of the set objectives by using a
system of criteria and indicators for specific products, results
and impacts.

3. Classification, typology and zoning of the territory,
prioritizing the objectives of the circular economic model.

4. |dentifying the interrelated problems and goals in the
transition to a circular economy and formulating complex
solutions and actions.

Essentially, an integrated approach to promoting
development requires close integration of public policies. It is
not appropriate to have dominant areas of impact, as the
“closing the loop" moded is characterized by complex
interrelationships and interdependencies between individual
industries, as well astherole of consumers.

It is necessary to note that the prosperity of a given region
is closely dependent not so much on the available resources,
but on the effective management of the interrelated factors of
growth [3].

Proof of this is the traditional concept of a high standard
of living, which is based on the understanding "take, use and
throw away", i.e. the extraction of resources generates huge
amounts of waste, the use of large volumes of water and
energy also generates waste. In this model of growth, natural
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resources are extracted, transformed into products within
production processes, which requires the growth of heavy
industry and infrastructure. Heavy industry and infrastructure
are intensive users of resources and intensive polluters with
discarded resources and waste products. On the one hand, this
leads to a shortage of natural resources, and on the other, to
environmental pollution [2].

It is necessary to realize that if the burning issues related
to the preservation of the natural environment and non-
renewable resources, climate change, pollution of the world's
oceans and the depletion of natural capital remain unresolved,
the manifestation of many negative effects is imminent. The
looming challenges on economic development will be a
prerequisite for the deterioration of the quality of life on the
entire planet, as well as an increase in the potentia risks of
natural disasters. The transformation of the mentioned trends
requires substantial funds and complex efforts from al
stakeholders, and it is necessary to pay attention to the fact
that the negative effects of inaction and the associated social
consequences can be much more unfavorable [10].

Changes in the globalized world, of a technological,
structural and demographic nature, are changing the nature of
work and raising issues of solidarity, questioning the hope
that each generation can inherit a better world than the
previous generation [10]. At risk and instability are the core
values of the EU, democracy, the rule of law and fundamental
human rights.

A magjor economic and managerial problem is the lack of
bal ance between peopl€'s needs and the means to satisfy them
due to limited resources, popularly known as the scarcity
problem. Today, trends related to resource consumption,
climate change, biodiversity loss and soil damage reflect the
inadequacy of applied public policies, management strategies
and basic sociad values. The cumulative consequences of
these trends require radical changes in the direction of
progress and a change in the overal philosophy of both
development and existence.

The integrated approach can be defined as particularly
appropriate in the effort to overcome the challenges of the
transition to a circular model of the economy and
development, because [1]:

1. The globa challenges related to climate change,
migration, the need for innovation and the achievement of
sustainable development, continue to define the development
horizon until 2050, are expressed in issues that are actually
identified and assessed at the local level. The indicated
challenges are related to a specific territory, which means that
the possibilities for their solution rest on the implementation
of appropriate strategies and policies for integrated loca
development.

2. The constantly growing and complicating challenges of
territorial development require a change in the approach to
their research, analysis and diagnosis. Therefore, policy
impacts need to be based on an integration between routine
and universal knowledge combined with the specific
characteristics and changes of the specific territory. Expert
knowledge of local specificities is needed, grounded and used
through an integrated approach.
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3. Political decisions need to be adequate and adapted to
the dynamic changes of the environment, therefore they
cannot be static and have a permanent character. In local
policies for the transition to a circular model of the economy
and development, there cannot be precise "recipes’, universal
for al territorial units. It is well known that no matter how
effective apolicy is, if it does not take into account changesin
the initial parameters of development, the appearance of new
factors or a change in the way they interact, it soon becomes
ineffective. The appropriate approach is site-specific, where
policies that take account of these changes can be considered,
decided and implemented on an integral basis.

4. The application of an integrated approach in the
transition to a circular model of the economy and
development ensures the connection of different areas of
social development housing construction, transport,
economy, employment, quality of the environment, various
social eements, etc. For administrative and management
reasons, these components are divided into separate spheres.
On the basis of the integrated approach, it is possible to
determine how these ingtitutionally separate elements interact
in order to outline their intersections, goals and priorities,
with the task of achieving better interventions and positive
economic and social effects with fewer resources.

I11. CHALLENGES FOR THE MUNICIPALITY OF VARNA
IN THE TRANSITION TO CIRCULAR ECONOMY

As a result of research, four main groups of challenges
have been identified — economic, territorial, social and
managerial, related to capacity — to look for opportunities to
mitigate the negative impacts of the transition to a circular
economy. The basic areas of development of the municipality
of Varna outlined in this way are characterized by close
interconnection and  interdependence due to the
multidimensional and cross-sectoral nature of the applied
loca policies for the transition to climate neutrality and
circular economy.

It is necessary to note that, according to the requirements of
the Regulation establishing the Just Transition Fund, the efforts
of loca authorities should be aimed at achieving a smooth
trangition by mitigating the negative impacts of the transition to
acircular modd of the economy and development, rather than
on itsdlf decarbonization of the economy [9].

A. Economic challenges related to the growth and
diversification of the municipality of Varna economy in the
direction of climate neutrality

1. Facilitation and promotion of industrial decarbonization
through scientific research, development and implementation
of innovative technologies to reduce greenhouse gas
emissions in the atmosphere and especially carbon dioxide
(CO2). The emphasis is on carbon-intensive sectors and
sectors with potential for growth and diversification.

The devdopment and implementation of innovative
technologies with low CO2 emissions in the municipaity of
Varna puts on the agenda the overcoming of the following issues.

1.1. Low level of research and development in the field of
low CO2 production technologies in enterprises, as well asin
sectors with growth potential;
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1.2. Insufficient level of cooperation in research and
development between business and research ingtitutes in
sectors with potential for growth and diversification in the
economy of the municipality;

1.3. Littleintroduction of low CO2 emissions technologies
in enterprises located in the municipality of Varna

2. Increasing the energy and resource efficiency of
enterprises - in addition to high carbon intensity, also puts a
number of challenges before the sustainable economic growth
and improve circular economic business models[8].

3. Support for economic diversification and promotion of
entrepreneurship. The high level of dependence on carbon-
intensive sectors creates risks in economic development related
to jobs and people'swell-being. The pressing issues are;

3.1. Little introduction of modern, energy- and resource-
efficient production equipment in existing enterprises;

3.2. Limited access to funding for small and medium-
sized enterprises, which limits their business expansion and
growth;

3.3 Insufficiently developed entrepreneurial infrastructure,
need to strengthen the ecosystem to support business;

3.4. Weak entrepreneurial culture, insufficient knowledge
and skills, especialy of start-up entrepreneurs.

B. Territorial challenges - related to achieving climate
neutrality in non-industrial sectors - Energy, Building
Fund, Public Transport, Waste and Abandoned Industrial

Areas

1. Challenges related to technologies and infrastructures
for affordable clean energy in the territory of the municipality
of Varna

1.1. The carbon intensity of electricity production in
Bulgaria is significantly higher than the EU average, which
necessitates restructuring and the use of less carbon-intensive
technologies;

1.2. High technological losses in the existing networks
and capacity to connect local decentralized energy sources to
the transmission and distribution networks;

13.Improving the level of digitization for the
development of smart networks with the integration of
renewable energy sources and energy storage capacity for
better network balancing [7].

1.4. Investments are needed to rehabilitate production
capacity and switch to technologies based on renewable
sources and additional investment to ensure safety;

1.5. High demand for electricity leads to increased costs of
greenhouse gas emissions combined with an increase in the
price of electricity.

2. Territorial challenges related to renewable energy and
energy efficiency, focused on improving the energy
performance of buildings and production and in energy
transmission and distribution [6]. The following problem
areas with a need for development to reduce fina energy
consumption can be identified:
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2.1. Renovation of buildings to achieve energy efficiency;

2.2. Implementation of renewable energy sources through
decentralized solutions;

2.3.implementation of building automation and energy
management system to optimize energy consumption and
integrate renewable energy sources.

2.4. The administrative burden, the technical limitations of
connecting new decentralized sources to the existing
electricity grid and the high initial investment cost are also
prerequisites for limiting their application..

25.Low level of energy management in buildings and
enterprises due to the use of old technologies and insufficient
digital skills of the staff.

2.6. Outdated and inefficient street lighting infrastructure,
although under renovation, but energy management systems
are generally not implemented.

3. Territorial challenges related to waste management and
the circular economy. It is necessary to improve;

31.The separate collection of waste such as
biodegradable and green household waste, textile,
construction, hazardous and bulky waste;

3.2. The waste treatment infrastructure needs additiona
installations for biodegradable waste;

3.3.Need of strategic planning to improve waste
management and transition to a circular economy;

3.4. Raising the awareness of the population.

4. Territorial challenges related to the renewa of
abandoned and disturbed territories. In order to restore and
create appropriate new functions with economic and socia
value, both types of territories require different renovation,
redevelopment and repurposing activities [6].

The variety of territorial issues needs:
4.1. Renovation and repurposing of abandoned urban aress;

4.2. Providing  opportunities for land  recovery,
development of green infrastructure and repurposing of
territories with disturbed landscape.

4.3. Infrastructure  renovation,  restructuring,
optimization of unused plotsin industrial zones.

C. Social challenges related to labor and social
consequences of the green transition

1. Retraining and upskilling of the existing workforce and
stimulating the transition to anew job of the newly qualified.

and

1.1. The population of the municipality of Varna is
relatively younger than the average for the country, the
workforce has a higher educational status, and this is a result
of the better education system and greater opportunities for
redlization;

1.2.In the trangtion to a circular modd of economy and
development, the structure of employment in the district will
undergo changes, on the one hand due to expected declinein the
development of some sectors, and due to therise of others[4];
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1.3.In sectors directly reduced by the transition, older
workers those with non-specialized education show skill and
qualification shortages,

1.4. Providing employment opportunities to workers with
newly acquired skillsis critical to mitigating the impact of the
transition, which will be very important for limiting
migration, especially among the young population.

2. Constant challenges before the education system
regarding the provision of quality education and effective
development of basic skills[4];

2.1. Very low basic skills of future generations of workers;

2.2. Inadequate choice of specidization in training that is
not aligned with the demand and does not provide a
competitive advantage in the local labor market, also the
opportunities to acquire qualifications for green jobs are too
limited.

3. Improving the capacity among relevant stakeholders to
provide adequate training for new professions related to the
green transition and in sectors with high potential for growth.

3.1 indtitutional stakeholders are insufficiently prepared
to develop effective policy options, there is a lack of reliable
data to diagnose and forecast skills demand and supply, and
there isinsufficient cooperation between different institutions.

4. Social inclusion and promotion of the energy transition
among disadvantaged groups.

4.1. The increase in energy prices has a negative impact
on the well-being of energy-poor householdsin particular;

4.2.The adarming finding is that over 10% of the
population in the various town halls of Varna municipality use
wood for heating and about 5% of homes are heated and are
customers of the largest heating company, which is about to
go through a transformation process,

4.3. The risk of worsening the direct negative impacts on
local economic development, employment and the energy-
poor is a result of the indirect effects of reducing public
revenues and deteriorating social infrastructure.

D. Challengesrelated to the capacity to move to a circular
model of economy and devel opment

1. Raising the awareness of the population about the
policies for the transition to circular economy and climate
neutrality, strengthening cooperation with all stakeholders is
associated with a number of ambiguities, a lack of resources
and of appropriate activities in the process of ajust territoria
trangition.

2. A number of challenges related to building the capacity
of governance bodies, stakeholders, as well as sectoral and
territorial actors responsible for making the transition.

3. Technical difficulties and deficits related to the
management and effective implementation of territorial plans
and programs for the transition to a circular model of the
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economy and development. There is a lack of a clear
mechanism for monitoring, analyzing and assessing progress
for informed decision-making. It is necessary to coordinate
the intersectoral program documents, which requires specific
competence and expert knowledge.

V. CONCLUSION

The transition to a circular model of the economy and
development at alocal level is achallenging task that requires
coordination at al politica and expert levels. It cannot be
claimed that there is a universally applicable model for the
formation and implementation of policies for a smooth
transition to a circular economy. The application of a complex
and integrated approach creates the necessary basis for
coordination, partnership, continuity, adequacy and consensus
decisions in the formation and implementation of appropriate
local palicies.

The Municipality of Varna should take advantage of the
created integrated strategies and participate in networks that
go beyond regional borders. This will enable the adoption of
more adequate solutions to municipal problems based on
proven practices and lessons learned.
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Abstract—The competitiveness of any national economy is
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economic development of Bulgarian society in the conditions of
globalization. The solution to the thus formed task lies in the
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|. INTRODUCTION

The world economy has aways followed well-known
patterns. One such model is the development of new
technologies that drastically change industrial production and
public attitudes. The changes began with the invention of the
steam engine, which triggered the First Industrial Revolution,
the beginning of mass production of the bag and the
introduction of computer technology in enterprises, to the
advent of digital technologies and the possibility of high-
speed information exchange, which represents a new data
revolution. It is safe to say that the interconnectedness and
communication between people, machines and resources is at
the heart of the Fourth Industrial Revolution. Fueled by the
possibilities of technologies such as the Internet, cloud
solutions, artificial intelligence and the development of cyber-
physica systems, Industry 4.0 creates an interconnected
environment in which non-stop and multidirectional data
exchange takes place. It is precisely this that has transformed
the nature of manufacturing, enabling it to keep pace with the
ever-evolving needs of modern consumers.

Not only globaly, but also in Bulgaria, Industry 4.0 is
changing the rules of the competitive race in production. The
introduction of new technologies is not an end in itself, but a
way to achieve a completely new production environment
characterized by:

Higher work efficiency;

Greater flexibility of production;

The modern type of customers requires a high level of
personalization of the goods and services consumed - a result
that can be achieved with the help of modern technologies
such as information systems of anew generation, which cover
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the entire process of movement of resources in the enterprise
and bring reliable information to real time.

Il. NATURE OF INDUSTRY 4.0 AND
CHALLENGESARISING FROM IT

From a historical point of view, in 2011 Germany became
the first country to introduce the term "Industry 4.0" as part of
the country's high-tech development strategy. Subsequently,
many European countries are also starting to use it in their
national policies for the digitization of production processes.
In the Western world, thanks to the Industrial Internet
Consortium /ICC/, the following definition of the fourth
industrial revolution also appears: "the integration of complex
physical machines and embedded systems and devices with
networked sensors and software that are used to improve the
processes of predict, control and plan for better business and
societal outcomes’ (Industrial Internet Consortium, 2013).

In its essence, Industry 4.0 is the digitization of the
economy, its related processes on a global scale, and isaso a
generator of innovation, competitiveness and growth, with an
unparalldled  potential  for the development  of
entrepreneurship and business units participating in economic
markets of goods and services. It is a reflection of the
scientific and production practices in our country, enabling
the transformation of the principles for the production of
economic goods and their placement on local and foreign
markets at the industrial and economic level. This economic
revolution naturaly follows the production automation
processes that have been going on until now, but the analysis
of large data sets, the use of artificia intelligence, cloud
services and virtual reality appears as a new moment. Most
authors determine the following characteristics of the fourth
industrial revolution:

e Optimized achievement of solutions - an essentia
feature of an information system in the direction of
processing large data sets of the /Big Data/ type and
the main management goal of analyzing information in
real time. A typical example from practice is ERP

systems,

Optimization of resources in the organization -
maximum achievement of strategic goals and set
production quantities, through efficient use of limited




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

resources. Main property of cybernetic-physica
systems and (Enterprise Resource Planning Systems);

Customer-oriented approach - taking into account
individual needs and requirements, even achieving
profitability even with a batch of only one product;

Optimum flexibility of the processes - balance of
material security, achievement of the set deadlines,
management of supply chains;

The development of new sectors/services
innovations based on new technologies. A typical
example are services between small and medium-sized
enterprises (Business to Business);

Among the man digital products developed for
enterprises and organizations participating in market
mechanisms for the exchange of economic goods are business
software for control and information security of information
flows in a given enterprise, such as Enterprise Resource
Planning Systems. As the main tool for overcoming
competition at the industry, national and international level,
they are the preferred business software of most foreign and
now many of the native businesses. In the structure of their
development, modules are implemented to track each of the
processes for a given organization, they are distinguished by
high flexibility and adaptability, easy to use by users and
provide a control mechanism of the management structure in
real time.

That is impact of the fourth industrial revolution on the
public sector in our country. Activities such as e-government,
digital education and health care and other innovations belong
to the novelties of the state update. Policy and adaptability at
the state level for the trandtion to a digital economy is
essential, as this will directly affect our nationa
competitiveness and impact on public life.

As apart of the European Economic Community, Bulgaria
must have an active participation and contribution to the
construction of common technological standards and the
direction of introducing digitization of the economy. Only in
this way can it be guaranteed that European business
organizations will remain at the forefront of the world
economic map. Uniform standards are also a reliable measure
to ensure interoperability of new technologies and a guarantor
of their confidentiality, security and accessibility of the
information contained.

I11. INDUSTRY 4.0 PROBLEMSAND CHALLENGES
FOR SMALL AND MEDIUM ENTERPRISES

The process of global digitization is no longer aimed only
at the manufacturing industry directly under the control of
technological equipment manufacturers, but also at the
functioning of small and medium-sized enterprises and the so-
caled "Start up" businesses, where a sharp increase in
innovation is reported. It is important to pay attention to the
fact that each organization leads its own unique life and there
is no ready-made "recipe" for the correct and optimal
application of digitalization, and it should be remembered that
the main function of a small business is to provide jobs and
employment at local and national level. The following figure
shows the share of information systems /in percentages/ used
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in our native enterprises as of 2021.

2%

39%

O local and integrated systems ERP
B Bulgarian integrated systems ERP
O Systems with basic functionality
O Specialized software products

| CRM

mEl

Fig. 1. Business software used in Bulgarian companies for 2021.

There are places around the world, the mode of "collective
search for solutions' is used. Precticaly, it is a periodic
gathering of experts and employeesin a given field, where they
exchange fresh idess, results of implementing different solutions
or "Know How". This benefits the investment risk of smdll
organizations because investors respond when an innovation can
demongtrate real benefits in practice. According to the authors
on the subject, this is how areduction of the investment risk is
achieved even before the decison is implemented in real
conditions, or speaking from the point of view of the theory, the
process is in the direction of "benefits - income - provision”, as
an dternative to the standard option "provision - benefits -
income". Such an gpproach could ease the transition to a fourth
industrial revolution for many of the smal businesses and
private initiatives, but for the backbone of an economic system,
such as large-scale industry, which has the resources to afford
huge investments in modernization, it should rather to look for
another solution. Such is the implementation of information
management systems. They dlow timey tracking of
information about processes and resources in the organization
and continuous control at the management level. To this class of
business software belong (Enterprise Resource Planning
Systems), which have aready proven themselves not only on
theinternational stage, but aso as a serious management tool for
our native business. In practice, they are subject to individual
synchronization with the needs and requirements of the client,
retaining their basic structure of modules and full functionality.
The above-mentioned model of "collective search for solutions’
isvery suitable for a country like Bulgaria, where alarge part of
the business is made up of small and medium-sized commercia
organizations, as well as many self-employed craftsmen. It is
here that various innovations obtained through "trid and error"”
are most often born, and this practical knowledge quickly turns
into real skills.

V. POSSIBILITIES FOR DIGITIZATION OF THE BULGARIAN
Economy, STATE PoLicY AND CONCEPT

The development of Bulgaria in the direction of
digitization of our national economy is closdly related to the
construction and development of a concept for the
transformation through digitization of each of the economic
spheres in the country, based on a generdly developed
strategy. Industry 4.0 on a global scale represents a "powerful
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engine" for the development of innovations and optimization
of the production process and the resources invested in it.
They begin to position any enterprise or organization in the
world and in our homeand, in terms of the process of
digitization and implementation of new technologies, is of
utmost importance for market survival in the coming decade.

At the state level, policies and models should be
developed to support enterprises and organizations in the
process of digitalization of the economy. It would not be
possible to successfully go through this process and preserve
our national competitiveness in the world economic markets
without a close connection between technological
development and active support at the state level. Among the
policies that are expected to be undertaken by the European
economic community are the development of common
technological standards for the member countries, which will
ensure the necessary level of interoperability of the
implemented information systems and guarantee the
necessary level of reliability and information security. Among
the main priorities at the state level should be the creation of
expert commissions to the ministries, as well as the
development of the hidden potentials in our economy, in the
direction of preserving the competitiveness of native business
organizations and the smooth transition to a digital economy.
For this purpose, it is essential to define nationwide principles
for action. Based on a number of authors, we will derive the
following principles, which are fundamental for a national
concept, as.

e Support a the nationa level for the transition to
Industry 4.0 — building specific policies, mechanisms
and tools in service and assistance regarding the

specific needs of our native enterprises,
Synergy between existing policies and innovations;

Close cooperation with educational and scientific
ingtitutions in order to develop the capacity of human

capital;

Development of test sites and pilot projects in the
direction of innovation development;

Providing financial resources/subsidizing projects/for
supplying new technologies and implementing
business software in our native enterprises.

After anumber of analyzes by the European commissions,
as the main weaknesses of the current economic situation in
the country, those that represent a direct obstacle to an active
transition to the fourth industrial revolution are indicated.
Among the most important are weak competence for working
with digital technologies of many of the workforce, lagging
modernization of the infrastructure in the country, low use of
Internet-based services by users, low level of education in the
direction of information technology, lack of investments for
scientifically developed - technological progress, delay of
projects in the field of public e-procurement, which is a real
prerequisite for slowing down the growth of small and
medium-sized enterprises and reducing the possibility of
exporting. As a result, it is concluded that active policies at
the state level and development of conditions for attracting
foreign investments are necessary.
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V. INFORMATION SYSTEMSASA TOOL FOR ACHIEVING
OPERATIONAL EFFICIENCY BY BUSINESS ORGANIZATIONS

The provision of reliable information at the right time is of
paramount importance for achieving precise planning of the
production program and capacity utilization, as well as for
optimal planning and management of material stocks. Having
reliable and timely information about the occupied and free
production resources, the availability or lack of raw materials,
materials and tools and the status of current orders, the
management of the enterprise can react with much greater
flexibility to the arrival of extraordinary orders or take
advantage of dynamically emerging market opportunities.

The overal digitization of production, which is the basis of
Industry 4.0, is unthinkable without the solid foundation
provided by business management systems. ERP systems are
not new to the world of industrial production. Their history can
be traced back decades, but the Fourth Industrial Revolution has
given them the place of a key factor for success and
competitiveness in changing market conditions. This has aso
led to the rapid evolution of ERP, leading among them include
dements of artificial intelligence and successfully apply
machine learning models, integrate easily with MES
(manufacturing management systems) and 10T sensors, connect
with customer relationship management (CRM) and business
intelligence (BI) systems to form a single end-to-end system for
managing every aspect of a manufacturing company's business.
Figure 1 shows data on the use of ERP systems in Bulgaria by
the native enterprisesin the last few years.

Enterprises using resource management software
(%)

2021

21,8

2013
19,7

2014
27,2

2015
24,9

2017
23,3

2019
Total 234
By enterprise size

10 - 49 hired employees
50 - 249 hired employees

250 or more hired employees

16,8
29,7
46,9

24,2
38,5
56,9

20,7
41,4
60,8

20,0
35,5
59,2

19,2
40,1
60,7

17,1
40,1
65,2

Fig. 2. Implementation of ERP systemsin the Bulgarian economy.

Information systems are the link between the
administrative management of the company and the read
production side of the business. ERP systems cover in one
environment basic processes of accounting and finance
management, HR, sdes and receivables, warehouse,
deliveries and payables. At the same time, the information
systems have a powerful production module that allows
precise production planning against orders, deadlines and
available resources. The business software type /ERP System/
is open for integration with software solutions involved in the
physical management of production (MES/MOM), as well as
with various sensors and 10T devices tracking the parameters
and functioning of the machines on the production site. These
integrations provide real-time information enabling a timely
response to emerging opportunities or issues so that planned
timelines and commitments are met. It makes them an
essential digital tool for our native enterprises to deal with the
economic challenges of Industry 4.0. The following figure
shows a diagram of atypical home enterprise in the process of
implementing an ERP system, from the point of view of
changing the level of income and expenses.
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Fig.3. Revenue, cost and profit levelsin an ERP system implementation process

V1. CHALLENGES OF INDUSTRY 4.0
TO THE EDUCATIONAL MODEL AND E-LEADERSHIP

After the formation of the first forms of social society, the
trangtion from a nomadic and unstructured way of existence of
individual genera and individuals, followed by the first forms of
stled existence and digribution of socid roles, inevitably
people /as a community/ set out on the path of socio-economic
revolutions. As the main goal of satisfying needs with material
and immaterial goods and the active development of labor, from
the primitive making of knives to mechanization, the fruit of
active engineering thought, man has imperceptibly carried out
revolution after revolution in his way of being. In historical and
economic terms, several maor industria revolutions were
determined, which marked the beginning of completely new
understandings for their time and developed in completely
different directions the activity of supplying and exchanging
economic and often spiritual goods. We are now in a new
revolution, called by a number of authors Industry 4.0. It is
diginguished by a different character of occurrence and
development than we have known so far. It is defined as a new
paradigm in the direction of digitization of all assets and
economic agents that belong to common connectivity and
integration in a single digital ecosystem. As a prerequisite for
the occurrence, a number of reasons are indicated, among the
most important of which, new possibilities for data storage and
access to them, globa communication system, increased power
of macro-processors, networking of mobile devices and many
others can be mentioned. We must take credit for technological
innovations such as energy storage devices/batteries, nano-
technologies, robotics developments and last but not least
technological advances in atificia intelligence. In practice, the
roots of the fourth industrial revolution are much deeper intime.
For its successful implementation at the present time, a number
of smaler but dso significant events such as the restructuring of
the production process, changes in logistics and forwarding,
congtruction of modern business models, and aso the global
pandemic of 2020 are going through.

In order to be completely objective in our arguments, we
must also consider the other face of Industry 4.0, each
revolution brings its own reasons for concern, as well as
challenges in social and economic terms. Let us define three
main groups of directions resulting from the negative
influence of the new economic reality, such as:

o Insufficient level of leadership and awareness to re-
evaluate a number of accompanying changes in social,

economic and political terms;
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o Today's leaders have not yet developed a coherent and
comprehensive understanding of the opportunities and

challenges of thisindustria revolution;

The abrupt transition to such a technological-
industrial-social process hides rea risks and threats for
the disintegration of the European Union /as a balancer
between East and West/, and this may lead to solving
the subsequent crisis through military action.

Let's also consider the downward directions of difficulty
with the adaptation of most people to the new industria
revolution / here we will remind that such a problem stood
before humanity in each of the previous industrial revolutions
/, such as:

v’ Difficulties in understanding the new terminology /

"digital literacy", "digital competence”" and others/;

v" New understandings and classifications of competencies;

v' Creation of new systems for transition to a digital
environment;

v' Andysis of possible complications and resulting
threats when working in adigital environment;

We want to be clear that the last of the above issues for
threats in new platforms is particularly relevant. This exposes
the user to new challenges and risks associated with working in
a competitive environment and the ambiguities of the new
digital redity, imposing ever higher requirements for training
and retraining in order to meet the continuous changes in
requirements. The situation thus created actualy represents a
sharp boundary between the requirements for technologica
skills and the preparation of public personnel in each of the
spheres of economic activity, which brings to the fore social
stability and the redistribution of the labor markets. In practice,
the resolution of the problems defined in this way, which
confront the society with new chalengesin socia and economic
terms, happen with a delay. Any expert programs conducted
both in the state and in the private sector redly only have a
catch-up character. The difficulties are increasing more and
more, and thisis a consequence of theincrease in risk factors, as
a conseguence of the dynamics of the digitalization process and
the new economic redlity. In view of what has been said up to
now, in summary we will indicate the opinion of leading authors
on the topic, they believe that they have three important points
to deal with the Situation thus created:

the first point is related to increasing the qualification
and awareness of the labor force;

e the second moment — emphasizing the positive

moments of the fourth industrial revolution;

e the third moment - going through the process of

economic, social and industrial transformation.

The new socio-economic reality becomes a prerequisite for
the appearance and search for a solution to completely unknown
mora and ethica problems at the moment. Newly formed
economic needs require research and development of adaptive
specidties to meet the demand for personnd in the rapidly
changing labor market. The requirements for the educationa
system are for the "production” of personnd who will be the
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specidists of tomorrow. Their level of competence and
comprehensiveness of knowledge will have to be directly
related to the search for solutions to cases that did not exist until
recently. These "future experts' must be deployed in the new
socio-economic redity as a labor resource in the direction of
digital leadership. The first fully digitdly oriented maors
aready exist, which are a consequence of the active cooperation
between the educationa system and business structures in our
country. Personnel with developed and implemented crestivity,
ambition and strong motivation to prove themsalves in the field
of the high-tech economic sphere. The sustainability of the
system, a consequence of the fourth industria revolution, is
directly dependent on the leadership skills at the strategic and
operational level and the overall policy of investing in
education, scientific and technicd progress and the
implementation of new technologies. Our country is aready in
the process of transformation. The chalenge is to find the
optimal model for building a connection between technology,
education and management skills, so that e-leaders of SMEs in
Bulgaria succeed in the following:

v
v

To find the right personnel for their business;

To be actively involved in the development of new
goods and services;

v" To discover and satisfy the changing needs of their

customers,

v" To develop their supply chain.

According to many of the authors, future market-oriented
personnel must possess the skills to operate in the global digital
environment. They will be part of an economy that has shifted to
the virtual environment, and this even more drastically requires
their development as speciaists able to impose themselves in a
digita work environment. We believe that eleadership is
becoming a tool for accumulating knowledge and developing
new products. The trend of tomorrow is to actively develop e
leadership training programs and ensure maximum access of
SMEsto technologicdl training.

Transformational Leadership Factors

!

Idealized Influence

E-Leadership Factors

l

Trust and respect, ethics and role \
modelling, and vision
Strategic Leadership
/1
Inspirational Motivation /'
Based on high expectations and
shared vision
/ Digital Savviness

Intellectual Stimulation

/

Creativity, innovation, challenging
assumptions, and new thinking for
problem solving

Business Savviness

|

Among the most distinguished are software products
helping a smooth transition to information digitization of

Consil 1
Personal attention, rewards, people
acting as individuals, and coaching

[

Fig. 4. Adopting E-lidershipin SMEs.
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processes affecting management structures in enterprises are
software class (Enterprise Resource Planning Systems). ERP
software has aready distinguished itself as a part of
modernizing business processes and increasing the
competitiveness of any organization that has reached its
implementation, and it can be assumed that it is among the
main tools for the transition of the national economy to the
fourth industria revolution or better known as Industry4.0.

The new redity resulting from the coming fourth
industrial revolution builds and assigns a new meaning to the
otherwise classic terminology and perception of the function
of aleader. If we now connected our understanding with the
activity of group management of a team of people, in the
direction of achieving common goals, now the new meaning
of a digita leader is taken to be innovative and atypicaly
thinking individuals, looking for non-standard solutions to
current cases, according to the terminology used - SMART
leaders. Based on an expert study, the main characteristics of
the qualities required for a digital leader have been identified,
and this formulation applies in full force to the search for
personnd in our native labor market. The basic characteristics
are asfollows:

o Competencies for working in adigital environment;

Ability to transform the accumulated knowledge in the
direction of the new digital requirements;

Ability to be adequate to the process of leading and
coordinating resources scattered in different locations
in aunified whole to achieve an economic result;

Out of the box thinking and innovative, successful in
the process of adding added value in the conditions of
ahighly competitive environment.

Economically and socidly, the changes and challenges of
Industry 4.0 have a direct impact on the paradigm in our society,
regarding the qualities and competences transmitted through the
education system of the generations. Now, more prominently
than ever, future personnel are required to develop non-
traditional and highly flexible knowledge in order to fit into the
understanding of the emerging economic redlity.

V1l. CONCLUSION

Industry 4.0 is not just a one-time event, but a complex
and ongoing process that will continue to change and evolve
with the emergence of each new digital technology. In the
turbulent environment of the new industrial revolution, ERP
systems are the stable foundation on which manufacturing
enterprises can build their market success. In this direction,
the application of the technologies that make up the Industrial
Internet of Things (I1oT), which alow self-diagnostics of
production equipment, optimal planning of preventive
maintenance activities and minimizing losses related to
unplanned emergency downtimes, will have an impact in this
direction. The presence of isolated systems and lack of
comprehensive information about the state of the business are
unacceptable in the conditions of Industry 4.0. That regard,
ERP solutions establish a connection between the information
received from the actua production and the structured
business data generated by the other units of the organization
in order to provide an information environment necessary for
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making informed decisions, corrective actions and active
reaction to what is happening in the company.

The digital economy at the national level is a prerequisite
for the transformation of the production model, which will
transform the classic industry into an automated process and
increase competitiveness a the level of quaity and
production costs, in the direction of active placement of
native goods on world markets.
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Abgtract—The phenomenon of social media from the point of
view of the technologies emerging as engines for its development is
the main topic of this article. In addition to the definition of social
media and its difference with a social network, the most important
applications of this communication channel in the public and
individual exchange of information, as well as the needs of society
that satify them - news, trade, contacts and influence - are also
examined.

How social media came about and which scientific developments
led to the realization of the critical gepsin its development are also
some of theissuesaddressad in the development.

Artificial intelligence and augmented reality are inter connected
in their application not only in social media, and thereforethey are
important to explore, especially from the point of view of
inter secting inter ests of consumersand marketers.

Another important element is radio frequency identification,
which is a nodal technology for establishing identity between
objects and persons in the exchange of information and data in
communication and payments.

The increasng need for security and assurance of data records
makes blockchain technology a key link for the future of social media
and suggeststhat it will find new implementationsréated toit.

What will happen with the growing entanglement of social
media and the concept of the Internet of Thingsisno longer just
a matter of prediction, because the value-added opportunities
from this collaboration can lead to better risk management and
improved automation in industry and in our homes.

Keywords—social media, key technologies, future, concepts

|. SOCIAL NETWORKSAND MEDIA

Over the last decade, digital communication between
people has grown at a rapid pace, and it is increasingly
apparent that this process will not sow down or reverse its
direction, quite the opposite.

It is difficult to determine whether the development of
computer networking technologies combined with interaction
software or the increased need for digital socid interaction is
the driving force, but the expansion of the scope, use and
number of social networksisafact.

However, it should be noted that telecommunication
networks, such as computer networks in particular, are the
basis for the implementation of this type of communication
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channdl. It is necessary to clarify that we are focusing on
social media, not socia networks.

The very term "social network”, often used and gained
popularity to name the digita environment for
communication of different communities and groups of
people, would not be used correctly in this context.

"A socia network is a dtructure of individuas or
organizations connected and interacting with each other.
According to this definition, surveying social networks
provides a set of methods for analyzing the structure of social
units and helps explain the patterns observed in these
structures.” [1]

Sociad network analysis is inherently an interdisciplinary
field of study that originates from the interaction of social
psychology, sociology, statistics, and graph theory. The
development of the first sociograms in the study of
interpersonal relations is associated with the work of Jacob
Moreno since the 1930s. These devel opments were the basis
of mathematical models based on them in the 1950s, and in
the 1980s sociad network theories and methods became
widespread in the social and behavioral sciences.

On the other hand, "socid media are interactive
technologies that facilitate the creation and sharing of
information, ideas, interests, and other forms of expression
through virtual communities and networks." [2]

Despite the variety of stand-alone and embedded social
media services, they have some common characterigtics:
firstly, they are Web 2.0 Internet-based applications, in which
users generate content - photos, videos, comments, reactions,
etc., each of which creates a service-specific profile to access
the applications and thus become part of its infrastructure.

Thus, in practice, social media creste and develop socid
networks by connecting individual profiles with other
individual users or with groups and communities.

In order to justify the need for this development it is good to
take a quick overview of the use of socia media. The two main
modes of implementation in modern society of socia media are
at the organizational level and at theindividud level.

Hardly anyone could have guessed, even after the
establishment of social media in its first years, how many
implementations they would later receive, and at high and
important levelsin society.
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One of the first is "GeoCities', better known as "Yahoo!",
which started as a hosting service in 1994, but the following
year dready presented its development for communication
between customers. Some researchers even trace the roots of
socid media back to the release of the online chat system
"Tdcomatic"' in 1973, providing rea-time communication, with
messages being transmitted letter by letter asthey are typed. [3]

The development of socia media continued with
Classmatescom (1995) to lead to the launch of
SixDegrees.com in 1997. It is fair to ask why exactly this
application is considered the first social media, since there are
messaging clients such as 1CQ and AOL and chat clients such
as IRC(1988). The answer is that SixDegrees.com is the first
online platform for users with "profiles, friend lists and school
connections' that can be used by registered users. [4] In this
way, a line of development is started that reaches the giant
social networks (Facebook, Google+, etc.), the platform for
video sharing (YouTube), for microblogging (Twitter) and for
short videos (TikTok). Each of them, according to the latest
statistics, has between 1 and 3 billion users.

Social media has aready entered the practice of all mgjor
spheres of public data exchange, and this only confirms the
importance of this communication channel.

At the organizationa level, for example, social media is
used by national governments not only to inform their citizens
of actions taken, but also to manage their reputation levels.

For example, the government of Egypt in January 2021
launched a campaign among the youth to improve its image
among them by using influencers on Instagram to counter the
bad reviews of their governance in the press and accusations
of non-respect of human rights in the country. [5]

In the US, law enforcement investigates, identifies, and
searches for people, and immigration and border officials use
social media data to issue visas and then track visa recipients
on how they fare after entering the country.

At the same time, social media are undoubtedly an active
field for the development of social processes and activities
related to them, and during political elections, according to
experts, they have already become a mgjor factor in changing
attitudes. That is why, through their use, there is already talk
of the redization of a new era in politics - participatory
democracy.

"The role of socid media in democratizing media
participation, which its proponents herald as the beginning of
anew era called participatory democracy,” notes Philip Pond
and Jeff Lewis' Participatory democracy, according to
Dictionary.com, is the ability for citizens to participate
individually and directly in political decisions and policies
that affect their lives, not through elected representatives.
Thus elements of direct and representative democracy are
combined.

Business is one of the sectors most benefiting from the
expansion of social media. It uses the channel simultaneously
for market research, advertising and selling goods or services.

Also, social mediais popular and used by most companies
in researching prospective employees for employment.
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In science and education, they are used to exchange
information, connect for learning and to express opinions, as
well as to share achievements in rea time in scientific
meetings and discussions.

A place must also be found for commenting on the use of
social media during the COV1D-19 pandemic.

In going through this gresat test for humanity, social media
gained even more popularity and was used massively to share
and search for medical information related to the coronavirus
pandemic and its impact on public health and attitudes. An
important point was also that through the users, data was
collected about the devel opment, treatment and consequences
of the disease.

Isolated due to the threat of contagion, people were forced
to stay in their homes, and social media protected them by
connecting them contactlessly and improving their awareness,
while helping to overcome the communication breakdown.

For them, as a preferred communication channel, the
extraordinary Situation related to the coronavirus practicaly
brought not only great benefits, in the form of new subscribers
and advertising contracts, but also a great respongibility related
to their mediation between people and ingtitutions.

On an individual level, social media has been used for
years as a new source of news, weather and shopping
information. [6] It is of course well known that they are aso
widely popular for socializing with friends, meeting new
people and participating in interest groups.

They are aso preferred for users self-expression and self-
presentation in front of various communities, thereby
promoting the idea of creating and managing the image and
identity of the person in front of others, the way they would
like to be. [7] However, there is research that suggests that a
wide range of people are already confusing the replacement of
authentic communication with that of socia media, and the
effect of this is to prefer to write a message when there is a
real opportunity to make contact. [8].

Il. THE TECHNOLOGICAL DIMENSIONS

The technological prerequisites for the creation of socia
media are not only logically the basis of their subsequent
growth and wide application, but are also important for the
analysis and forecasting of their development directions.

As with most startups, at the core of socia media is a
project that can be seen as key to the future connection of
telecommunications networks, computer technology, and
socia networks.

Right from the start, he shows not only the direction, but
seems to predict the main stages in their future. This is the
Advanced Research Projects Agency (ARPA), established in
1966, which legitimized the ARPANET in 1969, where "they
first connected computers to each other and transmitted the
first host-to-host message, and in 1970 the first connection
protocol was implemented in a network - Network Control
Protocal.” [9]

Thus, in practice, in this project, for the first time, the two
main technologies for the redization of the Internet are
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applied - packet-switching, a concept of Donald Watts Davis,
as well as the first implementations of the TCP/IP protocoal in
1983, created by order of the Department of Defense of the
USA after merging with the developments of the French
CYCLADES project.

"The other big steps in software technology for socid
media are the redization of remote administration, file
transfer and email” [10]

Remote administration software was used in the first
popular wireless devices such as BlackBerry, Pocket PC and
Palm. This concept does not provide full remote access like
VNC and Terminal Services, but it alows administrators to
perform important and basic commands such as reboot, reset
passwords and view system logs, install software and virus
protection.

The use of packet switching ensures the transmission of data
that is divided into packets. Each packet has a header that
describes the content and a data payload to it. File transfer is the
transmission of data over a communication channel from one
computer to another. This is done according to rules for
harmonizing and connecting the two systems caled protocols.
The two main protocols for transporting data on the Internet,
which isbased precisaly on packet switching, are TCPand UDP.

The File Transfer Protocol is a very important step in the
development of communications, as it was implemented by
Abhay Bhushan Pandey in 1971, the same scientist who later
worked with APRANET and contributed to the devel opment
of TCP This protocal is one of the first and is used to transfer
files from a server to a client in a computer network. Users
can authenticate with password and username or
anonymously depending on server configuration. It wasn't
until 2021 that Google Chrome and Firefox browsers disabled
their users ability to use FTP.

The implementation of electronic mail and email aso
belongs to the software technologies that are the basis of
social media. The first electronic mail using the modern user
addressing syntax with @ in the middle was again the work of
the ARPANET project, but was realized in 1971 through the
FT protocoal.

I1l. THE ROAD TO PORTABLE DEVICES

At the hardware level, there is no need to go into detail
about the role of the personal computer when talking about
the implementations of social media, but it is the first of the
main steps in its progress, followed by the laptop and the
mobile phone. The road to portable camera devices, however,
passes through several important developments - digita
imaging and semiconductor image sensor technol ogy.

A digital image is the product of a sensor that, based on
different levels of illuminaion, transmits information used to
generate an image. [11] Thisis done by converting the dternating
attenuation of light waves or other electromagnetic radiation.

The basis of modern solid state image sensors is the MOS
technology [12], invented in 1959 at Bell Labs, on the basis of
which CCD or CMOS sensors were later developed. This led
to the widespread use of digital cameras, and subsequently to
camera phones.
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IV. CONCEPTSWITH A FUTURE

Where socia media is going and exactly what are the
progress-carrying concepts and technologies is naturaly an
important question for its devel opment.

One of these concepts is artificial intelligence (Al). Over
the years, it has undergone an important and substantial
change in its definition, and thus its visionary beginning and
adaptability are only emphasized.

Artificial intelligence is the ability of machines to make
rational decisions related to the environment in which they are
based on input or information collected by them. It appears
that there has aready been a substantial migration away from
the understanding of Al as a machine imitating human
cognitive skills, and it is now prioritized in terms of
rationality and action to rationality without limitation on how
intelligence can be articulated [13]

Social mediaiswelcoming to Al. For example, as early as
2010, Facebook successfully implemented facial recognition
by introducing an algorithm for grouping based on interestsin
posts, targeting user ads and supporting search. It is applied,
both on Google for advertising positioning and on Linkedin,
to formulate and make recommendations for work,
recruitment and business communication.

At the same time, as an important moment, we can aso
note the declaration in November 2021 by Jerome Pesenti,
Vice President of Artificia Intelligence on Metas officia
blog, the intention of the media to abandon facial recognition
and delete the data of more than 1 billion users, as a result,
the functionality to recognize people in a photo published by
auser of the service on the web is no longer available.

Al has already entered our daily lives so much that some
developments that used to be of this type, such as the optical
recognition of road signs or car license plates, are no longer
included in Al, due to the routine application and redefinition
of Al. the definition.

The use of augmented reality (AR) in social mediais one
of the biggest challenges facing its development, but
implementations so far only hint and reinforce the weight
with which it will be credited in the future.

Augmented redlity is the linking of real-world objects with
computer-generated content, and it can cover different receptors
from visud to auditory to olfactory. [14] An important
implementation of augmented redlity was the building of an AR-
based application by Snapchat. Back in 2017, developers
implemented and provided users with a camera filter that alowed
them to render an animated verson of themsdves cadled
“Bitmaji”. The same platform is dreedy usng AR to build anew
kind of communication as well, for example the rapper Bhad
Bhabie successfully communicates with subscribers in dmost the
same way that she could do it in the real world. Through this
technology, it is dso possible to add customized changes to a
photo taken in the sky, such asagtarry night, astorm or arainbow.
AR thus enables an unlimited expansion of the space of contact
between people, and these are naturdly key to socia media

An example can be given with the implementation of
augmented reality by the New York Times newspaper in their
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project "How the news reaches your home". After
downloading their app, for example, anyone can see a New
York Times street vending machine on their phone screen as a
3D image. Thus, the possibility of introducing and telling
stories expands and becomes more impactful.

A Radio Frequency ldentification (RFID) tag is a small
radio transponder, radio receiver, and transmitter housed in a
single structure that provides radio frequency identification
based on electromagnetic fields[15] When it recelves an
interrogation pulse from an RFID reader within its range, the
tag transmits digital data, usualy in the form of an
identification number, back to the reader as aresponse.

Each chip comes with a unique number recorded during
its manufacture so that it can be unmistakably linked to the
information stored on it. An example of its practica
application can be given with concert tickets that have
embedded RFID and when registering them through the
reader at the entrance of the event, the visitor gets accessto a
closed group or sociad media page from where he can
download the artist's new recordings or to upload his photos
from the concert. In practice, this technology finds great
application in the issuance of electronic personal documents
and identification in payments (NFC).

Blockchain technology, which has gained notoriety along
with cryptocurrencies, is also defined as very promising for
social media. It is a distributed database or a continuously
growing list of records that are linked together with a
cryptographic code and are called blocks, and they can be
continuously supplemented by new ones. Even if we only
make aliteral trandation, it will give us apartial answer about
the essence of the technology - a chain of blocks [16]

They are distributed across the network, there is no single
master copy, and users are equa to each other and follow a
certain protocol. So that every block included in the chain
cannot be changed retroactively. The blockchain database is
managed using a peer-to-peer network and a distributed
timestamp server.

Cryptographer David Chaum first proposed a blockchain-
like protocol in his 1982 dissertation, "Computer Systems
Established, Maintained, and Trusted by Mutually Suspicious
Groups." However, the first fully developed concept has been
talked about since it was published in 2008 by a developer
under the pseudonym Satoshi Nakamoto.

As with currencies, these technologies are effective
against network restrictions and against attempts to impose
internet censorship on a particular media or other intellectual
product. Blockchain projects make it possible to guarantee
access and the ability to manage content with the guarantee
that no legal entity will be able to block their records.

The application of blockchain technology will aso alow
content creators to be negotiated and paid for their labor
without delays or unannounced deductions.

Another very serious application of this concept in social
mediais also in the works. The Meta company envisions their
Web 3.0 project to provide an opportunity to exchange the
Diem cryptocurrency, at least within the largest socia
network.
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Twitter also announced in late 2021 that they plan to
integrate cryptocurrencies into their platform to reward
content creators [17].

The list of promising social networking technologies ends
with the Internet of Things (10T), which is at the bottom only
in terms of chronology of emergence, not importance.

The Internet of Things represents connected groups of
physical objects with sensors, with the ability to process data
and speciaized software, which are in contact and exchange
with other networks. The goal is to make decisions related to
the management of these networks and objects. [18]

The concept of the Internet of Things and the very name
"Internet of Things' were first mentioned in a speech by Peter T.
Lewisin 1985. in Washington. This technology can make socia
media involved in monitoring and delivering real-time data for
decision-making in managing the systems that are part of the
IoT. In fact, the popular name of the technology is considered by
experts to be wrong, because networks of objects should not be
connected to the public Internet, but should only be connected to
the network and individually addressable.

loT is part of the concept of Smart Home (home
automation) and the ability to control smart devices and
appliances. Thus addressed devices that are connected to the
network can be controlled remotely through applications.

For example, using Apple's HomeKit, users can control all
devices connected to the iOS ecosystem, such as computers,
watches, and more. There are aready implemented open
source ecosystems that allow other smart devices to be
included without the product of a specific manufacturer.

loT collaboration in social media aso takes into account
the fact that social media users can be extremely useful in
realizing an application related to the condition and risk
performance of public infrastructure such as bridges,
riverbeds, railways and other safety-related, repair activities
and traffic. In fact, social media is an important part of the
implementation of 10T and it is hardly possible in full without
synchronization with this type of communication channel.

V. CONCLUSION

Already with the first breakthroughs in the development
of hardware and software, which brought computers closer to
the mass user, a clear request was given for the emergence of
sociad media, because communication is inherent and
necessary for man.

Social media has brought social networks into the digital
world and gives people an dternative to communicating
based on new technical achievements.

They are a powerful means of communication and are
preferred by billions of users because of their easy access, and
this predetermines their importance and influence, as well as
the need to study the technological aspects of their future.
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Abstract—Customers are organizations or individuals that
are external to the enterprise. They contribute significantly to
its prosperity. Thisis because customers are the main sour ce of
revenue, and hence of profit and cash inflows. The management
of the enterprise needs to have information and analytical data
about the customersin two main domains — financial and non-
financial. This data is provided by the management accounting
system, so that the enter prise can successfully continueto carry
out its activities. The data concerning the possible risks that
may occur with customers, such asthe risk of a liquidity crisis
and the risk of not concluding commercial contracts with the
enterprise, needs to be provided as a part of the non-financial
information for them. After the customer information is
created, they are evaluated. The aim of the enterpriseisto work
with the mor e highly valued customers.

Keywords—Management Accounting, Customers Accounting,
Risk

I. INTRODUCTION

An enterprise's customers are a key factor that contributes
to its prosperity. This is because customers are the main
source of revenue and hence of profit and cash inflows. The
management of the enterprise needs to have information and
analytical data about the customers because a customer who is
going bankrupt cannot pay what is owed to the enterprise, and
thus can contribute to a significant deterioration of its
financial position. In addition, the case where a customer
refuses to continue their commercia contracts is aso
unfavorable.

The main aim of the paper is to present the management-
accounting aspects of the customers. To achieve this aim, the
following objectives have been set forth:

1. To outline the main information needs of the managers
of the enterprise regarding the customers, which are required
for enhancing its overall management.

2.To develop and suggest an information model with
financial and non-financial criteriafor evaluating customers.

The author’s hypothesis is that information should be
created and analyzed not only based on the revenue and
profits gained from customers, but also on other aspects of the
relationships with them, in order to develop a comprehensive
evaluation of each customer.
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The object of research in the current paper is the
customers from the perspective of enterprise management and
the subject — the created management accounting information
about them.

For this research, a literature review has been conducted
and the methods of comparison, analysis and synthesis,
induction and deduction have been applied.

II. DISCUSSION AND RESULTS

Customers are organizations and individuas who are
external to the enterprise from alegal point of view. Since the
success of the enterprise depends to a very large extent on
them, according to some researchers “A Customer is not an
outsider to our business — sheis a part of it. A Customer is not
dependent on us— we are dependent on her.” [1]. However, the
assumption that customers are part of the enterprise cannot be
accepted. The main argument for this point of view is that the
management of the enterprise cannot control the customers.
But it is an indisputable fact that they have strategic
importance for every business. The importance of customers
for the success of any enterprise is determined by the fact that
its ability to generate revenue and cash inflows from the
product or service it creates depends on them. Customers are
subject to research by financial accounting. The financial
accounting view of customers is related to the control of the
timeliness of their payments. However, failure to receive the
cash for the accrued income on time can cause difficulties
regarding the turnover of the business, and even worsen the
liquidity of the enterprise. The case of a customer who is not
paying what is owed has a particularly adverse effect on the
enterprise. Unfortunately, such cases are till observed in
Bulgarian enterprises. It also happens that a clam from a
customer awarded by the court is not repaid, due to alack of
cash and property to secure the claim. The negative effect on
the enterprise in this case is caused by the fact that according
to the tax legidation in the Republic of Bulgaria, the amounts
not received from the customers are subject to write-off. But
firstly, they are reported as an expense that is not recognized
for tax purposes and tax is charged accordingly. Hence, this
leads to an increase in taxable profit [2].

Information about the timeliness of payments from
customers is important, but not sufficient for the management
of the enterprise. It needs more diverse customer information,
both financial and non-financial in nature. Information related
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to whether the customer pays their debt on time, whether they
make unfounded claims for what is supplied by the business,
whether they purchase similar products or services from other
companies, and the likelihood that at some point they will
refuse to enter commercial contracts with our company, the
degree of their satisfaction, etc.

“Cugtomers are important intangible assets of a firm that
should be vaued and managed” [3]. The proposition that they are
intangible assets cannot be accepted. This is because the
characteridtics of customers, as assets of the enterprise, do not
meet the accounting requirements for identifying intangible assets.

In an environment characterized by limited resources and
multiple options for customers to choose suppliers, the role of
every single customer is important. This determines the
strategic importance of customers. The fact that Customer
Accounting is presented on the CIMA website as a separate
technique of strategic management accounting [4] is another
indicator of the importance of the customers. It concerns the
collection of information about customers and data analysis,
such as the evaluation of the profit generated by the customer
for the enterprise, the volume of sales or the costs incurred by
a specific customer or a group of customers, segmented by a
given feature (regional, functional). Based on the collected
information and findings from data analyses, the customers
are ranked, and their profitability is determined (the term
“profitability” is perceived in arather broad sense). According
to some authors: “Customer accounting focuses on the
financial measurement of customers’ [5].

The financial aspect of customers is of great importance.
In addition, some of their non-financia characteristics also
matter. However, this depends on the specific enterprise, the
nature of its activities, the management’s policy regarding
customers.

Based on the financia information about the customers, a
policy can be implemented to motivate the customers who
generate higher revenues, and hence profits for the enterprise.

The enterprise is dependent on its customers. This
dependence is observed during crises — for instance when the
financial stability of a customer has deteriorated, and they
cannot repay their debts to the enterprise. This raises a
dilemma for the management —is it better for the enterprise to
work with afew large customers or with many small ones? Is
the policy of incentivizing large customers more appropriate
and how will it affect the enterprise if one of its large
customersfallsinto a state of insolvency or goes bankrupt?

Based on empirical observations, it can be concluded that
if the enterprise works with large customers, the risk of
bankruptcy of one of them will have a greater impact on the
business. To avoid such scenarios, the management
accounting system should monitor the financial status of the
customers from the officialy announced information in their
financial statements and, in the event of arisk of insolvency
or bankruptcy, take measures to limit the negative impact of
such events on the enterprise. This could be achieved by
exploring opportunities to find new customers to take the
place of the ones with higher risk. However, in such scenarios
timeis of the essence.
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An important part of customer information and data
analysis is related to the risk of customers opting out of
contracts with the enterprise. If such an event occurs, the sales
process becomes more difficult, revenues and accordingly,
profits decrease.

The occurrence of events related to customer risks affects
the process of achieving the strategic goa of the enterprise.
Thus, it is needed to assess their importance, as well as the
opportunities for the enterprise to react to minimize the
negative impact on the strategy of these customer-related
risks. The proposition of the author of this paper on the
systematization of customers according to the risks that may
occur to them, is presented in the paper "The Role of Strategic
Management Accounting in Externa Strategic Risk
Management"[6]. According to researchers working in the
field of strategic management accounting, risks related to
customers and their management should be an integral part of
the strategic management of the enterprise and is a technique
inherent to strategic management accounting [7].

For management to work effectively with customers, it
needs information and analytical data about them. These are
provided by the management accounting system in the
enterprise. They cover a certain period, which length is
determined by the decision of the management. To provide
the information and analytical data in the enterprise, a system
for customer evaluation with specific criteria should be
developed. The appropriate approach to achieve this is by
evaluating their individual characteristics. Based on
individual evaluations, it is possible to form an overal
evaluation and a kind of customers ranking, in accordance
with a scale developed in advance. Accordingly, it is more
appropriate for the enterprise to continue its work with the
customers who have received the highest ratings. It is
possible, at the discretion of the management, to conduct a
policy of incentivizing the customers ranked in the first
places. However, this approach is not mandatory. The ranking
may remain completely confidential and be used for more
efficient management only.

The criteria by which customers should be evaluated can
be very different. But the main approach of classification isto
distinguish between financia and non-financial criteria

Financia criteria are provided with information most
easily because there is aready summarized data for them
created for the purpose of financia accounting. For
management purposes, the information in the management
accounting system can be detailed to the extent needed for it
to be useful. The financial criteria for customer evaluation
have been sufficiently studied and information models have
been developed for them [8], [9], [10].

According to the conducted desk research, the financial
criteria in the scientific papers are expressed through the
following financial indicators:

1. Sdes revenue generated by the customer. This
information can be detailed by sales of specific types of
products (services).

2. Costs (unfounded claims by customers, which are
perceived as non-financial criteria, but the costs of such
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claims should be included here) for the specific customer.
Additional detailed classification can be achieved based on
the different types of products. In addition, costs may be
systematized differently, depending on the organization of
information about them and the management practice.

3. Profit from the customer. Profit is easily determined. And if
it is essentid to detail income and expenses by types of products
purchased by the customer, the information on the profit from the
individual customer can be easily detailed aswell.

Because of financia indicators, the so-caled profitable and
unprofitable customers are determined. In the Bulgarian scientific
literature in the fidd of management accounting, Yonkova
reviewed thistopic in her book "Management Accounting”, where
in the chapter "Strategic Cost Analysis' she examines customer
profitability [11]. In the cited publication, customers are divided
into four types according to ther profitability.

The topic of non-financia criteriais more complex. There
is no universal measure for the non-financial characteristics of
a given accounting object in general, and for customers,
therefore, each enterprise should develop amodel of a system
of non-financia criteria.

As the most important non-financial criteria related to
customers, the following can be outlined to be included in this
model:

1. Timeliness of payments.

2. (No) unfounded claims submitted by the customer for
the delivery (quality, price, quantity).

3. Customer satisfaction. There are scientific works in the
specialized literature on the topic of satisfaction and this
question does not need to be additionally explored in this paper.
However, it could be noted that satisfaction is a too subjective
characteristic. But a satisfied customer can bring benefits to the
enterprise, because by sharing their satisfaction with others, the
customer is practically advertising the enterprise's activity a no
additiona cost. According to some authors, a satisfied customer
isaprofitable customer [10], [12].

4. Existence (absence) of risk of the client falling into a
liquidity crisis.

5. Existence (absence) of the risk of the client's refusal to
enter new commercial contracts.

For a better perception of information about financial and
non-financia criteria, the information model can be formed

in atabular form. Two approaches can be undertaken: 1. to
create a common table for the fulfilment of both financial and
non-financial criteria; 2. to create two separate tables.

Based on the presented model, a complex assessment of
the client can be made. The intent is to work primarily with
clients who have a high overall evaluation.
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III. CONCLUSION

For every enterprise, customers have a particularly important
drategic vaue, because they consume the crested products or
sarvices, bringing the main revenue streams and cash inflows.
This determines the need for the enterprise management to have
cusomer information and andytics to use for effective
management. The paper presents the management and accounting
agpects of the cusomers. For this purpose, it outlines the main
information needs of the management related to the customers,
necessary for successful management. An information moddl for
evauating customers by financid and non-financid criteria has
been developed and proposed. The hypothesis that aong with
purdy financid information about customers, the enterprise
should create non-financia informetion related to them to
redigticaly evauate each customer and work primarily with the
highly rated customersis proven.
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Abstract—The object of the present development is the
production capacities of the industrial economic entities and, in
particular, the volume indicators as part of these same
capacities. The main goal is to model an algorithm for
estimating volume indicators for production by industrial
enterprises in the conditions of Industry 4.0. The development
presents an algorithm for evaluating production in the
conditions of Industry 4.0, which is based on an efficiency
coefficient, including the technological capacity and the amount
of production. This algorithm details the factors and elements
that account for the execution of the production program. In
addition, through them, the industrial enterprise can have a
direct impact on the production process and itsfinal result.

Keywords—algorithm for assessment, manufacture, cyber-
physical production systems, technological capacity, quantity of
products

|. INTRODUCTION

At the beginning of the third decade of the 21st century,
Industry 4.0 is entering a complete digitization of production
and business processes in industrial entities. The main goal of
is to introduce cyber-physical production systems, with the
management of which to achieve optimization of the
industrial capacity of individual enterprises and increase the
added value and results of their activity.

A significant emphasis in this regard is the management
and monitoring of the volume indicators of the manufacture
of industrial enterprises, which monitor the production
capacity, including the technological capacity and the volume
of the manufactured production. As part of the mentioned
technological equipment, the efficiency of its use, as well as
the human resources for its management and monitoring have
an impact on the production process. In this order, each
industrial enterprise must build a suitable algorithm for
evaluating the efficiency of its production facilities.

The object of the present development is the
manufacturing capacities of the industrial economic entities
and, in particular, the volume indicators as part of these same
capacities.

The main goal is to model an algorithm for estimating

volume indicators for manufacture of products by industrial
enterprises in the conditions of Industry 4.0.
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The exposition of the present development is limited to
the study of the volume indicators related to the production by
the industrial enterprises, as well as their results, factors and
their constituent elements.

The study complies with the legal regulations of national
and European legidation as of July 31, 2022.

I1. EXPOSITION

Modern economic development is faced with a number of
challenges related to digitization on a global scale, one of the
main ones being the intelligent digital transformation of
technological processes in industrial enterprises. This is the
basis of the fourth industrial revolution, through which the
development of economic, technological and production
activities follow, which will lead to evolution in the next stage
of industrial, economic and social development. At the core of
Industry 4.0 are cyber-physical production systems, through
which manufacturing processes in industrial enterprises are
automated. In this way, intelligent systems are implemented
for the production process, which monitor this process from
its entry point to the end result - the actual manufactured
product and even to its realization.

In order to carry out adequate processes for management
and monitoring of production, an objective agorithm for
evaluating volume indicators is needed, through which
optimization and improvement of processes can be achieved,
as well as the decisons made in this regard. For the
evaluation of volume indicators for the manufacture in the
conditions of Industry 4.0, the author proposes a deterministic
combined model for measuring the performance and factor
indicators of the used technological capacity for the
manufacture and the actual volume of the produced products
in natural meters. In fulfillment of the above, it is necessary to
derive an efficiency coefficient that represents the adequate
results of the implementation of the manufacturing process.
The estimation of volume indicators for manufacture modeled
in the proposed algorithm through the application of a
deductive approach. This agorithm generally includes the
following stages through which the performance factor results
are detailed:

Establishing the level of the efficiency coefficient of
the volume indicators for manufacture of products
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during the current period, by measuring the effect of
the technological capacity for carrying out the
manufacturing process in relation to the amount of
production. In addition to the above, the dynamics of
the coefficient is established by comparing the data for
the current versus the base period;

Study of the level and dynamics in the elements of
technological capacity, occupying an essential part in
the manufacturing process.

The first stage of the algorithm involves establishing the
creation of the coefficient of efficiency of volume indicators
by creating the technological capacity for the implementation
of the manufacturing process in relation to the corresponding
structural relation to the volume for production in natural
meters. In this way, it is measured with what technological
capacity the enterprise produced a unit of product.
Metrification can be done in both absolute and relative value.

The value of the coefficient of efficiency of the following
production is calculated by applying mathematical formulas:

Metrification of
coefficient:

. absolute vaue of

efficiency

@

where:

Cef is efficiency coefficient for the manufacturing of
production;

Tq" is the technological capacity for the production of the
typeinthe“n” period;

Wi

J

VP," is the quantity of produced products of the j type in
the n period.

Metrification of a relative value of the efficiency
coefficient:

%Cef = T_C'J’lx 100
VP"

The next moment of the first stage is the calculation of the
value of the dynamics in the efficiency coefficient of the
volume indicators for the manufacture, in which the vaue
changes of the factors during the current period are compared
to the base period. This period can be determined on a
monthly, quarterly, six-monthly and annual basis, and it is
recommended to take the period of putting the production
system into operation by the industrial enterprise as the base
period. Also, the periods should be of the same duration in
order to be comparable, otherwise the evaluation results were
not adequate. For the purposes of designing this algorithm,
the author proposes to apply reporting periods that are of a
calendar year (from January 1 to December 31).

2

The dynamics in the efficiency coefficient of the volume
indicators of manufacture is established by the mathematical
formula:

ACef = Cef* - Cef®, ©)
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where:

ACef — dynamics in the efficiency coefficient of the volume
indicators of a production system;

Cef' — value of the efficiency coefficient of the volume
indicators of a production system for the current period,;

Cef’ — value of the efficiency coefficient of the volume
indicators of a production system for the base period.

After measuring the dynamics in the efficiency
coefficient, the evaluation algorithm is deepened by detailing
and measuring the composition and structure of the reasons
for the observed change. Conditional values of the coefficient
are applied, which examine the factor changes in the total
value of the technological capacity for the production (Tc)
and in the quantity of produced products (VP). Factor
dynamics are explored based on the factor that is the primary
source of causation. For the current coefficient, this represents
the technological capacity, because if the enterprise non-
invests equipment, technological time and human resources
for the manufacture of products, there is no way to reach the
desired level of the volume of products. A conditiona
efficiency coefficient is calculated, measuring the influence of
the change in the technological capacity compared to the base
value of the volume of the realized production, as follows:

Cef' =T¢!
VPP

Next, the dynamics in the efficiency coefficient,
established on the basis of the realized factor change in the
value of the technologica capacity for the current period, is
measured. For this purpose, the measured conditiona value
(Cefl) is compared to the base value of the coefficient by the
following calculation:

(4)

ACef (Tc) = Cef' - Cef°, (5)
In order to measure the dynamics in the efficiency
coefficient, established on the basis of the factor change
realized for the current period in the vaue of the other
indicator - the quantity of produced products (VP), on the
efficiency coefficient, the difference between the value of the
efficiency coefficient of the production system for the current
period compared to the conditional value measuring the
dynamics for the current period only of the conditiona
indicator measuring the influence of technologica capacity.
Thisis determined by the mathematical formula:
ACef (VP) = Cef* - Cef', (6)
An analytical synthesis should be carried out, the purpose
of which is to measure the results of the individual influence
of the change of the individual factors on the overal value of
the dynamics in the efficiency coefficient. For this purpose,
the sum of the change in the factor indicators - technological
capacity for production (Tc) and the quantity of the produced
products (VP) is determined by the following formula:

ACef = ACef (Tc) + ACef (VP) (7)
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The measured vaue of the analytical synthesis must be
equal to the values obtained when establishing the level of the
coefficient of useful action from the mathematical formulas
(2) - in absolute value, or (2) - in percentage. In the event that
a deviation from this value is obtained, the evauation
algorithm should be revised and the logical relationship
between the individual factors should be measured.

The level and dynamics of the efficiency coefficient of the
manufacturing volume indicators present the results of the
production process in a consolidated form. The obtained
results in the value of this coefficient can be diagnosed in the
following generalized form:

¢ When the absolute value of the coefficient isequal to 1
(resp. the relative value is equal to 100%), it is
assumed that the industrial enterprise has optimally
loaded its technological capacity for the production of

aunit of product;

When the absolute value of the coefficient is greater
than 1 (resp. the relative value is over 100%), it is
assumed that the enterprise has overloaded its
technological capacity, which overtakes the production
of a unit of product. In this case, the production
process must be optimized, since the enterprise carries
out a greater load on its production facilities, and the
production results do not sufficiently cover the input
resources and incurred production costs, i.e. does not
generate added value;

When the absolute value of the coefficient is less than
1 (resp. the relative value is less than 100%), it is
assumed that the enterprise has less burdened its
technologica capacity for the production of a unit of
product and therefore realizes an economy, which can
be reflected in lessreal costs for the implementation of
the production process.

The algorithm for assessing the specific reasons for the
established value results in terms of the level and dynamics of
volume indicators for manufacture, as well as deviations from
the production program of the industrial enterprise, implies a
more in-depth study of the factors of the structure of the
efficiency coefficient presented above.

The second stage of the evaluation algorithm emphasizes
the elements of the technological capacity for the production
(Tc), because by influencing it a better final result can be
achieved in the production of a unit of product. To measure
the dynamics in the change of the specified indicator, the
reported values for the current period are compared with those
for the base period. After that, an evaluation of the individual
structural elements is carried out in order to establish their
influence on the measured dynamics. The change in the
technological capacity to manufacture of products is
established by applying the following formula

ATc=Tc - Tc° (8)

where:

ATc — the dynamics of technological capacity for
manufacture of products;
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Tc' — value of the technological capacity for manufacture
of products during the current period;

Tc — value of technological capacity for manufacture of
products during the base period.

The next point in the construction of the evaluation
algorithm is the diagnosis of the influence of the structural
elements of the technological production capacity on its
ascertained value. In general, technological capacity includes
the following structural elements:

Average list number of technologica equipment (TE);

e Worked machine hours for one machine shifts (Mh);

o Performed machine shifts from a unit of equipment

(Msh);
Produced products for one machine hour (PMh).

By adapting what has been stated so far to the algorithm for
evauating the volume indicators for the manufacture, the
following mathematical formula can be derived for calculating
the technologica capacity of the industria enterprise:

TC:TEjnx thnx MShjnx Pthn (9)

where:

TE;" — average list number of technological equipment for
manufacture of the “ | type product inthe“n” period;

Mh" — worked machine hours for one machine shifts for
the manufacture of the “ j” type product inthe“ n” period;

Msh," — machine shifts worked by a unit of equipment for
the manufacture of the “ j” type product inthe“ n” period,;

PMh" — production of the “j” type product per one
machine hour inthe“ n” period.

The detailing of the influence of each individual element
on the dynamics is established by the application of
conditiona indicators in the following sequence:

First, the change in the average list number of
technological equipment for the manufacture of products (TE)
is measured as a structural element of the technological
capacity. In thisway, it is presented what impact the change in
the average list number of technological equipment for the
current compared to the base period has on the technological
capacity. In the specific case, the influence of the average list
number of the technologica equipment for the manufacturing
is measured by the calculation of the first conditiona
indicator, and for this purpose the following mathematical
formulais applied:

ATc' =TE', Mh?, Msh® , PMh?° (10)

Second, the impact of the element machine hours worked
per machine shifts for the manufacture (Mh) as part of the
technological capacity structure is metrified. Through the
above, the influence of worked machine hours for one
machine shift for the manufacture of products for the current
relative to the base period, on the level of technological
capecity, is presented. The influence of this element is
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measured by the calculation of a second conditional indicator
with the following mathematical formula:
ATC" = TE* « Mh* , Msh®, PMR° (11)

Third, it measures the change in the element spent
machine shifts per unit of equipment for the manufacture of
products (Msh) as part of the structure of technological
capacity. In thisway, it is presented what effect the change in
the used machine changers of a unit of equipment for the
manufacture for the current compared to the base period has
on the technological capacity. In the specific case, the
influence of the spent machine shifts from a unit of equipment
for the production is measured by the calculation of a third
conditional indicator, and for this purpose the following
mathematical formulais applied:

AT" = TE x Mh' Msh* PMh° (12)

The next point of this stage of the algorithm is measuring
the influence of the elements of the technological capacity on
the total value of the dynamics of the same. The set is for
measuring the value of individual elements for the current
period compared to the base period, on the total vaue of the
dynamics of the technological capacity. The above is
measured by successive chronological comparison of
conditional indicators by individual elements by applying the
following mathematical apparatus:

1. Measuring the influence of the dynamics in the average
list number of technological equipment on the dynamics of
technological capacity:

ATc (TE) = Tc' - Tc° (13)

2. Metrified influence on the dynamics of machine hours
worked for one machine shift on the dynamics of
technological capacity:

ATc (Mh) = Tc" - T¢' (14)

3. Mesasuring the influence on the dynamics in red
machine shifts from a unit of equipment on the dynamics of
technological capacity:

ATc (Msh) = Tc" - 1" (15)

4. Metrified influence on the dynamics of the produced
product for one machine hour on the dynamics of the
technological capacity:

ATc (PMs) = Tc' - Tc" (16)

After measuring the differences between the conditional
indicators, an analytical synthesis of the results established
above s carried out, the value of which should be equal to the
difference calculated in mathematical formula (8). In case of
deviation from the latter, the reasons for the same should be
investigated. The analytical synthesis of the created and the

dynamics of the technological capacity of manufacture is
established by applying the mathematical formula:
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ATc = ATc (TE) + ATc (Mh) +
+ ATc (Ms) + ATc (PMs)

(17)

With the presented algorithm for evaluating the volume
indicators for the manufacture in industria enterprises, a
sufficient level of detailing of the influence of the level and
dynamics of the individual factor indicators for the
implementation of the production processes and their
constituent elements is achieved. It can also be used to
prepare the production program of the industrial entity during
the relevant period. In this order, through the application of
the present evaluation algorithm, the degree of realization of
the production program can be established by comparing the
reported versus the planned indicators.

I1l. RESULTS

The development presents an algorithm for evaluating
production in the conditions of Industry 4.0, which is based
on an efficiency coefficient, including the technological
capacity and the volume of produced products. This algorithm
details the factors and elements that account for the execution
of the production program. In addition, through them, the
industrial enterprise can have a direct impact on the
production process and itsfinal result.

A specific mathematical apparatus was developed to
establish the level and dynamics of the efficiency coefficient of
the volume indicators, as well as the individua influence of the
factors and elements of the same indicators. The exposition aso
presents mathematical caculations for researching the level and
dynamics of technological equipment, machine hours worked
for one machine shift, machine shifts worked per unit of
equipment and produced products per machine hour, which
have adirect impact on manufacturing.

V. CONCLUSION

From exposition of the present study, it can be
summarized that with the design of an adequate algorithm for
assessment the volume indicators for manufacturing in
industrial enterprises, the processes of management and
monitoring of the main volume indicators for manufacturing
of production will be improved.

In a theoretical-methodological and in a practical-applied
aspect, the present development achieves results related to the
development of the coefficient of efficiency of the volume
indicators, which includes the factors and elements of the
technological capacity and the amount of production. A
specific mathematical apparatus has been developed that
examines the level and dynamics of technological equipment,
machine-hours worked per machine shift, machine-shifts
worked per unit of equipment and produced products per
machine-hour, which have a direct impact on production

The evaluation algorithm in industrial enterprises can be
improved by including vaue indicators, with which to
achieve improvement of financial management and control, as
well as optimization of the monitoring process on the results
and added value of the performed activities.
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Abstract—Wireless sensor networks (WSNs) have been a
popular area within network domain with a great number of
applications, thanks to their simple and easy structure in
practical aspects. Medium access control (MAC) protocols hold
a significant part for the successful deployment of WSNs,
controlling the channel access mechanism of entire WSN nodes.
In literature, ALOHA is the firs MAC scheme which was
implemented in the development of several MAC schemes for
WSNs. The throughput performance of ALOHA is
unfortunately limited to only 18% under a series of assumptions
in theory. This paper focuses on the performance improvement
of ALOHA with the aid of exploiting different power levels. In
addition to this, a practical observation of ALOHA is provided
to understand the performance behavior. Performance outputs
prove the efficiency of the proposed mechanism.

Keywor ds—throughput,
effect, collision

ALOHA, output power, capture

|. INTRODUCTION

In recent years, innovations and developments in
technology have paved way to design more efficient and
intelligent systems in all aspects of science and technology.
This trend will undoubtedly continue in course of time. In this
respect, wireless sensor networks (WSNs) have been gaining
an increasing popularity in emerging network domains such
as Internet of Things (10T) [1]. A classical WSN employs
diverse number of tiny devices, referring to as nodes, each of
which is limited in memory, battery, and process capabilities
[2]. All nodes in a WSN sense an environmental parameter
such as temperature and humidity. The main target is to
deliver the sensed data to a centra point to be further
processed. One of the effective solutions to improve the
quality of such network is to design cost-efficient and
resource-friendly medium access control (MAC) schemes[3].
A typical MAC strategy has the potential to enhance the
performance of WSNs through coordinating the channel
access of nodes, avoiding concurrent transmissions. It iswell-
known that when more than one node attempt to transmit
simultaneoudly, a packet collision is experienced. The result
of collision is the destruction of all packets involved in the
collision. This requires retransmission of the collided packets
consuming more ener gy and channel resour ces.
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ALOHA with two variants is the firss MAC scheme for
data transmission in wireless network field [4]. The primary
goa of ALOHA is to enable nodes to operate in a shared
medium. Hence, each node can communicate with a central
point on the same frequency. ALOHA allows nodes to
transmit data immediately requiring no coordination with
other nodes. This results of course in packet collisions losing
high number of transmitted packets. To dea with collisions,
ALOHA implements an acknowledgment policy, whereby a
successful reception of a packet is acknowledged to inform
the transmitting node. To do this, upon reception of a packet,
the receiving node sends a small-length packet, called ACK
packet, back to the transmitting node. When the transmitting
node receives no ACK packet, it schedules a retransmission.
The upper limit for retransmission of a packet is set to 7. After
7 successive retransmission attempts without success, the
associated packet is discarded from the memory.

The first version of ALOHA is known as pure ALOHA
which is dready described in detail above. However, the
maximum throughput performance can be achieved by amost
18% because of the problem of collisons. To improve the
efficiency of pure ALOHA, another version of ALOHA,
namely Slotted-ALOHA, appeared to present a double
throughput performance. The underlying property of Slotted-
ALOHA is that the time is divided in equal-length sots and
transmissions are permitted at the beginning of slots. Unlike
pure ALOHA, when a node generates a packet in Slotted-
ALOHA, the start of next time slot must be waited for
transmission. In this scenario, full-length collisons can
happen in dots, eliminating partly collisons at different
extents. The maximum achievable throughput for Slotted-
ALOHA increases to nearly 36%.

The nodes, as one of the key assumptions in ALOHA,
transmit packets at the same transmission power. Recent
hardware developments ensure various levels of transmission
power. For instance, an existing study utilizes two power
levels for Slotted-ALOHA which raises the throughput to
approximately 53% [5]. As in this work, another study
focusing on pure ALOHA with two power levels boosts the
throughput to nearly 26% [6]. This paper proposes to evaluate
the throughput performance of pure ALOHA with two power
levels using a specific radio transceiver unit. To simplify the
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coverage, the proposed strategy lets some nodes transmitting
at maximum transmission power level while rest of the nodes
transmitting a low transmission power levd. We
systematically increase the number of nodes intending to send
using the highest power level. The results indicate that the
proposed idea provides superior throughput performance. We
then organize the rest of the paper by followings. Section |1
outlines the basic properties of ALOHA protocol. The
working principle of the proposed strategy is presented in
Section 3. Section 4 summarizes the performance evaluations.
The paper isfinally concluded in Section 5.

I1. OVERVIEW OF ALOHA PROTOCOL

ALOHA has akey advantage of ssimplicity which makes it
very flexible in practical implementations. The packets are
immediately transmitted after the generation. However, there
is no coordination mechanism among the nodes which causes
alot of collisions. If the amount of collisions increases, the
packet reception rate (throughput) reduces significantly. To
receive a packet with success, the required condition is to
avoid the transmissions from other nodes during the reception
process. An illustrative example scenario for pure ALOHA is
depicted in fig. 1. To sum up generally, ALOHA hasits basics
asfollowings:

After a packet is created, it is directly sent which is
then followed by aresponse (ACK packet).

If ACK packet is not received, the packet is accepted
to belost and retransmission processiis started.

Each node can communicate with center directly.

Each node generates packets with the same packet

length.
e Each node transmits packets at the same transmission
power.
Uert D D >
User2 >
Userd >
Userd oo __ -. -

Collision area Collision area

Fig. 1. ALOHA with packet collisions.

To further improve the throughput performance of pure
ALOHA, dotted-ALOHA was proposed that doubles the
throughput efficiency. It divides time in dots and each
transmission is allowed to begin a the onset of slots. By
doing this policy, packets can collide fully within dots. An
example case of dotted-ALOHA is presented in fig. 2. The
throughput performances of pure and slotted-ALOHA can be
analytically expressed by followings respectively [7]:
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T=G*e-2G )

T=G*e-G )

Collision area

Userl - _________ __ >

User2 r———----- :Z ********* | — >

User3 --oom- J:) __________ I:> >

User4 '--——-----s----o---d _ _ >
Slot 1 Slot 2 Slot 3 I Slot 4 Slot 5 : Slot 6 I

Fig. 2. Slotted-ALOHA with packet collisions.

Here, G denotes the overall generated traffic load in the
network. It is worth noting that this formulais dependent only
on the traffic load. This is because the number of nodesin the
caculation is assumed to be infinite. Our recent study
attempted to re-calculate the throughput of pure ALOHA with
finite number of users through abinomial type[8]:

np(1—p)*"™ ®3)

Where n is the total number of nodes and p represents the
probability of anode for transmission. Simply, the probability
value of p isequal to each node as each user is given an equal
chance to transmit packet. Using this equation, we plot the
throughput values for different values of n with respect to
varying traffic loads in fig. 3. The results revea that the
throughput approaches to its theoretical value with increasing
number of nodes, particularly beyond a node number of 50.
Low number of nodes, however, provides higher throughput
which should be considered when designing an ALOHA-type
network with small number of nodes.

0.25

015

—&— ALOHA with 6 Nodes
—t+— ALOHA with 10 Nodes
—+— ALOHA with 50 Nodes
—H&— ALOHA with 100 Nodes
-~ ALOHA with 1000 Nodes

0.05¢

Channel Throughput, Erlangs

L L L L L L
04 05 06 0.7 0.8 0.9

Traffic Load, Erlangs

I I I
0.1 0.2 03 1

Fig. 3. Throughput of pure ALOHA for different number of nodes.

1. ALOHAWITH DIFFERENT POWER LEVELS

In the experiments of this work, a commercialy available
low-power radio transceiver unit, known as nRF24L01 [9], is
used for packet transmission. This module has an adjustable
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data rate on air with 3 options (250kbps, 1Mbps and 2Mbps).
The output power level of the module supplies 4
programmable levels (0, -6, -12 or -18dBm) consuming 11.3
mA at 0 dBm power level. Another important feature is the
payload length ranging from 1-32 bytes that can be chosen
depending on the application specifications. An example view
of the transceiver module can be seenin fig. 4 below.

Fig. 4. The apperance of NRF24L01 module.

The main contribution of this paper is to study the
throughput performance of ALOHA protocol with different
power levelsin a single-hop topology created by 6 nRF24L01
modules. In this topology, a central point which also features
NRF24L01 module is responsible for receiving packets from
the 6 transmitting modules. The throughput is measured in the
unit of Erlang in which 1 Erlang means full packet
transmission destined to the central point. The Erlang unit,
hence, represents the overall traffic load on the channel. We
obtain the throughput values with varying the traffic load
from 0.1 Erlang to 1 Erlang. To make the issue more
comfortable, the lowest and highest power levels of
NRF24L01 were selected to let the nodes to transmit. The
proposed idea enables several nodes transmitting at maximum
power level and rest transmitting at minimum power level.
This will create a higher possibility of reception of packets
with the highest transmission power. It is well-known that one
packet can survive in collisions as long as it carries sufficient
power. This phenomenon is referred to as capture effect. Our
aim is to compose a network environment that increases the
likelihood of receiving more packets involved in collisions.
We start with 1 node transmitting with the maximum power
and 5 of which transmitting at the minimum power. Then, the
number of nodes with the highest power is increased up to 6
nodes. The performance improvements will be discussed in
the following section.

IV. PERFORMANCE EVALUATIONS

This part presents the performance outputs obtained from
the experiments carried out in the single-hop topology. We
first summarize the experiment parameters to provide a better
insight. The data rate is tunable and selected as 1 Mbps. The
packet length is set to 32 bytes which is the largest size. All
nodes generate packets with Poisson traffic model through an
an exponential distribution type. The list of the parameters
mentioned isgivenin tablel.

TABLEI. EXPERIMENT PARAMETERS

Parameters Values
Topology Single-Hop
Number of Nodes 6
Data Rate 1 Mbps
Power Levels 0,-18dBm
Packet Length 32 Byte
Packet Generation Model Poisson

100

Table Il presents the performance results with varying
Traffic loads and the number of nodes transmitting at the
maximum power. The throughput results written in red colour
reveal the practica observations of pure ALOHA with al
nodes transmitting at minimum power. It is surprising that
these results are much better than the anaytical results
presented in seciton I1. This is because some collided packets
are aso received which are trasnmitted at the same power
level. We, therefore, conclude that the assumption about the
collided packets is unredlistic. The maximum effective
throughput with the highest traffic load is achieved as nearly
0.38 whichis 0.18 in analytical model aforementioned above.

The overall results indicate that packets with the highest
power can be captured a the receiver with a higher
probability. The proposed strategy boosts the the maximum
throughput value from 0.38 to 0.42. However, the results also
show that when we increase the number of nodes with the
highest power, the throughput starts to reduce. This is due to
the fact that increasing the number of packets with the highest
power in a collision would cause more destruction of collided
packets. Another notable result trend occurs at the low traffic
loads. In this case, the throughput has almost no increase as
collisions are not likely to happen. Here, each result is an
average of several runs to precisely reflect the impact. As a
result of this study, the throughput of ALOHA in practice is
shown to have a different characteristic when compared with
the conventional analytical model. It is hoped that the results
presented will ensure a future guidance for the forthcoming
efforts of researchersin the relevant topic.

V. CONCLUSIONS

This paper revisits the traditiond ALOHA protocol to
enhance the throughput peformance by adjusting the
transmission power levels. Capture effect is shown to have a
great impact on the throughput performance that alows a
successful packet reception among a set of collided packets. By
using different power levels, we obtained a better throughput
peformance with respect to varying traffic loads. The
performance evaluations were conducted using a practicd radio
transceiver unit on a simple single-hop topology. It has been
shown that the practical throughput of ALOHA was achieved as
approximately 0.42 which islimited to 0.18 in theory.
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Abstract—The task of this work is to propose a common
method for data processing in order to form health regions in
Bulgaria. The aim is to analyze the data collected in the health
system and relate to the health status of the population and the
data determining the level of health services in individual
districts and regions of the country. Based on the analysis, an
approach is proposed to integrate these data into an evaluation
system, with the help of which to propose the most adequate
distribution of health care on a territorial, demographic and
infrastructural principle. Measures for data management in
terms of their security and lawful use, communication and
storage ar e also proposed.

Keywords—health regions, data collection, data modelling,
dataintegrating, quality of health care services

|. INTRODUCTION

In an earlier paper on Health Regions, it was noted that in
practice there is no clear and unambiguous definition of this
concept. Therefore, it is necessary to look for ways to
indirectly assess a variety of different data that can form a
holistic view of the organizational, functional and medical
structure of health regions. These are not just territorial units
within a country. This is a complex of demographic,
infrastructural, social and medical conditions, which only
together can form agood basis for the implementation of high
quality health and social services.

1. BACKGROUND

A. Sate of the Art

Definition of health region: As a health region, aregion to
be designated in which it becomes a reflected merger of both
in the patient care as well as in the hedthcare industry
adjoining educational and research ingtitutions as well as
organizations and people involved in tourism has come out in
favor of a new, matched one performance, development and
quality events cooperate with each other. In addition to the
goals of such economicaly involved, aso the citizens
(potentia patients) and guests of the services of the health
region should benefit [1]. /s. Fig. 1/.

B. Definition of the task

Regarding Health regions in Bulgaria there are only afew
research publications. In the implementation of international
projects the first stepsin the formulation of the need to create
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Fig. 1. Thefour guiding criteriaof aregionaly presented health care: quality
of life, quaity of medical results, character of the regiona infrastructure
(location characteristic), and economic efficiency [1]

health regions were realized: study of the main characteristics
of health and social services, which determine the general and
specific nature of each region and the information nature of
health service parameters. [2]. Based on the andysis of the
reguirements and recommendations set out in [2], an in-depth
study of the sources of information on the health status of the
population in Bulgaria was conducted and a generalized
model of the functioning of Health Manager of these data was
proposed. [3]. Finaly, in the hypothesis of aready structured
and filtered data, a model for multicriteria assessment of the
characteristics forming the basic vision for building a health
region was proposed. The model is based on fuzzy logic and
have shown the option to define the importance of a every
parameter (weight) and the correlation between the derived
characteristics [4].

TASK: To derive from the available data sets KQI (key
quality parameters), to correlate them with the concept of
Health Regions, to estimate the weight of the parameters and
to structure data whose multicriteria evaluation could give a
clear sign - how to form a health region, how to manage the
services in it, how to communicate with a centralized
structure (for example, the Ministry of Heath) and how to
manage the new data collected. In order to optimize the
structure and the function the health regions.

[11. COLLECTING AND PROCESSING DATA ABOUT KQI

The main challenge by the collecting of data about KQI is
the heterogeneity of these data, because they are created by
different applications, different data types and the different
methods of data transfer. We assume that the following
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most important KQI:

A

Establishments for primary outpatient care
o staff number and staff structure

e number of visits
e number of immunizations
e number of clinical trials performed

Hospitals for active treatment
o staff number and staff structure

¢ hospitalizations by types of diseases
e usahility of bed stock

e number of beds by type

e duration of hospital stay

Post-treatment and long-term treatment hospitals and
specialized rehabilitation hospitals

o staff number and staff structure
e patients served

e number of beds by type

e duration of hospital stay

Medical and social care homes, hospices, dialysis centers
o staff number and staff structure

e number of beds by type

Regional Environmental Inspectorate

e air quality

e noise and vibration

e ionizing and non-ionizing radiation

e chemica factors and biological agents

Regional Health Inspectorate
o staff number and staff structure

e socialy significant morbidities
e morbidities with temporary disability
¢ financia indicators of the health establishments

Territorial expert medical commission
e number of disability decisionsissued

e structure of the issued decisions for disability by: age,
group, illness, percentage of disability

. National Insurance Institute

e recompenses paid for temporary incapacity for work
by type

e pensions paid by type

e other disbursements related to short-term measures
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I. National Health Insurance Fund

o funds paid for: primary pre-hospital care, primary pre-
hospital dental care, medical-diagnostic activities,
hospital care

o payments for home remedies and medical devices

J. National Satistical Institute (Territorial Satistical Office)
e structure of the population by age, sex and education

e man trends in the number and structure of the
population

e hirth rate, tota and infant mortality and natural
increase mortality

e mental and physical development

e main macroeconomic indicators for development of
the country

e socia environment - social factors (smoking, alcohol
dependence, overweight, drugs, €tc.)

The structure of these data is heterogeneous because each
of these indtitutions has its own database system.
Nevertheless, these data must be stored in aregiona database
and then in a central database. The regiona and the central
database will have one and the same data structure.

Therefore /as a first step/ a uniform format for data
transfer must be developed. This format is intended to enable
the transfer of semi-structured data. Languages such as XML
[7] and JSON [9], with the corresponding definitions of the
data structure DTD [6], XSD [8] and JSON schema [5], are
best suited for this case. The advantage of this approach is
that additions and corrections to the structure of the data are
easy to be performed.

To generate the data records from the relevant institutions
based on the above definitions of the data structure a system
of microservices must be developed. These are implemented
in every organization. In this way, they will provide up-to-
date information to the regional and central database at all
times.

After the data about the KQI are aready stored in the
regiona and in the centrd database, they must be
standardized before further processing. After this
normalization, the values should be in the interval between O
and 1. This can be achieved using the following formula:

x[il= xmin

Xnorm ILJ - Ymax~ ¥min

@

V. BUILDING A HEALT REGION

There are several approaches for building a health regions
in Bulgaria. The regions themselves could be of a different
type. In the following section the authors proposition will be
presented.

A. Evaluation of the data for healt region definition

As already mentioned, in previews works an appropriate
fuzzy related approach where proposed and validated based
on a hypothetical case [4]. The processing on the data
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collection where based on a common approach for structuring
regions [3] in order to prove the possibility to cover land arias
according the indicators that are defined in [1].

The fuzzy logic related method is based on the idea for
pairwise comparison of every pair of indicators. In terms of
modern psychometric theory probabilistic models, which
include Thurstone's approach (also caled the law of
comparative judgment), the Bradley—Terry—Luce (BTL)
model [10] and general stochastic transitivity models, [11] are
more aptly regarded as measurement models. The Bradley—
Terry—Luce (BTL) modd is often applied to pairwise
comparison data to scale preferences. The BTL modd is
identical to Thurstone's model if the ssimple logistic function
is used [12]. Thurstone used the normal distribution in
applications of the model. The simple logistic function varies
by less than 0.01 from the cumulative normal ogive across the
range, given an arbitrary scale factor.

We used 4 common indicators (Table ), that have the
corresponding value, according the data collected and described
in paragraph 111. For each indicator we have defined a number of
atributes, based on the data structure, explained above.

TABLEI. DEFINITION OF HEALT INDICATORS AND SUBINDICATORS

Health Region

No. Indicators Attributes

1 S1-57 S11-31
S12-11
S13-5
S14-24

S15-55

S21-77
S22 - 65
S23-71
S24 45
S25-76

S31-99
S32-93
S33-45

SAL-7
$42-11
$A3-8

$44-6

Table | shows the selected indicators, used in the mode.
Each one of them is decomposed in a number of sub-
indicators or attributes.

Sl indicator represents “Health related quality of life”, S2
—“Regiond Infrastructure Features’, S3 — “Regiona Qudlity
of Care” and $4 —“Economica Superiority” respectively.

The attributes for indicator S1 (S11 — S15) represent the
KQI's listed above under “National Statistical Institute
(Territorial Statistical Office)”.

The attributes for indicator S2 (S21 — S25) represent the
KQI'slisted above under “Hospitals for active treatment”.

The attributes for indicator S3 (S31 — S33) represent the
KQI's listed above under “Post-treatment and long-term
treatment hospitals and specialized rehabilitation hospitals’.

The attributes for indicator $4 (S41 — S44) represent the
KQI’slisted above under “National Health Insurance Fund”.

The values of the indicators represent the relative impact

of the corresponding indicator over the common process of
building a hedlth region. The sub-indicators, or attributes,
represents different characteristics of the indicators being
chosen for the model. The values of the attributes represent
the weight of the corresponding characteristic on the indicator
value. The goa of the model is to find the most significant
attributes that could have the greatest impact on the formation
of ahealth region.

B. Sgnificant Attributes Analysis

The dgnificant attributes of hedlth regions are the key
atribute variables of the attribute layer which distinctly correlate
to the objective layer. Because: of the large numbers of hospitals
(actudly in each municipality); of the uneven location of
speciaized hospitas; of the difference in the life conditions in
different areas in Bulgaria; of the health status of the population;
of the adminigtration of the common healthcare system, the
origind data of hedth system hierarchy is high dimensiona
sparse feature data. This paper adopts the fuzzy cluster andysis
method [12] to find the significant attribute.

According to the rough set theory, data of the objective
layer and attribute layer can be defined as S= (U, A, V, f).
Here: U= {ul, u2,..., un}: the set of regions where n is the
total number of customers. A={al, a2,..., am}: the set of
variables of the objective layer and of the attribute layer. A =
C u D, where C is the characteristics set of the attribute
layer, and D is the characteristics set of the objective layer. V
isthe set of the region attribute parameters. The value of f (uj,
ai) indicates the value of uj about ai.

In the BTL model, the probability that object j isjudged to
have more of an attribute than object i is:

_ ea)"_‘si(n—l)xz

Pr{X;; = 1} =0(8;—6) 2

1+e

where ¢ is the scale location of object i; o is the logistic
function (the inverse of the logit). For example, the scale
location might represent the perceived quality of a product, or
the perceived weight of an object.

The BTL model, the Thurstonian model as well for
measurement are al closely related and belong to the same
class of stochastic trangitivity.

TABLEIl. PAIRWISE COMPARISON OF HEALT INDICATORS
Item st s2 s3 4
st = > > <
2 < = < <
S3 < > = <
4 > > > =

104

The next step includes the calculation of the similarity
matrix for the indicators used, according the condition

After that the calculation of the fuzzy similarity matrix R
using Euclidian Distance measure was performed.

1y = Tkea(auan® / |Xik, af Tt aj 3

where aj are the values of the corresponding elements.
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At the end of the calculation process the fuzzy transitive
closure t(R) of the fuzzy similarity matrix R with the square
method [12]. If the fuzzy similarity matrix can be expressed
as R = (rij)nxn, then

RoR= (tij)nxn

max_(min(ry., r;) 4
k=1ton

If  [R]?"0 [R]2" =[R]?", then the fuzzy transitive closure
[1(R)] = [R1?",

Using the cluster method to analyse t(R) with intercept A
and to determine the significant attributes set the following
where obtained as aresult of the evaluation:

C. Data Analysis

Step 1. For each one group, after partitioning A into C and
D the membership degree of each one attribute is calculated.
For example: For the objective 1 (S1) and the corresponding
attributes the following set A is obtained: The vaue of
indicator 1 is 57 (N = 57) — the relative weight of the
indicator. The elements in set A are calculated according the
pair-wise comparison of the attribute value (Tablel).

&8

0170 ‘pm
‘Tj_ﬁi:logtt 16— 6) ©)

afj = 1+e
where 8k is the scale location of object k and logit-1 is the
inverse logit function.

Here the calculations for the “Health Region” are shown:
So the fuzzy set A is obtained:

1 0,56218 0,57444
0,43782 1 0,51250 0,47918
0,42556 0,48750 1 0,46672
0,45483 0,52082 0,53328 1

0,54157
A=

(6)

Then, on Step 2,
calculated:

the fuzzy similarity matrix R is

0,95463

1 0.94595 0.95094
2 _ | 095463 1

0.98009 0.96527
0.94595 ] (7)
0.95094

0.98009 1 0.96527
0.96527 0.96527 1

After that the transitive closure [t(R)] for the set of
parameters is calculated according equation (3). In al cases,
being studied, the intercept A is chosen from the values
obtained for [t(R)].

1 0,95463 0.95463 0.95094
0.95463 1 0.98009 0.96527
0.95463 0.98009 1 0.96527
0.95094 0.96527 0.96527 1

[t(R) = (8)

Here we can have the following values for L. For each A
we can define the corresponding clusters of parameters:

A=1{S11} {S12} { S13} { S14}
%=0.98009 { S12, S13} { S11} { S14}
1=0.96527 { S12, S13, S14} { S11}
1=0.95463 { S11, S12, S13, S14}

Then we build the dynamic cluster diagram, from which
the most significant parameters can be obtained. As shown on
the figure below, for the investigated group “Health Region”,
the most significant parameters of the objective S1 — “Health
related quality of life’ are the attributes coded as S12 and S13

(Fig. 2).

S11  S12 S13  S14

I

Fig. 2. Dynamic cluster diagram

All others parameters are concatenated one after another
to the base cluster, built from these two parameters. This
dynamic cluster diagram can be implemented later as a model
of deductive database for easier search of significant
attributes also in cases of greater amount of parameters or in
case of deeper investigation of the significant parameters. An
appropriate method for cost effective search in such database
structures is the 2P-Method introduced in [13].

Following the same steps the following calculation and
results could be achieved for all other objectives in
correspondence to the indicators being studied.

TABLEIIl. SIGNIFICANT PARAMETERS
" A Parameter Significant
Indilcator (highest value) cluster Parameters
S1 0.98009 {S11}{S12,513}{ S14} S12, S13
S2 0.96113 {S21}{S22,524}{ S23} S22, S23
S3 0.93725 {S31, S33} {S32} S31, S33
A 0.95469 {$41,544} { A2} { A3} A1, 44
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Here, from al other calculations, only the highest grade of
)\, the corresponding parameter clustering and the final result—
the most significant parameters for al indicators are shown
(Table I11).

D. Building Healt Regions

The last step in forming Health regionsis to map the areas
with similar significant parameters over the land map.
Bulgaria is divided in 26 administrative areas and 266
municipalities. Most of them have their own hospitals or at
least medical centers.

In the past years the hospitals where built according the
number of population in the municipalities, but not according
the needs of healthcare services. This has led to situations in
which many hospitals and medica centers remain empty
because of the demographic conditions. The budgeting of
such health service objects is very difficult and most of them
have huge financial liabilities to the health insurance fund.

Another important aspect of the formation of health regions
is the optimization of logistics services within the respective
region [14], including in the conditions of emergency stuations
with a determining impact on society asawhole [15].
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This is the reason to optimize the structure of the
healthcare servicesin Bulgaria.

Fig. 3. Health Region diagram

The following example is based on acceptance that the
municipalities being labeled with same colors, have equal
significant parameters (Fig 3). As can be seen, it might not bi
obligatory to have neighborship under the municipalities in
order to built acommon health region. It would be possible to
concatenate municipalities from neighbor administrative areas
in order to have a definite health region with defined level of
healthcare services ddlivery.

V. CONCLUSIONS

The proposed work is a part of along term process, which
should start in Bulgaria in order to achieve a high quality
health care with optimizing the old structure of health services
delivery.

The idea is to give the medica administration an
appropriate tool for investigation, analysis and modeling a
new, progressive and efficient health care structure.

Thetool itsalf could be upgraded in several directions:
— Precise normalization of the data collected (the KQI's);

— Implementation of Neuron Networks for achievement of
an intelligent product, based on neuro-fuzzy logic in
order to perform accurate evaluation of the KQI's;

— Building a common Database, which should include all
necessary optimized data for al aspects of the hedth
service delivery in Bulgaria

(1
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(6]
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(12]

(13]

(14]

(19]

106

REFERENCES
George W, "Gesundheitsregionen” und "Regionale
Gesundheitsversorgung"” Gesundheitsnetzwerke initiieren:

Kooperationen erfolgreich planen. - Berlin: Med. Wiss. Verl.- Ges,
ISBN 978-3-939069-72-0. - 2009, p. 293-307.

Iltchev V., Al. Tsenov, “Informational aspects of modelling the Health
Regions in Bulgaria’, Tagungsband der 8. FDIBA Konferenz, pp. 89 —
92, Sofia, November 2018, in German, ISSN: 2535-132X (printed),
2535-1338 (online)

Robert Dengler, Andrea Lakasz, Aleksandar Tsenov, Zsofia Kollany,
Manfred Cassens, ,Sozide Lage und Gesundheit: Arteria Danubia
("ArDa'")“, Public Health Forum: Forschung - Lehre — Praxis, De
Gruyter - Springer Verlag, vol:101, issi4, pp. 1 — 8, September 2018,

Cassens, Manfred, Kollanyi, Zsofia, Tsenov, Aleksandar, Book:
» Transdisciplinary Perspectives on Public Health in Europe (FOM-
Edition, International Series)“, Chapter IlI, Springer Nature Gabler
Verlag, 2021, DOI 10.1007/978-3-658-33740-7, Softcover ISBN 978-3-
658-33739-1

JSON-Schema Organization, JSON Schema: A Media Type for
Describing  JSON  Documents,  http://json-schema.org/latest/json-
schema-core.html, 2018

World Wide Web Consortium, DTD Standard, http://www.w3.0rg
/standards/dtd/core, 2017

World Wide Web Consortium, XML Standard, http://www.w3.0rg
/standards/xml/core, 2018

World Wide Web Consortium, XSD Standard, http://www.w3.0rg
/TR/2012/REC-xmlschemall-1-20120405/, 2018

European Computer Manufacturers Association, Standard ECMA-404,
The JSON Data Interchange  Syntax,  http://www.ecma-
international .org/publications/standards/Ecma-404.htm, 2017

E.EM. van Berkum. "Bradley-Terry model”. Encyclopedia of
Mathematics. Retrieved 18 November 2014.

Oliveira, I.F.D.; Zehavi, S.; Davidov, O. (August 2018). "Stochastic
transitivity: Axioms and models". Journal of Mathematical Psychology.
85: 25-35. doi:10.1016/j.jmp.2018.06.002. ISSN 0022-2496.

Thurstone, L.L. (1959). The Measurement of Vaues. Chicago: The
University of Chicago Press.

Sun Peide, “ Novel Fuzzy Clustering Algorithm to Predict Gas Outburst
Zone'. Proceedings of the 2006 International Symposium on Safety
Science and Technology, October 24-27, 2006 Changsha, Hu'nan,
China

Plamen Ts. Pavlov, “Problems of logistic services in the Republic of
Bulgaria’, Yearbook UTP, ISSN 236 8437, Sofia, 2021

Pavlov, Pl., "Trends in Logistics in 2020-2021: Impact of the COVID-
19 Pandemic", Socio-Economic Reviews Book 1 (21) 2022, University
Publishing House "St. St. Cyril and Methodius', Veliko Tarnovo, 2022,
ISSN: 1313-6909 - print ISSN: 2367-9379 - online p.120-127




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

Compressing High Throughput Sequencing Data —
Models and Software |mplementation

Boryana Pulova-Mihaylova
FMI, Sofia University
“ . Kliment Ohridski”
Sofia, Bulgaria
boryana_pulova@abv.bg

Abstract—The rapid progress of next generation genomic
sequencing technologies produces huge amounts of data, which
need to be stored and processed. This development isfacing real
problems in storage of these expanding amounts of data. These
data, in terms of quantity and quality, are an obvious challenge
for modern computer science and biocinformatics related to
compression and decompression of data sets. The presented
work is devoted to the elaboration of models and their software
implementation for compression of sequencing data. The main
goal of the work is to develop a web-based sequencing data
compression system that provides opportunities for faster and
more accurate compression and decompression, noise
protection and error correction. For the purposes of this study,
we developed models for compression and decompression based
on the methods of literal coding. The developed optimized
models are related to the well-known methods of Huffman and
Shannon-Fano. Also, there were developed: a web-based
module (with user interface), a library of noise protection
algorithms for the compression and decompression of omics
data, and a server component to make the library accessible on
the Internet. The implemented web module with user interface
provides easy access to server methods for compression and
decompression of sequences. Used data formats allows the
module to be integrated with open access systems such as NCBI,
UniProt, Ensembl and other well-known exter nal resour ces.

Keywords—Sequencing data, Compression, Noise protection,
Web-based system

|. INTRODUCTION

The advent of next generation sequencing technologies is
characterized with a generation of massve new data of
biological profile. These data originate mainly from genomic
sequences and other omics related outcomes of the applied
high throughput technologies. The rapid progress of launching
this vast amounts of data sets has severa features to be
considered as chalenges for their storage and anaysis:
increasing number and size of new projects concerning
genome and proteome sequencing, generation of new
biological knowledge related to these large data sets, constant
improvement of the sequencing technologies, generating more
and more data with increasing length and new formats[1].

The process with data storage and subsequent analysis is
related to the use of ASCII characters and their combinations
with different genomic semantics. Such an approach is quite
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straight forward but aso too much time and space consuming
and the bioinformatics and data anaytics society looks for
better and quicker compression applications and tools, providing
opportunities to work with new formats and to use the common
software languages for access and analysis of such data[2].

Most approaches for sequencing data compression are
based on two of the most popular algorithms in recent years -
Shannon-Fano and Huffman. These algorithms are compared
to an optimized new version, developed in our study, which
we will hereafter refer to as the " Optimized Algorithm"”, based
on the theory of literal codes, but with an improvement in
code uniformity and compression / decompression speed.
Huffman and Shannon-Fano's agorithms result in
compression as a result of non-uniform code, the main
disadvantage of which isthat it is prone to loss of information
(in data transfer) and hence incorrect data recovery. With the
Optimized Algorithm, a uniform code is obtained, which
would easily identify the data loss and prevent the wrong data
recovery. In addition, for large volumes of data (long DNA /
RNA sequences) compression by a uniform code produces
better results than a non-uniform compression.

I1. RELATED WORK

The main methods for compression of nucleotide
sequencing data are based on statistics and entropy - by
exploiting compression algorithms using repetition detection
and consequence statistics [4]. The increasing number of re-
sequenced genomes has led to many new suggestions for
compression algorithms. In general, compression agorithms
can be divided into bitwise encoding, vocabulary-based
compression, statistical and referential approaches.

Bitwise encoding - a compression algorithm that can
process input strings of any format. For the first common
DNA characters (A, C, G T aswell as N (unknown)), seven-
bit encoding is used for three consecutive characters. Any
other non-standard character is encoded with seven bits per
character. Up to 128 additional characters can be encoded in
this way. The free eight bit distinguishes whether a byte
encodes three of the first main characters or some other,
specific character [3].

Dictionary-based compression - performs with multiple
iterations over the input data. With each pass, it detects longer
sequences and gradually enriches the dictionary. The




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

algorithm runs until the dictionary is changed or the
frequency threshold isreached. The created dictionary is used
to encode DNA sequences and is partialy stored together
with compressed data. This encoding allows random access to
the compressed DNA sequences[5].

Another approach is so-caled tree-based compression [6].
Splay trees are sdlf-tuning binary search trees in which items
that are last accessed are accessed faster. This property can
improve the performance when you encounter loca frequency
changes. The methodology refers to the process of rearranging
the trees as a specific dement is placed at the root of the tree.
Like evolutionary trees, symbols close to the root have shorter
codes than symbols in other nodes. Another problem is the
unequal distribution of DNA across the genome. One possible
solution is to split the input of blocks and encode each block
individually using different Markov models[7].

In [8], a “gene wise compressor” is proposed as a mean
for encoding non-repetitive portions of DNA sequences. In
the initial implementation, the probabilities of the characters
are evaluated and the corresponding Huffman coding is
selected. The result is divided into blocks. Finally, each block
is restructured in a way that allows efficient coding of the
execution length to be used in the fina step. Another
approach is when the input sequence is fragmented into
blocks that do not overlap. For each block, a set of agents
competes for coding: a Markov model, a two-bit base
representation, and an approximate repetition that identifies
repetitions interrupted by only a few SNPs (single nucleotide
polymorphisms). The model that broadcasts the shortest code
length is selected and the compressed output is subjected to
additional arithmetic compression. Unfortunately, this
approach can handle only four main characters in the input
sequences. A method is proposed where non-repetitive
regions are encoded as well as discrepancies in repetitive
regions or mutations like SNPs with arithmetical coder, based
on a Markov model. The resulting bit stream is split into
blocks to allow random access.

Mixed approach for compression: there are many
varigtions and different views and discussions in the
literature. It is suggested that to store the differences between
the input compression sequence and the reference seguence
[9]. They look at three types of single based features: insert,
delete, and replace. The main contribution of their work is to
analyze the process of encoding integers for absolute and
relative reference positions in the sequence. However, the
authors emphasize that the choice of reference sequence has a
greater impact on the compression ratio than the actual overall
coding scheme. Similarly, other sources present a
compression reference algorithm that only accepts SNPs and
many basic INDEL s between inputs and reference sequences.
Each compression record consists of a reference position and
additional data such as coincidence length or raw sequence.

TABLEI. COMPRESSION ALGORITHMS COMPARISON
Compression method Compression
Bitwise encoding 2:1-6:1
Dictionary-based compression 41-6:1
Statistical model 41-81
Mixed model 1:1-400:1
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Once the sequence is compressed, it must be sent over the
network. The algorithms used for compression, namely
Huffman, Shannon-Fano, and the optimized agorithm, which
belongs to the class of litera coding, are very susceptible to
errors. If even one bit is confused when transmitting network
information or reading to and from the recorder, restoring the
correct sequence is not possible. For this purpose, it is
necessary to use eror correction algorithms. Literature
sources cite noise protection algorithms as one of the most
widely used for this purpose [10]. They are applicable in all
places where it is necessary to correct errors at the lowest
possible level (bit-wise). In damping waves, artificial
intelligence models are aso widely used in pattern
recognition and error correction in generated images. One of
the most common algorithms is that of Reed Mahler, suitable
for data transmission in places where the connection is poor
or very weak [10].

I11. SUGGESTED METHODOL OGY

The suggested compression approach in this study is
based on coding and more specifically on the Shannon-Fano
and Huffman algorithms. The main idea behind these
algorithms is to set a binary code to match each of the
characters in the input message (in our case bases in the input
sequence). The agorithm has the following characteristic
properties:

The length of the codes is variable (the code is uneven).
Here is our first modification of the agorithm, where the
length of the codes is always the same i.e. the compressed
message has a uniform code. The sequences being considered
for compression are of the same length, and this comes from
the most used formats such as FASTA and FASTQ, where the
length of the sequence is always specified, which can be used
in advance to build a classification tree. Another feature of the
cade length is that when the individual characters in the
message are replaced with their corresponding binary values,
a compressed message of different sizes may be received.
This is because for each symbol, a different binary value is
given, which in some cases can be 1 and in others it can be a
combination of 0 and 1. For example, for "A" a value of 11
can be calculated, for "T” - avalue equal to 101, which causes
aso change in the string size. This can be improved when
using DNA sequence data because they have a small number
of charactersthat can be encoded with equal length.

The letters with higher probability are more likely to be
encoded in fewer bits than those with less likely ones. And
this is the next modification of the algorithm we suggest: an
approach how to calculate the probability of occurrence of
individual charactersin the message using frequency analysis,
which is the most time-consuming process in this algorithm.
In the case of seguence compression, we make an
improvement where there is no need to perform frequency
analysis because the characters included in the sequence are
countable small number. For DNA and RNA sequences, the
symbols are 4 in number, for which mapping (aligning) has
been prepared preliminary for their respective binary
sequences. The message shall be decoded unambiguously.

Advantages: When we encode the more common
characters with shorter bit sequences and the less common
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ones with longer bit sequences, we get better results with
respect to the length of the message being transmitted.

Disadvantages: A major disadvantage of uneven codes is
their sensitivity to wrong bits. For them, a wrong bit can
cause the entire message to be decoded incorrectly or
impossible until the end. Whereas, with uniform codes, one
wrong bit causes only one character to be corrupted.

A. Building the optimal code

An optimized algorithm developed in the study, according
to which sequences based on the theory of optima letter
coding will be compressed has following operational features:

Sequence type recognition (RNA or DNA).

1. Depending on the sequence, predefined binary values for
each of the symbols used in the sequence are selected - using the
predefined values saves the following procedures, which are
necessary to congruct the optimal code for each arbitrary
message in the Shannon-Fano algorithms and Huffman:

a The set of symbols of source A is arranged in order to
reduce the probability of message occurrence — p

b. The set of probabilities P, is divided into two groups

(P P2y - P) @d (Pis1, P2y .- Pm), SO that the
difference shown below isminimal:

{=1 pi — Z{=j+1 pi D

¢. The characters whose probabilities are in the first group
are assigned with the r-™ code letter 0 and those in the
second group are assigned with the r-" code letter 1.

d. For a single-element probability group, the procedure is
completed, and for each of the other groups in the
multi-step procedure, the elements are numbered from
1tomand go recursively (r=r + 1) to step 2.

2. Each of the characters in the sequence is replaced by
the corresponding binary entry.

Following the changes made to the Shannon-Fano
algorithm and the Huffman algorithm, all properties of the
letter algorithms coming from the definitions and theorems
related to those agorithms retain, ignoring the steps for
frequency analysis and computation of the binary comparison
tree. Once the sequence is compressed, it can be stored or sent
in a much smaller size. Reading the compressed sequence is
another major problem with the Shannon-Fano and Huffman
algorithms. In the Optimized Algorithm suggested in this
study, this problem is solved by using a predefined coding
tree. In Shannon-Fano and Huffman's algorithms, in order to
decode a properly transmitted message, it is necessary to have
the same encoding tree generated when compressing the
message. The transfer of message for both algorithms consists
of two parts - the encoded message, and the coding tree so
that the message can be read. These two parts do not aways
need to be transferred together. Because algorithms can also
be used in the context of information security, where not
everyone can decode the message, i.e. hot everyone should
have a coding tree. In bicinformatics, this is an important
feature for working with sequences.

In the proposed method, only one has a coding tree. Each
compressed / encoded sequence can only be read by the same
programming apparatus with which it was compressed /
encoded. This is because a unique hashing algorithm is used
to generate the coding tree in order to ensure the uniqueness
of each coding tree. Each sequence has its own encoding tree
and can only be decoded / decompressed by this encoding
tree. This approach eliminates the shortcomings of both
Shannon-Fano and Huffman's algorithms for decoding and
protecting information. In the proposed Optimized Approach,
each of the characters will be encoded with exactly 2 bits. As
before the compression, each character occupied 8 bits, here
is the first place where we have a 1:4 compression. After
applying the algorithms, a compression of up to 1:400 can be
achieved.

B. Compressing algorithm comparative analysis
The three algorithms coding/decoding abilities were

tested with a 20-letter, 160-bit sample DNA sequence:
AACTTTGACGGTATACGCAA.

The Shannon-Fano and Huffman algorithms code the
sample in three steps. 1) symbol frequency anaysis, 2)
grouping, 3) assigning each symbol a binary code. Once the
binary codes for each of the four symbols are assigned, a
coding binary tree is generated, resulting in coding the
sequence as 41-bit string:

00110101010111011011111110010011011111000

Decoding requires the generated binary code and the
coding tree, which is traced from root to leaves depending on
the input symbol — left path for O and right —for 1.

The Optimized Algorithm omits the frequency calculation
step an assign a two-digit bit code to each of the four
symbols: A=00, C=01, G=11, T=10. This coding table is static
and doesn’t need to be generated each time. Coding is done
by simple substitution, resulting in the following 40-bit string:

0000011010101100011111100010000111010000

Decoding the sequence requires the coded sequence and
the static table, thus omitting the need of a coding tree.

As shown in Table 2, the Optimised Method produces 5%
less bit length than Shannon-Fano and Huffman methods. The
result code is also uniform, which may prevent possible bit
loss, while in uneven code such errors cannot be detected due
to different length of bitsin coding sequence.

TABLEIl. COMPARATIVE ANALY SIS OF COMPRESSION ALGORITHMS

Coding method Input length Compressed length
Shannon-Fano 20 bases, 160 hits 41 bits
Huffman 20 bases, 160 bits 41 bits
Optimized method 20 bases, 160 bits 40 bits
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C. Software realization and user interface

The application utilizes several platforms combined under
Ubuntu Linux OS. There are three man software
components:

e Userinterface
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o C++library

e Programming adaptor to connect the library to an
intermediate language

The user interface is based on Vuejs, Vuetifie, nodejs, and
npm verson manager. Vuejs uses Javascript templates to
generate HTML in real time which alows the interface to work
on different devises and different screen resolutions, because
each HTML is generated for the specific devise. Vuetifiee is a
programming module that upgrades Vue,js by adding predefined
templates. Nodejs alows javascript to be used as sarver
provisioning method by dynamic building in executable code. It
provides the possibility to cal each individual HTML element in
the user interface separately, and visudize the result when ready
— an gpproach called ,resctive programming®. Javascript was
chosen because of its compatibility with RESTFul serveces and
JSON data transfer format.

Version management of the used Vuejs, Vuetifile and
Nodejs modules is done by npm, which alows multiple
storage for the modules to be registered, and automatically
detects and downloads them.

D. Choosing programming medium for the compression
algorithms

C++ was chosen for the algorithms for literal and noise
protection coding, for its execution speed and lower memory
usage, compared to other languages. It aso alows direct
memory access, easy and intuitive redisation of bitwise
operations and lower-level resource management. These
advantages make agorithms written in C++ more optimal
than C# and Java [11][12]. Thisis one of the main reasons to
include connections between platforms in this application,
because it utilises both C++ and C#.

IV. RESULTSAND DISCUSSION

Our web-based application for sequence data compression is
adapted for various device screen resolutions — from mobile
phone (375x812) and tablet (768z1024) to 8k (7680x4320). The
user interface is shown on Figure 1 (mobile devise). Filed (B)
alows the selection of file(s) to be compressed. The application
accepts FASTA and MULTIFASTA file formats, and one or
multiple files can be sdected, thus dlowing pardlée
compression. The selected files are listed as labels (A) in field
(B), and can be deleted by pressing the“clear” symboal (C).

A | |

File input T
o [ e

—D

Koty

Fig. 3. User interface — File input field (B) with one file uploaded (A) and
confirmation button (D)

Button (D) confirms the query and shows how many files
are selected for compression. Then, the files are parsed to
extract metadata such as sequence IDs, file size (in bytes),
and sequence length (in number of nucleotides).
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For test compression, four sequences with different length
from the Ensembl database were saved asasingle, multifastafile

e ENST00000288602.11 - BRAF-201, B-Raf proto-
oncogene serin/threonine kinase

e ENSE00001025715.1
chromosome:GRCh38:X:38317316:38317465:-1

e ENSE00001025717.1
chromosome:GRCh38:X:38321027:38321089:-1

e ENSG00000157764.13
chromosome: GRCh38:7:140719327:140924928:-1

Each sequence is compressed with the three agorithms,
and the time needed for compression is calculated. Figure 2
shows the result for each sequence in the file as a separate,
auto-expandable field (b). Each field shows information about
the sequence:

Fig. 4. Visualization of compressed sequences

e Sequence name (A) —thisis obtained from the FASTA
format, and if it matches a naming pattern from an
entry in one of the public sequence databases, a
hyperlink to that entry is created

e Current sequence size [in bytes] (B) — thisis the sum
of the byte size of the ASCII characters corresponding
to the letters coding each nucleotide. Then, depending
on the sequence length, it is converted to the closest B,
KB, MB, GB of TB vaue by following the
International  Electrotechnical Commission (IEC)
standard where 1 KB = 1024 B.

e Drop-down arow (G) showshides detailed
information about the compressed sequence

¢ Inthedetailed field, (D) is the sequence name and size
label, and by clicking on it the original, uncompressed
sequence is shown. (J) shows the sequence after
compression (E) by each of the three agorithms.
Additionally, for each agorithm, a summary of the
size [bytes] and time [seconds| of compression is
shown.

In the current example, thereis practically no differencein
the compressed sequence size between the three algorithms;
considerable difference is seen when compressing sequences
of several GB in size.

Different access points on the server are used for each of
the three sequence compression algorithms. The calling for
each algorithm is also paralelized for each sequence, as seen
in Figure 3:
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Fig. 5. Parallel execution of queries for each compression agorithm

Another part of the sarver provides remote access to
compression agorithms, developed as libraries. The library is
accessed ether through the server or by downloading and
compiling it, thus making it usable by applications without
Internet access. The library can be used as a DLL from severd
high-level programming languages, such as C# and Java

During development, several compression agorithms
were tested, and the performance of each is summarized on
Figure 4:

Fig. 6. Compression methods comparison: left vertical scale shows size in
bits, right scale shows time in milliseconds. Bars indicate the sequence size
after compression, and line shows the time.

The illustrated above is based on the compression of a
9,219,726 byte sequence, obtained from the public database
Genome, part of NCBI. Thisis the entire genome sequence of
the bacteria Bradyrhizobium japonicum, which can be
accessed from Genome's own FTP servers, or through the
RefSeq database under the ID NC_017249.1.

Six compression methods were applied to the sequence,
including the already discussed in this paper Sannon-Fano,
Huffman, Optimized Algorithm. They were compared to: 1)
Zip algorithm, developed for compressing and archiving one
or multiple files; 2) Tarxz — Unix- and Windows-based
compression software which allows no-loss compression; and
3) 7zip — open-source file archiving software.

The results clearly show the advantage of the first three
algorithms that utilize bitwise coding, which result in a very
smilar performance, producing smaller compressed file and are
generaly faster than the others (with the exception of Zip).

Huffman and Shannon-Fano give similar results when
working with DNA sequences. This is due to the fact that
DNA uses only 4-letter alphabet, thus creating similar
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frequency analyses and overlapping trees with each of those
algorithms. The other three methods perform poorly due to
them being versatile for various data types and not having
been optimized to work with sequences.

The main advantage of our Optimized Algorithm is the
speed, because it omits the multiple frequency calculations
and tree generation of the other two. It also performs better
with sequence decompression, not needing to send or store
the compressed sequence tree. This results in faster and safer
data transfer, because a sequence coding tree is also sensitive
information in terms of software security. All datasets,
samples and the software realization itself, are available at:

https://github.com/BroyanaPulova/DNA_compression_web
https://github.com/BroyanaPulova/DNA_compression

V. CONCLUSION

The Optimised Algorithm proposed in this paper is
developed specifically for sequence data compression, and
performs better in terms of speed, noise-reduction, and
compression size than similar methods such as Shannon-Fano
and Huffman. A library with these bitwise coding algorithms
was created, with compression/decompression methods for
each. The library utilises low-level primitives so that it can be
re-used on various platforms.

The Optimised sequence compression agorithm was
implemented in a number of software products with web-
based user interface that allows easy, multi-device and multi-
resolution access to the server. All components work in a
container-based environment, which allows fast and easy
regulation.

Future work on this project is going to expand its abilities
by adding more compression algorithms, the ability to choose
which one(s) to use, and updating the library to work with
more programming.
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Abstract—The goal of thiswork examinesthe current trends
in the development of telemedicine from a technical point of
view. Telemedicine solutions such as telemonitoring and
teleconsultations are becoming increasingly popular in the
modern world. The main factor for thisare: the development of
IT technologies, demographic problems and the need for cost-
effective healthcare. The global telemedicine market is
categorized on the basis of: specialty, processes and regions. In
Bulgaria, telemedicine is mainly implemented through health
information portals and platforms for monitoring patients with
chronic diseases. The telemedicine solutions of six leading
Bulgarian companies are examined, with the possibilities they
provide and the concepts they implement.

The authors aim is to suggest conceptual diagram of
Intelligent Health Monitoring System. The system includes
three main functional blocks and three accompanying ones. The
functioning of the system is based on four databases. A process
flow of one possible case of use of the system is shown.

A part of database system with geospatial data and some
parameters based on regulatory documents of the Ministry of
Health of the Republic of Bulgaria is designed using RDBMS
PostGre.

Keywords—telemedicine,  conceptual Health
Monitoring System, Distributed systems

diagram,

|. INTRODUCTION

Digitization in al areas of hedlthcare has recently become
a key priority for national governments. In addition to the
priority of implementing digital solutions for comprehensive
neonatal screening and screening of socialy significant
diseases, telemedicine solutions are increasingly being
imposed. This priority is particularly important for emergency
medical care and pre-hospital carein remote areas.

The COVID-2019 pandemic has had a huge impact on

tedlemedicine services. This influence is based on the practices of
sef-isolation and socid distancing introduced in many countries.

The Covid pandemic has also forced people who
previously had no IT experience to learn how to use
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computers. Mostly, this applies to people over 65 years
old. Hundreds of millions of users who had no experience
using video conferencing software and equipment before
were forced to learn to use them. Ultimately, many had to
switch to working remotely during the quarantine. People
were forced to consult doctors virtually. Medical facilities
have been forced to limit in-person patient examinations
at the expense of the growth of telemedicine
consultations. On other hand, this led to a change in the
ratio of the "doctor-patient” mode and the "doctor-doctor"
mode. Globally, the ratio of telemonitoring compared to
teleconsulting is 48% to 32%[1].

The dynamics of telemedicine services worldwide,
according to data from leading analysts from Global
Telemedicine Market Outlook, BBC Research and P&S
Market Research, is presented on Figure 1. An average annual
growth of 19.3% is forecasted, which would lead to
exceeding $175 billion to 2026 [1].
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Fig. 1. Dynamics of the global telemedicine market, billion dollars[1]

The main reason for this growth is the increased
percentage of chronically non-infectious patients. The
increasing use of smartphones with high-definition
cameras and the penetration of the Internet in the most
remote corners of the world has had a positive effect on
the growth of telemedicine. Other factors for this growth
are: an increase in the number of the world’s population,
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demographic aging, the spread of chronic non-
communicable diseases, a constant increase of health care
costs with a simultaneous increase of the scarcity of
resources, including personnel, an increasing need to save
costs in providing health care, favorable government
initiatives. On other hand, there are also disincentives
based on unresolved patient data security issues and lack
of awareness of telemedicine in emerging and
underdeveloped countries. Using a telemedicine solution
without proper protection can result in massive losses of
confidential and critical information. In addition,
smartphones with telemedicine applications are vulnerable
to various cyberattacks due to inadequate protection.
Cyber attacks are considered the top five risks to global
stability, according to the World Economic Forum. All this
can adversely affect the results and confidence of the
companies, hindering the growth of the market. Recent
years have seen increased investor interest in telemedicine
startups, with 2020 breaking all previous records for
digital health funding, according to statistics. Investments
in the telemedicine sector have helped six startups rise to
unicorn status, i.e. their valuation reached $1 billion,
Hinge Health, Dispatch Health, K Health, Innovaceer,
Modern Health and Evidation.

The global telemedicine market is categorized based on:
e Specidty: Cardiology, Dermatology, Neurology,
Orthopedics, Emergency Care, Internal Medicine,
Gynecology, Others.

e Processs Tele-education, Teletraining, Tele-
consultation, Tele-surgery, Tele-monitoring, Tele-care.

e Region: North America, Europe, Asia Pacific, Latin
America, Middle East & Africa.

International programsin the field of telemedicine;
MDIS— European Bone Marrow Donor Information System;
EPIC — European model for integrated treatment;

FEST — Knowledge base for European telemedicine services,
ISAAC — Integrated Telecommunications System;

SHINE — Strategic Hedlth Information Network of Europe;
TELEPRIM — Telematic services for providing first aid;
TRILOGY telematic services of the health system.

In Bulgaria, telemedicine is mainly implemented through
health information portals and platforms for monitoring
patients with chronic diseases. Examples of this are:

e Check Point Cardio - is an innovative Bulgarian
company that produces a complete system for remote
monitoring of patients. It congsts of three components - a
hardware device that is placed on a person’s body, software that
digitizes information from measurements of vita signs in resal
time and sends it via Bluetooth to a mobile application.
Subsequently, the application sends data to the server in a cloud
platform, through which doctors can monitor the condition of
patients. The system dso includes a smartphone that transmits
data in real time and provides the patient with an additional
opportunity to call the doctor who monitors his condition in case
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of concerns. Monitors for individua use keep track of over 8
vital signs 24/7. They can be used to supervise the condition of
patients a home by measuring pulse, blood pressure, pulse
pressure, blood saturation (blood oxygen saturation), respiration,
body temperature and at what position and activity of the body
these indicators occur. These monitors are also certified for use
in a hospita environment, with the possibility of replacing
hospital equipment [2].

e Consento: is a 21st century, technology company that
develops a cloud-based platform in the field of hedthcare. It
enables dl participants in the hedlthcare process to work
together — doctors, pharmacists, dentists, hedthcare
professionals, healthcare professionals, patients, administrators,
agents, insurers and everyone ese involved in thisindustry [3].

e Sqilline: The company is the creator of the Danny
Platform — one of the leading analytical platforms based on
real data from oncology and cardiology. The platform
integrates information from many different sources such as
hospital information systems, registries, etc. and provides
fast, aggregated real-time analysis. With built-in machine
learning algorithms, the application provides advanced
tools for comprehensive searches and analyzes of
heterogeneous patient data, including various possible
diagnoses, therapies and specific clinical indicators. In
addition, it analyzes how specific factors influence the
improvement of patients conditions and allows comparison
of the effectiveness of different types of treatments in order
to improve patient care [4].

e Play Reha offers an online system for tracking the
condition and reporting the recovery progress of patients,
through standardized questionnaires approved by the
Orthopedic Organizationsin Europe and America[5].

e Diasyst is aplatform for remote monitoring of chronic
disease patients and pharmacotherapy management. Includes
control of diabetes and hypertension [6].

e Hedee - a platform to help patients find the right
doctor and connect with him quickly. On the other hand, a
software application was created to organize their online
communication with patients. It can be used to send medical
records, lab test results, medical photos and images. Patients
can provide details of their medical condition and everything
needed for afull medical examination [7].

Il. SYSTEM CONCEPT

Various aspects of building telemedicine information
systems are presented in [8], [9] and [10]. Based on the
research and proposed solutions, we offer the Functional
concept of the Intelligent Health Monitoring System. The
concept of the system proposed is based on the following
main functional blocks and roles — Figure 2:

— User of the system — A user of the system can be a
person with an established disease, a patient covered by a
persona health monitoring system or any individual in need
of (immediate) health care. For this purpose, three different
options for accessing the service are foreseen: through the
used persona health monitoring system, through a mobile
application or through the mediation of acall center;
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— Personal  health monitoring  system, mobile
application, Call-Centre - In the first two cases, data is
transferred to the cloud service directly in the format with
which the service works. The persona health monitoring
system sends the health status data in the generally
accepted format of the relevant health characteristics. In the
mobile application, the user selects from preset menus his
current symptoms in a form that he understands. The
mobile application should correlate the current symptoms
indicated by the user into causally determined health
parameters and submit them to the cloud service. In the
third case, when using the Call Centre, the operator applies
a desktop application, analogous to the mobile one, which
also contains the correlation (mediator) function.

System

Onvin Body Cloudipp
Authertication ——  Account D8

iy J h‘-‘\ Anonymization
[ AT N

Decision

MessageArshive

Fig. 2. Functional concept of the Intelligent Health Monitoring System

The concept of the system proposed is based on the
following main functional blocks and roles — Fig. 2. The
system consists of four data bases, each one is serving the
separate functions.

The collected data are sent to the “Analysis& Control”
block, but they are not being analyzed until the Authentication
function sends an trigger-signal, that the request is processed
and the user is authenticated for using the application. The
authentication process includes an anonymization function,
according to the GDPR rules. A new record is made in a
separate Account DB.

The most important and the most complex function is
provided by the “Analysis& Control” function. The function
finds e decision for actions needed to be sent to the users
according to their pains, moans, symptoms or data from their
personal health systems. The function should use self-learning
features and artificia intelligence capabilities. New
correlations between signs of ill hedth and possible
diagnostics are stored to the corresponding data base, and the
decisions are made will be stored to the decisions data base.

After that, using the “Messaging” function, a message to
the user is constructed. The message contains the action
needed. In case of necessity of visiting a health center, with
help from the “GIS’ (Geographic Information System), the
location and the road to the nearest health center is included
in the message. The messages are stored to the Message
archive for further analysis and control.

On Figure 3 a process flow of one possible case of use of
the system is shown.
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Fig. 3. Sequence diagram of a system functionality

I11. DATABASE STRUCTURE

Four main groups of databases must be developed for the
needs of the project; (1) Account DB to store the persona data of
the registered customers of the system, (2) Decision DB to ore
medica data (data from telemedica measurements, diagnoses,
proposed solutions etc.), (3) GIS DB to store geospatia data about
medica centers and their competencies, and (4) Message Archive
to store messages and message templates. SQL Databases are
suitable for building Account DB and GIS DB, because
information is subject to strong sructuring and the created
dructure is stable over time. NoSQL Databases are suitable for
building GIS DB and Message Archive due to the weak
sructuring of the collected information.

In this publication, we present an essential part of the GIS
DB, designed to store information about medical facilities, the
medical competencies that their units have and the level of
competency. The range of competences of the individual units
of the medica facilities is determined by the medical
standards [11]. A level of competence in relation to the
relevant medical standard is defined for each unit. The level
can be a number from 1 to 3, with 1 being the hiest level of
competence. Information about the health facilities in the
Republic of Bulgaria, their units, areas of activity and the
level of competence is determined by the Ministry of Health
in the "Register of medical facilities for hospital care, mental
hedlth centers, skin and venerea disease centers, complex
oncology centers, homes for medico-socia care, dialysis
centers and tissue banks' [12].

A database using RDBMS PostGre (Figure 4) was
developed in accordance with the above regulatory
provisions. It describes the medical facilities by
administrative address and geospatial data, their units, the
areas of competences and the levels of competence. A
description of the medical staff working in the department is
provided. The description includes: field of activities for
which the respective person has competences, academic
position, scientific degree, specializations and admission time.

The Analysis& Control module (Figures 2 and 3) generates
a decision on what competencies are needed in response to
patient messages. This decision is sent to a GIS module,
which retrieves information about medica facilities
possessing such competencies and recommends a visit to the
nearest one or the one with the highest level of competencies.
Information about all medical facilities that offer the required
competencies can be presented in tabular form, arranged by
distance or by level of competency.
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COUNTRY THERAPEUTIC_ACTIVITIES
TownlD numerical(2) <pi> AdtivitylD pumerigi8) <pk>
TownName varchar(50) HospitallD numeric(4) <fic
Name varchar(50) -t WARD_COMPENECIES
A ADDRESS CompenecelD numerigi8) <pic:
- AdtivitylD numeric(8) <fic
AddresslD numerici) <pi> c N char(20)
TownlD  numerig2) <fic
HOSPITAL WARD Street  varchar(100} +
%2&%!!2 ﬂymm_sﬂ,‘ % NerdlD  numenig8) <gio Distric  varchar(100} WARD_LEVEL
ownlD i - HospitallD numericid) <fic- Hote: -t LevellD <
ST 100) - | WardN. har(50) CompenecelD numencs) <fic
Eiogas numenic(12) LevelName varchar{20)
Address text
Geometry xmi SFETIALIZATION
* SpecializationlD numerig8) <pi>
WORK_SCHEDULE FhysicianiD io8) <fic
MEDICAL_CFFICES PHYSICIAN SchedulelD numenc12] <pic Desaription varchar{50})
OfficelD pumerigl@)  <pk> EhysicianiD pumericif) =gk StartDate  date
CompetencelD numerig®)  <fl> AcadPostiD numerical(4) <fic> EndDate  date
PhysicianlD  numerici8) <h2> PhysicianEGN numeric(10) StanTime time
Title har(50) = PhysicianName har(20) - EndTime time
Address <Undefined> PhysidanMidName varchar(20) Regular boolsan <pi>
Room <Undefined> PhysidanSumame varchar(20) PhysicianiD numerici8) <fcl>
y <Undefi MD_PhD varchar(20)5
I MD_PhD_Code varchan(20)
!
. PHYSICIAN_COMPENECIES
MEDICAL_COMPETENCE ACADEWIG Mph e ). Rt a8) 'E:”
ysician numeri
CompetencelD numerigl8) <pe> AcadP numericaiid) <ple> i char
MedComp (50) AcademicPosition  varchar(50) pelance o 20)
Initisl varchar{12) AcademicTitle varchar(20)
Division varchar(20) A L )

Fig. 4. Designed part of GISDB

The proposed database, isto be further developed so that a
map of hospital care coverage can be built for each area of
medical competence in the country; coverage map with pre-
hospital care offices for each medical speciaty by region in
the country; to map the incidence of specific diseases and
compare it to the coverage map with hospital and outpatient
care units with competencies to treat these diseases.

V. CONCLUSION

In the scope of this study we discussed the main trends in
development of telemedicine and gpplied technologies.
Information portas in the field of telemedicine used around the
world and in our country have been studied. Functiona concept
of the Intelligent Health Monitoring System is proposed and the
main functional blocks and roles are discussed. Process flow of
one possible case of use of the system is presented. The
Database prototype of the GISis proposed.

Further work

Development of fully functional systems implementing
the functional blocks. In the end; the structure is reorganized
based on the microservice infrastructure. It is carried out with
a modern architecture and is moving towards becoming a
service-based distributed and integrated system.
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Abgtract—Health regions are not just territorial areas, but
represent a set of demographic, infrastructural, social parameters,
as well as the good conditions provided by the states for qualified
health care. For this reason, determining the location of needed
health care centers by region isafunction of this set of parameters.
In this regard, the use of Geographical Information Systems
methods for optimally determining the geographic location of the
necessary health center s appearsto be the most appropriate, dueto
the integration of the above mentioned parameters with the
geogr aphic coor dinates of the settlements.

This article presents the cluster method developed by the
authors for determining the location of new health centersfor a
certain populated region in Bulgaria, according to a basic
requirement for access to these centers within a certain time
interval. For this purpose, the necessary shape file was created
and a study was conducted for different distances of the
settlements.

Theresultsfor a certain number of clustersrepresenting the
new health centersare presented and analyzed.

Keywords—health regions, spatial databases, data integration,
cluster analysis

|. INTRODUCTION

Currently, thereis alot of research on the established health
networks in Europe and analyzes on the necessary expansion of
the complex of health services provided by hedlth regions [1,2].
Along with summarizing the perspectives and measures for
improving health care, the different approaches to implementing
these measures have been analyzed [3,4].

Health regions are not just territorial areas, but represent a
set of demographic, infrastructural, social parameters, as well
as the good conditions provided by the states for qualified
health care. For this reason, determining the location of
needed health care centers by region is a function of this set
of parameters. In this regard, the use of Geographical
Information Systems (GIS) methods for optimally
determining the geographic location of the necessary hedlth
centers appears to be the most appropriate, due to the
integration of the above mentioned parameters with the
geographic coordinates of the settlements.

But there is ill a lack of models for automated
determination of the optimal location of the necessary newly
created health centers/hospital /diagnostic facilities, in
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accordance with the demographic and territoria
distribution of the population in the administrative regions.
This distribution should be determined both according to
existing hospital and diagnostic centers and according to the
time required to reach these centers.

This article presents the cluster method developed by the
authors for determining the location of new health centers for
a certain populated region in Bulgaria, according to a basic
requirement for access to these centers within a certain time
interval. For this purpose, the necessary shape file with the
necessary spatial database, was created and a study was
conducted for different distances of the settlements.

The results for a certain number of clusters representing the
new health centers are presented and analyzed. This method will
look a spatial and mesh tools andysis. Thanks to them, two
new emergency medical centers will be located in Pleven
municipality, so asto ensure that the people from the settlements
in it will be able to recelve emergeNCy medical care no more
than 25 or 20 or 15 minutes away by car. The task that the
municipality of Pleven sets itsdlf is to join forces and improve
the conditions for access to emergency medical care for the
population that falls within their scope borders. For this purpose,
they want to build six new emergency medica centers on the
territory of Pleven Municipality, so that emergency teams can
reach the people they have in no more than 15 minutes need. For
this purpose, they want to carry out a Spatial analysis to select
the best locations. For the purpose of the study, a licensed
software product, ArtGisPro was used.

I1. CREATION OF A SHAPE FILE WITH POINTS DESCRIBING
THE EXISTING MEDICAL CENTERSIN PLEVEN REGION

The website of the Ministry of Hedlth [5] was used as a
source of information about medical facilities, where al medical
facilities are described establishments in the country. With the
help of Google Maps, the addresses and coordinates of the
medical facilitiesin the Pleven region have been located.

A geo-browser can be used to build a file with a description
of these points that is suitable for processing in ArcGIS for the
needs of this development. The most popular geo-browsers are
Google Earth, ESRI's Explorer for ArcGIS, and GeoFusions
GeoPlayer. Google Earth [6] comes in three main versions.
Google Earth Pro is a professiona version that is available for
free download and ingtalls on a desktop system. It offers full
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functionality, including cresting files in KML format intended
for sharing. KML format files can be easily converted to SHP
format files that are processed directly by ArcGIS. The other
two versions are a browser- based version and a mobile version
that has less capabilities. Google Earth offers the ability to
search, creste panoramic views, zoom, rotate and tilt the earth's
surface. It gives information about both latitude and longitude as
well as atitude. Google Earth is a geo-browser, but it is not a
geographic information system.

ArcGIS Explorer [7] enables viewing and sharing of
geographic services. ArcGIS Explorer is available for free
download and installation on a desktop machine. It alows
sharing of maps and GeoWeb services. The Environmental
Systems Research Institute (ESRI) provides many free maps
that can be processed and analyzed, as well as combined with
other user-created maps. ArcGIS Explorer does not have the
functionality to create files with new geographic information,
but is designed to process aready created ones.

GeoFusionss GeoPlayer [8] isdesigned to process and visudize
patid images of both Eath and Mars. Provides a toolkit and
database for both geospetid data processng and virtud waks. It
doesnot dlow an easy toolkit to create new geospatia data.

Looking at the capabilities of these three geo-browsers,
we decided to use Google Earth to create a file with basic
information about the treatment centers. Using Google Earth,
files with geospatia information in KML format are created.
KML (Keyhole Markup Language) is designed to describe
geospatia information in XML notation. It was developed for
use with Google Earth, but more and more GISs support and
handleit. A standard KML file can contain [9]:

o Placemarks

e Descriptive HTMLin Placemarks

e Ground Overlays

e Paths

e Polygons

In newer versions of KML files can also be described as:
o Stylesfor Geometry

o Stylesfor Highlighted Icons

e Screen Overlays

e Network Lin

The SHP file format [10] alows storing geometric location
information and additiona attributes. The geometry of geographic
objects can be represented as points, lines, or polygons. They can
contain dBA SE tablesto store additiond attributes.

For the purposes of our development, a KML file was created
using Google Earth for each medicd center from Pleven region.
Point type geometry in blue color is selected for the visuaization.
Google Earth created files in KML format are converted to SHP
format using Python functions in the Jupiter environment. After
which they are merged into a common SHP file with point
geometry. The resulting SHP file has the following more
important fields. Name — for the name of the medicd facility,
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popup info — the full name to be displayed when specifying the
point, geometry —the spatial coordinates of the point.

The obtained shape file, contains the necessary source
spatial data, including the spatial geographic coordinates of
the settlements in the administrative district of Pleven.

I11. CLUSTERING MODEL

The established model for determining the location of new
medical centers consists of the following steps:

—initidly two main layers are introduced, namely a
sketch layer of the territory of the Pleven district and a
point layer containing the location of the settlements in
the district. A function is set to merge the two layers.

Fig.1.

Result layer after execution of merge function

e In the next step, it is necessary to determine which
settlements are located 15, 20 and 25 minutes away by
car, tothe "G Stranski" hospital in the city of Pleven.

— The Create Drive-Time Areastool isused for this purpose.

— Thanks to mathematical calculations and analysis, this
tool creates a polygon that includes all the points that
can be reached in the corresponding fixed time through
the street network and depending on whether the
distance is covered on foot or by vehicle.

— Inthe Analysis menu, different driving areas are created
(Create Drive-Time Areas) by filling in the following
parameters:

— The name of the point layer for the cdculation of the
zones (Point layer) is set - "G Stranski”, for the driving
time (Driving time) successively sdecting 15 min., 20
min. and 25 min. to obtain different zones of remoteness.
For (Travel direction) —Away from Facility is selected

— The new layers appear in the layer list, and the map
displays the polygon that encloses all street-accessible
locations within a 15, 20, and 25-minute drive.

— The resulting polygons are shown in Figures 2, 3 and 4,
respectively.

— Figure 5 represents all calculated areas and merged into
one layer.
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Fig.2. Polygonthat enclosesdl street-accessiblelocationswithin a15 min drive
Fig. 5. All Polygons that encloses all street-accessible locations within a 15,
20 and 25 min drive

e The next step involves determining the best locations
for new medical/diagnostic centers

In this step, through the software, a network analysiswill be
applied, with which it will be established in which settlementsiit
is most appropriate to create such centers, so that teams reach
the magjority of the population of the municipality of Pleven, for
no more than 15 minutes by vehicle.

This will be done through the Choose Best facilities
feature, Qomwrounr Select Analysis (Find Locations),
(Choose best facilities) - Minimize Travel, filling in the
following parameters:

Fig.3. Polygonthat enclosesdl strest-accessiblelocationswithin a20 min. drive M re (Driving Time)

— Travel Direction - Facility to Demand

— Demand Locations layer - Populations for analysis
— Maximum travel range - Constancy - 15 minutes
— Candidate Fecilities Layer - Population_points

— Number of clusters with a potentid match for an
address to choose (Number of candidates to choose) — 6

— Result layer name (Result layer name) — Best locations

IV. EXPERIMENTAL RESULTS
Figure 6 represents the results for 6 cluster centers.

Fg.4. Polygontha enclosesdl sreet-accessiblelocationswithin a25 mindrive

e Inthe next step, a selection is made of the settlements not
faling within 15 minutes from the hospital. In order to
create alayer in which only the settlements for which new
centers will be created will remain, it is necessary to
overlgp the two layers Zone 215 min from GStranski
Hospitd and a point layer of sdttlements. Thisis possible
through the function Overlay layers (Overlay layers).

We enter the following parameters:

— Input |ayer; Populati on _poi nts Fig. 6. Obtained 6 cluster centers with attached settlments (green points)

— Overlay layer: Area 15 minutesfrom G Stranski Hospitdl e Inthefind step, the time to reach from any settlement to
— Overlay method: Erase the new or exiging center can be caculated, o thet the
— Result layer name: Settlements for analysis patient can estimate which location isthe fastest to access.
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For this purpose, the navigation function in the Map Viewer
is applied. (Directions) is sdlected, with the settlement on Dolni
Lukovit selected as the starting point of the journey, and one of
the two nearest new medica centers - Dolni Dabnik and
Orehovitsa, respectively - being sdected as the end point.
Driving time must be selected from the drop-down menu.

The results show that the travel time between to Dolni
Dabnik is 25 min. and to Orehovitsa is 33 min. To
obtaindifferent results, you can experiment with another
scheme with a different number of initially set clusters.

Fig. 8. Obtained road route to the cluster point Orehovitsa
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CONCLUSION

This article presents the cluster method for determining
the location of new hedth centers for a populated Pleven
region in Bulgaria, according to a basic requirement for
access to these centers within a certain driving time interval.
For this purpose, the necessary shape file was created and a
study was conducted for different distances of the settlements.

The proposed method allows conducting different
experiments with changing the parameters in the individual
steps of the algorithm, such as varying the number of clusters,
in order to obtain an optimal distribution for the settlements.
As a continuation of the development, other parameters from
the spatia data such as population density, age distribution,
etc. can beincluded.
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Abstract—Information systems within an organization are
the main control mechanism of the management apparatus. We
look at the implementation of business software in the
telecommunications structure, as a multicomponent system,
through which relevant services representing information
exchange are created and provided. The main criteria for a
successful telecommunications company is the operational
efficiency of management appr oaches, which step on a properly
integrated information system.

Keywords—management, telecommunications,
systems, organization

integrated,

|. INTRODUCTION

The purpose of the present study is to examine the nature of
business software in atelecommunications structure. We assume
that it is a multi-component system that consists of: technologies
and connections, information systems, digital facilities and
others. The main task is the creation of telecommunication
sarvices based on information exchange, which requires
integrated information systems, as supporting the management
process in the organization.Management information
systemsgMIS is a st of technica part (hardware), program
(software), ongoing processes and means of telecommunication
with the ability to process, store and exchange information for
the purposes of the management process. Through them,
optimization of processes, delivery of qudity and secure
services, protection of own assets and others are achieved. The
breakdown or ineffectiveness of any of the control mechanisms
in the organization poses a direct risk to the overall delivery of
sarvices, which will have a negative impact on the customers of
the enterprise.

I1. ANALYSISOF THE MODERN SITUATION IN THE
DEVELOPMENT OF MANAGEMENT INFORMATION SYSTEMS

In the modern market structure, the implementation and
use of management information systems is practicaly
inevitable. Their benefit is expressed in higher efficiency of
processes, optimization of information flows, increase in the
level of management process, security of data transfers and
others. The benefits of the integration of MIS for the activities
faling under regulatory requirements, such as data security,
heath and safety working conditionsenvironmental
protection from industrial processes, are also inevitable.

The concept of MIS has the meaning of systems providing
the information management process and tracking the results
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of the activitiesin the organization, i.e. carriers of information
related to the management process. They provide feedback on
the way the organization is functioning and assist with
control. The main functions of the MIS include the following:

e Generdization of information and data from the
activity in the organization;

e Designing future activities,

e Peforming a control function

organization's assets;

regarding the

e Stock tracking;

o |Information provision of the financial and accounting
process.

Product of the integrated information systems in the
management process of an organization are: monitoring of
financial flows, execution of periodic reports, tracking of
profits and losses, control of expenses in the organization,
generation of financial statements, checks for stock
availability and others. A typica example of information
systems are (Enterprise Resource Planning), which are used to
plan resources in the organization.

I11. NECESSARY PREREQUISITES FOR BUILDING
A MANAGEMENT INFORMATION SYSTEMSIN
A TELECOMMUNICATIONS STRUCTURE

The main reason for implementing an information system
is reporting and assessing the risk of the management
structure of the organization. A basic requirement of the
management of any organization is to build and maintain the
necessary control in each of the activities, which is a
guarantor of the quality of the management processes, subject
to compliance with the regulatory requirements.

Currently, there is no single generally accepted standard
that would be criteria for the construction and implementation
of MIS in a telecommunications organization. We have the
possibility of comparative analysis between different
elements of systems used in the economic sphere. For the
purposes of this study, we will indicate definitions for the
structure of the MIS:

e Monitoring and analysis;

e Control mechanisms;
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e Risk management;
e Information flow and communication.

To the necessary conditions for the implementation and
construction of a MIS model in a telecommunications
structure, we will indicate the following:

e the modd is defined for the management of corporate
gtructures  in  the field of information and
telecommuni cation technologies;

e the modd is developed with a sufficient degree of
parameter development while alowing for a multitude
of specific variations, each unique to each structure.
Parameters - optional and required:

o the model requires calibration through the particular
interpretation, the particular conditions and the type of
product/service;

e the model does not include management of finances
and research and development;

e the modd is entirdly managerial and as a result
provides the management framework, not including
the technical implementation of the relevant
mechanisms.

e For the operation of a properly structured MIS; it is
essential to build and have the correct architecture, it is
the carrier of the logical and model, as a set and
describes the information and aspects. Each functional
area of management in a given organization has a
specific information system to serve the three levels of
management. According to the administrative level of
application, information systems are determined at the
following levels: strategic, tactical, operational. As
they are tied to the following functiona core areas:
sdles and marketing, production, finance and
accounting, human resources, as shown in Fig.1:

STRATEGICAL LEVEL

TACTICAL LEVEL

/TN

SALES AND PRODUCTION giNANCE ACCOUNT-
MARKETING ING

Fig. 1. Typesof information systems

The specified model for managing a telecommunication
structure, based on an integrated internal system, contains a
method for identifying and applying similar controls in
operational activity. Most authors claim that the purpose of
preventive control mechanisms is to prevent the development
of risk into an event, because this will have an adverse impact
on the achievement of management goalsin the organization.
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IV. RiIsk MANAGEMENT THROUGH INFORMATION SYSTEMS

Risk assessment is a process aimed at identifying, treating
and dealing with risks. This requires the implementation of
the appropriate information system to ensure the efficient and
smooth running of the processes in the organization. To
achieve the corporate or other goals in the organization, it is
essential to properly prepare the risk assessment, as a
systematic process for assessing events that pose threats to the
activity. Risk assessment is carried out at the various
management levels. It is a continuous process that requires an
integrated management approach to be able to provide timely
and up-to-date information on each of the possible risks.
Phases of a business cycle for a telecommunications
organization from the point of view of risk assessment:

< | Phase (Strategy Devel opment):
e Mandatory integration of risk in strategic plans,

e Analysis of risk probabilities and ensuring consistency
with the strategy;

o Allocation of economic assets by risky activities;
o Determining performance goals;

|1 Phase (execution of the processes):

e Mandatory integration of risk in strategic plans;

e Determining the probability of risk and ensuring
compatibility with the strategy;

o Efficient allocation of economic assets;

o Determination of performance objectives;

+ 111 Phase (risk assessment):

e Collected data from past processes,

results and

e Preparation of a with

recommendations;

report

A systematic approach is required to define steps to
perform a risk assessment. After a detailed anaysis of the
collected data from the information systems used in the
activity carried out in the organization, the following steps
should be performed:

e Anaysisof processes and assets;

e Determination of criteria and
operational activity;

requirements for

e Determination of risks;
e Assessing the degree of each of therisks;
e Undertake responsesto risks.

The next step in risk management is the preparation of
control mechanisms to stop it. Such mechanisms may be:

¢ Implementing an information security policy;
e Development of procedures for preventive actions;

o Physically restricting access to information or assets,
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In summary, we can note the following conclusions
typica of the management process of a telecommunications
organization, they are respectively:

— Risk assessment needs to be integrated into the
management process to provide timely information on
possible risks/threats and their prevention;

— Risk assessment is a systematic process that is managed
and integrated into the work process all the way from
the strategic planning of the goals to obtaining the final
product of the organization;

— The risk assessment, as an integral part of the whole
process, is activated when atypical circumstances arise
outside the normal line of activity;

V. ANALY SIS OF THE EFFECTIVENESS OF INTRODUCING
A MANAGEMENT INFORMATION SYSTEMSIN
A TELECOMMUNICATIONS STRUCTURE

For the purposes of the present study, it is necessary to
develop a model based on which to objectively evaluate the
effectiveness of the implementation of an information system.
To develop the specified model, we will make severa basic
proposals as follows:

e It is suggested to work with control groups. As for
each possible threat (risk), we will find a separate
control group. We explain that each of the groups has a
certain control mechanism corresponding to the type
of control performed by the group / for anaysis, for
prevention, for threat removal/;

o Weassume that the fina efficiency of the implemented
information system will be an average value between
the sum of efficiencies of the used control groups.

Based on the above, we will use the following calculation
formulas asfollows:

e Ac=0, AEF=Congstl /in the absence of adverse events/;

e Ac#0, Trisk<Tsurch and Tcorrect<Tdef , AEF=Const2
/in case of falure of the preventive control
mechanisms, as the analyzing and correcting ones
have been involved in the specified time/;

e ActO , Trisk>Tsurch and Tcorrect <Tdef
AEF=Const3 /in case the control mechanisms work,
but with the clarification that the preventive
mechanisms did not fit into the reaction time, but only
the corrective ones reacted in time/;

o Ac#0, Tcorrect>Tdef , AEF=Const4 /when only the
corrective  mechanisms worked, but outside the
reaction time/;

Explanation of the symbols used:

AEF — operational efficiency of the methodology;
EF — Task control group;

Ac - Security Incidents;

Tsurch - Defined time to detect the incident;

Tdef - Defined incident removal time;
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Trisk - Time of occurrence of the security incident;

Tcorrect - Real-time
remediation;

*We make a clarification that we take the value of the
used constants as limit values, specifically:

Const1=100% , Const2=75% , Const3=51% , Const4=0%,

We set a threshold of the level of effectiveness of a
management information system of 75%, therefore Constl
and Const2 should not take a value below 75% of
effectiveness, for each of the control groups, this is a
mandatory condition to consider agiven MIS as operationally
effective in terms of risk control.

information security incident

After the terminology mentioned so far and the
formulation of specific risks, we will also consider a variant
of the algorithm for determining the effectiveness of a given
MIS, the gradation is as follows:

1. Determination of types of risksthreats to the

operationa efficiency of the MIS;
2. Detection, analysis and reporting of incidents;

3. Determination of specific requirements regarding the
expected/required reaction of each of the control mechanisms;

4. Development of control groups to report operational
efficiency;

5. Specific vaduation of operationa efficiency / in
percentages/;

6. Correction of the control mechanisms in case of

detected inaccuracies or omissions;

7. Secondary verification of operational efficiency / in the
case of applied corrections in the control mechanismg/.

V1. A STRATEGY OF SYSTEMATIC AND CONTINUOUS
IMPROVEMENT OF A MANAGEMENT INFORMATION SYSTEM
INA TELECOMMUNICATION STRUCTURE

Correct and effective functioning of any information
system in an organization is a direct consequence of active
activity in continuous consideration of variable factors /
internal and external / for the organization, which have a
direct or indirect impact on the activity of a
telecommunications structure. We will dwell in detail on the
algorithm indicated by most authors, which is applicable to
the process of implementing an information system, for the
purposes of management activity in a telecommunications
structure. When breaking down the process, we can
distinguish the following arrangement of stages, typical of the
MIS we are considering, namely:

1."Thorough anaysis' stage - It is typica for a
comprehensive review of the dae of a given
organization/structure determined to be improved through the
implementation of a management system;

2. "Development of the model" stage - What is essential
here is expet deveopment of the information
system/business software, which will optimize the future
implementation process,
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3. "Actua implementation process' stage - Carrying out
the implementation by qualified experts of the information
system in the organization/structure;

4, "Commissioning" stage - After the implementation of
the system comes the moment of a series of activities that will
lead to its successful and complete use;

5. "Certification and documentation" stage - Preparation
of the required documentation regarding the product provided
to the client.

The MIS model is based on organizations whose activity
is in the telecommunications sector, it was created with the
am of minimizing problems that are often present in
telecommuni cation structures.

V1l. CONCLUSION

In the present scientific study, we indicated as the main
goal, the questions related to a full analysis and optimization
of the implemented, integrated information systems in the
telecommunications structure, for the needs of information
provision of the management process. As for defining the
model described by us, we adopted a business system that is
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built on the basis of unifying and standardizing the integration
process in the direction of optimization and high final
efficiency, that is, a customer-oriented product that has clear
logical connections, maximum functionality and is a
guarantee for full management control of resources in the
organization.
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Abstract—Information Technology (IT) is developing
rapidly. Business relies more and more on the advancement of
IT reliability, flexibility, and agility. It is of crucial importance
to have a competitive ability over the competition. Resear ch and
development in blockchain, big data, artificial intelligence,
machine learning, automation, virtualization, containerization,
serverless applications, and many more are prerequisitesfor the
broad possibilities of competitive basis. Business services
combine and manage the synergy between individual
technologies to provide the value they are intended to deliver to
the customers. Once a service becomes in production, then it
must be carefully monitored. The monitoring provides
information on the different components and, of course, how
the service runs. But from another, the collected data could be
used for various analyses and capacity planning. This research
aims to comprehensively review the possibilities for service
modeling and end-to-end service monitoring from an IT
perspective. It examines the existing monitoring solutions,
provides a classification of the different monitoring appr oaches,
and describes the services modeling with the underlying
infrastructure components.

Keywords—business service, application, monitoring, synthetic
probe, agent-based, agentless, configuration management system
(CMS), events correlation, time-based correlation, topology-based
correlation, I TIL, discovery

|. INTRODUCTION

The Services could be grouped into three major
categories. Business Services, Socia Services, and Personal
Services. There are different types of business services. Some
of them are essential to nearly al businesses. Others have
supporting functions. A few examples of business service
types are Software services, Training services, Consultancy
services, technical support services, Project management
services, Security services, Health and Insurance services,
Marketing services, Lega services, Delivery and Logistics
services, Real estate services, Maintenance services, etc.

There are different definitions of the generic term “service’.
According to the set of detailed IT practices - IT Infrastructure
Library (ITIL) [1], aservice is “a means of ddlivering value to
customers by facilitating outcomes customers want to achieve
without the ownership of specific costs and risks*. According to
the newer and updated version of the library [2], services “are
the main way that organizations creste value for themselves and
their customers”.
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From a busness perspective, business services are
compositions of other business services, business applications,
IT infrastructure services, and any combinations. The focus of
thisresearch is on the IT services which are built on and depend
solely on different IT domains. In other words, an IT serviceisa
business service that the IT organization provides to support
business services or IT's operations. According to the service
offerings, the business service must be available to propose
value to the customers. Many factors impact the services design
—world and country regulations and compliance, the company’s
security standards, policies, etc. Some of those requirements
must be laid out in the design phase.

To provide real value to customers, the business
services, which primarily rely on the underlying IT
infrastructure, must be thoroughly monitored, maintained,
and tuned if needed. All services, applications, integrations,
and configurations must be kept in a place the business and
the IT personnel could use as the so-called single source of
infformation. Such places are the configuration and
management systems (CMS). The CMS systems have a
built-in model of component types and relationship types.
Some of the types could have relationships between them.
Those components are called configuration item (Cl) types,
and the connections are called relationship types. Together,
they built the model. Commercia systems have such built-
in models and give flexibility for modifications and
customizations. The information for application and
infrastructure services, components, and their relations
must be stored in such CMS systems. The process of
finding IT components and their relationships from existing
IT infrastructures and keeping them in the CMS system is
called discovery. This process could be fully automated. Of
course, only active IT components can be discovered
automatically. Some elements cannot be discovered:
business service names, application service names, and
their relationships. Different techniques exist for feeding
such information in CMS — for example, a manual, import
from a specific file format, etc. Finally, one of the purposes
of the CMS system is to store the most current and actual
map of the used IT components and their relationships.
Once the business service components are identified, they
can be used for service modelling.

The first and significant step of service monitoring is to
identify and store all participating components and their
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relationships in a central repository —in a CMS system. The
second step is monitoring. The third step is to harness at work
al collected data for the statuses, performance behaviour,
capacity, and resource consumption, to reflect the overall
service's presence and availability. Many other factors aso
impact service delivery —for example, business processes [3].
For monitoring, services will be reviewed as a stand-alone,
built on top of IT infrastructures, applications, and
integrations.

I1. SCOPE AND DEFINITIONS

Authors in [5] review three layers of a service-based
application — the business process management layer, service
composition layer, and service infrastructure layer. Service
management, also known as IT Service Management (ITSM),
is an approach from a process point of view to manage IT
services. Business process management aims to help keep
businesses running their operations smoothly and analyze the
processes for possible improvements. There is a difference
between business process management and service
management. For that reason, the focus will be on the
service's structure and the underlying infrastructure
components. The proposed division of layers is somehow not
descriptive because the infrastructure layer should be part of
the service structure — but not reviewed as a separate layer.
The paper will use the more general term “business service
structure” instead of “service composition”.

Authors in [6] describe the monitor as a separate physical
system that observes the target process without influencing it.
They aso state that the monitor and target process share the
same hardware and software. Years ago, this might have been
the only possible way to observe. Nowadays, different
techniques exist, like agentless monitoring (remote checks
and monitoring), execution of measuring the end-user
behavior (synthetic probes - aso remote), etc.

A way to present an infrastructure-monitoring architecture
is shown in [7]. The authors state that the infrastructure must
be monitored at the hardware, service, and application levels.
They do not give any explanation of what service means in
their research. Their approach does not consider the software
layer and does not reflect any dependencies from other
systems (integrations).

There is another review of monitoring tools in [4]
concerning monitoring runtime software faults, suitable for
developers.

I11. SERVICE MODELING

A. Configuration Management Systems

Some commercial products like Universal Configuration
and Management DataBase — UCMDB (proprietary of
MicroFocus, formerly Hewlett-Packard/HPE), Configuration
and Management DataBase — CMDB (part of the cloud-based
ServiceNow service and operations management platform)
realizes the CM S concept.

Every configuration item has its definition type in the
CMS system — out-of-the-box attributes and relationships.
Every relationship type has a definition type and attributes.
Each data model has pre-defined relationships; from their
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turn, they have directions. So, we talk about relationship
types. One of the essentia relationship types is the so-
called “composition relationship”. It defines a strong
parent-child relationship. For example, a physical computer
must have a network interface card (NIC). In the data
model, those configuration items — the physical computer
and the NIC are linked with the composition relationship
type. In other words — the NIC cannot exists on its own — if
the physical server is deleted (removed), then the NIC card
will also be automatically deleted from the system. Another
relationship type is the so-called “containment
relationship”, which links two or more configuration items
but can exist independently. An example of such a
relationship is one host (could be physical or virtual)
connected to a shared network file system (NFS) — it is said
that the “host is linked to a shared network file system with
containment relationship”. The types of relationships are
important because they define the impact of any related to
each other configuration items to the overall service. The
relationships have directions. Suppose one of the linked
items gets any status change event or performance
degradation metric. In that case, it will change its status,
which could be propagated to the upper level in the service
definition (in general, to its parent configuration item). If,
as part of monitoring, the server’'s CPU utilization
generates a performance degradation event for one or all of
its CPUs, then the server will change its status. This change
will not affect any underneath Cls— like NIC cards, internal
disk, memory, etc.

B. Components Discovery

Both described in the previous section products are
surrounded by powerful mechanisms for infrastructure and
applications discoveries.

Initially, they include information for the most common
infrastructure and software components and applications and
provide additional functionalities for building a set of steps
and rules for the discovery of new elements. Also, the existing
models can be extended and supplemented — in terms of new
or updated current attributes, building new relationships
between the configuration items, removing existing ones,
building new types of configuration items, etc.

In generdl, the discovery processisfilling information into
a CMS system. The discovery could happen in different ways
— automatically, based on integrations with third-party
products, and manualy. By definition, every configuration
item type must have a rule or set of rules which identify its
instances uniquely. Based on these rules, a newly discovered
component is compared to the existing Cls, it is either being
merged, or anew Cl is being created.

There are different techniques for component discovery.
For example, network devices are usually discovered via
SNMP protocol, while Windows servers — are via WMI
protocol, etc.

C. Service Modelling (Mapping)

Any service could have two layers — the business and the
software and infrastructure. Fig. 1 is presented this very high-
level overview.




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

‘ Business Layer ‘

usage

!

Software and
Infrastructure Layer

Fig. 1. Business Service— A high-level overview

Thefollowing figure, Fig.2, presents the conceptual modd —a
more detailed layered model. Follows a description of the layers:

e Business Enablement layer - models the business
functions, services, processes, and activities. A
business service can represent either a business or an
I T-provided service. A business serviceis a service that
a company provides to another business (business to
business - B2B), or that one organization provides to
another (e.g., payment processing). An IT service is a
business service the IT organization provides to
support business services or I'T operations.

e Application and Services - an application is a set of
components supporting a business activity, seen as a
whole and known by a specific name. (network
services, database services, naming services, desktop
services, and Windows administration services).

o Software - Individua ingtdlations of software elements.
These are physical components (executables) that can be
deployed, or are deployed, on alogical system.

e Infrastructure - used to model both logica
(virtualization and clustering) and physical (storage
devices, network devices, and servers) systems.

o Facilities- Location, site, building, room, rack, etc.

Business Enablement

depends on

Applications and Services

depends on

v

Software

Installed on
Runs on

,

‘ Infrastructure

Located at

‘ Facilities

Fig. 2. Business Service— A conceptual model
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Thefirst two layers, Business Enablement and Application
Services, could be represented in a bit more detailed manner
to achieve a better understanding of the structure. The
diagram is presented in Fig.3. The Infrastructure Element is
moved out from the Business Layer. It will be described later
on in the paper.

Of course, the last layer could also be represented in detail
to show the components and their relationships. The details
arepresented in Fig. 4.

In Fig. 4, there are two types of nodes — the physical and
the virtual nodes. Virtual nodes have components like OS, file
systems, NIC cards, etc. Although they are positioned dlightly
above the physical nodes, they have similar elements with
relationships. It is not shown in the figures with the idea not
to make the diagrams very complicated. For that reason, when
presenting a Physical Node in Fig. 5, the | eft side of the graph
iswritten: “Node” (applicableto all Clsof type Node).

-

Business P, -
Layer -

F ont
Business Element | el
-~ =

i Infrastrecture Element 1

Fig. 3. Business Layer Structure — components with relationships
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L J
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Fig. 4. Software and Infrastructure Layer — components with relationships

The presented in Fig. 3, Fig. 4, Fig. 5 and Fig. 6 illustrate
an overal structure of a service. This model could be called
Service Generic Model (SGM). Not all of the components are
needed for al services. Also, for some services, new Cls and
relationships might be required.
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D. Monitoring Concepts

The monitoring tools could be divided into two main
categories:

e Commercial — the tools from this category have the
full support and management of owning the company.
For example, customers could benefit from resolving
issues and problems when new patches and versions
are released. Also, the planned enhancements could be
part of new releases, etc.

e Open Source — the forums are the main point of
contact where customers can find any help. There
might be significant communities behind open-source
products and solutions. Fixing issues and problems is
dependent on the free will of the community. But on
the other hand, these tools are free of charge. Every
company could have its employees educated and
trained well in these products. So, they could provide a
certain level of administration and support.

Depending on how discovery and monitoring work, the
tools could be divided into two types:

e Agent-based — there are a lot of pros and cons for
agent-based systems. One significant advantage is that
monitoring a system with an agent keeps all collected
metrics localy. So, in case of network connectivity
issues with the management server, everything could
be transferred once the connectivity appears. The
biggest cons are that the agents as software
components utilize some node's resources — like
memory and CPU.

e Agentless — everything is concentrated in a centra
server. There are no installed agents on the nodes. In
case of network connectivity issues — the monitoring
data is lost. A central server must have complete
information for every monitored node — credentials,
used protocol and port, details on what and how to run,
etc. If the central monitoring server is compromised,
this could severely impact the monitored systems.

Usually, the production systems are used combinations of
both types.

The monitoring systems could be divided into a few other
categories:

e Active monitoring — includes techniques such as
polling, synthetic probing (checks and measures
response times from end-user perspective)

e Passive monitoring — this is reactive monitoring — the
monitoring system relies on receiving traps, for
example — for any status changes in the monitored
components. Although the UDP protocol is not so
reliable, the SNMP protocol uses it, so the generated
by the network devicestrapsrely onit.

E. Comparison of the existing monitoring solutions

In Table | is presented a comparison between thirteen of
the most famous monitoring tools in the market. A
characteristic for the comparison is the type of license
(commercial and open source), agent-based and agentless.
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Fig. 6. The Physical Node (part 2) — components with relationships

F. Fine-tuning of the data flow

Every monitoring system has two significant information
flows — the flow of the data (Cls with their relationships) and
the flow of events and metrics. For some complicated issues
and problems, different events might be generated — from
various sources, for example. Having all such events could be
very difficult to process and administer. There are situations
where such events could be combined and, if needed, some be
suppressed. The events correlation techniques could help
reduce the number of events (either on the managed nodes or
the management server).

Two very commonly used event correlation techniques are
topology-based and time-based. In the topol ogy-based events
correlation, the received events are combined based on a
rule(s) depending on the underneath Cls topology. In the
time-based events correlation techniques, event suppression
happens at intervals. For example, the time is considered if a
particular event is triggered. If another such event appears
between the defined period, then an event will be generated
and placed into the management server. Otherwise, if a new
event is not generated during the measured time interval, the
first event isignored.
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TABLEI. MONITORING TOOLS MAIN CHARACTERISTICS
# Tool Company License Abg:;é Agentless
1 |Dynatrace Dynatrace Inc.  |Commercia yes
2 HPE Operations  |MicroFocus Commercia yes
Manager (OMi)
3 |SiteScope MicroFocus Commercia yes
4 Hyperic HQ Hyperic Open Source yes
(GPLV.2)
5 IBM Tivoli IBM Commercia yes yes
Monitoring
ManageEngine Zoho Free/Paid yes yes
6 |OpManager Corporation
Private Limited
7 Nagios Core Nagios Open Source yes yes
Enterprises LLC |(GPLv.2)
8 SolarWinds SolarWinds Commercia yes yes
Corporation
9 |WhatsUp Gold Ipswitch Inc. Commercia yes yes
10 Zabbhix Zabhix LLC Open Source yes yes
(GPLV.2)
11{SCOM Microsoft Commercia yes yes
12|ServiceNow ServiceNow Commercia yes
13 Zenoss Zenoss Inc Commercia (as| yes yes
of 17.03.2022)

These tools are very different from another perspective —
they are initially designed to monitor a specific IT domain —
for example, network and infrastructure (Nagios), application
monitoring (Hyperic), etc.

V. CONCLUSION
In this research, the monitoring concepts are reviewed.

V. FUTURE WORK

The presented work could be extended by adding Key
Performance Indicators (KPIs) to the SGM model. Also, the
model could be developed by adding some mode relationships
showing, for example, the types of relationships — in terms of
“one-to-one’, “one-to-many,” and “many-to-many”. The
model could be extended by adding some cycle relationships.
For example, it is possible one business service to use another
business service or one infrastructure service to use another
infrastructure service or services, etc.
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Abstract—This paper proposes an efficiency improvement
algorithm for a blockchain network that contains specific values
in its header part. One of those values is the Merkle-root hash,
which represents cryptographically the included in the block
body transactions. In the bitcoin network, the computation of
thisvaluerelies on the double SHA-256 hash function (the SHA-
256 function takes, as input, the result of the same SHA-256
function previously computed from a transaction or an
intermediate value). The entire binary tree formed by the
transactions included in the given block bears the name of its
inventor - Ralph Merkel. Therefore, the root of that tree is
called Merkle-root. This research proposes a way to speed up
the time of Merkle-root hash value computation by dividing the
Merkle tree into Sets. The overall results are based on
previously measured times for hash calculations within three
cloud infrastructures (Amazon AWS, Microsoft Azure, and
Google GCP). The idea is to use various hash algorithms,
spread in different Sets, and apply multiple Sets for the root
computation. One of the essential attributesin each block isthe
Merkle-root hash, which must undoubtedly represent the
included transactions. The proposed solution presents
improvements in two areas - security by using a few hash
functions (instead of one) and the overall time for Merkle-root
hash value computation.

Keywords—blockchain, Merkle-root, Merkle-tree, cloud
vendors, aws, azure, gcp, block header, hash, SHA2 family, SHA3
family

|. INTRODUCTION

Blockchain is a type of distributed database. The proposal
behind it appears back in the 80s [3]. The idea of immutable
information blocks linked to each other with hash valuesin a
chain appeared in 1979 in Ralph Merkle's Ph.D. thesis[4]. He
explains how the information can be linked in a tree structure
— currently known as “Merkl€'s hash tree” (Merkle-tree). A
tree structure allows a more efficient way of chaining
information together than alinear structure.

Blockchain is a chain of interconnected blocks. There are
two types of blocks — one specific block that sets the
beginning of the chain (the so-called main block) and al
remaining participating blocks, which are prepared and linked
to each other the same way. A hash value is computed from a
block header and is stored in the next block. Every block
consists of two parts — the header and the body. The block
header contains some attributes, one of which is the
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caculated hash value from the previous block. Another
atribute is the computed hash value from all participating
transactions (stored in the block body). Usually, the number
of transactionsis different in every block.

The term “transaction” is generally precise for bitcoin,
other cryptocurrencies, financia networks, etc. In genera, it
should be understood as a “transaction or any other type of
data” [5] because blockchain, except in the financial sector,
can be used in many other areas. The included in given block
transactions participate in the creation of a hash-value, called
Merkle-root, from a binary tree (Merkletreg). In his
publication [6], Raph Merkle suggests using such infinite
trees of one-time signatures. He randomly chooses binary
tries to illustrate his idea, assuming that there will be used k-
ary trees in reality. Merkle-root hash value is a fundamental
attribute in the blockchain blocks [4], [6], [11], [12].

In the bitcoin network, the computation of the Merkle-root
hash value is based on the double SHA-256 hash function. All
the calculations bottom-up from the leaves to the tree root are
being processed with this only function.

The presented research is a logical and natural extension
and improvement of two previous author studies [1] and [2]
around the security improvements in blockchains. In [1], the
author suggests dividing the hashes calculationsin the Merkle
tree into four Sets and using four hash functions — SHA-256,
SHA-512, SHA3-256, and SHA3-512. This paper reviews
one hash functions distribution in the four Sets. Set 1 (with
SHA-256) — this is the Set with the most computations (from
all the leaves), Set 2 (with SHA3-256), Set 3 (with SHA-512),
and Set 4 (with SHA3-512). In [2], the author is till using the
same four hash functions, but reviewing three different
distributions (options) of the hash functionsin Sets:

Combination 1 (Set 1 — SHA-256; Set 2 — SHA3-256; Set
3 — SHA-512; Set 4 — SHA3-512) — four different hash
functions

Combination 2 (Set 1 — SHA3-256; Set 2 — SHA-256; Set
3 — SHA3-512; Set 4 — SHA-512) — four different hash
functions

Combination 3 (Set 1 — SHA3-256; Set 2 — SHA-256; Set
3 — SHAS3-256; Set 4 — SHA-256) — two different hash
functions
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The Sets are numbered from the leaves to the root — the
lower, the number — further down in the tree.

The author of this research takes the bitcoin's hashes
computation with the “double SHA-256" function as a
baseline. The focus of the exploration is around the hash
function and the way of Merkle-root hash value computation
from the binary tree. From one side, different hash functions
will be considered as possible usage. And from another, the
processes of calculation of Merkle-root will be investigated.
Together with the already mentioned four hash agorithms,
another twelve hash agorithms are included in the research.
Also, there are reviewed (in addition to the four Sets) three
other grouping options for Merkleroot hash value
computation — dividing Merkle-tree into two Sets, dividing it
into eight Sets, and finally — dividing it into sixteen Sets.

The following sections follows: section 2 - Standard Hash
Algorithms describes very briefly the used hash agorithms
and gives basic parameters, and those functions are used in
the experimenta environment — for average vaues
computation and for the computation times comparison with
the double SHA-256 function; section 3 - Proposed Idea
describes the grouping, the hash algorithms distribution into
Sets, and the computation of all needed hash calculations in
the different Sets, and in total; section 4 - Experimenta
Environment lists the used for the tests virtual machines, the
used programming language and the way average values are
generated; in section 5 — Results, are given the results per
cloud infrastructure vendors, a comparison between them, and
aso — the overal results for the proposed Sets, finaly is
present a comparison with the double SHA-256 function to
demonstrate the suggested computation improvement (the
speedup); follows section 6 - Conclusion, in which the results
are compared to some statistics from ECB and from Statista;
follows sections Future work, Acknowledgement and
References.

Il. STANDARD HASH ALGORITHMS

For the computation of two attributes in the blockchain
block’s header containing hash values are used two hash
functions — one for the computation of the hash value from
the previous block (it is the same for al blocks in the chain),
and the second one — for the computation of Merkle-root hash
value:

e hash function HBH() for computation of hash value
from ablock header

e hash function HT() for computation of hash value
from transaction TXN

The two hash functions may be the same, but they may
aso be different. In the bitcoin network, these two functions
are the same. A cryptographic agorithm SHA-256, applied
twice, is known as “double SHA-256". The functions are
presented in (1) and in (2).

Hen(Block) = SHA256(SAH256(Block)) 1)
Hr(Txn) — SHA256(SHA(256(Txn)) @)

The hash function H(Tyy) must be used for al layers

from the first one up to the root of the binary tree to compute
the Merkle-root hash value for a specific block.

Table 1 contains sixteen hash agorithms, together with their
digest sizes. These hash functions are used in the different Sets
for Merkle-root hash computation in this research.

TABLEI. HASHALGORITHMSWITH DIGEST SIZES
. Digest Size, Digest Size,
# Hash Algorithm [bits] [bytes]
1 |SHA-256 256 32
2 |SHA-512 512 64
3 |SHA-224 224 28
4 [SHA-384 238 48
5 |SHA-512/224 224 28
6 |SHA-512/256 256 32
7 |SHA3-256 256 32
8 |SHA3-512 512 64
9 |SHA3-224 224 28
10 [SHA3-384 238 48
11 |[SHAKE128 512 64
12 |SHAKE256 512 64
13 |BLAKEZ2s-224 224 28
14 |BLAKE2s-256 256 32
15 |BLAKE2b-384 384 48
16 |BLAKE2b-512 512 64
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The two hash agorithms SHAKE128 and SHAKE256 are
used with generated output of 64 bytes.

A. Optimizing the Merkle tree computation

Thereis apossibility of splitting a Merkle tree into Setsin
a direction from the leaves to the root. This would serve as a
modified algorithm for faster (and more secure) computation
of the Merkel-root hash value. The transactions that are
contained within the block are added into a binary tree, i.e.
the Merkel tree. It is a binary tree whose leaves are the
transactions, and the levels above them up to the top represent
the hash values of participating from the previous level. Two
transactions or two hash values from the lower layer generate
one new hash value.

Theideafor security improvement is based on using afew
different hash algorithms instead of just one (for example, in
the bitcoin network, only a double SHA-256 hash is used).
The previous two research papers used only four hash
algorithms, and those are SHA-256, SHA3-256, SHA-512,
and SHA3-512. These functions can be combined in different
ways in Sets. One such possible grouping is the following: at
the lowest possible level, where are calculated the hashes
from participating transactions can be used SHA-256
algorithm, in the next level — SHA3-256 algorithm, in the
third level — SHA-512 and then at level four — al hash
calculations can be done with SHA3-512 agorithm. If the
fastest time for Merkle-root hash is considered, then the
optimal way of grouping is the following:

Set 4 —to be used ahash function dower than theonein Set 3
Set 3-—to be used ahash function dower than theonein Set 2
Set 2 —to be used ahash function dower than theonein Set 1

Set 1 — this is the level with the most hash computations
(from all the participating transactions) — to be used the
fastest possible hash function
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This review is focused on the review of the existing
techniques for Merkle tree computation with two Sets, eight
Sets, and sixteen Sets. The computation time is increased for
one transaction. Stll, in certain types of blockchain
implementations, the number of transactions per block is
enormous, as example: the bitcoin network - block is formed
every 10 minutes. The indexed SHA names (SHAL, SHA2,
..., SHA16) show the usage of hash functions, which can vary
or may even be dike.

B. Hash function usage

Table | lists the sixteen hash functions which have found
their place within this review. The hash functions go into four
selection groups for hashes selection in the Sets. The SHA3
functionsin Selection #1, SHA2 functions in Selection #2, the
BLAKE functions in another selection group - Selection #4,
and the remaining four hash functions in the last selection
group — Selection #3. This selection grouping is only needed
as a starting point to ease the hashes selections:

Sdlection #1 (SHA3-224, SHA3-256, SHA3-384, SHA3-512)
Selection #2 (SHA-224, SHA-256, SHA-384, SHA-512)

Sdlection #3 (SHAKE-128, SHAKE-256, SHA512-224,
SHA512-256)

Selection #4 (BALKE2s-224, BLAKE2s-256, BLAKE2b-
384, BLAKE2b-512)

There were defined 4 combinations, based on these
selections of hash-functions, by the following criteria:

Combination 0 - Standard double SHA-256 — for each of
the three infrastructure providers is used the double SHA-256
function in all Sets

Combination 1 - The slowest hash function from each
selection:

For the 2 Sets there are considered Selection #4 and
Selection #1;

For the 8 Sets- the dowest hash function from each
selection —thisis repeated from the bottom to the top —twice

For the 16 Sets the dowest hash dgorithm from each
section —thisis repested from the bottom to the top — four times

Combination 2 - The fastest hash functions from each
selection:

For the 2 Sets- there are considered Selection #4 and
Selection #1;

For the 8 Sets- the fastest two hash functions from each
sdlection — the fastest two hash functions from sdlection #4 are
used for the leaves and for the next level; the fastest two hash
functions from selection #3 for level three and four and so on.

For the 16 Sets- the fastest hash function from each sdection—
thisis repeated from the bottom to the top — four times

Combination 3 - The fastest hash function (bottom-up) for
every Cloud Provider, regardless of the selections

For two Sets, the selection of hash functions, according to
the above explanation, is present in Table || (Combination 1):

TABLEII. Two SETS, COMBINATION 1
Set # Amazon Micr osoft Google
Set 2 SHA-512 SHA-512 SHA-512
Setl BLAKE2b-384 BLAKE2b-512 BLAKE2b-512

For two Sets, the selection of hash functions, according to
the above explanation, is present in Table |11 (Combination 2):

TABLEIIl. Two SETS, COMBINATION 2

Set # Amazon Micr osoft Google
Set 2 SHA3-224 SHA3-256 SHA3-224
Set 1 BLAKE2s-256 BLAKE2s-224 BLAKE2s-224

For four Sets, the sdection of hash functions, according to
the above explanation, is present in Table IV (Combination 1):

TABLEIV. FOUR SETS, COMBINATION 1

Set # Amazon Micr osoft Google

Set 4 SHA3-512 SHA-512 SHA-512
Set 3 SHA-512 SHA3-512 SHA3-512
Set 2 SHAKE-256 SHAKE-128 SHAKE-128
Set 1 BLAKE2b-384 BLAKE2b-512 BLAKE2b-512

For four Sets, the selection of hash functions, according to
the above explanation, is present in Table V (Combination 2):

TABLEV. FOUR SETS, COMBINATION 2

Set # Amazon Microsoft Google
Set 4 SHA3-224 SHA3-256 SHA3-224
Set 3 SHA-384 SHA-224 SHA-224
Set 2 SHAKE-256 SHAS512-256 SHAS512-256
Set 1l BLAKE2s-256 BLAKE2s-224 BLAKE2s-224

For eight Sets, the sdlection of hash functions, according to
the above explanation, is present in Table VI (Combination 1):

TABLEVI. EIGHT SETS, COMBINATION 1
Set # Amazon Micr osoft Google
Set 8 SHA-512 SHA-512 SHA-512
Set 7 SHA3-512 SHA3-512 SHA3-512
Set 6 SHAKE-256 SHAKE-128 SHAKE-128
Set 5 BLAKE2b-384 BLAKE2b-512 BLAKE2b-512
Set4 SHA-512 SHA-512 SHA-512
Set 3 SHA3-512 SHA3-512 SHA3-512
Set 2 SHAKE-256 SHAKE-128 SHAKE-128
Setl BLAKE2b-384 BLAKE2b-512 BLAKE2b-512

For eight Sets, the sdlection of hash functions, according to
the above explanation, is present in Table VII (Combination 2):

TABLEVII. EIGHT SETS, COMBINATION 2
Set # Amazon Microsoft Google
Set 8 SHA3-224 SHA3-224 SHA3-256
Set 7 SHA3-384 SHA3-256 SHA3-224
Set 6 SHA-224 SHA-256 SHA-384
Set 5 SHA-384 SHA-224 SHA-224
Set4 SHA512-224 SHAS512-224 SHAS512-224
Set 3 SHA512-256 SHA512-256 SHAS512-256
Set 2 BLAKE2s-224 BLAKE2s-256 BLAKE2s-256
Setl BLAKE2s-256 BLAKE2s-224 BLAKE2s-224
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For eight Sets, the selection of hash functions, according to the
above explanation, ispresent in Table V11 (Combination 3):




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

For sixteen Sets, the selection of hash functions, according to

the above explanation, is present in Table X1 (Combination 3):

TABLEVIII. EIGHT SETS, COMBINATION 3
Set # Amazon Microsoft Google
Set 8 SHA-224 SHA-256 SHA3-384
Set 7 SHA-384 SHA-224 SHA-224
Set 6 SHA512-224 SHA512-224 SHAB512-224
Set5 SHA512-256 SHA512-256 SHA512-256
Set4 BLAKE2b-384 BLAKE2b-512 BLAKE2b-512
Set 3 BLAKE2b-512 BLAKE2b-384 BLAKE2b-384
Set 2 BLAKEZ2s-224 BLAKE2s-256 BLAKE2s-256
Setl BLAKE2s-256 BLAKE2s-224 BLAKE2s-224

For sixteen Sets, the sdlection of hash functions, according to
the above explangtion, ispresent in Table IX (Combination 1):

TABLEXI. SIXTEEN SETS, COMBINATION 3
Set # Amazon Microsoft Google
Set 16 SHA3-512 SHA3-512 SHA3-512
Set 15 SHA-512 SHA-512 SHA-512
Set 14 SHAKE-256 SHAKE-128 SHAKE-128
Set 13 SHAKE-128 SHAKE-256 SHAKE-256
Set 12 SHA3-256 SHA3-384 SHA3-384
Set 11 SHA3-384 SHA3-224 SHA3-256
Set 10 SHA3-224 SHA3-256 SHA3-224
Set9 SHA-256 SHA-384 SHA-256
Set 8 SHA-224 SHA-256 SHA-384
Set 7 SHA-384 SHA-224 SHA-224
Set 6 SHA512-224 SHA512-224 SHA512-224
Set5 SHA512-256 SHA512-256 SHA512-256
Set4 BLAKE2b-384 BLAKE2b-512 BLAKE2b-512
Set3 BLAKE2b-512 BLAKE2b-384 BLAKE2b-384
Set 2 BLAKE2s-224 BLAKE2s-256 BLAKE2s-256
Setl BLAKE2s-256 BLAKE2s-224 BLAKEZ2s-224

TABLEIX. SIXTEEN SETS, COMBINATION 1
Set # Amazon Microsoft Google
Set 16 SHA-512 SHA-512 SHA-512
Set 15 SHA3-512 SHA3-512 SHA3-512
Set 14 SHAKE-256 SHAKE-128 SHAKE-128
Set 13 BLAKE2b-384 BLAKE2b-512 BLAKE2b-512
Set 12 SHA-512 SHA-512 SHA-512
Set 11 SHA3-512 SHA3-512 SHA3-512
Set 10 SHAKE-256 SHAKE-128 SHAKE-128
Set 9 BLAKE2b-384 BLAKE2b-512 BLAKE2b-512
Set 8 SHA-512 SHA-512 SHA-512
Set 7 SHA3-512 SHA3-512 SHA3-512
Set 6 SHAKE-256 SHAKE-128 SHAKE-128
Set5 BLAKE2b-384 BLAKE2b-512 BLAKE2b-512
Set 4 SHA-512 SHA-512 SHA-512
Set 3 SHA3-512 SHA3-512 SHA3-512
Set 2 SHAKE-256 SHAKE-128 SHAKE-128
Set 1 BLAKE2b-384 BLAKE2b-512 BLAKE2b-512

For sixteen sets, the selection of hash functions, according to
the above explanation, is present in Table X (Combination 2):

TABLEX. SIXTEEN SETS, COMBINATION 2

Set # Amazon Microsoft Google
Set 16 SHA512-224 SHA3-256 SHA3-224
Set 15 BLAKE2s-256 SHA-224 SHA-224
Set 14 SHA3-224 SHA512-256 SHA512-256
Set 13 SHA-384 BLAKEZ2s-224 BLAKEZ2s-224
Set 12 SHAS512-224 SHA3-256 SHA3-224
Set 11 BLAKE2s-256 SHA-224 SHA-224
Set 10 SHA3-224 SHA512-256 SHAS512-256
Set9 SHA-384 BLAKEZ2s-224 BLAKE2s-224
Set 8 SHAS512-224 SHA3-256 SHA3-224
Set7 BLAKE2s-256 SHA-224 SHA-224
Set 6 SHA3-224 SHAS512-256 SHAS512-256
Set 5 SHA-384 BLAKEZ2s-224 BLAKE2s-224
Set4 SHAS512-224 SHA3-256 SHA3-224
Set 3 BLAKE2s-256 SHA-224 SHA-224
Set 2 SHA3-224 SHAS512-256 SHAS512-256
Setl SHA-384 BLAKE2s-224 BLAKE2s-224
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1. EXPERIMENTAL SETUP

For this review, a dedicated infrastructure, similar to
the described in [13] has been deployed in the
environment of the three biggest cloud providers —
Microsoft Azure, Amazon Web Services (AWS) and
Google Cloud Platform (GCP). It is a feature of every
laaS provider to provide fast access to various types of
hypervisors and guest machines (virtual machines -VMs)
— with different amounts of CPUs, memory, disk, network
throughput, etc. There were used 20 VMs in the AWS
environment, 19 VMs in Azure, and 17 VMs in GCP. The
selection of the different hosts is based on the standard
VM types with general purpose and compute purpose
(according to the vendors' descriptions for each VM). The
number of CPUs varies between 1 and 8. The memory
varies between 1GB and 16GB (for one of the used VM
types, the memory was 64GB).

IV. RESULTS

The average time (from all three cloud infrastructures) for
double SHA-256 hash function computation is 1815.94 ns.
Easily can be calculated the average needed time, having all
those hash function distributions in the different sets. All
measured times for computations are used to generate average
values per cloud infrastructure vendor and, finally, the overall
averagetimes.

Calculations were made for 100K transactions (a binary
tree with 100K leaves) using the overall average times from
the measurements to evaluate the proposed solution. Table
XII contains the average percentage increase/decrease of the
total time for computation of Merkle-root, in comparison to
the classical way (double SHA-256 function for the whole
Merkle-tree):
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agorithms — between two and sixteen.
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TABLEXII. COMPARISON BETWEEN CLASSICAL AND PROPOSED
SOLUTION
Hashes arrangements AVG, %
Two Sets, Combination 1 -6.72
Two Sets, Combination 2 9.81
Four Sets, Combination 1 -6.99
Four Sets, Combination 2 15.65
Eight Sets, Combination 1 -7.81
Eight Sets, Combination 2 25.37
Eight Sets, Combination 3 21.77
Sixteen Sets, Combination 1 -7.81
Sixteen Sets, Combination 2 13.52
Sixteen Sets, Combination 3 27.67

The negative values show that the relevant set with the
selected hash functions is slower than the classical way of
computation. Nevertheless, there are improvements with all
the sets. For two sets (combination 1) gives a 9.81%
computation speed increase. For four sets (combination 2)
provides a 15.65% speed increase. For eight sets
(combination 2) gives 25.37% and combination 3 — 27.77%
increase. The results with sixteen sets are similar — for
combination 2, the speed increase is 13.52%, and for
combination 3, the computation speed increase is 27.67%.

V. CONCLUSION

Areas with intensive records (transactions) generation like
cryptocurrencies, the financial industry, health care, and many
more can benefit from the proposed solution. Authors in [9]
are offering an approach for classifying the potential category
of medical poisoning from patient medical recordsin National
Language Processing (NLP), which can be applied to the data
(tens of millions of records) from the World Health
Organization (WHO). The Health sector is just another niche,
an example, which can benefit from faster block generation,
utilizing the proposed solution with blockchain networks.

According to the payment statistics for 2020 by European
Central Bank (ECB) [7], the number of processed transactions
by retail payment systems is around 46B for the whole 2020
year. Suppose those transactions are currently registered in a
blockchain with the proposed solution. In that case, the mount
of transactions that could be recorded for the same time will
be between 50.51B (two sets, combination 2) and 58.73B
(eight sets, combination 3).

The proposed solution improves the needed time to
compute the Merkel-root hash vaue. It aso enhances the
overall blockchain security because of using different hash
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Abstract—In recent years, thanks to the massive increase in
the number of computer literate people and the realization of
the benefits of open source programs, systems and tools, more
and more being created the are free and in no way inferior to
commercial ones, with huge communities that support and
update them. This allows more and more companies to succeed
in finding solutions to numerous problems in adapting to the
digital world and regarding their competitiveness.

This document shows the way of installing, configuring and
deploy open source softwares which are used in security
pur poses.

Keywords—software, security, testing, cyberattacks, ethical
hacking

|. INTRODUCTION

With the increasing popularity of cybercrime, the need for
better and safer protection against hackers is becoming
greater aswell. The Intrusion Prevention System (IPS) is one
of the best waysto protect your system and infrastructure
against computer attacks.

Il. SURICATA

A. What is Quricata?

Suricata is Intrusion detection system (IDS) and Intrusion
Prevention System (IPS). It was developed by the Open
Information Security Foundation - OISF. Suricatais afree and
open source application that can be installed on Windows,
Mac and Linux operating system. The beta verson was
released in late 2009 and the first standard version in July
2010[1].

The application is not requiring a lot of resources for the
installation and proper in a functioning. It gives you a great
insight into what is happening in your network from a
security perspective. Also, Suricata can use severa cores at
the same time so this gives us the opportunity to process more
data without having to apply a larger number of rules.
Depending on what is our purpose and plan of using this tool
and what KIND OF A server is being used, it depends on how
much CPU and RAM you will need. Usualy you need
between 4-8 RAM and at least 2 cores for a production
environment [2].
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B. Installation and configuration of Suricata

The ingtdlation of Suricata starts like any other
installation of a software with the command below, so already
installed packages in our virtual machine can be updated.

sudo apt update (@D}

With the next command, we add the PPA repository
maintained by the Open Information Security Foundation
(OISF). When it is added, we will get the latest and stable
version of Suricata.

sudo add-apt-repository ppa: oisf/suricata-stable 2
In order to install Suricata, we use the command bel ow.
sudo apt-get update & & sudo apt-get indtall suricata—y  (3)

Once the installation is finished, we can check the status
of the instrument using the next command.

sudo systemctl status suricata 4

After the application is installed, we should make the
basic changes to its configuration. The configuration file
named suricata.yaml is located in the /etc/suricata directory.
This configuration file has many different settings depending
of its purpose of using.

Note that there are several default settings in the
configuration file that you need to change before using
Suricata. It is mandatory to set HOME_NET. There we add
the |P address where the application is located. In our case,
the address is 192.168.20.55/24.

After the basic configuration, the next step isto update the
rules that the tool will use to monitor the traffic. By default,
the Suricata package has a limited ruleset that detects only the
most common Internet  protocols found in the
[etc/suricatal/rules directory.

Suricata has a tool called suricata-update that will help
you download more rulesets from third-party providers. This
command writes new rules in the following directory:
Ivar/lib/suricata/rules.
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In order to list al third-party providers and to list all
sources, use the command below.

sudo suricata-update list-sources (5)

Once you choose ruleset, it can be ingtaled with the
following command. In this case, we will install ruleset
named malsilo/win-malware.

sudo suricata-update enable-source malsilo/win-malware (6)

In order to load the new ruleset, perform again surcata-
update.

Finally, when we're done configuring and installing the
ruleset, we need to validate the changes and make sure
everything is working as expected. The Suricata package has
a built-in validation service that alows us to see any
deviations found in the new configuration. To perform the
validation, we write the following command:

sudo suricata -T -c /etc/suricata/suricata.yaml —v (7)

To check if the configured rules are working as expected
we will do the following test:

curl http://testmynids.org/uid/index.html (8)

And, finally, we can check the monitored traffic at
fast.log.

sudo cat /var/log/suricata/fast.log 9

The result of this command is given below.
root@Ubuntu: ~# sudo cat /var/log/suricata/fast.log

09/06/2022-11:32:20.735532  [**] [1:2013028:7] ET
POLICY curl User-Agent Outbound [**] [Classification:
Attempted  Information Leak] [Priority: 2] {TCP}
192.168.20.55:40186 -> 18.66.192.128:80

09/06/2022-11:32:20.767607 [**] [1:2100498:7] GPL
ATTACK RESPONSE id check returned root [**]
[Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
18.66.192.128:80 -> 192.168.20.55:40186

09/06/2022-12:23:42.608637  [**] [1:2013028:7] ET
POLICY curl User-Agent Outbound [**] [Classification:

Attempted  Information Leak] [Priority: 2] {TCP}
192.168.20.55:47830 -> 172.67.133.228:80
Simulation:

After ingtallation following the officia documentation
steps and that of Proxmox, a simulation -SY N scan for open
ports from the local machine to the remote Proxmox server
was done (Fig. 1):
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Fig. 1. And the successfully detected Suricata scan

Fig. 2. Successfully detected scan by Suricata

Because the internal communication between Caddy and
the WordPress installation is not encrypted, in the investigated
network, Suricata immediately catches this vulnerability, and
provides options to trace the entire flow.
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i
f
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Fig. 3. Information from Suricata about detected vulnerability
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I1l. EVEBOX

A. What is Evebox?

EveBox is a web-based tool which is used to track alerts
and events that are generated in Suricata by the network
security monitoring system [3].

B. Ingtallation and configuration of Evebox

Thisinstrument can easily be installed using the following
set of commands:

sudo apt-get install wget gnupg apt-transport-https ~ (10)
echo "deb http://evebox.org/files/debian stable main" |

sudo tee /etc/apt/sources.list.d/evebox.list (12)
sudo apt update & & sudo apt install evebox —y (12

The command evebox — h shows us more information
about the already installed application, and the options we can
take advantage of when performing our tasks.

Implementation:

After a standard installation per documentation, it can be
additionally added to a KVM machine from Proxmox for
more detailed data. Example events from EveBox (Fig. 4):

Fig. 4. Example events from EveBox
V. GRAFANA

A. What is Grafana ?

Grafana is a data visualization tool that makes data easier
to understand. Various dashboards with many graphic options
are used for this purpose. The tool is open source, which
alows us to easily view selected metrics, run queries and
receive alertswhen alog is created[4].

The diagrams and graphs, generated from the data
sources, are accessible through a web browser. Also, there are
some plugins that allow the application to work in the cloud.
Since Grafana is open source, it helps users to customize
dashboards as much as they want, and no additional coding is
required. With the help of the dashboards, we can track events
that happen in the network which we monitor, as well as track
the origin and flow of data. Panels in dashboards interact with
many data sources that can be tracked and linked to the tool.
The data is visualized in an informative, effective and
representative way. Data visualization, along with data
collection and analysis, help Graphana's users make the
necessary decisions based on the results presented to them in
the GUI [5].
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The dashboards in this tool can be shared and accessed
with members of different teams. All the members can
analyze the data and make changes to the graphs as needed.
The initial settings and configurations of the application are
quite easy and can be done by beginners with the help of the
provided documentation in the Grafana site. The application
can be accessed through the browser at the following address:
http://localhost:3000/. For the first login we need to use
username - admin and password — admin. This credentials are
changed after our first login to the application [6].

B. Installation and configuration of Grafana

For the purpose of installing this instrument, we need to
use following commands:

apt-get -y install wget (13
sudo apt-get install -y adduser libfontconfigl (149
wget https://dl.grafana.comyoss/rel ease/grafana

7.2.1_amd64.deb (15)
sudo dpkg -i grafana_7.2.1_amd64.deb (16)

In order to check status of installed Grafana, we should
use command below.

systemctl status grafana-server 27)

In our case, we can access the application in web browser
on address. http://192.168.20.55:3000/. After the first login,
as previous said, we need to change credentials.

Implementation:

Three datasources have been added - the three databases
from InfluxDB (Fig. 5.):

influx_internal

influx_proxmox

infux_telegrafl_proxmox

Fig. 5. Three databases from InfluxDB

Several plugins for additional functionalities are also
installed (Fig. 6):

Fig. 6. Pluginsfor additional functionality
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After that, dashboards were imported with various ready-
made metrics for any of the technologies that were used, such
as(Fig. 7, 8, 9):

Fig. 9. Dashboards with athird type of prepared metrics

ACKNOWLEDGMENT

Primary funding for the presented work was provided by
the under contract Ne 30-358#3/03.06.2022, research project
“Investigations with penetration testing of applications,
networks, systems and platformsin alaboratory setting”.

REFERENCES
[1] https://suricata.readthedocs.io/en/suricata-6.0.8/what-is-suricata.html,
accessed 7.10.2022.

[2] https://resources.infoseci nstitute.com/topi ¢/suricata-what-is-it-and-how-
can-we-use-it/, accessed 7.10.2022.

[3] https://docs.evebox.org/en/rel ease/, accessed 8.10.2022.

[4] https://www.howtogeek.com/devops/what-is-graf ana-and-when-shoul d-
you-use-it/R , accessed 8.10.2022.

[5] https//grafana.com/docs/graf anall atest/introduction/, accessed 9.10.2022.
[6] https://ww.educba.com/what-is-grafanal, accessed 9.10.2022

Fig. 7. Dashboards with various ready-made metrics

Fig. 8. Dashboards with a second type of prepared metrics

138




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

Classification of Server Network Traffic
for DDoS Attacks Using MapReduce

Samet Diri
Computer Engineering
Kocaeli University
Kocaeli, Turkey
samet.diri @kocaeli.edu.tr

Ayhan Glltekin
Computer Engineering
Kocaeli University
Kocaeli, Turkey
ayhan.gultekin@kocagli.edu.tr

Abstract—With the widespread Internet consumption
leading to more intensive usage of the web, it also brought
continuoudly increasing demand for servers and made them
valuable targets for attackers, who use various methods to
attack said servers. One of the most common methods is
Distributed Denial-of-Service (DDOS) which attempts to flood
online services with fake traffic in an attempt to block the
server from serving. Huge amounts of data need to be processed
to determine if the incoming traffic is made of legitimate
requests or an attack. One of the methods that can be used for
this purpose is Map-Reduce, a method that is useful for the
computation of distributed batch jobs. In this study, traffic
comingto FTP, SFTP, HTTP, HTTPS, and SQL ports has been
collected and classified using MapReduce to deter mine whether
a DDOS attack istaking place. As a result of this study, data of
incoming packet traffic to the server from specific I1Ps have
been obtained and then classified using the MapReduce method.
For the study, incoming traffic of the ports mentioned above
was collected over periods of 30 seconds. According to the
results, the average packet count was 155.975, and the average
packet size was 47500.65 bytes, while the average Mapping time
was 1.17665 milliseconds and the average Reduce time was
0.01055 milliseconds. Future studies will be on feeding the
results of this study to artificial intelligence algorithmsin order
to determine whether the traffic to the server is a DDoS attack
or legitimate traffic.

Keywords—mapreduce, ddos attack,

pipelining

network sniffing,

|. INTRODUCTION

In today’s world the Internet is being used more and more
with each passing day, and the traffic flowing through the
internet has grown proportionaly. Determining and
classifying whether the traffic data is legitimate data or data
resulting from malicious attacks to disrupt services is crucial
to keep the services up and running. The complexity of
network management and the cost of mutual communication
between servers require the classification to be done as
quickly and error-free as possible The confidentiaity,
integrity, and availability model, also known as the AIC triad,
was designed to regulate the policies of information security.
And measures exist when there are threats [1]. The most
important threat is Distributed Denia-of-Service (DDoS)
attacks, which cause host and network resources to be wasted
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and the services using those resources to be disrupted [2].
Numerous studies have shown that DDoS attacks have a
periodic character of their own [3]. Determining whether
traffic is regular traffic or a DDoS attack can be done in the
light of this periodic character information analysis. For that,
one of the important techniques used is the frequency-domain
analysis [4]. On the other hand, more and more DDoS attacks
are being launched each year as the possible target count
increase proportionally with the user count. For example, in
the year 2020 AWS, a cloud service provider, mitigated a 2.3
Tbps DDoS attack [5].

Some of the studies done on detecting DDoS attacks are
shownin Tablel.

TABLEI. A SUMMARY OF RELATED WORK

Research
work
[6], 2012

Model used

Fuzzy
estimators

Details

A method that can operate near-real-time and
detect DD0S attacks on ordinary computers with
an accuracy of more than 80%, using the fuzzy
estimator and the arrival time information
between packets, is proposed. By adding packet-
specific information, protocol information, etc. of
the packets, the estimator can be developed to
alow more sophisticated detections to be
performed. The method is not suitable for parallel
programming.

Using Artificial Neural Networks, a method that
performs DDoS attacksin TCP, UDP, and ICMP
protocols by separating the characteristic patterns
inreal traffic from the pattern in the attack is
proposed. The method can detect DDoS attacks
with 98% accuracy and 96% sensitivity. Aslong
asthere is data flow, the success rate increases as
the ANN continues to learn. However, in the case
of an encrypted packet header, it cannot detect the
atack.

An application has been developed that can detect
DDoS attacks in less than 1 ms on the FPGA. The
method has a detection rate of more than 99%.
Sinceit isimplemented directly on the hardware,
it works faster than software-based attack
detection systems.

A method is proposed that can detect DDoS with
99.55% accuracy and 95.24% sensitivity by
measuring the Mahalanobis distance of the
elements on the dictionary in every T time,
assuming there is no pattern for network traffic or
DDoS using a kernel-based learning algorithm
using the entropy features. The method has

[7], 2016 |Artificial
Neural
Networks

[8], 2017

[9], 2020 |Mahaanobis
distance and
Kernel-based
learning

agorithm
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Research

work Model used

Details

difficultiesin detecting different types of DDoS
attacks and detecting simultaneous high-volume
traffic.

[10], 2021 |Fourier
transform

FFT and entropy-based DDoS detection method
[FEDDM] method, which they developed with the
help of aNeural network trained using Fast
Fourier Transform (FFT) coefficient and entropy,
is proposed. The proposed method can detect with
99.99% accuracy. Since UDP and UDP-Lag
packet headers are similar to each other, itis
difficult to detect attacks in these protocols.

[11], 2022|IQR-based
approach

An 1QR-based approach, which is a statistics-
based method, has been proposed. The method
can detect with up to 95% accuracy by processing
up to 300 packets/second packets.

[12], 2022|Minimum A method is proposed that extracts specia

Redundancy |features using the MRMR feature selection
Maximum agorithm and Bayesian hyperparameter
Relevance optimization support DT classifier and trainsa
(MRMR) machine learning algorithm to classify. It detects

attacks on Software-Defined Vehicular Ad Hoc
Networks (SD-VANETS) in 0.0984 seconds with
99.35% accuracy.

[13], 2023|GRU-BWFA
classifier

A method using the Gated Recurrent Unit Neural
Network based on Bidirectional Weighted Feature
Averaging (GRU-BWFA) classifier is proposed
on the data obtained by selecting the optimal
feature with the Enhanced Salp Swarm
Optimization technique. It can detect attacks with
99.36% accuracy and 99% senditivity. The
training and test processes of the agorithm used
for classification and prediction take along time.

In this study, the MapReduce programming model, as a
part of the preprocessing step, is used to classify network
traffic packet data to prepare it for the analysis to detect any
DDoS attacks. MapReduce is divided into the Map and the
Reduce steps [14], [15]. During the Map step, the data to be
processed is divided and distributed to the worker nodes [16].
During the Reduce step, the data returned from the worker
nodes are consolidated, then the data set is analyzed in detail.

In its origins, the main concern of the MapReduce process
is not throughput but scalability and fault tolerance. The data
set is optimized and the basic operation that needs to be done
on the data is done simultaneously on all sub-nodes, allowing
for great performance achievements[17].

A MapReduce process usualy consists of the example
shown in Fig. 1, explained below.

Map: Mapping is the process of filtering and sorting data
into sequentia groups to make the Reduce process and further
processing easier and more convenient. The full data to be
mapped is loaded, split and the data of interest are copied to
another place. In mapping, each worker runs the same
mapping function on the data to be processed, then the output
data is written to the distributed file system. The master node
coordinates the mapping process, ensures it is done without
any errors, and keeps a copy of the whole data[14]-{18].

1) Reduce: Reducing is the process of summing sequential
data into single results to get a summary. Sequential data is
grouped, and al data values are summed, then copied to
another place. In this step, the workers group the output data
as key-value pairs[14]{18].
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Data Preprocess Classification

Reduce()

Fig. 1. Phases of MapReduce process

To perform the process mentioned above in Fig. 1, the
MapReduce operation was applied to the data set consisting
of Time, Source IP, Destination 1P, Protocol, and Length
information after the splitting process. With the Map function
data has been divided into smaller portions. The divided data
has been sent to the Reduce function after sorting, and the
Reducing process has converted the divided & sorted data
into key-value pairs. Lastly, the output of the Reduce function
consisting of map time, reduce time, packet count, total
packet size, and | P-information statistics was classified.

Il. METHOD

In this study a method was devel oped to detect the source
and the intensity of the traffic on a server. The method works
asisshowninFig. 2.

Reduce the
Mapped o
Packels

Map the
Captured
Packets

! Capture | |
(_Internet fw Packet for |
\ ) 30 seconds l

L 4

- MapReduce

Data Pair

_ .
Present the ‘

Fig. 2. Stepsof method

A packet library called Scapy [19] was used to acquire
data to be used for this study. Scapy is a packet manipulation
library that allows for actionslike listening to filtered network
traffic, creating network traffic, scanning, probing, etc. Nodes
in  computer networks communicate over layered
architectures. The most widely used architecture is the Open
Systems Interconnection (OSI) Model. The OSI Model is a
model used to describe the seven layers, compared to the
much more abstracted TCP/IP (with 4 layers). In this study,
we have looked into the 3rd (Network), 4th (Transport), and
the 7th (Application) layers of the OSl Model, for packet
data, the port number used, and the protocol, respectively.

The MapReduce method is used to classify the raw packet
data collected with the Scapy library. The datais classified by
applying the method. In our study, we also add the map and
reduce the methods' duration for each data snippet to the data.
The overall pseudo-code is shown in Algorithm 1.
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Algorithm 1. Pseudo-code for devel oped method

while True do
start capturing process
capture packets
terminate the capturing process
map the process's output data
reduce the mapping of the output data
write data to the output file
end while

In the proposed method all TCP ports are listened at
regular intervals. While listening, all the packets with the
protocolsHTTR, HTTPS, FTR, and FTPS are captured.

The method is designed in accordance with the pipeline
architecture. A pipeline architecture is a processing
architecture designed with a specific idea in mind: Instead of
having one single monolith process, the monolith process is
broken down into smal and simple pieces, caled
microprocesses (or microfunctions in programming), and the
data in process transfers between them in order, allowing for
data to be sent sequentialy, which in turn eliminates waiting,
and brings speed & efficiency onto the table. How a fast-food
restaurant processes customer orders is a great example of
what a pipelineis[20].

This alows for flexibility in the individual processing of
data without having to go through the full process while
sacrificing nothing from the workflow. The packet-capturing
function runs on another process and is terminated after a
designated delay. Then, the data is processed by the Map and
Reduce functions into the IP - [packetsize, packetcount] pair
format. Map time, Reduce time, packet count, total packet
size, and IP-data pairs are then written to a .csv file to be
analyzed further for DDoS attack detection.

I1l. RESULTS

The application that was developed in the scope of this
study was tested on a computer with the following
specifications: Intel Core i7-10750H CPU @ 2.60GHz, 16
GB of RAM. The method was run for packets with HTTP,
HTTPS, FTR, and FTPs protocols. The test results are shown
inTablell.

TABLEIIl. TESTRESULTS
Protocol HTTP/HTTPS FTP/FTPs
Avg. Packet Count 157.2 154.75
Avg. Packet Sizein 30 sec. 81567.8 13433.5
Avg. Map Time (ms) 0.6949 1.6584
Avg. Reduce Time (ms) 0.0086 0.0125
Total MapReduce Time (ms) 0.7035 1.6709

The test results for the HTTP and the HTTPS protocols
show that the average packet size in 30 seconds is 81567.8
bytes, the average packet count is 157.2 packets, the average
Map time is 0.6949 milliseconds, the average Reduce time is
0.0086 milliseconds and the total MapReduce time is 0.7035
milliseconds.

The test results for the FTP and the FTPs protocols show
that the average packet size in 30 seconds is 13433.5 bytes,
the average packet count is 154.75 packets, the average Map
time is 1.6584 milliseconds, the average Reduce time is
0.0125 milliseconds and the total MapReduce time is 1.6709
milliseconds.
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According to the results of the study, this method was
found to be more performant compared to the existing studies
[11-13] intheliterature.

IV. CONCLUSIONS

Determining whether the intense traffic that the servers
handle is legitimate activity is crucial to ensure users receive
better quality service. One of the primary reasons for service
disruption for servers is DDoS attacks. In this context, the
MapReduce method is used to classify the incoming packet
data into data of density and source IPs, to the port for the
network communication of the application served by the
server to detect whether the network traffic is a DDoS attack
or not. In the application developed for this study, the
HTTP/HTTPS and FTP/FTPs ports were listened to for 30
seconds periodically. The data was MapReduce' d when each
period was over. According to the results; the average packet
size is 47500.65 bytes, the average packet count is 155.975
packets, the average Map time is 1.17665 milliseconds, the
average Reduce time is 0.01055 milliseconds and the average
total MapReduce timeis 1.1872 milliseconds.

As busy network traffic was not able to be gathered in this
study, the listening periods were set to be 30 seconds long
each to have more data to classify. In real-world environments
where the traffic would be more intense, the listening period
intervals would probably be shorter and even down to a few
seconds, or else the attack might not be detected and the
service might be disrupted. Even though, it is believed that
the data intensity would not increase too much and the results
would be similar overall. How the classification process can
be done without increasing the server’s current load means
that the service quality will not be affected, and the system
resources & runtime will be scalable in future studies.

In addition to the positive aspects mentioned above, the
fact that it does not require any additional hardware unlike the
method developed in [8], and is a completely software-based
solution will make the development and application of the
method easier. One of the most important reasons for using
MapReduce in this study is that it is suitable for parallel
programming. Using MapReduce, we were able to overcome
the parallel computation problem seen in [6]. In this way, it
can provide higher performance under higher traffic than
studies[11-13]. However, sinceonly HTTR, HTTPS, FTPR, and
FTPS ports have listened in this study, tests for other
protocols were not performed. For this reason, it is thought
that there may be problems in detecting attacks to other ports
and under simultaneous genuine but high-volume traffic.

The data classified by MapReducing will be used as input
data for our next study which is about developing an artificial
intelligence method to determine whether the incoming traffic
isaDDoS attack or legitimate traffic.

REFERENCES

[1] L. Anda R. Rostecky, and M. Gdlinski, “Identification of malicious
behaviour in content delivery network environment,” in 2022
International Symposium ELMAR, 2022.

[2] J Xu, X. Li, P. Wang, X. Jin, and S. Yao, “Multi-modal noise-robust
DDoS attack detection architecture in large-scale networks based on
tensor SVD,” |EEE Trans. Netw. Sci. Eng., pp. 1-14, 2022.

[3] K. F. Hassan and M. E. Manaa, “Detecting distributed denia of service




Seventh International Scientific Conference

(4

(9]

(6]

(7

(8l

(9

(10]

[11]

(12]

“Telecommunications, Informatics, Energy and Management” TIEM 2022

atacks in internet of things networks using machine learning in fog
computing,” in 2022 5th International Conference on Engineering
Technology and its Applications (IICETA), 2022.

M. A. Saleh and A. Abdul Manaf, “Optima specifications for a
protective framework against HTTP-based DoS and DDoS attacks,” in
2014 International Symposium on Biometrics and Security
Technologies (ISBAST), 2014.

L. Legashev and L. Grishina, “Development of an intrusion detection
system prototype in mobile ad hoc networks based on machine learning
methods,” in 2022 Internationa Russian Automation Conference
(RusAutoCon), 2022.

S. N. Shieeles, V. Katos, A. S. Karakos, and B. K. Papadopoulos, “Real
time DDoS detection using fuzzy estimators,” Comput. Secur., vol. 31,
no. 6, pp. 782—790, 2012.

A. Saied, R. E. Overill, and T. Radzik, “Detection of known and
unknown DDoS attacks using Artificial Neural Networks,”
Neurocomputing, vol. 172, pp. 385-393, 2016.

N. Hoque, H. Kashyap, and D. K. Bhattacharyya, “Real-time DDoS
attack detection using FPGA,” Comput. Commun., vol. 110, pp. 48-58,
2017.

S. Daneshgadeh C,akmakc, 1, T. Kemmerich, T. Ahmed, and N. Baykal,
“Online DDoOS attack detection using Mahalanobis distance and
Kernelbased learning agorithm,” J. Netw. Comput. Appl., vol. 168, no.
102756, p. 102756, 2020.

Z. Liu, C. Hu, and C. Shan, “Riemannian manifold on stream data:
Fourier transform and entropy-based DDoS attacks detection method,”
Comput. Secur., vol. 109, no. 102392, p. 102392, 2021.

R. Swami, M. Dave, and V. Ranga, “IQR-based approach for DDoS
detection and mitigation in SDN,” Def. technol., 2022.

M. Tirkoglu, H. Polat, C. Kogak, and O. Polat, “ Recognition of DDoS
atacks on SD-VANET based on combination of hyperparameter
optimization and feature selection,” Expert Syst. Appl., vol. 203, no.

142

(13]

[14]

(19]

[16]

(17]

(18]

[19]

(20

117500, p. 117500, 2022.

P. Rgjasekaran and V. Magudeeswaran, “Malicious attacks detection
using GRU-BWFA classifier in pervasive computing,” Biomed. Signal
Process. Control, vol. 79, no. 104219, p. 104219, 2023.

S. Fathimabi, E. Jangam, R. B. V. Subramanyam, and Srisaila,
“MRFSGIG: MapReduce based Frequent Subgraph Mining using
Integrated Graph Index,” in 2022 9th International Conference on
Computing for Sustainable Global Development (INDIACom), 2022.

S. M. Seyyedsdehi and M. Khansari, "Virtua Machine Placement
Optimization for Big Data Applications in Cloud Computing,” in IEEE
Access, vol. 10, pp. 96112-96127, 2022, doi:
10.1109/A CCESS.2022.3203057.

J. -J. Chen, H. -Y. Yu, C. -C. Hwuang, C. -J. Sung and Y. -S. Wu, "A
Complexity Aware Scheduler With Dynamic Slot Allocation for Cloud
Video Transcoding,” in IEEE Access, vol. 10, pp. 104226-104241,
2022, doi: 10.1109/ACCESS.2022.3210528.

K. M. Sudar, P. Nagaragj, M. Ganesh, D. A. Yadav, K. M. Kumar, and
V. Muneeswaran, “Analysis of seminary learner campus network
behaviour using machine learning techniques,” in 2022 7th International
Conference on Communication and Electronics Systems (ICCES),
2022.

S. U. M. Rao and Lakshmanan, “Integrated Security Systems using Big
Data,” in 2022 International Conference on Inventive Computation
Technologies (ICICT), 2022.

P. Biondi and the Scapy community, “Scapy,” Scapy. [Onling].
Available: https://scapy.net/. [Accessed: 27-Oct-2022].

D. P. Balasaheb, A. Vikram Kishor, and T. A. Sudhir, “Performance
improvement of parallel programming model based on parameterized
pipelined map reduce approach,” in 2019 |IEEE International
Conference on Electrical, Computer and Communication Technologies
(ICECCT), 2019.




Seventh International Scientific Conference

“Telecommunications, Informatics, Energy and Management” TIEM 2022

Characteristics of Modern Techniques for
Cybersecurity Assurance in Education Infrastructure

Anton Grudov
IT Department
Georgi Benkovski School
Burgas, Bulgaria
anton.grudov@gmail.com

Abstract—This  paper presents an overview of
contemporary techniques used for protecting infrastructure and
data for institutions within Higher Education. We present tools
and techniques for deployment as well as the sets of necessary
measures that need to be taken for protecting the privacy and
data in order to raise cybersecurity awareness in technical
professionals. Components are described for building a threat
detection framework for protection of academic assets to cope
with the protection of personal data and digital assets in the
academic sphere. It is crucial to build proper protection for
digital intellectual property and personal data which are prone
to numerous types of attacks and threats. The components
described can be incorporated in a system allowing rapid
deployment, contains self monitoring and can be applied to
other industries.

Keywords—cybersecurity, intrusion detection, intrusion

prevention, artificial intelligence, education

|. INTRODUCTION

It iswell known that the DevOps methodology is suitable
for ensuring that continuous integration and continuous
deployment are flowing uninterrupted within the software
development life-cycle. This methodology, athough it is
taught in government funded organization, is not widely
adopted for the management of the infrastructure and assets.
Thus, many Bulgarian academic organizations seem to be
dependant on the ‘shadow IT" mode of operation to this day.
Our aim is to show that the threats are extremely common
and protection is necessary. Following the unfortunate attack
reportedly conducted by a hacking group, funded by an
eastern country, which managed to completely disable the
Government service of Bulgarian Post in the beginning of
2022, efficient data protection and restoring strategies as well
as evaluating cybersecurity risks have been growing in
significance.

Smartphones, tablets and smartwatches have become
some of the most used devices in everyone's personal and
professional lives. The mobile apps we install on them help us
become more productive, communicate and share with others,
exercise, learn and have fun. However, it is important to
remember to use them in a safe and responsible way.

In recent years, cybercriminals have directed their skillsto
create and distribute dangerous applications that appear
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trustworthy at first glance. With their help, they can gain
complete control over your device and data [1].

In this study, the issue that is addressed is cybersecurity
incidents within the public sector. The authors [3] describe
that the focus in terms of cybersecurity issues is directed on
building various the incident response. In addition, they also
point out that the aspect of incident prevention is lagging
behind and stress the. Furthermore, the authors argue that
previous research has shown that organizations do not utilize
the knowledge gained from dealing with knowledge from
incidents that already occurred and thus indicate that thereisa
significant flaw in the mechanism for collaboration and
communication used by the security teams and higher
management. According to the authors [2], with proper
preparation of the organization for handling of various types
of cybersecurity incidents, in the more likely event of a
cybersecurity incident, it will be able to recover its systems
quickly while minimizing the impact and instilling confidence
in customers, employees and citizens. Furthermore, it is
known that with the improved preparation of organizations
cybersecurity incidents, it may be possible that prevention can
be implemented. The phase of preparation is critical but easily
overlooked likely because of lack of competent technical
support , business awareness or financial or technical
resources. The authors further provide argument that in order
for an organization to be considered prepared properly in
terms of cybersecurity:

[...] it must be able st any time to perform assessment of
the criticality of its key assets; analyze the thrests that may
occur; also put in place a set of additional controls to ensure
an appropriate level of cyberprotection. Consider the
implications and the multiple facets of the implications for
people, processes, technologies, and sensitive information;
then one organization should be able to update cybersecurity
response capabilities and review security preparedness
posture.

In addition, [3] organizations are cautious about sharing
information during cybersecurity investments because
spending too little can show that the organization is
underprepared for attacks, while spending much budget and
efforts can indicate that the organization is subject to frequent
attacks due to the valuable assets that it holds. In this way,
sharing such type of information could potentially damage the
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organization's image and affect student, employee and
customer confidence in that organization. They also describe
that thanks to the different levels of knowledge, expertise,
experience and vulnerability of organizations, this affects the
degree of prevention of incidentsin the field of cybersecurity.

Regarding the public sector, which includes academic
institutions, cybersecurity vulnerabilities can have a negative
effect on the productivity of al individuals, impact on the
organizations, administration and governance structure.
Threats emerging range from identity theft, financial fraud
and personal abuse, and aso to espionage and terrorist
activity: these may pose a threat to public safety and even
national security. Moreover, today the public sector is
characterized by a certain degree of stability. There are
multiple weaknesses and potential optimizations have been
identified and need to be further explored. Amidst the cyber
threat spectrum we find ourselves in today, it is turning
critical for public sector leaders to be informed about
protection measures, and to implement these measures if they
provide added value. Public sector ingtitutions need to take
into account the acceptable implementation and improvement
of their existing emergency management measures to
establish an acceptable level of security, and senior authorities
are often required to fulfil their responsibility in terms of
handling with cybersecurity with proper internal policies[3].

The author, also argues that in public media and social
networks, computer hackers and cybercriminals are often
portrayed, while plausible facts suggest that information
security incidents are more often caused by the actions of
internal employees.  Furthermore, the implemented
technological solutions may be of great value and have the
required features, but if the culture of the education
organization wouldn’'t embrace information security, in this
case even the most modern and best technology in the
universe won't be able to help. We recognize an additional
need for actionable insights into how academic organizations
can implement the required protection mechanisms
proactively to prevent these incidents from happening. The
study, also highlights the significant value for creating
sustainable socio-technical networks of knowledge sharing,
suggesting that 'soft skills such as organization culture,
company climate, personal goal orientation, etc. influence the
success of the prevention mechanisms in cybersecurity. As
cybersecurity in the public sector in many publication is
regarded as an emerging field, we wish to contribute and
complement the field of cybersecurity with insights on
incident prevention in one significant part of it: namely
education.

The most common attacks that should be: hacking and
espionage; DDoS; Hardware wreckage; viruses;, botnet;
malicious disgruntled users/behaviour detection. There exists
a case where employees at a bank receive an email from their
HR team offering them persona fuel vouchers, the only
requirement to take advantage is to click on a link and sign
up. Two thirds of the employees would follow the link from
their work computers without spending a dight thought to the
possibility that it might be dangerous. And it is just that - a
phishing email sent by the bank's IT department to check
whether staff can tell the difference between attempts to break
into the system. The case isreal and shows how real and close
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cyber threats are to any organization, whether it's a small
company or a large financial ingtitution with thousands of
employees|[2].

Every private or public organization needs protection,
especidly in a time of growing threats and increasingly
prepared cybercriminals. There are researchers and
professionals who are confident they have the answers that
their clients are looking for in cybersecurity, thanks to both
their highly trained team and world-class know-how. At the
heart of the strategy of the company, which in recent years
has reached a market-leading position in IT consulting and
engineering services with over 400 specidists, is zero
tolerance to risk, as well as the use of new technologies

Il. CHARACTERISTICS OF CYBERSECURITY ASSURANCE

The potential organizational problems within the
academic institutions can be categorized as follows:
Insufficient funding, Insufficient training or lack of expertise,
Incidents caused by incompetent or disgruntled individuals,
and External risks.

There are the following types of attacks on education
infrasrtucture: Maware; Human Error; Insider threats; Zero-
day exploits; Misuse of legitimate applications; Fileless/in-
memory attacks.

Our research team lists the following main challenges to
cybersecurity assurance in academic ingtitutions. Time
Commitment; Staff Skills; No internal expetise; Leadership
confirmation; Obstacles in-place (different nature); No Data-
Driven prioritization of activities; Lack of cyber-tools to
effectively perform assesment; Lack of sufficient funding;
Consolidating reports/extract valuable insights;, Lack of
security coverage 24/7; Speed of incident response; Detection
and response capabilities; Cost of in-house implementations;
Zero-visibility into overall memory attacks; Inability to meet
compliance requirements; Lack of visibility over correlation
rules and reports.

The occurring cybersecurity incidents have the following
impact on the organization: Reduced employee productivity;
Disrupted education activities; Disrupted administrative
activities; Increased time to deploy IT resources for triaging
and remediation of issues; Increased time-to-recover damage;
Dissatisfaction of employees/students; Dataloss within the
education ingtitution or theft of intellectua property;
Regulatory fines.

A. Characteristics of techniques for cybersecurity protection
systems used in higher education

The following list of aspects has been identified from
previousdly analyzed attacks on academic endpoints:

e Lossof productivity of individua contributors
e System Downtime

o Lossof IT staff productivity

¢ Reputation and brand damage

o Theft of information or intellectual property

e Increased costs/budget impact
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The damage to the IT infrastructure of the education
institution can potentially be followed by lawsuits or
regulatory actions. There are some techniques on which we
would like to raise awareness, such as. usage of integrated
solutions, like IDS/IPS with built-in endpoint security
components; Backup and Data Protection systems;
Compliance management capability; Physical Security and
Biometric Access Control; Zero-Trust approach. There will be
more details within the next sections of the article [7].

B. Usage of integrated solutions for IDSIPSand EPS

There exist various options for implementation of such
systems, like: Integrated solutions; vendor-provided; open-
source. Some of them hava available built-in Detection
capabilities and alow the IT Staff handle incident response in
an efficient way; alow IT Security operations to be handled
by IT department with limited capabilities for infrastructure
and process management.

The involved activities for the IT personnel are efforts for
triaging and investigation of the incidents including root
cause analysis.

An academic organization can achieve the implementation
of an efficient incident response. For this it would be
necessary to perform isolation of the endpoint from the
network. Sometimes it is necessary to force stop a process or
application that has been identified as threat and quarantine
the executable. The engineers may aso need to rollback
malicious changes and delete threatening apps,files or registry
keys. The affected system or individual user’s accounts need
to be locked and the corresponding credentials or certificates
to be revoked. In many occasions reimaging of the endpoint
or recovery to aworking stateis performed.

In this way, the following solution features are required
for Efficient handling of incidents: Network connections; File
modifications, Registry Changes; Process information; User
information; Memory content and structure; Binary file
analysis; Event correlation; Al-based integration of data from
various cybersecurity tools.

Before the pandemic, most cyber attacks seemed to have a
focus on high-risk industries such as healthcare, finance and
information technology. With the COVID-19 pandemic there
is a shift observed where, almost all companies have switched
to a remote working policy, transitioned to e-commerce and
moved their day-to-day operations online. In earlier times,
security was not considered a priority, especially for smaller
education institutions, and for this reason, many of them were
not prepared to deal with modern online challenges, which
also made them easy targets.

According to our research, the rapid changes have aso
necessitated a shift in thinking, towards the paradigm of
"Zero-Trust strategy”. It puts user identity, access and data
management at its core. It doesn’t only focus on some
technological solution, but a whole new model and approach
that the company says requires focusing on three core
principles: nothing is taken for granted, verification of
everything and limited access.

Under Zero-Trust, education organizations in genera must
be proactive by constantly receiving analytics and automated
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responses for potential attacks. The key requirement here is
for the organization to consistently collect, inspect and
analyze traffic across the entire ecosystem, with maximum
real-time visibility into both the data users are accessing and
the potential for malicious activity.

C. Emerging Role for Cybersecurity Engineersin Education

In the past, the concept of Perimeter Network Security was
widely accepted, i.e. a genera fortress was built. This model
quickly has become obsolete after the advent of COVID-19,
when there were dramatic changes - everyone started working
from home, using personal devices, accessing systems went to
a work from anywhere mode. Academic institutia were not
prepared and had to change their behaviour. So in came the
Zero-Trust strategy, which is actually not new - it's been
around for the last decade and a half , but the idea behind it
now is not to create these security parameters and not to build
walls, but not to take it for granted that if information flow
COMES over a secure connection, it would be considered
secure. Everything has to be vetted, assess what the risks are
associated with it, and based on that information develop a
solution that covers those risks.

1. USINGAI AND BIG DATA
IN CYBERSECURITY FOR EDUCATION

It is technology that allows the Zero-Trust approach to be
so effective. Cybersecurity by design has good synergy with
technologies like Al and Big Data. The ability to analyze huge
amounts of data has alowed us to not be reactive, but to
intercept everything as it happens.

The Education Cybersecurity team itself must constantly
keep up with new, ever-changing technologies. In order to
build such a security system based on Zero Trust, the IT staff
has to get the skills inside to work with the new technologies.
Security is an ongoing process, the involved specialists are
constantly subjected to various training and expanding their
knowledge. Education Cybersecurity organizes academies
every year and covers courses and certification exams for its
employees[4].

Since security is everyone's responsibility, not just the IT
department, which means a very good symbiosis between
administrative, business and I'T competenciesis required.

V. EVALUATION OF CYBERSECURITY SOLUTION
IN EDUCATION INSTITUTIONS

According to our observations, there is significant gap
between the new technologies, subjects that are taught and
actual security implementations in academic ingtitutions. The
user security still uses mainly a username and password. With
Zero-Trust people have to use so-cdled Flexible
Authentication. In  addition, different authentication
mechanisms can be integrated - systems like two-factor
authentication, biometric recognition, etc [5].

There are aready many products on the market, mainly
cloud-based, but aso those for local installation in a data
centre, which can cover the entire identity management
process. In Bulgaria there seem to be very few higher
education institution that are using such systems, and even
fewer have implemented them properly.
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This is why the Education Cybersecurity team stress that
one of the elements of Zero-Trust is the need for the security
system itself to be part of an organization's modernization
strategy from the outset.

V. IMPLEMENTATION OF ZERO-TRUST APPROACH

The Zero-Trust approach puts user identity, access and data
management at the heart of cybersecurity. This strategy
enables secure access to an organization's information and
resources through continuous monitoring and ongoing
analytics. No one inside or outside the corporate network is
automatically granted access - every user must prove their
identity. Even if they have a valid username and password,
access to the system is denied if the device is not validated or
the required level of trust is not achieved. The key requirement
here is for the organization to consistently collect, inspect and
analyze traffic across the entire ecosystem, with maximum
real-time visibility into both the data users are accessing and
the potential for malicious activity.

Education ingtitutions must be proactive by receiving timely
analysis and automated responses to potentia atacks[6].

Key reguirement is to consistently collect, inspect and
analyze traffic across the entire ecosystem, with maximum
real-time visibility into both the data users are accessing and
the potential for malicious activity.

V1. CONCLUSION

The threats to organizations are the same, but the post-
pandemic redity does not alow traditional methods of
protection to be used and businesses are having to adapt to a
new way of working. And with the emergence of new
technologies, for example Facebook as a new social network
years ago, it has become clear that people need to learn to
protect their personal data. New technologies have a number
of advantages, but they also bring a number of security risks.
Accordingly, countries, in this case the EU, have stepped in
and brought in a new regulatory framework to safeguard
personal information. Every new technology does not come
with security aready in place, and the reality shows that many
different threats come to the fore with its integration into
society.

Cloud services are gaining traction not because they are
cheaper or more secure, but because a very large number of
companies cannot manage their IT environments adequately.
And this is where the misconception comes in that if one
thing isin the cloud, it is more secure. It's not, but the cloud is
better because it offers tools that are available and ready to
use without having to buy and go through a long
implementation. For example, every cloud has good event
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collection systems and there is the ability to do very
sophisticated cross-sections on these datasets, to bring in Big
Data, to useAl.

Al has changed a lot the way systems are currently
administered. Previously, a cybersecurity department was
huge in terms of human resources because there were no
technologies and systems to analyze a huge volume of data
and there was no artificial intelligence to recognize different
patterns. Back then, it was all done by hand, every signal had
to be analyzed by a human, and the teams themselves were
large but shallow in terms of knowledge. Now the businessis
realigning to fewer people but extremely well prepared, i.e.
the way the team is structured is changing. The human
element must always be acknowledged in the equation as far
as cybersecurity response efficiency is concerned.
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Abstract—Dynamic ~ economic  processess  and  global Since the shift to online learning due to COVID-19,

developments have permanently established themsalves as a mode
for the development of the cyberattacks worldwide. This report
examinesthe waysin which hacker groups are taking advantage of
various global issuesand areincreasing their cyber attacks.
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|. INTRODUCTION

With the digital revolution, all businesses, organizations
and even governments rely on computer systems to manage
their operations and thus become a prime target of hacker
groups for various online attacks or unauthorized access.
Constant changes in technology are leading to a shift in
cybersecurity trends. News of data leaks, ransomware and
hacks are becoming the norm.

In the wake of the COVID-19 epidemic, the world faced
new challenges. Global economic turmoil from high inflation
and Russia's invasion of Ukraine led to a reorientation of
various segments including cybercrime. All these crises have
made it possible for cybersecurity not to be on the agenda
again. According to Forbs, cyberattacks in the first half of
2022 increased by 42% compared to 2021 [1].

Cyber attacks are starting to take on a whole different
dimension and become an aggressive business moddl. Thisis
evidenced by the FBI's constant reports of increasing
cyberattacks[2].

Il. ANALYSIS OF THE SITUATION IN CYBERSPACE

A. Analysis of the situation in cyberspace made by Check
Point Research

Just days after Russiainvaded Ukraine, Check Point Research
reports a 196% increase in cyberattacks against Ukraine. They
aso report increased cyber activity by various hacking groups.
Pursuant to the andlysis, the average weekly number of attacks per
organization worldwide reached over 1130 [3].

Figure 1 shows the average weekly number of attacks per
organization worldwide [3].

At the same time, the Check Point Research reports that
the education sector is attacked twice as much as other
industries.

Figure 2 shows average weekly attacks per organization [3].
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academic ingtitutions have become a target of hackers due to
accelerated digitization and lack of good cybersecurity
training.

Average Weekly Attacks per Organization - Global
2021-2022

[
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Fig. 1. Statistics for average weekly number of attacks per organization
worldwide.

Average Weekly Attacks per Organization by Industry - Global
2022 Q3 and YoY
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Fig. 2. Statisticsfor average weekly attacks per organization.

B. Analysis of the situation in cyber space made by
INTERPOL
In its report, Interpol states that financia crime and

cybercrime are the most serious problems for police globally
in 2022.
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Financial crime and cybercrime are linked, as much
financia fraud is committed through computer networks and
systems. At the same time, hackers also depend on financia
fraud to be able to 'launder’ stolen money.

According to Interpol, in 2022 there is an escalation of
cyberattacks in al regions of the world. The most common
attacks are business email compromise, e-commerce fraud
and investment fraud. Ransomware attacks mainly target large
corporations, governments and critical infrastructure [4].

Figure 3 shows top crime threats in Interpol global crime
report 2022 [4].

TOP CRIME THREATS
INTERPOL Global Crime Trend report 2022
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Fig. 3. INTERPOL — Top crime threats 2022

Pursuant to Interpol’s regiona studies, the biggest threats
for 2022 are dispersed as follows [4]:

(a) Africa- phishing and online fraud;

b) Americas and the Caribbean - illicit trafficking of
firearms;

¢) Asia Pacific - Financial crime;

d) Middle East and North Africa - the trafficking of
precursor drugs,

(&) Europe - phishing and online fraud, money
laundering and synthetic drug trafficking.

From the above data, it can be established that despite the

recognition of the increasing intensity of cyber attacks in all
regions, other threats overshadow this problem.

C. Analysis of the situation in cyber space made by European
Union Agency for Cybersecurity (ENISA)

The “Threat Landscgpe 2022" report of European Union
Agency for Cybersecurity (ENISA) dates that Ransomware is
till considered as one of the main threets, and Phishing is dready
identified asthe most common initial vector of such attacks. Other
threats that rank highest among Ransomware are Availability
atacks, dso referred to as Digtributed Denid of Service (DDoS)
atacks. In addition to seeing an increase in the number of threets,
ENISA aso identified the emergence of a broader set of vectors,
such as Zero-day exploits and Al-enabled disinformation and
deepfakes. As a result, more maicious and widespread atacks
with more damaging impact are emerging [5].

Figure 4 shows eight threat groups highlighted in the
Threat Landscape 2022 in the ENISA report [5].
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ENISA sorts threatsinto several groups[5]:

— Ransomware is identified as one of the most serious threats
snce pursuant to surveys more that 50% of reported
affected organisations may have paid ransom demands

— Malware; 66 disclosures of zero-day vulnerabilities
observed in 2021

— Social engineering: Phishing remains a popular
technique but there are new forms of phishing arising
such as spear-phishing, whaling, smishing and vishing

— Threats against data: Increasing in proportionaly to the
total of data produced

— Threats against availability: Largest Denia of Service
(DDoS) attack ever was launched in Europe in July
2022. Internet: destruction of infrastructure, outages and
rerouting of internet traffic.

— Dignformation — misinformation; Escalating Al-enabled
disnformation, deepfakes and disinformation-as-a-service

— Supply chain targeting: Third-party incidents account
for 17% of the intrusions in 2021 compared to less than

1% in 2020.
ENISA
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Fig. 4. ENISA — Threat Landscape 2022.

According to the ENISA report, Zero-day exploits are the new
resource. Since Russds incurson into Ukraine, there has been a
new wave of hacktivism. DDoS atacks are increesng and
becoming more sophigticated as well, moving to mobile networks.
Disinformation and fake news are becoming an increasingly used
method of conducting propagandain cyberspace.

At the same time, the Russian hacking group Killnet
launched a large-scale cyberattack against government
websites of countries that criticize Russia or support Ukraine.
Killnet, using the most famous DDoS attack method, tries to
discredit the security systems of the attacked countries and
thus draw attention to itself.

In parallel, against the backdrop of everything happening,
cryptocurrencies began to lose their value sharply. Billions of
dollars disappear almost overnight in a series of business
crashes, most notably the evaporation of crypto exchange
FTX in November 2022. For cybercriminals, this means that
their ill-gotten gains have recently been completely devalued.
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Some anaysts, such as a report from Security Boulevard,
suggest that this could mean a boost in criminal activity. State-
sponsored cybercrime groups have been ingructed to strike
harder and more often, according to the report. Such states
include Russia, China and North Korea — each of which has
been particularly affected by the current global economic crisis.

The globa economic movement, the various military
conflicts, and others are undeniably changing and building on
cyberattacks. This is turning them into an aggressve business
modd that istrying to permanently establish itsalf in cyberspace.

According to AllianZ's 11th survey (Allianz Risk Barometer),
which polls multiple business environments, identifies and ranks
cyber incidents as a top business risk for 2022. In the previous
2021 survey, cyber incidents were ranked third aheed of Business
interruption and the COVID-19 pandemic outbreak [6].

Figure 4 shows the most important global business risks
for 2022 [6].

Allianz ()

The most important global business risks for 2022
Allianz Risk Barometer 2022
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Fig. 5. Allianz Risk Barometer- Global businessrisks for 2022.

Figure 4 shows the most important global businessrisksin
thelas 10 years [6].

Allianz ()

The most important global business risks in the last 10 years
Allianz Risk Barometer 2013 to 2022

This graphic shows how perceptions of selected'top risks have changed aver the past 10 years (according to % of respanses). Not all
fisks that have featured in the annual survey oppear in this graphic as risks and categorizations have changed over time . To view the
top risks for each year by ranking position see Allianz Risk Barometer
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I11. CONCLUSION

More and more European countries are now starting to urge
their citizens to limit their use of dectricity and put in place
mechanisms to save various resources. Galloping market prices
for various cybersecurity solutions will severely delay strategies
to implement and update cybersecurity systems in most business
environments. Analysing al the facts, businesses will put dl
their efforts to survive and stay in the market, which will
probably lead to a change in priorities and cybersecurity will not
be at the forefront. Thiswill give hacking groups the freedom to
beincreasingly activein pursuit of their goals.

Analysts at Cybersecurity Ventures estimate in their
official 2022 report that cybercrime will cost the world $8
trillion in 2023. Their call is that if this trend continues it is
very likely that the damage from cybercrime will reach $10.5
trillion in 2025 [7].

Global economic development has inevitably linked the
development of cybersecurity. Whatever happens in the
coming years on the world stage, cybersecurity issues will
continue their trend. Cyber resilience is becoming an
increasingly serious challenge amid global problems.

More and more vendors are starting to incorporate
artificial intelligence into their cybersecurity solutions. Thisis
thought to increase the ability to detect threats and protect
systems. Some analysts predict that artificial intelligence will
also be used in paralel by hacker groups to construct their
phishing attacks.

New solutions are increasingly being sought to combat
cyberattacks.

Every newly introduced cybersecurity solution is
monitored by hacker groups and every opportunity is sought
to overcome it. In recent years, socia engineering has become
fundamental in detecting cyberattacks. This is due to the
persistent trend that the human factor remains the weakest
link in cybersecurity.

Former cyberattacks like Ransomware, Business Email
Compromise, DDoS are dtill relevant. This will probably
continue in 2023 because of the problems in the economy. We
have seen many tech companies lay off and reorganize staff in
2022 and this is likely to continue next year. Working with a
smaler staff leads to taking on new responsibilities and
overloading staff. It can certainly be expected that some
companies will become increasingly vulnerable to data
breaches and other types of cyberattacks because of this.

The congtant surrounding dynamics and anxiety makes every
user in cyberspace to be more cardless in their actions More and
more users are using their mobile phones to check their email
correspondence, edit a document and visit a webgte. All this
happens while driving or waking. Nobody pays atention to
whom they are replying to in the email, whether the file they are
opening isamalicious application, whether they are entering their
persond details or bank card details on alegitimate page.

The release of new models of mobile phones and new
versions of their operating systems with different
functionalities, shifts the focus of users and they fail to be
careful enough in their cybersecurity. Therefore, mobile
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phones will be the new opportunity for hacker groups to
successfully conduct their attacks.

Whatever happens in the coming years, the economic and
global environment will define cybersecurity for every region
of the world.
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Abstract—In today’s computerized world every day, every
hour, every minute, new risksfor information security. Never mind
if we are talking about personal or of a company. Connecting with
the internet allows a hacker to target us or our company. Hacker
attacks can vary from innocent pranks to attempts of sealing
personal and sensitive information, which they use for personal
gain. Cyber crimes have turned into a great business, and cyber
risk is the focus of organisations and gover nments worldwide. The
main purpose of this document is to help find vulnerabilities in
networ ks and applications, usng penetrating tests, to better protect
their integrity, availability and confidentiality. There are numerous
ingtruments for detecting vulnerabilities. In our case, the analysis
and evaluation are donewith thefollowing instruments: NMap and
Legion for networks and Zed of OWASP (a proxy instrument for
generating attacks) for applications. The operating system used is
Kali Linux, where some of theinstrumentsareintegrated.

Keywords—Ethical hacking, NMap, Legion, ZAP OWASP,
Penetration Testing, NI ST, OWASP

|. INTRODUCTION
Today, the internet is an inexhaustible world.

These days everyone uses an app to send and receive
information. Applications use need an internet connection on
web servers and networks to transmit information. Hackers
tactics consist of identifying backdoors and vulnerabilities in
servers and networks to steal personad or sensitive
information, which can then be used for personal gain.
Cybercrime is becoming a huge business and cyber risk isthe
focus of the world's organizations and governments. Over the
past two years, with the onset of the COVID-19 epidemic, we
have witnessed hacker attacks against vaccine laboratories as
well as the World Health Organization. With the outbreak of
war in Ukraine, groups of hackers backed by various
governments have been seen taking down government and
information sites. In Bulgaria, on April 16, 2022, the systems
of the Bulgarian post office were attacked, and a few years
ago (July 15, 2019), the data of millions of Bulgarians was
leaked from the NRA's information arrays. Financia and
reputational risks are high if companies or government
organizations do not have a proper cybersecurity plan in
place. The saying "if you fail to plan, you plan to fail" rings
true for the ethical hacking process. [1]

As technology advances, hacker waves find new

opportunities for financia gain, and thus representing thisis a
huge chalenge for cybersecurity professionals. Ethical
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hackers or «pen-testers» simulate hacking attacks by using the
same applications and techniques as hackers to find system
vulnerabilities, thereby supplementing security measures.

Many security professionals test networks and applications
to find to find research vulnerabilities and fix them. In the article
“Testing for Security Weskness of Web Applications using
Ethical Hacking” [2], R. Sri Devi and M. Mohan Kumar are
testing an internet infrastructure for vulnerability. An anaysis
and assessment are measures finding the security breachesin the
network, computer system, or web applications of the ingtitution
with the appropriate knowledge and understanding of network
infrastructure, and knowing of the possible threats to the
environment. Imrana Abdullahi Yari in his article “Exploiting
Vulnerabilities of Linux Based Machine Penetration and
Incident Response Procedure” [3] dissolves problem work whit
Metasploitable?, indicates a vulnerability in Metasploitable?
and how to exploit it.

| aim to make the demonstration of an insecure server that
was built for testing, and of a functional university server.
This might allow us to acquire more information to have an
efficient survey of vulnerabilities in our networks and
applications and to maintain data security. Using the same
applications and techniques as hackers, with the purpose of
finding system vulnerabilities, and with that complementing
the security measures.

Il. TOOLSAND TESTING

This report examines the possihilities for finding
vulnerabilities in networks and applications. It will make a
point of the vulnerabilities and the danger of their admission
at first, and then will present a comparison of the instruments
used for finding these vulnerabilities. The anaysis and
assessment of networks were made using NMap and Legion,
for the applications ZAP OWASP was used, and the operating
system Kali Linux was processed.

A laboratory including a server with virtua machines and
operating systems ready to experiment was built for this purpose.

A compromised server, containing applications, and a
database was installed. The experiments on a UTP were
possible thanks to the people of charge agreement.

A. NMap and Legion - instruments for network scanning

Networks scanning is an interception of data packages,
exchanged in layer 3(Network) of the OSlI model.
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NMap is a free instrument with an open code used for
finding networks and auditing security. Many systems and
system administrators find it useful for network intervention,
management of schedules for service upgrades, and
monitoring the work time of the host or service. Nmap uses
raw |P packages in new ways to determine the hosts available
in the network, the services (name and version of the
application) that offer these hosts, the operation systems and
the versions working, the kind of filters for packages/firewalls
being in use and many other characteristics. Its principa
purpose, among others, is to alow fast scanning of big
networks. Nmap works on al basic computer operating
systems, and officia packages are available for Linux,
Windows Mac OS X. [4]

The instrument Legion has a very expandable and semi-
automatic frame for testing network penetration, with easy-to-
use open code, which helps with the finding, scouting and
exploitation of information systems. It consists of automatic
recognition and scanning with: NMap, whataweb, Nikto,
Vulners, Hydra, dirbuster, and sslyzer; easy to use graphic
interface, with rich context menues and panels, that allow
pen-testers to quickly find and use vectors of host attacks. The
module functionality, allowing users to easily personalise
Legion and to automatically call for personal scripts if
needed, uses adaptive scanning to avoid Intrusion Prevention
System (IPS). It automatically finds the Customer Premises
Equipment(CPE), as well as the Common Vulnerabilities and
Exposures(CVE), real-time automatic recording of results and
project tasks. [5]

B. ZAP OWASP — instrument for scanning applications/
websites

Web vulnerability scanners, scan the application’s/
website’'s code to find vulnerabilities, compromising the
application/website itself or its back-end services. They are
the main component of security testing. That kind of
instrument acts against a known list of commonly used
exploits, maintained by OWASP and other organisations.
These exploits use different techniques for injecting and
avoiding IDS (Intrusion Detection System) or IPS (Intrusion
Prevention System) firewalls of web applications and sites,
exfiltrating data which can lure users or systems to give
sensitive information or violate the application’s work. Some
of the known and dangerous exploits are L injection, cross-
site (XSS) scripting, a MITM  (man-in-the-middle) and
malicious code. [6]

Zed Attack Proxy (ZAP) is a free instrument for
penetration testing with open code and graphic interface,
maintained by OWASP. It was created spec, especially web
application testing and is flexible and, a the same time,
expandable. 1t behaves like a man-in-the-middle-proxy. It is
positioned between the test browser and the web application,
so that it can intercept and check messages sent between
them, change the content if necessary and then send these
packages to their destination. It is used as an independent
application, as well as a demon process. In case of another
network proxy aready in use, ZAP can be configured to
connect with it. [7].
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I11. EXPERIMENTS

Experiment 1 - web testing onto a laboratory machine and
site of UTP with the NMap to identify vulnerabilities (CV
E)(fig.1 and fig.1.1).

u ;

- File Actions Edit View Help

Flle Actlons Edit View Help

Fig.1.1. Vulnerabhilities on the UTP site through NMap

The experiment alows finding the ports whit
vulnerabilities in Metasploitable2 and the website of UTP. On
the UTP site, there are three main open ports, two of which
have proxies for protection from illegal requests. Both of the
tested hosts have vulnerabilities, for which their
administrators have to take care to increase security. The
vulnerabilities found are of various severity, those with a
severity of 10 might be pointed as having priority for
correction. An example is Metasploitable2- Apache HTTP
server 2.2.8 CVE-2011-3192 with a severity of 7.8 that allows
remote attackers to cause a denial of service (memory and
CPU consumption).[13]

Experiment 2 - web testing on a laboratory machine and
the UTP site with Legion for identifying vulnerabilities
(CVE) (fig.2 and fig2.1).
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Fig. 2.1.Vulnerabilities on UTP site the through Legion

The experiment shows the ports whit vulnerabilities of
Metasploitable2 and the site of UTP. On the UTP site, there
are three main open ports, two of which have a proxy for
protection from illegal requests. Both of the tested hosts have
vulnerabilities, for which their administrators have to take
care in order, to increase security. The vulnerabilities found
are of various severity, those with a severity of 10 might be
pointed as having priority for correction. For example: for
UTP -Apache HTTP server 2.4.38 (Debian) CVE 2022-
31813 whit severity of 7.5 (in our case) — ,may not send the
X-Forwarded header to the origin server based on a client the
site. Connection header hop-by-hop mechanism. This may be
used to bypass IP-based authentication on the origina
server/application “ [14] It is determined, by the reference
made with NIST, that this kind of vulnerability is a 9.8
severity (critical), which means that this kind of vulnerability
in server administration is accounted for and mitigated.

Experiment 3 - testing of the application on a laboratory
machine and UTP site with ZAP instrument for identifying
vulnerabilities (fig.3,fig3.1 and fig.3.2).

In fug.3 ZAP registered six vulnerabilities in a red flag.
Each of them is dangerous.

Cross-Site Scripting (Dom based and Reflected) — Cross-
Site Scripting (XSS) is an attack where malicious code is
injected into benign sites. These attacks succeed when the
application uses user input within the output it generates
without validating or encoding it. The end user's browser has
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no way of knowing that there is malicious code executing it.
All cookies or other sensitive information used on the site and
saved by the browser are accessed. [8]

PP In|Ces

Fig. 3. Vulnerabilities on Metasploitable2 through ZAP OWASP

External Redirect- this type of attack is characterized by a
controlled redirection of a user to a malicious site. The user
enters data indicating a link to an externa site. An HTTP
parameter can contain a URL value and can cause the web
application to redirect the request to the specified URL. The
server in the modified link is identical to the legitimate site
and the user can hardly navigate the link. Redirection is used
for phishing attacks and identity theft. [9]

Path traversal — “A path traversa attack (also known as
directory traversal) aims to access files and directories that are
stored outside the web root folder. By manipulating variables
that reference files with “ dot-dot-dash (../)” sequences and its
variations or by using absolute file paths, it may be possible
to access arbitrary files and directories stored on file system
including application source code or configuration and critical
system files. It should be noted that access to files is limited
by system operational access control (such as in the case of
locked or in-use files on the Microsoft Windows operating
system). This attack is aso known as “dot-dot-slash”,
“directory  traversd”,  “directory  climbing” and
“backtracking”.”[10]

Remote File Inclusion is a remote file inclusion (RFI) or
loca file inclusion (LFI) vulnerability common in poorly
written web applications. The vulnerability occurs when the
web application allows the user to send input to files or
upload filesto the server. [11]

Remote OS Command Injection — “Command injection is
an attack in which the goa is the execution of arbitrary
commands on the host operating system via a vulnerable
application. Command injection attacks are possible when an
application passes unsafe user-supplied data (forms, cookies,
HTTP headers etc.) to a system shell. In this attack, the
attacker-supplied operating system commands are usualy
executed with the privileges of the vulnerable application.
Command injection attacks are possible largely due to
insufficient input validation.

In Command Injection, the attacker extends the default
functionality of the application, which execute system
commands, without the necessity of injecting code.” [12]
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Fig. 3.2.Vulnerabilities on UTP site through ZAP OWASP — 08.2022

The conducted experiment in the lower right angle,
marked in different colour flags, alows for the identification
of vulnerabilities. The flag colour corresponds to the severity
and the urgency for fixing. Vulnerabilities in dark red colour
are those with the highest priority, which decreases for the
orange, yellow and blue coloured. Each flag is considered and
the instrument shows us where exactly in the code containing
an error adds to the vulnerability. UTP site administrators
have taken into account the canning made earlier this year. It
made a demonstration of two extremely dangerous
vulnerabilities, if used the main results would be the site's
crash, SQL Injection and cross-site scripting. After their
removal, the actual site benefits from higher protection.

IV. CONCLUSION

In table I, we compared the performance of the two
network scanning tools —NMap and L egion.

TABLEI. EXPERIMENT RESULTS
NMap L egion
Scan ports \ V
Services Vv \
Version \Y \Y
Vulnerability \ V
Passwords \Y \Y
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The experiments carried out established that the instruments
for detecting vulnerabilities in networks are identical. Every
user, according to his preferences, chooses the instrument to
work with. The established vulnerabilities need to be removed
or mitigated, to provide better data protection.

Cyber security is developing, but hackers do not give up -
they respond with a high number of atacks and socia
engineering. This is counteracted with multiple verifications,
network behavioura andysis, threat intelligence and updating
automatisation, real-time protection, forensics and mirror copy,
and firewalls of web applications. Regular pen testing helpswith
increasing security and keeping data away fromillegal access.
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Abstract—Since COVID-19 pandemic started, the world is
faced against the challenging situation to do the most of the
things remotely. The need from reliable online connectivity,
proper and secure way to transfer the data extremely growth.
During past two years information technologies, together with
the most popular programming languages made a huge jump
developing the new technologies, not only on hardware and
software level, but on monitoring, security, auditing,
automation and management level as well. Together,
programmers, developersand I T support showed the world the
power of open-source tools and services as Proxmox, LXC
containerization, Unix based Operating systems, but not on last
place a contemporary, secure monitoring and auditing tools has
been developed and improved. They allow automation of the
tasksand processesfor better system management and security.

Keywords—Proxmox, Docker, InfluxDB, Grafana, Telegraf,
Monitoring

|. INTRODUCTION

In this report are used most of the newest technologies
based on open-source solutions as server solutions,
containerization, virtualization and for the proper auditing and
monitoring setup is performed with high level open-source
tools. They are able to monitor whole environment and to
track the events, metrics, auditing etc. for their good and
proper functioning and health.

To be able to more easily and quickly identify a problem and
find dependencies between different kind of events from which
to draw some conclusion, whether it refers to debugging a
program or script, or to find the cause for any anomaly, good
practice requires the implementation of logging and monitoring
systems and tools that usualy work together. Simply put, logs
are records of events and metrics that can be configured to be
collected for each program and depending on its important
parameters that need to be monitored to ensure its correct and
continuous operdtion, to set up notifications (dlerts) in the
monitoring system, which will signal when any of the
configured rules are triggered. Monitoring is accordingly the
process of monitoring these metrics and logs from an operating
system or other software for possible current or future problems
(with predictive agorithms).

With their proper use, the possibility of various incidents
is reduced and the chance of an attack being caught in time
and measures taken to limit it increases. Accordingly, in the
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absence of good practices and poor configuration of
components, it is possible to miss a critical event and lead to
the network being compromised or the monitoring data to be
"false positive" that must be reviewed manually.

Scheduled monitoring can be easily expanded to include
more metrics and integrate with given software solutions asis
shown on workflow diagram below (Fig. 1). To protect whole
env and to track the changes Rsyslog [1] has been installed on
Proxmox [2] host, in addition Telegraf [3] agent has been
installed on Proxmox host, LXC [4] and Docker containers
[5] to pull the events to InfluxDB [6] which stores the data.
For monitoring and derting configurations of whole
architecture is used InfluxDB, for exact and well visualized
data timeseries Grafana was used.

In the experimental part a separate LXC container with
Docker composer container has been built over Proxmox, the
purpose is to develop a pull agent using Python [7] client for
InfluxDB and visualize the results with Grafana.

| Telegrai- Installedon

| Prosmox host

i

i PVE Metric Server comes

i integrated with Proxmox VE

| Reyslog-Installedon

| Proxmox host

[t -
| o cntiner e promon e . Docer Composer contaner |
| Collect and send inside LXC container

' metrics for the Proxmox

| |;#£ﬁ;mmmm host, LXC container and - |
|. Docker Composer via gaher mefics andstore da

| m - Reyslog and Telegraf, "
i vsuiaton: V3 et metrc colectr I
| :MI'H InflnxDB and Grafana

I ||
|k Gabna-Meticvinalizr

Fig. 1. Workflow diagram
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Il. PROXMOX

Proxmox Virtual Environment is an open-source server
solution platform for virtualization. Integration of Linux
Containers (LXC) and KVM hypervisor is easy for setup and
administration. It supports also web-based user interface, which
alows easily management of different kind of virtual machines,
containers, clusters and disaster recovery operations. On (Fig. 2)
is shown Proxmox server configuration architecture which
contains 1 node and two LXC containers for the purpose of the
project research and development [8].

& C A Notsecure | heps://192.168.162.130:

)X( PRO > MO X virtual Environment 7.3-3
SenisrView Container 101 (LXC-Docker) on node 'merry* 0 Tags &
= Datacenter
& Summary
E% merry

100 (Python) >_ Console
> 101 (LXC-Docker)

=[] iocal (merry)

& Resources
= Network

£ (J localvm (merry) o

DNS

£+ Options

= Task History
B Backup

13 Replication
D Snapshots
U Firewall

o' Permissions

Fig. 2. Proxmox —Web Interface

I11. INFLUXDB

It is an open source database specializing in the collection
of time series data type - metrics and events. A language
similar to SQL — InfluxQL[9] - is used to work withiit.

Advantages:

e  Open source, large community and frequent improvements,
e Proxmox supports direct integration with it;

e Grafana supports direct integration with it;

e Posihility to use variety of programming languages
libraries (fig. 3);

Fig. 3. Clientlibraries- InfluxDB

e Easy to set up and maintain;
e Creating Alerts and schedule tasks;
Alternatives:

e Prometheud[10], Graphite] 11] and others;
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I mplementation:

For the purposes of the research and the development few
installations of InfluxDB are made. First is installed with a
few steps from the official documentation, in an LXC (Linux
Container) container, and then a Metrics Server is configured
from Proxmox, which sends to InfluxDB with ip addess:
10.10.1.2 directly over UDP:

Fig. 4.

InfluxDB installation over LXC container

The output from the console on (fig. 4) shows that first
installation of InfluxDB is successful, services are up and
running. On (fig. 5) are shown configurations through UDP
connection from Proxmox server web-interface.

Edit: InfluxDB: loca

Name local

sanver 10.10.1.2

Port 8089

Enabled

Projoco! uDe

T @

© Helo Advanced |.-|

Fig. 5. Metrics Server configuration from Proxmox

Two databases are created (besides the system _internal) -
Proxmox is for metrics only from Proxmox, and
db_telegraf proxmox receives metrics from Telegraf installed
on Proxmox itself (Fig. 6):

af_proxmox

Fig. 6. db_telegraf_proxmox receives metrics from Telegraf

This setup of configuration is created to gather and
visualize data from the host and LXC containers which are
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installed over Proxmox. Database named “Proxmox” will
collect the data from Rsyslog, the database named
“db_telegraf_proxmox” is configured to collect the data send
from Telegraf metric collector tool.

Inside the LXC container a Docker compose container has
been built and installed in order to configure second installation
of InfluxDB. Compostion file “docker-composeyml” for
docker container consists three important dements: InfluxDB,
Telegraf which will serv to send the data to InfluxDB through
TCP protocol and Grafana is used for metrics visuaization.
Database inside the docker container is named Telegraf (fig. 7):

root@L.Xxc-Docker
version: "3"

# cat docker-compose.yml

services:
influxdb:
image: influxdb:2.1.1
volumes:
- influxdb-storage:/var/1ib/influxdb2:rw
env_file:
- .env
entrypoint: ["./entrypoint.sh"]
restart: on-failure:10
ports:
- ${DOCKER_INFLUXDB_INIT_PORT}:8086

telegraf:
image: telegraf:1.19
volumes:
- ${TELEGRAF_CFG_PATH}: /etc/telegraf/telegraf.conf:rw
env_file:
- .env
depends_on:
- influxdb

grafana:
image: grafana/grafana-oss:8.4.3
volumes:
- grafana-storage: /var/1ib/grafana:rw
depends_on:
- influxdb
ports:
- ${GRAFANA_PORT}:3000

volumes:
grafana-storage:
influxdb-storage:

Fig. 7. Docker Compose configuration file

Docker compose ingtallation is completed, services for
database, metric collector and monitoring visualization are up
as shown on (fig. 8).

Container list &

0000

Fig. 8. Docker configuration — Grafical interface

Purpose of this configuration is to observe in details the
behavior of docker container resources and the tools for
monitoring and auditing.

Replication of LXC and Docker container was created
with the same system parameters in order to get prepared the
environment for the experimental part of the research. Python
programming language have been used to pull the metrics and
events and to send the data to InfluxDB via influx python
client, visuaization is performed with Grafana.

1V. GRAFANA

Grafanais an analytics and monitoring tool that also offers
notification options. Provides the ability to create any custom
dashboards to visualize data. Alerts can be created on these
dashboards, for example if specific data exceeds acertain
preset limit. This open-source tool is powerful with its
flexibility and the variety of options which provides.
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Depending the operating system and monitoring requirements
different kind of log and trace files could be enabled with
queries. The process of work of this tool is to enable the
queries which collect data turn the data time-series database
into graphs and visualizations.

Advantages:
e  Open source, large community and frequent improvements,

e Large set of data sources - can connect to over 15
types of databases and read data from them;

e The large set of ready-made panels for certain
technologies (Proxmox, Docker, Telegraf) saves a lot
of timein theinitial setup;

Alternatives:
e Kibang
I mplementation:

Grafana is installed with a few steps from the officia
documentation in the same LXC container as InfluxDB (Fig.
9). Three datasources have been added - the three InfluxDB
databases (Fig. 10):

Fig.9. Grafana-server installation

influx_internal
InfluxDE A

influx_telegraf

Fig. 10. InfluxDB — data sources

Example of notifications for excessive use of specific
resources have been created (Fig. 11). Most of the main
resources likee CPU 1/0O Wait, CPU Load Average, CPU
Usage, Memory usage, server storage, server uptime, KVM
CPU etc. are configured for monitoring and auditing.

Fig.11. Examplefor Alert notifications
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As of now, only the aert notification for disk usage has
been activated, because the disk space is almost full. There is
no data for Node Temperature because Proxmox is installed
on a virtua machine and it does not have a temperature
sensor. Another panel with metrics from the host is configured
to monitor the usage of resources like RAM, processes, swap
memory, network traffic etc. (Fig 12).

Fig. 12. Grafana— Host Monitoring Panel

V. TELEGRAF

A tool that ingtalls as an agent on a server and runs
congtantly, and while running sends selected data, such as
metrics about resources used (RAM, CPU power, disk space,
etc.), system events (logs), and other information to a database.

Advantages:
e  Open source, large community and frequent improvements,

e Supports collection of metrics and logs from many
other software solutions (currently over 204);

e Extremely flexible - it can transform the data it
collectsin rea time before sending it;

Alternatives:
o StatsD[12], Collectd[13], Metricbeat[14] and others;
I mplementation:

Metrics specifications could be modified in Telegraf
configuration file. By default, path location of this file is:
“/etc/tel egraf/tel egraf.conf”. To be able to send data timeseries
to InfluxDB in the configuration file should be performed
additional settings for connection to the database. Installed
(Fig. 13) on the host and configured to collect metrics from
LXC and RSydog and then send them to InfluxDB.

Fig. 13. Telegraf installation

Default configuration settings are used for the purpose of
the research shown on (fig. 14).

# Configuration for telegraf agent
[agent]
## Default data collection interval for all inputs
interval = "1@s"
## Rounds collection interval to ‘interval’
## ie, if interval="1@s" then always collect on :00, :10, :20, etc.
round_interval = true

Fig. 14. Telegraf — default configuration settings
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V1. EXPERIMENTAL PART

For the experimental part are created two LXC
containers with same system parameters over Proxmox
server. First host named LXC-Docker have Docker
Compose installation with configurations and integrations
as follow: InfluxDB, Telegraf, Grafana. To setup and
secure installation, a key token has been generated using
OpenSSL with command line: “openssl rand hex 32"
[15] utility as is shown on (fig. 15). OpenSSL Project
develops and maintains the OpenSSL software - a robust,
commercial-grade, full-featured toolkit for general-
purpose cryptography and secure communication. Hex
parameter in the command line generates the token as a
hex string.

DOCRER_INFLUXDB_INIT_ADMIN_TOREN=C! hangeme
§ Primary InfluxDB organization & bucket definitions

RER_INFLUXDB_INIT
<ER_INFLUXDS_INIT ]

ngeme
changeme

# Primary InfluxDB bucket retention perioed

# NOTE: Valid units are nanoseconds (ms), microseconds(us), milliseconds
§ seconds (s), minutes , days (d), and weeks (w).
DOCE 7Il\TFL‘JXDE71NI’I‘iP.E’I‘EF[TI')N:-id

# InfluxDB port & hostname definitions

. INFLUXDB_INIT_
_INFLUXDE_INIT_]

Fig. 15. OpenSSL key token generation command line

Key token has been implemented in the configuration file
of docker composer named ‘ docker-compose.yml’ (fig. 16).

root@LXC-Docker # cat docker-compose.yml
version: "3"
services:
influxdb:
image: influxdb:2.1.1
volumes:
- influxdb-storage: /var/1ib/influxdb2:rw
env_file:
- .env
entrypoint: ["./entrypoint.sh"]
restart: on-failure:10
ports:
- ${DOCKER_INFLUXDB_INIT_PORT}:8086

telegraf:
image: telegraf:1.19
volumes:
- ${TELEGRAF_CFG_PATH}: /etc/telegraf/telegraf.conf:rw
env_file:
- .env
depends_on:
- influxdb

grafana:
image: grafana/grafana-oss:8.4.3
volumes:
- grafana-storage:/var/1lib/grafana:rw
depends_on:
- influxdb
po

rts:
- ${GRAFANA_PORT}: 3000

volumes:
grafana-storage:
influxdb-storage:

Fig. 16. Implementation of Key token

After the installation a bucked ‘ Telegraf’ is created inside
InfluxDB (fig. 17).
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Load Data

Buckets

Fig. 17. Telegraf bucket — InfluxDB

Purpose of the bucket is to pull data and send it to InfluxDB
for visualisation. On (fig. 18) is introduced an example which
ddiversinformation for total system disk usage.

Fig. 18. InfluxDB Visualization —total disk usage

Code written on JavaScript [15] could be easily determined
via code descriptor menu from InfluxDB graphical interface. It
describes that it pulls data from Telegraf bucket, for specified
time range, while filter from system bucket _measurement to be
equal to disk, from next system bucket named _field it filters for
total free space on the server (fig. 19):

Fig. 19. Total Disk usage - JavaScript code, InfluxDB

To visudize the daa with Grafana additional
configuration settings are performed via graphical interface
following the menu configurations and sub-menu data source.

Diefausit Buckat
Min time Inkerval

Mai series

Back Explore

Fig. 20. InfluxDB configuration settings
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Once accessed data source sub-menu is required to add
InfluxDB as a source in order to be able to make settings
configurations for HTTP connection to the DB, type of
authentication method, Custom HTTP Headers and InfluxDB
Details. To configure required parameters for connection and
authentication to the database next fields needs to be
configured in InfluxDB Details: Organization, Token, Default
Bucket, Minimum time interval, Maximum number of series.
After successful configuration for connection to InfluxDB,
data visualization for total free disk space metric has been
uploaded to Grafana using JavaScript code from script editor
via InfluxDB web-interface. Once data is visualized Grafana
allows to convert the data timeseries in JSON [16]
programming language (fig. 21). For future analysis Grafana
allows to download the timeseriesin csv format.

Fig. 21. Grafana— Disk usage visualization

For the second Docker container additional configurations
and installations of python programing language have been
performed. Python virtual environment was configured, for
the connection to InfluxDB is used InfluxDB Client which
serves to establish connection to the database. Once Docker
compose container is installed with InfluxDB and Grafana,
additional configuration file is created with tokens which
secure the access to the database as it was performed for the
security configurations for the first host.

After docker compose installation is finished with success
on the second LXC host named python, a virtua environment
has been built, for connection to the database it was ingtalled
and used “InfluxDB Python Client Library” [17] with key
features:

e Provides APl access to al InfluxDB Write and Read
functionality, settings, and advanced features

o Write data in InfluxDB line protocol, point data
structure, or as a pandas dataframe

o Easily configure timeouts, delays, and request retries
e Batch datato InfluxDB to gain greater efficiency

e Return InfluxDB data as a Flux Table Structure, string,
csv, stream, or dataframe

¢ Pandadataframeintegration

Python Virtua environment (venv) is activated using
following command line: ‘source ./venv/bin/activate', also
shown on (fig. 22). Purpose of venv is to protect and isolate
the server from eventud failures.
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Fig. 22. Python — venv activate

To configure secure connection between InfluxDB Python
Client which will serve as pull agent and Influx DB it is
required to access the database via graphical interface and to
create a bucket, in this case the bucket is named “Python”.
Next step is to generate APl token which needs to be
implemented into the InfluxDB Python client API. Once
accessed via Web-interface a token key is generated it needs
to be integrated into python virtua environment and
InfluxDB config files. On (fig. 23) is shown token generator
from InfluxDB web-interface.

For more detalled and up to date information check cut the <a href="https: /github.com/Iinfluxdata/infl
rel="naoreferrer >GitHub Repository</a>
install Package

pip install influxdb-client

Initialize the Client

Fig. 23. InfluxDB configuration settings

To finish security configurations and to establish
connection it is required to perform API authentication from
python environment. Parameters which require to be
integrated are Organization, bucket, token, and URL for client
connection. Detailed information is presented on (fig. 24).

Fig. 24. Python API token monitoring setup

After the security configuration is done, checks are made
from InfluxDB interface, the results show that “Python”
bucket is ready for further actions and metrics configurations
and data collections. Additional menus for measurement and
field are configured to collect data from the server and docker
container. These menus have different functions the main one
isto filter by different parameters and metrics. On (fig. 25) is
visualized the result from API token configuration and python
metricsinstallation.
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Query1

FROM Filter - Filter

_measurement _field

Python

_monitoring

_tasks  ieSE——

Fig. 25. Python Client API configurations result

For the experimenta and anaysis part is used CPU
parameter. A python library “psutil” (fig. 26), (process and
system tilities), i.e. cross-platform library for retrieving
information on running processes and system utilization
(CPU, memory, disks, network, sensors) in Python. It is
useful mainly for system monitoring, profiling and limiting
process resources and management of running processes. It
implements many functionalities offered by classic UNIX
command line tools such as ps, top, iotop, Isof, netstat,
ifconfig, free and others. psutil currently supports the
following platforms [18]: Linux; Windows, macOS,
FreeBSD, OpenBSD, NetBSD; Sun Solaris; Al X.

import tims
impeort psutil
from collections import namedtuple

import influxdb client
from influxdb client.client.write_ api import SYNCHRONOUS

Fig. 26. Metrics configurations with callbacks

Source code is modified in order to extract data for all
parameters which belongs to CPU usage, i.e.. user, nice,
system, idle, iowait, irq, softirg, steal, guest_nice.

First server which have Telegraf installed contains these
metrics by default. To compare the results between Telegraf
and Python the same code extracted from script editor via
InfluxDB interface is used to visuaize data through Grafana.
Results from the performed research during project activities
gives us clear information that Python client APl have the
same success as Telegraf (fig. 27). For data comparison was
used CPU iowait.

Telegraf - CPU iowait

1000  11:00
B4 General / Home

Python Client AP1 - CPU iowait

Fig. 27. Results from comparison analysis
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InfluxDB Python Client APl to be developed and
modified for the needs of the project in order to monitor
whole environment and to reach visudization and aarm
results via Grafana as Telegraf automation. Purpose is to
improve the code related on future analysis and comparisons.
An example for finished data timeseries visualization is show
on (fug. 28).

Fig. 28. Results Visuaization with Grafana pulled by Telegraf agent

V1l. CONCLUSION

Monitoring, logging and netification systems are
extremely flexible and can be configured to notify service
personnel via dmost any modern communication channel. All
of these solutions would satisfy the needs of amost any small
to medium businessif properly configured.
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