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9. Course learning outcomes: The aim of the course is to acquaint students with the theoretical
and practical aspects of modern types of network security threats, modern methods and technical
means to mitigate threats, types of firewalls, and their practical application. The course addresses
issues related to the ideology and design of firewalls when implementing them in the network
structure. The students who have completed their training in the course must acquire:

Basic knowledge of the types of attack detection techniques, the types of firewalls and their
capabilities.

Practical skills for application of the acquired functionalities of modern technical means for detection
and prevention of attacks in real security systems, as well as for implementation of firewalls in the
communication systems.

Competencies: After the successful completion of the course students should be able to:

- know modern methods and tools to mitigate threats, as well as network security audit tools;

- use local and server-based automated security features on network devices;

- know the types and technologies of firewalls;

- design, configure and test VPN tunnel types;

- configure technical adaptive network security features - ASA - (Adaptive Security Appliance).

- work with Device Manager, ASA Security Device Manager (ASDM) and Hillstone.

10.Teaching methods: The lectures are conducted in the classical way, as the students get acquainted
with the material. The statements are illustrated with examples that make it easier for students to
practice. The lectures are richly illustrated with graphic material, which is represented by
presentations with a multimedia projector. Practical exercises are held in the computer labs of the
department, equipped with the necessary network devices and software packages for simulation.

11. Prerequisites: The inputs are acquired knowledge of Networks and Protocols 1 ", " Networks
and Protocols 2 " and ""Load Balancing of network traffic”, etc. taught in previous semesters technical
subjects.

12. Course contents: The course focuses on acquiring knowledge of the functionalities of modern
technical means of detecting attacks, technologies in firewalls, and for their proper integration into
the network structure of communication systems to provide reliable protection. In practical terms, the
course includes the basic elements and specific implementations of various technical means of
detecting attacks and designing firewalls in modern communications networks.
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14. Assessment methods and criteria: The final assessment is based on the points obtained during
the semester, the correspondence between the number of points and the six-point assessment is
presented in Table 1. On the announced date for completion of the final grade, the students develop
one or two questions of the discipline in writing and solve a case study in a practical assignment.

Table 1.
Number of Assessment According to the 6-point
points Scale System
0-10 Fail 2 (F)
11-20 Fail 2 (FX)
21 - 26 Satisfactory 3.00 (E)
27 -31 Satisfactory 3.00 (D)
32-40 Good 4.00 (C)
41 - 48 Very good 5.00 (B)
over 49 points | Excellent 6.00 (A)

15. Language of instruction: Bulgarian/English



