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LEARNING COURSE DESCRIPTION

. Course title: HACKING ATTACKS AND TOOLS
. Course code: P.18.036.1
. Type of the course: compulsory
. Level: professional bachelor
. Year of study: 3
. Semester: 5
. Number of credits: 6
. Name of the lecturer: Assoc. Prof. Dr. Eng. Ivan Ivanov
. Course learning outcomes:
The aim of the course is to give the students in a systematized form basic knowledge in the field
of hacker attacks and tools.

Students who have completed their studies in the discipline must acquire:

Basic knowledge of types of penetration testing, their classification and methodology for testing
vulnerabilities in web applications, databases, mobile applications, wireless networks, VLANSs and
VPNs.

Practical skills for the Kali Linux tools for vulnerability testing as well as testing with free
penetration tools.

Competencies: Upon completion of the course, students should have mastered the mechanisms
and tools of vulnerability testing.

10. Teaching methods:

The teaching method is a discussion form, according to the specifics of the matter under
consideration. Emphasis is placed on key issues related to hacking attacks and tools, and multimedia
is used.

11. Prerequisites:

Students should have in-depth knowledge of Security Fundamentals and Information Security
Standards, Cyber Threats and Cyber Crises and Cyber Security Policies.

Courses using the discipline are: Information Security Management, Secure Network Design and
Server Protectio

12. Course contents:

Current topics related to the history, development and methodology of testing are considered in the
course. Types of penetration tests, penetration tools and their classification. . Students analyze
wireless network penetration tests, analyze VLAN penetration tests, as well as VPN penetration tests.
It examines methodology and classification for testing vulnerabilities in web applications, databases,
mobile applications, wireless networks, and VPNs. During the training, skills are acquired in using
the tools in Kali Linux for testing for vulnerabilities, as well as testing with free penetration tools.
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14. Assessment methods and criteria:
The evaluation of the discipline is formed through a point system, the maximum number of points
that students can receive is 100 (see table 1). Knowledge, skills and competence are evaluated by
conducting written control works to check the theoretical and practical assimilation of the learning
material, the performance of the students during the practical exercises, as well as their ability to
independently solve the tasks set in the practical exercises. The discipline ends with a written exam.

Table 1.
Number of | Assessment According to the 6-
points pointScale System
0-20| Fail 2 (F)

20 — 39| Fail 2 (FX)

40 — 49| Satisfactory 3.00 (E)

50 — 59 | Satisfactory 3.00 (D)

60 — 69 | Good 4.00 (C)

70 — 84 | Very good 5.00 (B)
85 — 100 | Excellent 6.00 (A)

15. Language of instruction: Bulgarian/English



