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LEARNING COURSE DESCRIPTION

. Course title: Anonymous communications (TOR networks)

. Course code: B.43.045.2

. Type of the course: elective

. Level: Bachelor

. Number of credits: 6

. Name of the lecturer: Assoc. Prof. Pavlinka Radoyska PhD

. Course learning outcomes:

The aim of the course is to acquaint students with the challenges in building anonymous communications and the
main approaches to their construction, as well as the types of attacks that crash this type of communications and the
approaches to their prevention.

Students who have completed their studies in the discipline must acquire:

Basic knowledge of the theoretical foundations of building anonymous communications, the working principles of
anonymous communications built through proxy servers, TOR networks and using the Invisible Internet Project (12P),
as well as modern trends in building anonymous communications.

Practical skills in using TOR browsers and other applications to implement anonymous communications.

Competencies: Choosing an approach to building anonymous communications; choosing, installing and
configuring applications to build anonymous communications for solving specific practical tasks.

8. Teachingmethods:

The material is presented in the form of theory, which is accompanied by examples from academic practice.
Significant attention is given to discussions, examples and practical cases related to the subject of the lecture course.
The lectures are conducted by introducing the students to the material provided in the curriculum. The lectures are
illustrated with graphic and video material, which are presented through presentations with a multimedia projector.
Practical exercises are conducted in the form of group assignments to explore various aspects of anonymous
communications. Students do their studies and research as an extracurricular activity and report their results during
the laboratory exercises. The obtained results are discussed.

9. Prerequisites:

Security Fundamentals and Information Security Standards, Programming Fundamentals, Operating Systems
Fundamentals, Databases, Information and Technology Security Workshop, Networks and Protocols 1 and 2,
Cryptography Fundamentals, Hacking Attacks and Tools.

10. Course contents:

The course examines the basic requirements for anonymous communications and different approaches for their
realization. The principles of building anonymizers, MIX net, Onion routing, TOR network, Invisible Internet Project
(12P), anonymous e-mail (Remailers), ensuring anonymity in AD-HOC networks are represented. The types of threats
and attacks aimed at revealing anonymity and approaches to overcome them are discussed.
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12. Assessment methods and criteria:
An assessment of the discipline is formed on the basis of a point system, the maximum number of points that students
can receive is 100. For each test, as well as for the group task, up to 100 points are awarded, and each of these
components has the following weight in formation of the final grade:

e TEST 1-25%;

e TEST 2-25%;

e Presentation of personal participation in the group task - 50%.
13. Language of instruction: Bulgarian/English



