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FROM MANUAL TO AUTONOMOUS:
A FRAMEWORK FOR AI-DRIVEN
DISASTER RECOVERY ORCHESTRATION
IN INDUSTRY 5.0

Lyubomir Todorov

Abstract: To manage the complexity of integrat-
ed IT/OT environments, industry 5.0 demands
a shift from manual to autonomous disaster
recovery (DR). This paper identifies the Al tech-
niques essential for autonomous recovery or-
chestration through a systematic review. The
results show that Machine Learning enables au-
tomated failover, reducing downtime by 80%,
while Natural Language Processing speeds up
recovery plan generation by 80%. Furthermore,
Al Planning and Expert Systems provide the log-
ical intelligence required for dynamic response
orchestration. In order to achieve the high-relia-
bility and resilience required by the Industry 5.0
era, we propose layered architecture for Al-driv-
en DR, offering a strategic roadmap.

Keywords: Industry 5.0, Autonomous Disaster
Recovery, Al, Resilience, IT Service Continuity

[. INTRODUCTION

The industrial landscape is undergoing a great
transformation. It is changing from the automa-
tion-centric paradigm of Industry 4.0 (14.0) to the
human-centric, sustainable, and resilient framework
of Industry 5.0 (15.0) [1], [2]. The future is defined by
the integration of Information Technology (IT) and
Operational Technology (OT). It is expected that
collaborative ecosystems of humans, robotics, and
advanced Cyber-Physical Systems (CPS) will be cre-
ated [1].

While this change will certainly unlock unprece-
dented efficiency, it will also introduce a new threat
landscape. In 15.0, an IT failure will no longer be an
isolated event. It will be a potentially cascading dis-
aster that can spread and disrupt manufacturing,
compromise human safety, or disable critical gov-
ernmental services [1], [3]. The low tolerance for
disruption in the environments of 15.0 make tradi-
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tional, reactive Disaster Recovery (DR) models in-
efficient. Manual interventions and static recovery
runbooks are too slow and insufficient to manage
the complexity of these new systems [4].

Therefore, core 15.0 principle of “resilience” needs a
shift: from reactive recovery to proactive prediction
and, essentially, autonomous response. Strengthen-
ing resilience is an important challenge, and Artifi-
cial Intelligence (Al) can be seen as playing critical
role in this. The potential of this approach is not the-
oretical, but rather a reality. Across cloud, manufac-
turing, and network environments, Al-driven meth-
ods have demonstrated the capacity to achieve
failure prediction accuracies ranging from 70% to
over 90% [5], [6]. More importantly, they enable au-
tonomous recovery features such as self-healing,
automated failover, and dynamic resource reallo-
cation. Those can reduce system downtime by up
to 80% and accelerate restoration times by 60-85%
compared to traditional methods [7], [8]. These ca-
pabilities are essential for building the high-reliabil-
ity systems needed in 15.0 [9].

However, Artificial Intelligence is a vast field, not a
single solution. As cataloged by Mukhamediev et al.
[10], the domain of Al includes numerous, distinct
areas, such as Machine Learning (ML), Natural Lan-
guage Processing (NLP), Planning, and Expert Sys-
tems and so on. Recent literature already highlights
the application of specific fields [11], but the ques-
tion is, which of those are relevant, and which are
not. For researchers and practitioners concerned
with building resilient 15.0 infrastructure, a clear
map is lacking on which of these Al techniques are
suitable for the tasks of disaster recovery and in
what way they can be used.

This paper addresses the gap by assessing the re-
search question: Which Al techniques are relevant
for IT disaster recovery in Industry 5.0? Our primary
objective is to describe the different Al techniques
and analyze their possible disaster recovery role
within an 15.0. We adopt the high-level classification
from Mukhamediev et al. [10] to structure our anal-
ysis and assess individually the different Al tech-
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niques. The remainder of this paper is structured as
follows: Section 2 details our research methodology.
Section 3 analyzes the different Al techniques and
their applicability to autonomous disaster recovery.
Section 4 discusses the applications of these tech-
niques and highlights key research gaps. Section 5
concludes the paper.

II. METHODOLOGY

In order to address the research question, we con-
ducted a systematic review of the literature avail-
able related to the research topic. Our methodol-
ogy aims to identify, synthesize, and categorize Al
techniques relevant to IT disaster recovery within
the context of Industry 5.0. The research process is
structured in three phases: (1) search strategy, (2)
selection and screening, and (3) categorization and
synthesis.

A. Search Strategy

We performed a search in leading scientific data-
bases, including IEEE Xplore, ACM Digital Library,
Scopus, and Web of Science. The search query
was constructed to cover three core components:
(1) The Al Technique, (2) The Industrial Context, and
(3) The Problem Domain. Based on the classification
provided in the foundational review by Mukhamed-
iev et al. [10], the Al Technique pillar included seed
terms such as Machine Learning, Deep Learning,
Natural Language Processing and Expert Systems.
The Industrial Context pillar used the terms Indus-
try 5.0, Industry 4.0. The Problem Domain pillar in-
cluded disaster recovery and autonomous recovery.
A representative search string logic is as follows:
(“Machine Learning” OR “Reinforcement Learning”
OR “Expert System”) AND (“Industry 5.0” OR “Indus-
try 4.0”) AND (“disaster recovery” OR “autonomous
recovery”).

B. Selection and Screening

The initial search results were screened based on
a set of predefined inclusion and exclusion criteria.
This ensures relevance and quality.

Inclusion Criteria: (1) The paper was a peer-re-
viewed journal article or conference proceeding;
(2) The paper was published between 2020 and the
present; (3) The paper explicitly detailed the use of
one or more Al techniques for the recovery of IT sys-
tems from IT/OT system failures or disaster event of
other nature potentially impacting IT systems.

Exclusion Criteria: (1) Papers that were non-peer-
reviewed (e.g., pre-prints, white papers, theses); (2)
Papers focused on supply chain logistics without a

core IT/OT component; (3) Papers that mentioned Al
generically without specifying the technique (e.g.,
an intelligent system).

C. Categorization and Synthesis

The selected articles were analyzed to gather in-
formation about the specific Al techniques, the ap-
plication (recovery), and the reported outcomes.
As mentioned earlier, to structure our analysis
and provide a clear answer to the research ques-
tion, we adopted the high-level Al categories from
Mukhamediev et al. [10]. The findings were then
summarized into one chapter of this paper: Al Tech-
niques for Autonomous recovery (Section 3).

III. Al TECHNIQUES FOR
AUTONOMOUS RECOVERY

As discussed earlier the two key components of
resilience are prediction and recovery. Proactive
prediction however is only valuable if it is paired
with a response mechanism that is fast and intelli-
gent enough to act on that prediction. Traditional
disaster recovery (DR) plans, which often rely on
“manual processes and reactive strategies,” are dan-
gerously inadequate for the new paradigm required
by 15.0 [4]. The shift to an autonomous framework is
therefore essential. In this section we will provide an
overview of the different Al techniques implemen-
tations in disaster recovery.

A. Machine Learning

Just as ML models are foundational to prediction,
they are a primary enabler for revolutionizing DR plans
for recovery [4]. The ultimate objective is to leverage
ML and DL to build a “business resilience system” [12]
capable of achieving “zero downtime and 100% re-
source backup” [4]. This is accomplished by moving
beyond human-in-the-loop analysis and empowering
ML-driven systems to execute recovery actions.

A primary application of ML in autonomous re-
covery is the orchestration of automated failover
processes [4]. This is a core function of a fully au-
tomated DR solution, particularly in multi-cloud IT
applications [13]. Recent research highlights the use
of Al to automate processes and initiate DR plans
swiftly during an outage [13]. In this paradigm, an
ML model does not just send an alert, but it actively
triggers the recovery. This workflow automation [13]
is a critical capability. For example, upon detecting
an impending server failure, an ML agent can au-
tonomously migrate live virtual machines and re-al-
locate network resources to healthy infrastructure,

often with no human intervention.
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Furthermore, in the context of 15.0, this concept
of recovery extends beyond simple server failover
to the complex, distributed Internet of Things (loT)
edge. In a smart factory or a disaster-response
scenario using UAVs (drones), the challenge is to
provide a persistent service that can “maintain a
high-level of performance, facing possible failures”
[14]. Research by Sacco et al. demonstrates architec-
ture for “adaptive task planning management” [14].
This represents a more advanced form of ML-driven
recovery. If one asset (e.g., a critical robot or drone)
is predicted to fail, the system does not just note the
failure. It autonomously re-plans and re-allocates
the tasks among the remaining healthy assets to
ensure the overall mission continues [14].

In essence, ML models replace the static, manual
DR runbook. They create an autonomous system
that not only predicts the disaster but also executes
the recovery. This execution can range from auto-
mated failover [4] and workflow automation [13] in
cloud infrastructure to sophisticated adaptive task
planning [14] in distributed loT networks. All this
with the objective to maintain the Al-driven resil-
iency [12] required in Industry 5.0 environments.

B. Natural Language Processing

While the core, low-level actions of autonomous
recovery (e.g., resource re-allocation, failover) are
typically driven by Machine Learning models, Nat-
ural Language Processing (NLP) plays a distinct and
critical role in the orchestration and planning phas-
es. Our review indicates that NLP’s primary function
is not to execute the recovery itself, but to bridge
the gap between human-generated knowledge
and the automated systems that require precise, ex-
ecutable instructions.

The most significant application of NLP is in the auto-
mation of DR plan creation. Traditional DR procedures
are often stored in textual documents such as man-
uals, runbooks, and wiki pages. They are often com-
plex and manual, making them slow to execute and
difficult to keep current [15]. Research by Sherchan
et al. directly addresses this problem with the ITRIX
solution. This system applies NLP and deep learning
to “identify textual content that contain recovery in-
structions” from these unstructured documents. The
system enables the “rapid creation and review of re-
covery plans,” which is a crucial prerequisite for any
autonomous execution by automatically extracting
and orchestrating these instructions [15]. This single
application demonstrates an 80% reduction in the
time taken to generate the executable plans [15].

This role is reinforced by broader research which
identifies NLP as a key Al component for incident

response planning and bolstering business continu-
ity [16]. The evolution of NLP into Large Language
Models (LLMs) suggests a more advanced version of
this capability. Instead of only parsing existing plans,
LLM-based systems can generate customized actions
and proactive safety guidelines [17] based on the
real-time context of a predicted disaster. Therefore,
while NLP may not be the component that executes
a failover, it is essential for the knowledge-based as-
pect of autonomous recovery. It serves as the trans-
lator that reads the human-written recovery manual
and converts it into the executable recovery plan [15]
that an automated system requires.

C. Text and Speech Synthesis

Text and Speech Synthesis are Al scientific areas
dedicated to the generation of human-intelligible
outputs. Those outputs come either as written text
or synthetic speech from structured or unstruc-
tured data [10]. During our systematic review of the
literature for autonomous IT disaster recovery, we
did not find scientific sources indicating that these
technologies play a direct role in the execution or
decision-making of the recovery process.

The function of Text and Speech Synthesis is not
to perform the recovery, but to communicate the
status of that recovery to a human operator. For
example, an autonomous recovery system, having
initiated an automated failover, could employ a text
synthesis module to generate a natural-language
entry for an incident log. A speech synthesis com-
ponent could similarly be used to audibly announce
the recovery action in a network operations center
(e.g. Critical server failover initiated for cluster_B.
Services are being migrated.). Therefore, our review
confirms that Text and Speech Synthesis are not ac-
tive techniques for autonomous recovery but rather
ancillary components for the human-machine inter-
face reporting on that recovery.

D. Computer Vision

While Computer Vision (CV) is identified as a crit-
ical tool for proactive prediction in Industry 5.0, its
direct role in the autonomous recovery phase of
IT disasters appears, based on the literature, to be
limited and indirect. The available research on CV
in disaster management predominantly focuses
on the response and recovery phases of large-scale
natural disasters, where it serves as a powerful tool
for situational awareness and damage assessment
[18], [19]. This application is fundamentally different
from the autonomous recovery of an IT system.

For example, Bosch et al. [19] developed a frame-
work for crisis response (specifically for hurricanes)
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that uses CV to analyze spaceborne and airborne
imagery. The objective is to detect damage to phys-
ical infrastructure such as buildings, roads, and the
extent of flooding. This respectively transformed
raw visual data into actionable information for hu-
man-led emergency response teams [19]. Similarly,
the systematic review framework proposed by Igbal
etal. [18] classifies CV as a key technology for review
of technological contributions to disaster manage-
ment by assessing the post-disaster physical land-
scape.

This distinction is critical. In these applications,
CV is used for post-disaster analysis of the physical
world, not for executing an autonomous recovery
action within an IT system (e.g., data restoration,
service migration, or workflow re-orchestration).
Therefore, while CV is essential for the recovery
phase of a physical disaster, our review found no ev-
idence in the provided literature of its application
as a direct, autonomous recovery technique for IT
system failures.

E. Robotics

Robotics, an Al scientific area focused on the de-
sign and operation of robots [10], has a well-estab-
lished and growing role in disaster management.
However, its application is mainly concentrated on
the physical response to large-scale natural or man-
made disasters, rather than on the autonomous re-
covery of IT systems.

The literature extensively documents the use of
aerial, ground, and underwater robots for tasks such
as “data collection, search and rescue, and hazard
monitoring” in hazardous environments inaccessi-
ble to humans [20]. This includes Al-Driven Rescue,
Aerial Mapping [20], and deploying robotic systems
in response to life-threatening disasters and high-
ly unstructured setups [21]. These applications are
critical for physical disaster resiliency and response,
leveraging Al-powered robotics to enhance situa-
tional awareness and execute physical tasks [21].

In the specific domain of autonomous IT disaster
recovery, the role of physical robotics is not a pri-
mary focus of the reviewed literature. However, it
is important to note the emergence of the term Al
robotics within automated DR strategy literature.
Research on automated recovery for fintech infra-
structure, for instance, explicitly lists Al robotics
alongside deep learning as a technology used for
disaster recovery automation [22]. In this context,
robotics does not refer to physical hardware. In-
stead, it signifies the use of Robotic Process Auto-
mation (RPA)—software bots that are programmed
to autonomously execute the complex, repetitive,

and rule-based tasks of an IT recovery plan. This
could include automating incident ticket creation,
executing recovery scripts across multiple plat-
forms, or orchestrating failover procedures—a log-
ical, not physical, form of robotics [22]. Therefore,
while the direct application of physical robots for
autonomous IT recovery appears limited, the princi-
ples of robotics, in the form of Al robotics or RPA, are
being applied to automate the complex workflows
required for a successful recovery [22].

F. Al Planning

If Machine Learning models provide the triggers
for recovery, Al Planning provides the intelligence
to act on them. Al Planning is the branch of Al con-
cerned with the autonomous generation of a se-
quence of actions (e.g. a plan) to achieve a specific
goal [10]. In the context of autonomous DR, this is
the critical component that moves a system from
being merely automated (running a pre-defined
script) to truly autonomous (dynamically deciding
the best course of action).

The goals of automated DR, such as workflow au-
tomation and capacity management [13], are fun-
damentally planning problems. An autonomous
system must perform resource coordination [23]
and rapid decision-making [23] to respond to a dis-
aster. This is precisely the function of an Al planner.
For example, given a predicted server failure, an Al
planning agent can generate an optimal plan that
considers network topology, current workloads,
and available backup resources to orchestrate the
automated failover process [14] with minimal dis-
ruption.

This capability becomes even more critical in the
dynamic, distributed environments of 15.0. Static
DR plans are insufficient when failures are complex
and cascading. This is where adaptive task planning
becomes essential [14]. Research by Sacco et al. pre-
sents an architecture for adaptive task planning man-
agement in loT networks [14]. If one node (e.g., a crit-
ical sensor or robot) fails, the Al system does not just
stop; it autonomously re-plans and re-allocates the
necessary tasks among the remaining healthy assets
to ensure the overall mission continues [14]. Further-
more, Al Planning provides the proactive decision
support [24] needed to manage a recovery. The RA-
DAR system, for example, is designed for automated
task planning to support human-machine teams [24].
In an 15.0 scenario, this means the Al Planning com-
ponent can generate an optimal recovery plan and
present it to a human operator or execute it auton-
omously. This respectively bridges the gap between
prediction and a coherent, intelligent response.
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G. Expert Systems

Expert Systems (ES), a foundational Al category
[10], are designed to solve complex problems by
emulating the decision-making capabilities of a
human expert. In the context of autonomous IT dis-
aster recovery, the ES serves as the logical core, or
inference engine, that drives the recovery. While ML
models may predict a failure, it is the ES that can be
encoded with the complex, rule-based knowledge
to act on that prediction in an intelligent way.

The primary challenge in any disaster is the avail-
ability of experts, who may not be accessible 24/7
[25]. An Expert System, is specifically designed to
address this gap by providing expert-level guid-
ance, particularly during the critical response and
early recovery phases [25].Inan |5.0 IT environment,
this expert is the senior systems administrator or ar-
chitect whose recovery logic is required. An ES for
IT recovery operates on a knowledge base of facts
and rules. The facts, knowledge, and reasoning [26]
of top-tier IT staff are codified into this knowledge
base. This allows the system to move beyond simple
automation (running a static script) and toward au-
tonomy (making a dynamic decision).

For example:

» Fact: An ML model provides a fact (e.g., FACT:

‘Latency_on_Storage_Array_B > 500ms’).

« Rule:The ES'sinference engine [26] applies arule
from its knowledge base (e.g., RULE: IF ‘Laten-
cy_on_Storage_Array_B > 500ms’ AND ‘Time_
of_Day = Peak_Production’THEN ‘Initiate_Work-
flow_A'ELSE ‘Alert_Human_Operator’).

This capability is the engine that drives the work-
flow automation [13] and rapid decision-making [23]
essential for autonomous recovery. The ES is the com-
ponent that selects the correct executable recovery
plan, which may have been identified and extracted
from documentation by NLP models [15]. The Expert
System acts as the Integrated Disaster Management
System [25] for the IT infrastructure, by synthesizing
data from multiple sources (prediction alerts, system
status, network load) and applying a pre-defined but
complex set of human-expert rules.

IV. DISCUSSION

The findings of this systematic review highlight
that the transition to Industry 5.0 necessitates a
fundamental paradigm shift from reactive, manu-
al disaster recovery (DR) to autonomous, proactive
resilience. This transition is not supported by a sin-
gle Al technique, but rather by an orchestration of
specialized sub-fields that serve distinct roles in the
recovery lifecycle.

A. The Execution and Intelligence Layers

Machine Learning (ML) and Deep Learning serve
as the primary triggers for automated recovery,
enabling features such as automated failover and
workflow automation [4], [13]. In 15.0 environments,
ML enables adaptive task planning, where tasks are
autonomously re-allocated among healthy assets
to ensure mission continuity despite failures [14].
However, while ML provides the triggers, Al Plan-
ning provides the intelligence to act on them. Al
Planning is the critical component that moves a sys-
tem from being merely automated to truly auton-
omous by dynamically deciding the best sequence
of actions based on real-time resource coordination
and network topology [14], [23].

B. The Logic and Knowledge Components

Expert Systems (ES) function as the logical core
or inference engine of this architecture [25], [26].
By codifying the facts, knowledge, and reasoning
of human IT experts into a digital knowledge base,
ES can make complex, rule-based decisions—such
as selecting the specific recovery workflow based
on production priorities—without requiring 24/7
human availability [26]. Complementing this logic,
Natural Language Processing (NLP) serves as a vital
knowledge bridge [15]. NLP addresses the ineffi-
ciency of manual, text-based runbooks by automat-
ically extracting recovery instructions to generate
executable plans. This has been shown to reduce
plan-generation time by up to 80% [15].

C. Physical vs. Digital Recovery Roles

The review clarifies that certain Al sub-fields are
currently more relevant to physical disaster man-
agement than to the digital restoration of IT sys-
tems. Computer Vision (CV) is primarily utilized for
situational awareness and damage assessment in
natural disasters (e.g., hurricanes), but lacks a direct
role in executing digital IT recovery actions [18],
[19]. Similarly, while Robotics is essential for physical
search-and-rescue and hazard monitoring, its role
in IT-specific recovery is largely logical rather than
physical [20], [21]. In the context of IT infrastructure,
robotics refers to Robotic Process Automation (RPA),
which are essential software bots that automate re-
petitive recovery tasks and scripts [22].

C. Communication and Reporting

Finally, Text and Speech Synthesis are identified as
secondary components rather than active recovery
techniques.Their role is narrowed to the human-ma-
chine interface, providing natural-language report-
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ing on the status of recovery actions initiated by
the autonomous system (e.g. announcing a server
failover to human operators) [10].

In summary, the integration of these techniques en-
ables the high-reliability systems demanded by 15.0,
with the potential to reduce downtime by up to 80%
and accelerate restoration times by 60-85% com-
pared to traditional, manual methods [4], [7], [8].

V. CONCLUSION

This research has systematically addressed the
question of which Artificial Intelligence (Al) tech-
niques are most effective for enabling autono-
mous IT disaster recovery within the Industry 5.0
framework. Our analysis suggests that the tradi-
tional, reactive models of disaster recovery are no
longer sufficient for the high-stakes, low-fault-tol-
erance environments characteristic of modern
cyber-physical systems. To achieve the required
levels of resilience, a paradigm shift toward auton-
omous response is essential, with Al serving as the
primary enabler.

The findings of this study highlight specialized ar-
chitecture where distinct Al sub-fields perform spe-
cific functional roles. Machine Learning and Deep
Learning provide the foundational triggers for re-
covery, enabling critical features such as automated
failover and adaptive task planning in distributed
loT environments [4], [13], [14]. Al Planning on the
other hand provides the necessary intelligence to
move beyond pre-defined scripts, allowing systems
to dynamically generate optimal action sequenc-
es and coordinate resources in real-time [14], [23].
Natural Language Processing (NLP) bridges the gap
between unstructured human-generated manuals
and executable code [15]. By extracting recovery
instructions from text, NLP can reduce the time
required to create executable recovery plans by as
much as 80% [15]. Expert Systems act as the infer-
ence engine for autonomous recovery, codifying
human expertise into a knowledge base of rules
that allow for sophisticated, context-aware deci-
sion-making [25], [26].

Furthermore, our review clarifies that while Com-
puter Vision and physical Robotics are indispensa-
ble for physical disaster response and situational
awareness, their current role in the digital recov-
ery of IT systems appears to be limited or indirect
[18], [19], [20], [21]. In the digital domain, robotics
is more accurately realized through Robotic Process
Automation (RPA), which automates the logical and
repetitive workflows of a recovery plan [22].

VI. FUTURE RESEARCH DIRECTIONS

Based on the identified gaps, future research
should focus on two key areas. First, the applica-
tion of Large Language Models (LLMs) should be
explored for generating customized, real-time pro-
active guidelines and actions based on the specific
context of an unfolding disaster [17]. Second, fur-
ther investigation is needed into the integration
of Al robotics or RPA for orchestrating complex,
cross-platform recovery procedures in mission-criti-
cal infrastructures [22].
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POJISI U CIIELIUDUKA HA
MEHTOPCKUTE [TPOTPAMMU B
OPTAHU3AILIMOHHA CPEJIA

Omns ['eopruesa

Pesiome: B cbBpeMeHHaTa AMHaAMUYHa cpepa
YOBELUKUAT KanuTaa e OCHOBEH cTpaTernyecku
pecypc, a HeroBoTo pas3BuTUe - NPUOPUTET 3a
BCAKa opraHusauua. Hacroswara cratua uyenu
Aa aHanu3supa ponsaTa n cneuyndukKara Ha MeH-
TOPCKNTEe Nporpamm Kato CcuctemeH IIIHCprmeHT
3a OpraHv3auuoOHHO YynpaBneHue. 3ajauuvTe
BKJIIOUBAT N3cseaBaHe Ha 3HAUYeHNeTo, Nonsu-
Te N TeOpeTUYHNTE OCHOBM Ha MEHTOPCTBOTO.
N3non3BaHn ca metoaunTe Ha TeOpeTUYEH aHa-
N3 N CpaBHUTENEH Npernaea Ha cneyvanusupa-
Ha HayyHa nutepartypa. PesyntaTtute nokassar,
Yye MEHTOPCTBOTO € ABYCTPaHEH npouec, KONTo
yCKOpAiBa ajantauusaTta v usrpaxkaa couuvaneH
Kanutan Ha UHAUBUAYANIHO, €KUNMNHO 1 OpraHu-
3aUMMOHHO HNBO. OCHOBHUAT U3BOJ, €, Ye edek-
TUBHUTE NporpaMm M3NCKBaAT CTpaTernyecka
ynpaBieHcKa nogKkpena u MeToan4yecku nogxon.
MpenopbuBa ce MHTEerprupaHe HA MEHTOPCTBOTO
B OpraHusalvoOHHaTa KynTypa 3a nocturaHe Ha
YCTOMYMBOCT U CbXpaHABaHe Ha TaNlaHTUTe.

Knioyosu dymus: agantaumnsa, MEHTOPCTBO, opra-
HN3aLVOHHO NOBefileHNe, YOBELWKIN pecypcu.

I. BbBEJAEHUE

BcAka opraHunsaums, KOATO MUCW CTpaTernyecku
3a cBOETO ObAelle, paHO UM KbCHO JOCTUra A0 OC-
b3HABAHETO, Ye UCTUHCKUAT 1 NoTeHUman ce Kpue
He caMO B TEXHONOTMUTE, HO 1 B XopaTa. B cbBpe-
MEHHUTE YCIOBUA HA AVHAMUYHA Cpefa, NMPOMEHM
N KOHKYPEHLUS, YOBELKMAT KanuTas ce npeBpblia
B OCHOBEH pecypc, a HEroBOTO Pa3BUTME B OCHOBEH
npuopuTeT. IMEHHO TYK MEHTOPCKUTE Mporpamun
HamMpaT OCOGEHO 3HAUYeHMe - KaTo WMHCTPYMEHT,
KOWTO MoamnomMara apantauuata, obyyeHueTo u
YCTONUMBOTO PA3BMTME HA YOBELLKUTE PECYPCU.

MeHTopcKaTa nporpama ce pasriexaa kaTo cucTe-
MEH MHCTPYMEHT, KOWTO NHTerpupa B cebe cu KakTo
COLMANHO-NCMXONOTNYECKIN, Taka W YNpPaBNIEHCKM
enemeHTu. Ta NpeAcTaBisABa Bpb3KaTa MeXay WH-

Olya Georgieva is with the University of Telecommu-
nications and Post, Sofia, 1 Acad. St. Mladenov Str, So-
fia 1700, Bulgaria. E-mail: yanakieva.olia@gmail.com.

AVBUOYANHOTO Pa3BUTME Ha CIYXKUTENA U CTpaTeru-
yecKuTe Lenn Ha opraHu3aLmaATa, NpeBpbLLaniku ce
B KJIIOYOB MeXaHM3bM 3a NPUCNocobsaBaHe, aHraXu-
paHOCT 1 3ana3BaHe Ha KagpuTe.

Hakon aBTopwn [1] pasrnexpat cneumdurkata Ha
MEHTOPCKNTE NPOrpamu, KaTo BbTPELUEH MeXaHU-
3bM 3a CMofeNAHe Ha 3HaHMA U OpraHU3aLMOHHO
yueHe. Te pasrnexpgaT MeHTOPCTBOTO He MpPOCTO
kaTo dopMa 3a nogrnomaraHe Ha HOBUTE CIY>KUTENU,
a KaTo npouec, obeMHABaLL, Pa3NMYHN NOKONEHUsA
B OpraHu3aumaTa u Hacbpyasall, oOMeHa Ha ONKUT 1
LEHHOCTM.

Hpyrn aBTopu [2] 06pbLYAT BHUMaHKE Ha MEHTOP-
CTBOTO KaTO CPefcCcTBO 3a M3rpaxkjaHe Ha couma-
neH Kanutan. Te nocousar, ye OTHOLIEHMATa MeXay
MeHTOP M obyyaeM Cb3haBaT YyBCTBO 3a MpUHA-
NEXHOCT 1 B3aIMHa OTTOBOPHOCT - paKTopu, KOMUTO
YyKpenBaT OpraHu3aLMOoHHaTa KynTypa 1 aHrakupa-
HOCTTa. B TO31 CMUCBHN MEHTOPCTBOTO MMa HE CamMo
0byuunTenHa, HO 1 coumanHa porns, 3aloTo U3rpax-
na HebopManHM Bpb3KU Ha foBepue U NOAKpena,
KOMWTO Ca OT CbLUECTBEHO 3HaUeHne 3a BCAKa opra-
Hu3auma. Te3m nscneaBaHMA NogyepTaBaTt couman-
HOTO M3MepPEHMEe Ha MEHTOPCTBOTO U HEroBaTa pons
3a M3rpaxkaHe Ha fOBEPUE 1 NPUHAAIEXHOCT.

OueBNOHO MEHTOPCTBOTO fafiey HagXBbpnAa pam-
KWTe Ha MbPBOHAYANIHOTO BbBEXAAHE B ANBXKHOCT.
To ce npeBpbLla B NOCTOAHEH NpoLec Ha B3aVMHO
yuyeHe, ype3 KOWTO ce Cb3faBaT NpearnocTaBKky 3a
NO-BUCOKA MOTMBALMA, aHFaXXNPaHOCT U YCTONYU-
BOCT Ha cniy»kmuTtenute. B T03M cMUCHN MeHTOpCKIMTe
nporpamu Morart fia ce pasrnexaaT Kato ,MHBeCTU-
umA“ B YOBELIKNTE OTHOLIEHWA W OpPraHM3aLUnNoH-
HaTa Kyntypa. OT Ta3u rnegHa TOuYKa OpraHu3a-
LUMOHHAaTa KynTypa M COUMANIHATE KOMMOHEHTU B
npeanpuATUETO MOKa3BaT Kak ce paboTu, KakBo
MOTMBMPA CYKUTENUTE N KaKBU Ca TeXHUTe npode-
CUOHaNHW 1 HedOpPManHU OTHOLIEHUA B PaMKUTE Ha
OpraHM3auMOHHNA KOHTEKCT [3]

Hanpumep, ParuHc n Bepboc gonbineart, ye opra-
HU3aLMnTe, KOUTO U3rpa)<aaT LeneHacoyeHa MeH-
TOpCKa KynTypa, YCNABAT MO-JIeCHO fa CbXPaHAT
TaNaHTUTe 1 Aa pa3BUBaT BbTPELUEH YNpaBleHCKN
noteHyman [4]. Te noguepTaBaT, Ye KOrato MeHToOp-
CTBOTO ce nogkpensa ot nugepute n HR cTpyKtypa-
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Ta, TO Ce NpeBpbLya B YacT OT CTpaTernyeckaTa no-
JINTNKa Ha OpraHn3auUnATa.

B TO31 KOHTEKCT MOXKe [la Ce Ka)<e, Ye MeHTopcKaTa
nporpamMa He e Camo efIeMeHT OT 0byunTenHaTa cmc-
TeMQ, @ MHCTPYMEHT 3a YNpaBieHNEe Ha 3HAHNETO U
xoparta. Ta cbuyeTaBa MHAMBUAYANHOTO pPa3BUTUE HA
CNY>KUTENA C ObATOCPOYHUTE LIeNIM Ha OpraHu3a-
uuaATa. Ponara n TpAbBa ga ce pasrnexpga npes npu-
3MaTa Ha OpraHM3auMoOHHOTO yYeHe, NnaepcTeBo 1
KynTtypa.

N6m n PoOGBbPTCHH YCTAaHOBSBAT, Ye yYyacTUETO B
CTPYKTYpUPaHN MEHTOPCKN MpOorpamn yckopsasa
npoueca Ha aganTauma 1 NoBKMLLABa yAOBNeTBOpe-
HOCTTa Ha HOBOMOCTbNuUInmTe, KOeTo Boan A0 Abn-
roCpOYHOTO MM OCTaBaHe B OpraHm3aumaTa. [5] Taka
MEHTOPCTBOTO He NPOCTO,,BbBEXAa"” HOBOMOCTBLMNU-
NMA YOBEK, @ My Nomara fia ce no4yyBCTBa 3HauYuM 1
nosieseH, KOETO CbLUECTBEHO BNUAE BbpPXY HEFOBO-
TO JKeJlaHWe Ja OCTaHe B opraHM3auusTa.

OTTyK crfiefiBa U NO-LUNPOK U3BOA: MEHMOPCMBO-
Mo e He camo nNpoyec Ha npedasaHe HA 3HAHUSA, a
¢opma Ha cmpameauyecko ynpasseHue Ha 4ogew-
Kus nomeHyuan. To uszpaxoa 8ps3kU Mex0y Xopa-
ma, ocuzypasa npuemcmaeHocm u ycmotvusocm, u
NooKpens op2aHu3ayUOHHAMA 2u8KAsoCm.

B TO31 KOHTEKCT HacToAllaTa CTaTuA Lenn aa ob-
o6wWwu ponaTa n cneynduKkaTa Ha MEHTOPCKUTE MPO-
rpamm B KOHTEKCTa Ha OPraHN3aLVOHHOTO YrpaBne-
HWe, CBbP3BaNKN TEOPETUYHMUTE OCHOBU C TAXHOTO
MEeTO[0JIONMYHO NPUSIOXKEHME.

II. CIELIM®UKA HA MEHTOPCKUTE
[IPOT'PAMU B OPTAHU3ALIMOHHA
CPEJIA

Cneuymndunkata Ha MEHTOPCKMTE NPOrpamu B opra-
HU3aUMOHEH KOHTEKCT ce M3pasfABa Npean BCUYKO
B TAXHATa LeNeHacouYeHOCT N CUCTEMHOCT. 3a pas3-
NMKa OT CMOHTaHHUTe Uy HedopManHU B3aUMOOT-
HOLUEHMA MeXAY ONMUTHU U HOBU CIYXWUTENU, MeH-
TOpPCKMTE Nporpamu NpeacTaBnABaT CTPyKTypupaH
ynpaBneHCKN NpoLiec, OCHOBaH Ha NpeABapuTesiHO
pedvHVpaHn uenu, NpasBuaa U OYaKBaHW pesyI-
TatTn. MNogo6bHO Ha cTpaTermute 3a ONTUMM3MPaHe
Ha Ov3Hec mpouecute B Ny6NMYHMTE YCIyrn ypes
AUrnTanusauma u asTomatmsauma [6], MeHTOpCKM-
Te Nporpamy CbLLO U3KNCKBAT CTPYKTYpUpaH ynpa-
BJIEHCKM NOAXO[ 3a MOoCTUraHe Ha ePeKTUBHOCT U
ONTMMAJHO yNpaB/ieHre Ha pecypcuTe.

Cnopeg YaHanbp n Kpam, ycnexbT Ha MeHTOp-
cKaTa nporpama 3aBucy OT TOBa JOKOJKO TA € ACHO
CTPYKTypupaHa - C npeaBapuTenHo nopbpaHm
YUYaCTHULW, ACHO Pa3nMCaHN CTbMKM W aHrakupa-
HOCT OT CTpaHa Ha uMHcTUTYumATa. [7] Tasm ctenen

Ha dopManusauma A pasrpaHMyaBa OT CMOHTaHHU-
Te uHAMBUAYanHn GopmMu Ha NogKpena, NPu KouTo
NIANCBAT CUCTEMHOCT, KOHTPOM U NPOCNeANMOCT Ha
pesynTatuTe.

ChlwecTBeHa XapaKTepuCTMKa Ha MEeHTOpCKuTe
nporpamu e AByCTpaHHaTa UM Nnon3a 3a y4acTHUUn-
Te. B MeHTOpCKMTE Nporpamm He camo obyyaemMuAT
neyenu 3HaHUA 1 NOAKpPena, HO U CaMUAT MEHTOP
pa3BuBa CBOUTE NUAEPCKM YMEHUA, KOMYHUKATUB-
HOCT M CNOCOBHOCT 3a ynpaBneHne Ha xopa. o
TO3M HauuH, KakTo nocouysat [apBu M CbaBTOpWU,
MEHTOPCTBOTO Ce NpeBpbLUa B ABYNOCOUYEH npouec
Ha pa3BMTUE, KOWTO HaAXBbpnsA TpaAWLMOHHaTa
npefcTaBa 3a,Noy4yaBaHe” 1 ce OCHOBaBa Ha B3anM-
HOCT 1 goBepue [8].

Ta3n B3aUMHOCT € 1 NpuUYnHaATa MEHTOPCTBOTO Aa
Ce pa3rnekaa KaTo YacT OT KynTypaTa Ha cnogene-
HO 3HaHWe, a He NpocTo KaTo HR nHcTpymeHT. Beaka
opraHu3aums, KOATo BHefpsABa nogobHa nporpama
BbBEXAa U onpefeneH TUM B3aUMOOTHOLUEHUA -
Ha YeCTHOCT, [OBepure, rpykKa U CbTPYLHMYECTBO.
B KOHTEKCTa Ha M3rpa)kgaHeTo Ha YCTOMYMBU eKo-
cucTeMu, anropuTMuTe 3a rpajcko pasBuTUe nop-
yepTaBaT Hy)KAaTa OT Konabopauma Mexay BCUYKM
3aMHTEPECOBaHM CTpaHu [9] - MpuHUMN, KOWUTO €
OCHOBOMOJAraLy 1 3a ycrnexa Ha MeHTOPCKUTE B3au-
MOOTHOLLEHWA B OpraHu3auuaTa. Ta3u ormka Ha Cb-
TPYAHWYECTBO € B OCHOBAaTa Ha YCTOMUYUBUTE MEHTOP-
CKM OTHOWeHUA. Taka MEHTOPCTBOTO e OTpaeHue
Ha OpraHM3aUVoOHHUTE LIEHHOCTN W yrnpaBieHcKaTa
KoHuenuuma. CuHr n Tomac noguepTaBar, ye epeKkTmB-
HOCTTa Ha MEHTOPCKMTE MpOorpamMmu 3aBUCU OT TOBA
LOKOJIKO ca CbobpaszeHun Cbe cneymdpmrKaTta Ha opra-
HU3auUMOHHaTa cpefa - pa3mep, CTPYKTYpa, KynTypa
n cTpaternyeckn npuoputetu. [10] B ronemmTe Kom-
naHMM MEHTOPCTBOTO YeCTo e popManu3mpaHo ypes
€NMeKTPOHHU NNaTGOPMU U OLIEHBYHU CUCTEMM, [0-
KaTo B MO-Manku GU3HeC CTPyKTypy uma Hedpopma-
NeH XapaKkTep, HO CbC CbllaTa naes - pasBuUTne ypes
nogkpena. B cbBpemeHHWTE YyCNOBMA Ce NpoABABa U
TeXHOMorMyHaTa cneyuduka Ha MEHTOPCTBOTO. Taka
ATbH 1 V6el TBbPAAT, Ye AUTNTASTHUTE MHCTPYMEHTU
N XMbpugHUTe Mogenu Ha paboTta Hanarat HOB TWM
,BUPTyanHo meHTopcTBO". [11] [loBepumeTo, KoeTo ce
n3rpaxga no Bpeme Ha ekunHa paboTta B NPOeKTHa
AWrnTanHa cpepa, € OT M3K/MIOUYUTENHO 3HaYeHue 3a
edeKTMBHOCTTa Ha yYaCTHULMUTE U MOCTUrAHETO Ha
onTMManHu nokasartenu [12].

OcBeH TOBa epeKTMBHUTE MPOrpPamMum Ce usrpa<aaT
C aKTUBHATa NOAKpPena Ha BUCLWINA MEHUXKMBHT U
CMNIHOTO NNAEPCTBO B OpraHmM3auuATa, Taka ve fa
ce ajanTupaTt KbM HelHaTa KynTypa M KOHTEKCT. B
nocnefHWTe roguMHW ce HabnwpaBa U TeHAeHUUs
KbM W3MON3BaHE HAa AUTUTANHU U XUOpUaHU ¢pop-
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MaTK, KOUTO paswmpABaT 06xBaTa U AOCTbMNHOCTTA
Ha MEHTOPCTBOTO.

3a no-ronAma ACHOTA, MO-AONY € MpeAcTaBeHa
CpaBHUTENHA Tabnunua 1, KOATO WKCTPMPA OCHOB-
HUTE pasnnuna MeXay MeHTOpCKaTa nporpama wu
Apyrv GopmMm Ha NprCnocobsBaHe 1 pa3BUTUE.

TasnmuA |
CPABHEHVIE MEX[IY MEHTOPCKA MPOTPAMA W [IPYTV MOAXOAM 3A OPTA-
HU3ALIMOHEH TPEHWHT 1 PA3BUTUE [13]

Kputepun | Mentopcka | HactaBuu- | Koyuunr BbBexpaulo
nporpama 4ecTBO o6yuyeHune

Lien Apantaums, | Mpupobusane | MopobpasaHe | 3ano3Ha-BaHe
pasButue u Ha KOHKpeTHW | Ha edekTuB- | crmpasunan
CbXpaHeHue | ymeHus HOCTTaupe3 | npouepypu
Ha Kanpu (amMo0Cb3Ha-

BaHe

Xapaktep | B3aumuanog- | EaHonocouyno | Llenenaco-ueH | EpHokpatHo
kpena, fo- 0byyeHue WHAUBM-Oya- | WA KpaTKo-
Bepue, AbAro- NeH npoviec CPOYHO
CpO-YHOCT

Mpoabn- Cpen- Kpatkocpouna | B 3aBucumoct | Kparka (go 1

MUTENHOCT | HO-CPOYHA / 0T LenuTe MeceL)
LbAroCpoYHa

OtroBop- | Cnopenena OcHoBHOHa | YuacTHu-kbT | OTroBOp-HOCT

HOCT Mexay HacTaBHUKa | HoC OTTO- Ha HR otpena
MeHTOp 1 BOP-HOCT 32
MeHTOpYPaH npomaHaTa

Mopkpena | Bucoka, OrpaHuyeHa (penHa 3ambmKu-

OT OpraHn- | BK/lueHa B TeNHa, Ho

3a-umAara | HR crpate- hopmanHa
raTa

Pesyntat | lpodecvo- OpnagasaHe | MpomaxaHa | OpueHTaumA B
HalHo 1 Ha KOHKPETHW | Harnacv u (penara
NINYHOCTHO 3ajaum noBegeHue
pasButue,
NOANHOCT

OT HanpaBeHOTO CpaBHEHME CTaBa ACHO, Ye MeH-
TOpcKaTa nporpama cbyetaBa obyunTenHu, couu-
allHM N CTpaTernyeckn acnekTn, KOeTo A OT/inYaBa
OT OCTaHanuTe noagxoau 3a obyvyeHve u passutue. B
CBOfATa CbLYHOCT TA HE CaMO NMoArNoMara ycBosiBaHe-
TO Ha 3HaHWA, HO M3rpaXJa OTHOLIEHUS U LIeHHOC-
TV, yKpenBaLLy opraH/3aLMoHHaTa KynTypa u ekun-
HaTa ycTonumBocT. CnepoBaTenHo cneundurKkata
Ha MEHTOPCKUTE NMporpamu ce n3passea B TAXHaTa
LUAOCTHOCT M CTabUITHOCT, CBbP3BalKM YOBELLKMTE
B3aMIMOOTHOLLEHMA C YMpaBJieHCKaTa BU3MsA, KaTo
npeBpbLAT aganTaumaTa B NPoUec Ha pa3BuTre 1
naeHTUdUKauums.

III. ITOJI3N 1 E®EKTHU OT
BHEJIPABAHETO HA MEHTOPCKH
I[TPOT'PAMUA

Pe3syntatute oT BHeAPABAHETO HA MEHTOPCKM MPo-
rpamy B OpraHu3aLMOHHaTa MpaKTMKa MoKa3BaT

ACHO, Ye NoAo6HN NHULMATUBU HAOXBBbPAAT QYHK-
umMATa Ha obyyeHre 1 ce NPEBPDBLLAT B UHCTPYMEHT
3a opraHmM3aumoHHa TpaHcdopmaumda. Te He camo
nogromarar aganTtauusaTa Ha HOBUTE CNTY>KUTENN, HO
M Cb3faBaT yCTONUMBA BBTPELLUHA KYyNTypa Ha noa-
Kpena, goBepue n passutme. Cnopes AnbH 1 Mben,
KOWUTO M3cnefBaT noBeye OT CTO MEHTOPCKM Mpo-
rpamu B pasfinyHyM KOMMAHUKU, GOPMANTHOTO MEH-
TOPCTBO MMa CTAaTUCTMYECKN AOKAa3aH MOJoXKuTe-
neH edeKT BbPXY aHraXKMPaHOCTTa N 3abpKaHeTo
Ha yoBelKn pecypcm [11]. ABTOpuTe NogyepTasar,
ye CNy>KuUTenu, yyactBanam B MEHTOPCKU Mporpamm
MMaT MO-BMCOKO HMUBO Ha YOAOBNETBOPEHOCT, NOAN-
HOCT M FOTOBHOCT 3a yyacTve B OpraHuM3auvoHHU
VHULMATUBMN.

E6U 1 PO6BPTCHH pasrnexnat MEHTOPCTBOTO KaTo
CpeAcTBO 3a ycKopsABaHe Ha OpraHu3auvoHHaTa
afjanTtauma v pegyumpaHe Ha cTpeca npu HOBOMO-
CTbNMAUTE cnyxntenu. Te N3TbKBAT, Ye HaNNYMeTo
Ha MEHTOP B MbpBUTE CeAMULN Cref NOoCTbrBaHe
Ha paboTa BOAU Ao no-6bp30 usrpakgaHe Ha yBe-
PEHOCT, YyBCTBO 3a MPUHAZNEXHOCT U aHraxupa-
HOCT KbM LilennTe Ha opraHm3aymara. [5]

B cBoeTO n3cnensaHe YbH 1 PKao yctaHoBABaT, ye
MEHTOPCTBOTO MMa ABOEH edeKT - nogrnomara npo-
beCcnoHanHoTo pPa3BUTKE Ha CIYXKUTENA U eLHOBpe-
MEHHO C TOBa HaCbpyaBa KONEKTMBHOTO 3HaHUE U
B3aumogencTeme B ekuna [14]. ABTopuTte noguep-
TaBaT, Ye aKTUBHMAT OOMeH Ha OnuT 1 Uaen Mexay
yfieHOBeTE Ha OpraHM3auuATa BOAM A0 MO-BUCOKA
CTeneH Ha KoopanHauus, B3aMMHO fjoBepue 1 epek-
TUBHOCT. Hali-oce3aemo 1031 edpeKT ce nposBsaBa B
OpraHu3aunoHHa KyNnTypa, HacbpyaBalla OTKpUTa-
Ta KOMyHUKaUWUA, OOMeHBT Ha uUaen U B3aUMHOTO
yueHe mexay cnyxutenuTe.

3a boumoHenoc mn Koctonynoc, MeHTOPCTBOTO
OKa3Ba 0Ce3aeMO BNUAHME BbpXy pe3ynTaTtute Ha
OpraHu3auuATa, Kato KIYOB MOCPEefHUK B Ta3u
Bpb3Ka e GnarononyuneTo Ha cnyxutenute [15].
Korato opraHusauyumTte nogkpenAaAT pasBUTMETO
Ha CNyXWUTenuTe upe3 MEeHTOPCKW OTHOLLEHWA, Te
Cb3faBaT yC/1I0BMA 3a NO-BUCOKA MOTUBAUUA, yao-
BNETBOPEHOCT U YCTOMUYMBOCT Ha PabOTHOTO MACTO.
KomnaHuute, KOUTO YCTOMYMBO pPa3BMBaT MEHTOp-
CK/ MHULNATMBK, HE CaMO 3abprKaT Kagpute cu, HO
1 nogobpAgat uANoCTHaTa ePeKTUBHOCT, TbiA KaTo
CNyXXUTenuTe ce YyBCTBAT MPU3HATU, CUTYPHN U MO-
TUBUPAHW.

MeHTOpCKMTE nporpamu OKasBaT MOJIOKUTENTHO
BNMAHNE HEe CaMO BbPXY HOBOMOCTBLMMUAUTE, HO U
BbPXY CaMuTe MeHTopU. KakTo oTbenassat IKoyHC
n bpayH, MeHTOpUTe NOJO6PABAT CBOUTE NNAEPCKN
N KOMYHUKAUMOHHN YMEHUA, KaTto efHOBpPEeMEH-
HO JOMPUHACAT 3a OpraHM3aUMOHHaTa KynTypa Ha
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[oBepue, nogkpena n cbTpyaHuyecTso [16]. Tosa
noTBbpPXKAaBa UaenATa, Ue MEHTOPCTBOTO He e efHO-
NOCOYEeH NPoLec, a ABYCTPaHHO B3aUMOeNCTBIE, B
KOETO 1 [IBETE CTPAHM Nevensr.

B nmpakTuyecko mamepeHune nos3mTe OT MEHTOP-
CKWTe nporpamu moraTt aa 6baaT 0606LWeHN Ha Tpu
paBHuLIa:

e WHOusudyasHo - no-6bp3a aganTtauumsa, NOBU-
LIEeHa YBEPEHOCT, NO-BUCOKA MOTMBaUVA 1 ya0-
BNETBOPEHOCT OT Tpyaa.

« EkunHo - nogobpsaBaHe Ha KOMYHWUKaLUATa, Jo-
BepUe 1 CNNOTEHOCT MeXIy Konerure.

» Op2aHuU3ayUOHHO - HamanABaHe Ha TeKyuecTBO-
TO, CbXPaHABaHE Ha 3HAHWETO, U3rparkaaHe Ha
NO3UTMBHA OpraHM3aUMOHHa KynTypa 1 nofo-
6peHn bM3HeC pe3ynTaTu.

B TO3M KOHTEKCT BHeApsABaHETO Ha MEHTOPCKMU
nporpamu cnefBa Aa ce pasrfiexaa He camo KaTo
HR npakTnka, a KaTo cTpaTtermyeckun MHCTPYMEHT 3a
YCTONUYMBO OpraHu3aunmoHHO passuTue. Te cbueTa-
BaT MKOHOMUYECKMTE MON3M ype3 HamanAaBaHe Ha
pa3xoauTe No TeKy4yecTBO U 0OyUEeHUsA, C YOBELLKU-
Te NOJ3U Ypes n3rpaxgaHe Ha eKUMHOCT, foBepre 1
opraHv3aLnoHHa NPUHAANEXHOCT.

EdekTTe OT MEHTOPCTBOTO Ca HAM-CUIHK, KOraTo
OpraHu3auuATa He ro Bb3nprema Kato eJHOKpaTeH
aKT, @ yacCT OT ynpaBneHcKkaTa ¢punocodus. Torasa
MeHTOpCKaTa nporpama npecrtasa Aa 6vae ¢popman-
Ha MHWLUMATMBA U Ce NpeBpbLLA B NPOLEeC Ha opra-
HU3aLMOHHO YUYEHE 1 YOBELLIKO pa3BuTuMeE.

IV. TEOPETUYHU OCHOBAHUA
N ITPEXO/] KBM METOIUYECKA
PAMKA

CbBpeEMEHHOTO OpraHM3aLMOHHO pasBuTMe ce
OCHOBaBa Ha MAeATa, Ye xoparta ca Han-LeHHNAT Ka-
nutan. AganTaumaTta, HaCbpYyaBaHETO 1 3ana3BaHe-
TO MM Ca peLlaBaLly 3a ycrnexa Ha opraHmM3auusaTa.
B TO31 KOHTEKCT MEHTOPCKMTE Nporpamy morar Aa
CNy>KaT KaTo Bpb3Ka MeXay TeopeTUyHuTe MpuH-
LUMNM Ha yNpaBfieHNETO Ha YOBELLKUTE pecypcu u
NPaKTUYECKOTO OPraHN3aLMIOHHO YUYeHe.

Kakto nopgueptaBat ParvHc n Bepboc, epektus-
HOTO MEHTOPCTBO He e CaMo NMpoLeC Ha NpefaBaHe
Ha 3HaHWA, a cMCTeMa 3a U3rpakjaHe Ha opraHmsa-
LUMOHHA KY/Typa, B KOATO B3aMMHaTa nogkpena u
CcnofeneHoTo 3HaHVe ce MpeBpbLIaT B yrNpaBneH-
CKa LeHHOCT [4]. Ta3n ngea ce onnpa Ha TeopuATa
3a Learning organization (yyewarta opraHusaums),
pa3suTa oT MNutbp CeHAx, cnopep KOATO 3HaAHNETO
ce akymynvpa v pa3suBa Ype3 B3aUMOOTHOLLIEHUS,
o6bmeH 1 KonekTMBeH onuT. B cxopHa nocoka ca
N BUXAAHUATA Ha OPYrn aBTopu, KOMTO CBbp3BaT

TpaHchopmaumaTa Ha 06Pa30BAHNETO U Bb3MOXK-
HOCTUTE 3a NO-ePeKTUBHO YCBOABAHE Ha 3HaHMWA B
AUTUTANHOTO O6LLEeCTBO C KOHLeNuuATa 3a yyelyata
opraHu3auus, Npu KOATO 3HAHWETO ce pasrnexpa
KaTo OCHOBEH pecypc 3a YCTONUMBO passutue. [17]
CbBpeMeHHWTe MOAENN Ha MEHTOPCTBO Ce onNupaT n
Ha TeopwusiTa 3a Social exchange (coumnaneH o6meH),
cnopep KoATO B3aIMOOTHOLLEHNATa MeXay MEHTOP
1 obyyaem ce n3rpakaat Bbpxy 6anaHc mexay Aa-
BaHe 1 MoJslyyaBaHe, JoBepuie U npu3HaHue. Tasm
KOHLenuuma ce notebpxaasa 1 oT AnbH 1 Nben kon-
TO MOKa3BaT, Ye YCnelwHnTe MeHTOPCKN Nporpamu
ca Te3u, Npu KOUTO B3aMMOLEeNCTBNETO € B3aUMHO 1
Hacbpyasa YyBCTBOTO 3a NPMHaANEXHOCT. [11]

Ot ppyra cTpaHa, uscnefBaHuATa Ha YaHabp u
Kpam nocTaBaT akueHT Bbpxy Contextual mentoring
approach - nogxop, cnopep Kowto epeKTUBHOCT-
Ta Ha MEHTOPCTBOTO 3aBKCK OT OpPraHU3aLMOHHNKA
KOHTEKCT, KynTypaTta u nugepckus ctun [7]. Tosa o3-
HauaBa, Ye He MOXe Aia MMa YHUBepCasieH Moaen Ha
MEHTOPCKa Nporpama, HanpoTuB, BCAKA OpraHm3a-
uua TpabBa Ja aganTupa CcBoATa METOAMKa CNPAMO
cobcTBeHMA c1 Mawwab, uenu n pecypcu.

Ha 6a3aTta Ha Te3n TeopeTUYHM NOCTAaHOBKN MOXe
Aa Cce HanpaBu N3BOABT, Y€ MEHTOPCTBOTO MOXKe Ja
Ce pasrnexpja Kato MOCT MeXay XopaTa 1 opraHm3a-
UMOHHaTa cTpaterns. To obeauHABa yNpaBneHCKN
N COUMANHO-NCUXONIOTMYECKN eNneMeHTH, NPeBpPb-
LWalKK ce B MbBKaB MHCTPYMEHT 3a M3rpaxaaHe Ha
CNSIOoTeHa 1 yCToMUYMBa OpraHu3aLUmnoHHa cpeaa.

V. 3AKJIFOYEHUE

B pe3ynTtaTt Ha NPOyYBAHETO MOraT fla C€ HanpaBAT
canegHnTe nssoau:

1. MeHTOPCTBOTO BCe MoBeye ce Bb3nprema Kato
BaXeH ynpaBJ/ieHCKM UHCTPYMeHT. To He ce orpa-
HMYaBa CamMoO [0 HacTaBHWYeCTBO, a obxBalla
No-WMPOKM NPOLECU - OPraHN3aLNOHHO YUEHE,
couranun3aLms U pas3BUTE Ha YOBELLKUTE pecyp-
cn. To ce pasrnexpaa KaTo ABYCTPaHHO B3anMOOT-
HOLLEHVe, NPU KOEeTO Ce OCbLecTBABa TpaHchep
Ha 3HaHWA, ONUT N OPraHM3aUNOHHN LLIeHHOCTN.

2. HeobxoanmocTTa OT MEHTOPCTBO B OpraHusa-
LUMOHHA cpeda Npou3TUya OT AMHaMKKaTa Ha
TPYBOBUTE OTHOLIEHUA U Heob6XOAUMOCTTa OT
6bp3a aganTauMa Ha HOBOMOCTBLNUAUTE CIy-
Xutenu. Ypes MeHTOPCTBOTO Ce NOCTUra CbKpa-
L aBaHe Ha aflanTauMOHHNA Nepuo, No-B1MCcoKa
MOTMBaLUA 1 No-gobpa NHTerpaumsa B ekmna.

3. ®opManHoTO 1 He$pOPMaNHOTO MEHTOPCTBO B3a-
WUMHO ce fgonbneat. [lokaTo GOopManHOTO MeH-




CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

TOPCTBO OCUIYpsiBa CTPYKTYPa, PaBeH JOCTbN U
NPOCNeANMOCT Ha pe3ynTaTnTe, HepOopPManHOTO
npegsiara aBTeHTUYHOCT, AOBEpVE 1 eMOLIMOHAN-
Ha CBbP3aHOCT. KOMOUHMPaAHKAT NOAXOA Ce ABS-
Ba Hall-epeKTMBEH 3a OpraHu3auunTe.

. MHoOro opraHu3auMoHHn GpakTopu BANAAT Bbp-

Xy edeKTMBHOCTTa Ha MEHTOPCTBOTO KYNTYpa,
CTUN Ha NNAEPCTBO, CTPYKTYPaA, KOMYHMKALIMO-
HeH KNMMaT 1 pasnnuma mexpy nokoneHuaTa.
Te3n dakTopn onpenenaT HauynMHa, NO KOWTO
MEHTOPCKNTE B3aUMOOTHOLLEHMWA Ce U3rpaxaar,
nogabpKaTt 1 pa3BuBar.

. MeHTOpCKNTE NporpamMm MMaT KloHOBO 3Have-

HWe 3a pa3BUTNETO Ha OpraHuM3auunATa. Te nog-
nomarat CnogesIAHETO Ha 3HaHWUA, Pa3BUTUETO
Ha NNAEPCKN YMEHUA, KapunepHnAa pactex "
dHFaXNPAHOCTTA Ha CNYXUTENNTE, KAaTO Ce€ OC-
HOBaBaT Ha CUCTEMHOCT, ooBepune N B3aMHOCT.

. Cb3gaBaHeTO Ha ed)eKTI/IBHa MEeHTOPCKa npo-

rpama M3nCKBa METOAMYECKUN Noaxo[, KOWTo Aa
BKJTIOYBA ACHO MNaHUpaHe, opraHu3auus, pbKo-
BOZEHE N KOHTPOJ.
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MOTUBALNA U AHTAXKUPAHOCT IIPHU
PABOTA B ITPOEKTHHU EKUIIN

CMmuniena KocroBa

Pesrome: [doknapbT npepnara KoHUeNTyaneH
Mojen Ha MOTMBaLMOHEH MeXaHM3bM Nnpu pa-
60Ta B npoeKkTHU ekunu. Llenta e KpaTtko npeg-
CTaBsiHe Ha O6WW KOHLEeNnuum 3a MoTUBaUuATa
M aHraXXupaHoCTTa Ha CNYXXUTenuTe B npeanpu-
AITNe, BK/IIOYEHN B NPOEKTHUTE eKUnu, Kato ce
npepnarat aBTOPCKM paspa6oTku no remara. Us-
TOYHMLMTE Ha NHPopMmaLMA ca NyGNnYHN AOKY-
MEHTU OoT opuLIMaNIHN caliTOBe Ha OpraHu3auum,
a u3cnepoBaTeNnckuTe MeToAau ca eMNUPUYHN.
OCHOBHUTE pe3ynTaTh NpeacTaBNsaBaT KOHKpeT-
HMU Mmogenu Ha 6asa Ha u3BefeHU 3aKNOYeHNA.
Kom6uHauumaTa mexxay MOTUBALMA N aHraXKupa-
HOCT Npu pa6oTa B NPOEKTHW eKNNun gonpuHaca
3a cb3aBaHe U NoAAbpXKaHe Ha 6naronpuATeH
pa6oTeH Knumart, YyCTOMUMBOCT Ha MeXAynuu-
HOCTHMTE B3aIMOOTHOLLIEHUA, Nof06pABaHe Ha
KoopAuHauuATa, 0co6eHOo B yCOBMA Ha 6bp30
HaBNU3aLy TEXHONMOTUM C U3KYCTBEH MHTENEKT.

Kniouosu Oymu: MOTMBAUMA, aHraKMpaHocCT,
NPOeKTeH eKuMN, CUCTEMMU C N3KYCTBEH NHTENEKT.

I. BBBEAEHHE

CneundurkaTa npu NPOEKTHNA MEHUOXKMDBHT €, ue
YNpaBJieHNETO CaMo Mo cebe cu e YHUKaIHO KaTto
M3MbJ/IHEHME, KauyeCcTBO, KOIMYeCTBO U AENCTBa 3a
fdafeH nepuog c onpefeneHa CTOMHOCT U C yYacTu-
€TO Ha BpeMeHHa rpyna pecypcu. lMpn TpaguumoH-
HVA MOAEN Ha yNnpaBs/ieHne KIYoBUTe eNemMeHTH ca
3HaHWA, TEXHMKK, CpeacTBa u apyru. Bcekum eknn pa-
60T NO OTAENHW 3afaUM N KOHKPETHUAT CbCTaB OT
CNYXKUTeNu e OTrOBOpPEH 3a pesyntatute. [IpoeKTHu-
AT eKMN NpuUTeXKaBa CbOTBETHaTa cneymanusauma u
KOMMNETEeHTHOCTU. VI3Nb/IHEHNETO Ha BCAKa AeNHOCT
€ pasnpegeneHo Ha OTAeNHW NHOMBWAWU, KOUTO
paboTAT B CUHXPOH MOMEXZY CU, 33 Aa NMOCTUTHAT
o6Lua Len 1 NpoayKT 3a CbOTBETHOTO NpeanpuATre.

ETo 3awwo yoBewknAT dGakTop e K/YoB U ynpa-
BNEHMETO Ha YOBELLKNA pecypc e U NonuTuKa. Bos-
HMKBAT MHOIO BbMPOCK 3a pPa3CbXAeHMe, KaTo po-
NATa Ha eKuna, KpUTepun 3a Nogoop Ha YieHoBe Ha
€Kura, HNBO Ha N3NCKBAHWA, BbB/INYAHE B 3aaunTte
M yyacTve B pasnnyHuUTe AeHOCTU, OTOBOPHMN YC-

Smilena Kostova is with the University of Telecom-
munications and Post, Sofia, 1 Acad. St. Mladenov Str,
Sofia 1700, Bulgaria. E-mail: smilenasmil@gmail.com

NoBWA, CTUI HA NTMAEPCTBO, COLMANHN NPUAOOMBKY,
nepcneKkTUBM 3a PaBHOMNOCTABEHOCT Ha MOMIOBETE U
W3KNI0YBaHe Ha AUCKPVIMNHALMOHHM HAaKNOHHOCTY,
[oBepre mexay YneHoBeTe Ha NPOEKTHUA eKun 1
Ha nngepa, NoaabpKaHe Ha OTKPUTa KOMYHMKaLMA
M Cb3faBaHe Ha bnaronpuaTHa paboTHa cpeda 6e3
TOKCUYHW BANAHNA.

B HacToAwmA goknag HAMa npeTeHunn 3a n3uepn-
BaHe Ha TemaTuKaTa, HATO Aia ce HaBn3a B Absbo-
yrHeH aHanus. MNo-ckopo NPobnemMbT ce pa3rnexaa
B MparMaTuyeH nnaH n ce opopma KoHLenTyaneH
MOAEN Ha MOTUBALMOHEH MEeXaHMW3bM, KOWTO Aa
noarnomara PbKOBOAMTENNTE HA MPOEKTHU eKuUMu
fa vaeHTnduUMpaT U ynpasnsaBaT YOBELIKNA pe-
CYpC NO HauMH, N0 KOWTO Aa MOCTMUrHaT NO-BMNCOKA
NPOV3BOANTENHOCT, a aHraXkMpaTt No-roafMo Cb-
TPYOHUYECTBO M CbNPUYACTHOCT Ha CAYXUTENUTE,
[a peanusnpat No-KayeCcTBEHU pe3ynTaTu 1 NPOAY-
KTW, fia CTUMYNMpaT pa3BMBaHETO Ha MHOBATUBHOCT
N KpeaTMBHOCT, la ce HaManABaT KOHGNUKTHUTE Cu-
Tyaummu, fla ce NOCTUrHAT UenuTe Ha NpoeKTa B pam-
KUTe Ha NiaHnpaHnTe cpeacTsa u rpaduk.

ChlyecTByBaT MHOXECTBO TEOPUU OTHOCHO TMO-
fob6pABaHe yyacTMeTO Ha MepcoHana B OTAeNHUTe
3a4auun, 3a Ja ce YyBCTBA TOW aHraXupaH, Cnyxmrte-
nuTe Aa U3NbAHABAT UHAUBMAYANHO 3ajaymnTe CU B
AYX Ha €KUMHOCT, HO N C Bb3MOXHOCT 3a NPOosABa Ha
CaMOUyBCTBME 3a MpUTEXKABaHE Ha JINYEH Kanauu-
TeT 1 3HaHWA.

MNmeHHO MoOTMBauUMATa e ABUraTeNAT Ha 3[paBo-
CNOBHUA XUBOT Ha eKnNa. A NPOEKTHUAT eKnn Cb-
LeCcTBYBa 3a KpaTbK Nepuopg oT Bpeme, KOeTo e ce-
PVO3HO NPean3BMKaTENICTBO 332 MEHUKbPUTE.

MoTtuBauuATa e einH OT Hal-BaKHUTe ¢aKTopu
3a npocnefsaBaHe Ha ,Mynca” Ha opraHu3aumaTa B
KomMnaHuuTe. HellHaTa 3HauMmoCT e onpegensauia
3a NocTMraHe Ha pe3synTaTiTe No NPOEKTa, KOeTo ce
OTpa3fBa 1 BbpPXy pa3BUTUETO Ha NpeanpuATneTo,
KaTo uano.

Mma epHa cneumdumyHa ocobeHOCT, CcBbp3aHa C
NPOEKTHUS eKkun. MeHUgXXbpuTe ro HabnoaaBaT 1
npocnegaAsBat U3NbJIHEHWETO Ha 3afjaynTe U NoCTU-
raHeTo Ha pe3ynTaTuTte, yxa Ha paboTaTta My U He-
rosarta CbMpuUYacTHOCT. Te B3emaT ynpaBrieHCKN pe-
LIeHMA 3a >KU3HECNOCOOHOCTTA Ha NPOEKTHUSA eKmn,
KaKTO M Ha OTAeNHUTe uneHoBe. PbKoBoguTenute
onpefenAT CTEMeHTa Ha MOTUBALMA M aHraxupa-
HOCT Ha cyXutenute npu paboTta B NPOEKTEH eKunn
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Bb3 OCHOBa HAa MHOXeCTBO $aKTopu 1 cbbnogasat
nepcoHana fa paboTn KaTto egHO LANo, B CUHXPOH,
KOOPAUHMPAHO, MPOdECUOHANHO.

MoTmBauuATa 1 aHrakMpaHocTTa npu paboTta B
MPOEKTEH eKKMn Nonaaa ceEpUo3HO BbB GOKyca Ha 13-
CNefoBaTeNICKM TPYAOBE U MPOYYBaHUA, Taka ye cne-
UManMCTHTE B YNPaBNeHVETO HA YOBELLKM PECYpPCU 1
MeHMIXKbPUTe Aa Npuarat afAeKBaTHN MepKM 1 aa
B3emaT HeobXoauMKMTE PbKOBOAHW pelueHus. TemaTa
M3MbKBa Hali-BeYe B YC/IOBMATA Ha ranonvpaiia uu-
¢dpoBsa TpaHcpopmaLma Ha BU3HeCa U C HABNN3AHETO
Ha TEXHONOTNW C U3KYCTBEH MHTeneKT (UW).

II. OCHOBHUM KOHIEIIINHA
3A MOTUBALIUATA U
AHT'AXKMPAHOCTTA I1PU PABOTA B
ITPOEKTEH EKHAII

Cnopep PeuHurKa Ha 6bnrapckus esuk Ha HCTuTy-
Ta 3a 6bArapckn esnk koM BAH TepmunHa ,mMmoTMBa-
uma” nma Tpy 3HaYeHUA:

»1. Momusuposka, momusupare; 060cHosasaHe,
000CHOBKA, apeymeHmMupade, apaymeHmayus. 2.
Hanuyue Ha ocHosamenHa Npu4yuHa uau NOOMUK,
cmumyJs 3a ocsuecmansaHe uau npeonpuemaHe Ha
HAKakeo Oelicmaue. 3. Hewjo, Koemo e ocHosamesnHa
NpUYUHA UsIU NOOMUK, CMUMYJT 3a OCBUeCm8asaHe
usiu npeonpuemaHe Ha HAKAakeo oeticmaue.” [1]

Bbnrapckuat ukoHomuct Mocud Unues nuwe, ye
~Momusayuama, ¢ opyau 0ymu, e npoyec, OCHOBAHUS-
ma 3a Kolmo ca 8 ceuecmaysaHemo Ha Heyoossiem-
8opeHU nompebHoCMU HA UHOUBUOA, Ha xopama.” [2]

ChwuHaTa 1 Ha ABETe NMOHATMA NOKPUBAT CXOAEH
[Mana3oH 1 Hacou4Ba, Ye MOTMBALMATA € YOBELLKO
€MOLIMOHANHO KauyecTBO, KOETO HOCU AelCTBME 33
MaTepuanHO 1 HEMATEPUANTHO NPUTEXaHWe, Cb3ha-
BalLO YAOBNETBOPEHNE.

Cnopep cblyma PeyHunK Ha 6barapckma esmk Tep-
MMVHA ,aHraXXMMeHT" MMa CNiegHUTe 3HaYeHnA:

»1. [loemo 3a0wv/mKxeHue 3a u3svpwWBaHe Ha Hewo, 3a
u3nw/IHABAHE HA HAKAKBO obewaHue. 2. [loemo 3a-
Owv/1KeHuUe no 0ozosop.” [1]

B cdepaTta Ha MKOHOMUYECKNTE TEOPUN TEPMUHBT
»AHFAKNMEHT” npuema no-ckopo cYeToBOAHO-OU-
HaHCOB U MPaBEeH XapaKTep.

Hanpumep, no OTHOLWEHME Ha 3aAb/iKeHuATa Ha
bbnrapma kbm EBponeiickna cbio3 B [JoroBopa 3a
byHKUMOHMpaHe Ha EBponenickua cbio3 Ha odurum-
anHaTta cTpaHuua Ha MuHucTepcTBo Ha dMHaHcUTe
B ny6nuKyBaHaTa rnasa 11 ,IkoHomunueckn v Bany-
TeH Cblo3” ce Ka3Ba, Ye ,BCAKa HOBOMpPMETa AbprKa-
Ba-uneHka Ha EC: noema HeOTMEHUM aHraKUMeHT
[a ce NpucbeavHM KbM eBpO30OHaTa U Aa BbBefe
eauHHara BanyTa”“ [3]

OTTYK MOXeM fAa ce JO6NMXMM [0 CbLHOCTTA Ha
TEPMUHa ,aHraXnpaHocT, Beye 06BbP3aH C ,MOTU-
BaLuA" Npu paboTa B MPOEKTEH KNI,

B cTtatna Ha Management Study Guide ce o6acHA-
Ba KakBO NpeCTaB/ABa aHraXKMpPaHOCTTa Ha CIY»Ku-
TeNNTe 1 ce NocouBa, ue ,Hay Group onpedesna aHea-
XUpaHomo npedcmassHe Kamo ,pe3ysimam, Kotimo
ce nocmueaa 4pe3 CmuMy/IUpaHe Ha eHmycudsma Ha
cayxumenume 3a pabomama UM U HAco4yeaHemo
My KoM ycnexa Ha opeaHusayusma. Tosu pesyimam
MOXe 0a ce hocmuzHe camo Koeamo pabomooame-
Jlume npeodaoxam Ha cayxumenume cu umniauyu-
meH 002080p, KoUmo npedu38UKBA cheyuguyHu
NoJsIoXUMesIHU NosedeHUs, Cb0bpdseHU C yesiume Ha
opzaHusayuama...” [4]

C gpyrm gymu, akUeHTbT naja Bbpxy MnpaBHaTa
CBLUHOCT Ha ,aHraXKMPaHOCT', KaTo ce JOroBapAT pe-
Anua MaTepuanHn 1 HemaTepuanHu CTUMYIN.

B koMbuHaLuMA aBeTe NOHATUA ,MOTUBALNA" 1 ,aH-
raXkmpaHoCT” NpuTekaeaT 3apsiaa Ha o6l UHTepec,
KOWNTO BOAW [0 AEeNCTBME, MOPOAEHO OT NHAUBUAY-
anHata noTpebHOCT N OYaKBaHe, 3a Ja ce fOCTUTHe
Heo6XoaMMOTO YAOB/IETBOPEHME.

MporpectT Ha HOBUTE TEHAEHLMM 1 PAa3BUTUE Ha
B3aMMOOTHOLLEHMATA MeXay Or3HeC pbKoBoauTe-
NN W CNYXUTENM OYepTaBa HOBO CbAbpKaHWE Ha
ambuuunte. MoTrBaLMATa U aHraXxnpaHocTTa npu
paboTa B MpoeKTeH eKnn Npoab/kaeaT fa ca KIo-
yoBu dakTopu U Beye ce otbenAsBa APYro HUBO
Ha MHTepec, EHEePrMYHOCT, aKTMBHOCT B y4acTumATa,
noemaHe Ha OTFOBOPHOCT, UHULMATUBHOCT. HaBnu-
3aHeTo Ha TexHonoruute ¢ M n nokoneHyeckute
pa3nuuuna oyepTasaT ApYr pog Npean3BrKaTencTaa
3a MEHUIXKbpUTE.

OT efiHa CTpaHa, € YOBEeLLKUAT KanaumuteT C MHOFO-
06pa3HM HMBa HA 3HAHMA, IMYHOCTHU U3NCKBaAHUS,
NMo3HaBaHe Ha CBeTa M Bb3MOXHOCTY 3a peanuia-
umA. OT gpyra CTpaHa, MacOBOTO BHefpsBaHEe Ha
TexHonorumte ¢ N B paboTHnTe Nnpouecn nposo-
KnpaT gm3aliHa Ha npoekTHUA ekmn. OT TpeTa cTpa-
Ha, B LleHTbpa e BM3HeC NHTepeca Ha MEHNIXbpU-
Te, YMATO Len e Aa nocTuraT noeevye pesyntati C
Nno-ManbK pecypc M Aa onTumusmpaT paboTHuTe
npouecu.

JlngepcTBOTO B YNpaBieHNETO Ha YOBELLKM pecyp-
CW eBONIOUPa MHOTO 6BP30 1 Urpae ponATa Ha KaTa-
Nnn3aTop B Pa3BUTMETO Ha NPeanpuATUAATa, 0COH6eHO
npu ¢eHomeHa - NpoekTeH ekun. CbLeBPEMEHHO,
cnctemmTe ¢ I okaseaT 3HaUUTENHO BNIMAHUE BbpP-
Xy npoLeca 1 NocTaBA PasHOPOAHW BbNPOCHU.

MmobanHa nacnepgoBaTesicka U KOHCYNTaHTCKa ame-
prKaHckakoMmnaHuAaGartner(ocHoBaHanpe31979r.)
npeaocTaBs NPakTUYHU, 0BEKTUBHN BU3HEC 1 Tex-
HOJIOTMYHW aHaNN3U M HaCOKM 3a PbKOBOAUTENM U
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TexHUTe ekmnu. Mo nocnegHn Ny6nmMKyBaHU AaHHU
Ha KOMMaHWUATA BAMAHWETO Ha pbKOBOAUTENUTE Ha
YOBELLKWN pecypcn HapacTBa, Tbi KaTo ce ovakea U
[a TpaHchopmupa Hag 32 MUIMOHa PaboTHY mecTa
roauwHo ao 2028 r., Beue Hag 60% OT MEHUOXDbP-
CKnTe 6GOpAOBE BKJOUBAT B AHEBHMA CU pef KaTo
NOCTOAHHA TOUKa CTpaTernn 3a ynpasfieHne Ha Yo-
BELLKMTe pecypcy, CbLO Taka, TPMMa OT YeTuprma
VIHTEPBIOMPaHU U3MbAHUTENHN ANPEKTOPM OYaKBaT
oTAesa 3a YOBELWKU pecypcu aa odopmsa 6baeluTe
Mogenu Ha paboTHa cuna. [5]

Te3n npomeHn NoBMLWaBaT OYaKBaHUATA KbM Cre-
LUManucTuTe B ynpaBneHNETO Ha YOBELLKUTE pecyp-
CU, HO CbLUEBPEMEHHO Te BAUAAT BbPXY NCUXONOIN-
ATa Ha paboTelnTe N BbPXY TAXHATA MOTUBALMA U
AHTAXKNPAHOCT B MPOEKTHU EKNNMN.

MoTnBbT 3a YOBEK e maTepuaneH wunn vpeaneH
006EKT, XenaHMeTo 3a NMOCTUraHe Ha Hello, KOeTo e
CMUCDBNDBT Ha AeNCTBUTENHATa AeMHOCT, UMMNYIC CbC
CYOEKTMBHO-NTMYEH UHTEPEC, KONTO CbLLEeBPEMEHHO
e JonpuHece 3a pPa3BUTMETO Ha OpraHu3aumATa.
OT ncuxonornyHa rnegHa Touka, NMpaMmugarta MoXke
fa 6bae c OCHOBA Ha MOTMBALMA, aHTAXKUPAHOCT 1
cnep nokprBaHe Ha NOTPeOHOCTMTE N OYaKBaHUATA
[la ce BbpBU KbM Bbpxa Ha yoBneTBoOpeHue. 3aLlo-
TO JINYHOTO YOexaeHne Ha cnyxutens e, ye pabo-
TV B MPOEKTHMUA €KUM MOTUBUPAHO W aHraXkupaH,
KOeTO My HOCMK YAOBNETBOPEHUe 1 NocTura uenvre
Ha npoekTta 3A npeanpuaTuero. Ho nupammgarta
Moxe fa 6bfe o6bpHaTa, 3aloTO NIMYHOTO yoex-
OEHMe Ha CIyXutena e, ye e yooBNeTBOPeH Npu
NOCTUraHe Ha LennTe Ha NpoeKTa B npepnpuaTtne-
TO 11 TOBa My HOC/ MOTMBALMA 1 aHTa»KMPAHOCT Npu
paboTa B NPOEKTHUA eKunn.

Te3n KoHCTaTauuu He nonagaTt B o6xBaTa Ha aHa-
NM3a Ha HactoAwwmA aoknag. B cnyuad, BaKHOTO e
nocokaTta Ha MUC/IEHE U KaKBU Ca KNOYOBUTE ANBU-
LEHTU 3 CYKNUTeNA Npy paboTa B NPOEKTHUSA €KUM,
3a [la 6bae MOTMBUPAH N aHFaXKMPaH.

II1. U3JIOXKEHUE

E,ElHa OT Ha-NU3BECTHUTE Teopun C NMpaMmmnaaTta Ha
noTpebHoCTMTe Ha Macnoy faBa OTpaXkeHvie B MHO-
ro 0611acT Ha MKOHOMUYECKIA KNBOT.

B npeauiuHa aBTOpCKa pa3paboTka Ha MOTMBALIMO-
HEH MeXaHN3bM, CbaAbpKall TP OCHOBHW NMOHATUA
— y0osJsieme8opeHoCcm, nompebHOCMU N 04YaKB8AHUSA
ce NpeacTaBAT YeTpPY BapuaHTa Ha Npodun Ha UH-
AVBUA OT NPOEKTEH €KUM 1 B KaKBa CTEMEH € MOTK-
BMPaH Aa U3Mb/HABA Bb3/I0XKEHWTe 3a4aun.

MOTVIBaLI,I/IOHHI/IﬂT MeéXaHU3bM € B MaTpuyeH Bua
TN NPaBObIrb/IHa KOOPAUNHATHa CUCTEMa C AABE OCU —
XOPW30OHTANHA 1 BepTUKalHa, KOMUTO ce mpecuuat

Ha KPbCT B pPaBHMHaTA. BcAKa OC MMa KOHKPETHO
HaVMeHOBaHWe N CTOMHOCTU, KaTo ce MON3BaT Ko-
YyoBUTE MOHATUA OT NUPaMMAaTa Ha NoTpebHocTUTe
Ha Macnoy - ydossiemsopeHocm, nompebHocmu W
OYAKBAHUS.

Mo To31 HaumH ce opopPMAT ABE MATPULIN.

EnHata maTpuua e C xopusoHTanHa oc abcuuca,
HapeyeHa ,yOBJIETBOPEHOCT, KOATO U3MepBa CTe-
MeHTa Ha YLOBNETBOPEHOCT cpep pabotewute B
NPOEKTHUA eKkunn. BepTnkanHaTta oc opanHaTa e Ha-
peueHa ,noTpebHOCTN” 1 M3MEPBa CTEMEHTA Ha MO-
KpuBaHe Ha noTpebHoCTUTe Ha paboTtewuTe. [iBeTe
NCUXONOTNYHO-COLMANHN CbCTOAHNA Ca BbB QYHK-
LIMOHAJTHa 3aBUCMMOCT.

BbB BTOpaTa maTpuua Xopu3oHTa/HaTa oc abcuun-
Ca e HapeyeHa ,yooBNETBOPEHOCT", a BepTUKaHaTa
OC OpAMHaTa - ,04akBaHMA” N U3MepBa CTEMNeHTa
Ha NOKpMBaHe Ha O4YakBaHMATA Ha paboTtewwuTe. A
B Ta3n KOOpAMHATHA cuUCTeMa ABEeTe MCMXOSorny-
HO-COLMANTHY CbCTOAHNA Ca BbB QYHKLMOHAIIHA 3a-
BUCMMOCT.

KntouoBo ycnoBure npu 1e3m MOTMBaLMOHHM MeXa-
HU3MW e 13paboTBAHETO Ha AHOHMMEH BbMPOCHUK
CbC 3aTBOPEHM BbMNPOCK 1 OTFOBOPUTE Aa Ce orpa-
HMYaT Ao ABa Bb3MOXHU — ,[1a“ n He" o T03un Ha-
UMH MeTpMKaTa Ha pe3ynTaTuTe LWe Aaje Mo-TOYHU
pe3yntati 6e3 Aa Mma pasceiBaHe N OTKIIOHEHUS
Ha CTOMHOCTUTE.

[lBeTe MaTpuLM ce pasrnexaaT OTAENHO, HO € Bb3-
MOXKHO [ia ce HafoXaT eflHa Bbpxy Apyra. o To3un
HauMH KOMOMHMpPaHaTa MaTpULA MOXe [a U3mep-
Ba TPUTE CbCTOAHUE Ha CNYXXUTENUTE B MPOEKTHMUA
€KUN 1 CbOTBETHO, fla Ce HanpaBu No-o0CTOeH aHa-
N3 OO KakBa CTeneH cnyxkutenute npu pabota B
NPOEKTEH eKMM Ca MOTUBMPAHWN 1 aHTAaXKUPaAHW.

Bb3 ocHoBa Ha KOMOWHMpaHaTa MaTpUUHa mpe-
Xa ce M3BeXAaT YeTUpU NCUXONOrMYHO-COLMANHN
CbCTOAHUA BUAHO BbB BCEKN KBaapaHT (Our. 1):

+ He ca nokputn notpebHOCTMTE/OYaKBAHUATA,

HO CNYXKUTENAT e YAOBNEeTBOPEH (ropeH nsB);
» He ca nokputn notpebHOCTMTE/0YaKBAHUATA U
CNYXKUTENAT HEe e YAOBNETBOPEH (ropeH JeceH);
 [okputu ca noTpebHOCTUTE/OYaKBAHMATA U Cy-
XUTENAT e HAMbJIHO YAOBNETBOPEH ([ONEH NAB);
o [loKpUTM ca NoTpebHOCTUTE/OYaKBaHMATA, HO
CNY>KUTENAT He e YA0BNETBOPEH (JONeH AeceH).

KBagpaHTUTe B MaTpuuuTe Ce pasrnexpgaTt Kato
BPb3Ka Ha JaHHW 1 KaKBU Ca 3aBUCUMOCTUTE MeXIY
TAX. iIMa Bb3MOXXHOCT Aa ce aHanu3npart BepoATHO-
CTUTE N TEHAEHUMWTE Ha Pa3BMUTUE HA MOTUBaLMATA
M aHra)KMpaHoCTTa Npu paboTa Ha NPOEKTHUTE eKn-
nw.
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MATPULU HA MOTUBALIUATA (-)

HE CA MOKPUTU NOTPEBHOCTUTE U ()
HE E YOQOBJ/IETBOPEH

HE CA NOKPUTW NOTPEBHOCTUTE, HO
E YAOBNETBOPEH

MOKPUTU CA NOTPEBHOCTUTE, HO

NOTPEEHOCTM / OYAKBAHMUA

£ 2N HEE Y/IOB/ETBOPEH
o (@6
= \ | —3 7Z N\
QQ‘ J \ V
\(J \\V, >
MOKPUTM CA NOTPEGHOCTUTE U E
VAOBNETBOPEH -
(+)
YAOB/IETBOPEHOCT

Que. 1 MomusayuoHeH MexaHu3sm

BaxxHo e pa ce oTbenexu, ye pgedmHMUMATA 3a
NPOEeKT € BPEeMeHHa LeneHacoyeHa WHULMATUBA,
opraHv3upaHa B paMKuTe Ha OnpeaeneHn pecypcu
(yoBewkKu, GMHAHCOBKU, TEXHONOMNYHN, BPEMEBMU),
HacouyeHa KbM Cb3[1aBaHETO HA YHUKANIEH MPOAYKT,
ycnyra Wamn pesynTtaTt, KOATO ce OCHOBaBa Ha npeg-
BapuTenHo dopmynupaHu 6nsHec 060CHOBKa, C1C-
TemMa OT KOOpAVHMpPaHW OeNHOCTM U YNPaBeHCKN
pelleHns 3a TAXHOTO peannsnpaHe (aBTOpCKa pas-
paboTKa, 6a3npaHa Ha CMHTE3 Ha MHOXeCTBO aedu-
HWLMM 3@ NPOEKT U HamnpaBeHa B pamKuTe Ha gucep-
TaUWOHHWA TPYL).

KntoyoBaTa iyma 3a NPOEKT B KOHTEKCTa Ha HacTo-
AWmMA goknag e ,BpeMeHHa” u ,ueneHacoyeHa” gen-
HOCT. TakaBa € U KM3HeCcrnocobHOCTTa Ha MPOEKTHMA
eKkun.

Cb3paBaHeETO Ha MPOEKTEH €KUM 3a onpeaeneH
neprog C KOHKpeTHa Len e TpyaoemKa 1 cepros-
Ha 3afava 3a pbkoBoauTensa. IMeHHO To3u aeTann
€ OT U3KMIOUNTESTHO 3HaUYeHMe U U3MOM3BaHETO Ha
nono6eH MOTMBALMOHEH MEXaHM3bM MOXe Aa Nof-
MOMOIrHE MEHUIPKDPA 38 B3EMAHE Ha YMNPaBIEHCKM
peLleHnA 1 Ha afeKBaTHU MePKN.

PbKkoBOAUTENAT € HAaTOBapPEeH He CaMo C U3MbJHe-
HMETO Ha NpPOoeKTa, HO HEeroBa OTFOBOPHOCT € 1 Aa
Cnlegun npouecute, CBbP3aHU C YNpPaBiieHUETO Ha
yoBeLLKMA pecypc. 3aToBa Tol TpsAOBa Aa No3HaBa
peanHaTa MOTUBALIUA Ha YNEHOBETE Ha eKnna 1 ou-
aKBaHMATA Ha XopaTa Ha NCUXOSIOMMYECKO U Couun-
anHo HMBO. MoTMBaUMATa M aHTaXXMpPaHOCTTa Npu
paboTa Ha NPOEKTHMA eKNM e B NpsAKa 3aBUCUMOCT
OT NOBeAEeHNETO Ha MEHUIKbPA.

Bcekn pbkoBoaUTEN Ha MPOEKT MMA KOHKPETHU
BVIXKAQHWA U CTUA Ha ynpaeneHue. Ho nopagw cne-
umdmrKaTa Ha NPOEKTHMNA MEHUIKMBHT € Npenopb-
UNTENHO A3 Ce OPUEHTUPA KbM NO-aKTUBEH nNpodun
Ha U/leHoBeTe Ha eKuna, Aa AeNCTBa NpPo3payHo, 3a

Ja cneyenu posepueTo Ha cnyxutenute. Coluo TakKa,
NMoCTaBeHUTE Lenn 1 3afiaun ga ca ACHWU, Ngeonoru-
ATa U LEHHOCTMTE Ha paboTaTa Aa ca pa3brpaemm 3a
nepcoHana. [Mpy HOBONOCTbNUIM YNEHOBE B eKMNa
ce Hanara cneuuaneH nogxof n paboTHua npouec
Ja npoabsiXm 6e3 CTPaHWYHU OTKNOHEHUA Unu ,3a-
MbpCABaHMA". PbKOBOAUTENAT Ha eKMna MoXe fa
VHULMMPA OTKPMBaHE Ha MPOCTPAHCTBA 3a y4YacTus,
rbBKABOCT 1 AuBepcudrKaumus Ha opraHmM3aymaTa
Ha NPOoeKTa, KaTo 06bpHE BHYMaHKEe Ha BCEKN YNeH.

MHoro BaxeH xof e Aa eNnvMMUHUpa Xnunepnugep-
CTBOTO MAW NOAMOAHOTO/HepOopMaNHOTO nuaep-
CTBO, KOETO MOHAKOra pedniekTrpa KakTo BbpXy
pe3ynTaTuTe, HO Y BbPXY HErOBUA MpPecTuK. Pbko-
BOAUTENAT Ha MPOEKTa MMa HeJjieKaTa 3afavya Aa
npasu aTPaKTUBHO y4yacTUETO Ha YNeHOBETE B eKu-
na, KaTo MM Jenernpa 3afayn cnopes TexHmuTe Kom-
NeTeHTHOCTU. BaXkHO e pbKOBOAWTENAT Ha NPOEKTa
[a Ma IMEPCKN YMEHUA 1 Aa YBANYA CRYXKNUTENN-
Te Aa paboTAT B €KW, Aa CNOAENAT OTTOBOPHOCTN.
JloroBopHMWTe YCNOBMA Ca OT U3KJTIOUMTENHA 3HAUW-
MOCT, TOBa e paMKaTa Ha iBycTpaHHaTa CUrypHOCT U
aHraXnpaHoCT.

W nocnepHo, HO He No 3HauyeHuWe, fa ce BbBedat
HOBU TEXHONIOTMU CbC CbOTBETHUTE OOYyYeHWA W
oBafABaHe Ha crneundUUHN AUTMTANHUA YMEHWA.
OcHoBeH npob6nem npnaobuea BbBeXKAAHETO Ha CUC-
Temn ¢ W, kouto nnn ce Bb3npuemat KaTo 3ansaxa
3a pabOTHOTO MACTO, UMK Ce TPETUPAT C NpeKaneHo
oBepue, KOETO MOHAKOra U3KPMBABA PeasiHoCTTa.

Cpegn MHOroobpasuneTo oT Teopuu ce fJaBa MHOTO-
obpasue OT peLueHus.

Cneundukata Ha BCeKM MPOEKTEH eKNM e UHANBU-
ZyanHa 1 nogxoauTe ca UHAMBUZYaNHW.

Ho c nonseaHeTo Ha MaTpuyHaTa peLleTka Ha Mo-
TUBALMOHEH MEXaHV3bM MOXe [a OTCeAT npobne-
MUTE, KOVUTO B XOF, Ha NPEBEHLUSA, Aa NPeaoTBPaATAT
HEOYaKBaHW U HEXenaHU KOHQJIMKTU C OTpaXkeHne
BbPXY KauecTBOTO Ha pe3ynTaTuTe U NPoJyKTUTe Ha
npoekTa.

Tas3n rogvMHa Ha odwuumanHata cTpaHuMUa Ha
Gartner AapbH MakiobH 1 En xxen Ixbctuc ny6-
NrKyBaxa [oKnag Ha Tema ,Cmpamezuyecko niaaHu-
paHe HaG pabomHamMa cusna 8 enoxa Ha NOCMOAHHU
npomeHu”. ABTOpWTe Npepnarat Cb3fjaBaHe Ha nna-
HOBeE 3a CMpaBaAHe C HeCTabMNMHOCTTA Ha paboTHaTa
Cuia 1 ga ce Bb3MOM3BaT OT HOBOBbL3HMKBALLUTE
Bb3MOXKHOCTM, MO-KOHKPETHO C BbBEXKAAHETO Ha
cuctemu ¢ IN.[6]

ABTOpUTE pasrnexaat Kak pbkoBoaWUTeNuTe Ha Yo-
BELLKY PeCYPCH N MEHUIXbPUTE Ha KOMMAHUK TPAG6-
Ba Aja NnaHuMpat paboTHaTa cuna B cpefia Ha NOCTOsAH-
HU 1 HenpeaBUAMMU UKOHOMUYECKM, TEXHONIOTMYHM,
NONIUTUYECKN 1 COLMANHN MPOMEHU. TPagNLNOHHO-
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TO FOAVLIHO MAaHUPaHe Beye He e AOCTaTbyHO, 3a-
LLOTO YC/IOBUATA C€ MPOMEHAT TBbPAE WHTEH3VBHO
M ynpaB/ieHNETO Ha XOpa CTaBa CJIoXkHO. Knouoso
nocraHve Ha foKNaga KbM NpeanpuatusaTa U opra-
HM3aLMUTE, KaTo LUANO €, Yye TpAbBa fda marpakaat
He npocTo ,yctonumsn” (resilient), a ,aHTU-Kpexkn”
(antifragile) nnaHoBe 3a paboTHa cuna. lNo To3un Ha-
UVH NIAaHOBETE MOraT [ia U3ObPXKaT Ha KPU3nU U Cb-
OTBETHO, [ia CTaBaT MO-CUJIHN 1 NO-afanTVBHN KbM
NPOMEeHALLUTE Ce YCJIOBUA U AMHaMMKA.
ABTOpUTE NpenopbyBaT U3MOM3BaHE Ha CLEeHa-
PUNHO MnaHMpaHe KaTo OCHOBEH WMHCTPYMEHT 3a
Strategic Workforce Planning (SWP) n BmecTo nna-
HUpaHe ¢ NPOrHo3un B 6beLleTo, MEHUIXKbPUTE Aa
ce poKycmpaT Bbpxy TP BbMpoca:
* KOM Ca Ha-BaXKHUTE CTpATermyecku npobnemu;
« KOM ca Hal-HenpeasuanmnTe GakTopu;
« KOM ca obnactuTe C Hal-ronAam puck 3a busHeca.
AapbH MakiobH n En Ixen Oxbctuc npegnarat
LIeCT CTbNKM Ha CLIeHapWUI 3a YKpenBaHe Ha eKmna,
KaTo Uma NogpobHO onmncaHme Ha BCAKA efHa, HO B
CJlyyan ce orpaHuMYyaBaMe camoO BbpXy nopageHarta
oT n3cneposatennte GopMynMpoBKa Ha BCAKa eiHa
oT TAX:
« OnpepensaHe Ha KNOYOB Npobnem, CBbp3aH C
TaNlaHTUTE, YOBELLKUTE Pecypcy;

« OnpepgensHe Ha paKTopUTe C HAN-CUTHO pPa3py-
LUNTENHO BNMAHNE;

« Cb3gaBaHe Ha Bb3MOXEH CLEHapuii OTHOCHO
OCHOBHUA Npobnem B NpeanpuATUETO;

» [lpoyuyBaHe Ha BANAHNETO Ha BCEKU CLEHapun
BbPXY paboTHaTa cuna;

« OueHABaHe Ha CLeHapuunTe;

» [bBKaBO NOAXOXKAAHE KbM MIaHOBETE.

M3non3Balikm To31 HayuyeH 1 NpakTUYeckn Nogxos,
npeanoXeH oT n3cnegosatenuTte oT Gartner v B Cb-
yeTaHve C MOTMBALMOHHNA MEXaHN3bM 3a MPOEKTEH
€K, ce NpeaCTaBsa No-A0y aBTOPCKO NPeasIoKeHe
3a KOHLIeNTyaneH Mofen Ha MOTMBaLMOHEH MEXaHN-
3bM npu paboTa B NpoeKTeH ekun. MogenbT moxe fa
NoANOMOrHe CUTYyaUOHHNA aHanm3 1 B3eMaHeTO Ha
CbOTBETHUTE YNPaBReHCKN peLleHns B NpeanpuaTy-
ATa OT PbKOBOAMWTENINTE HA MPOEKTHY EKMUMU.

I'V. KOHIEIITYAJIEH MOJIEJI HA
MOTUBAIMOHHU MEXAHNU3MU
ITP1 PABOTA B ITPOEKTEH EKHII

KoHuenTyanHuAT mogen Ha MOTMBALMOHEH Me-
XaHM3bM NpU paboTa B MPOEKTEH eKun npeacTas-
nABa KOMOMHAUMA MeXay TpUCTpaHHaTa MaTpuua,
obxBallalla MeTpuKuWTe 3a ,yLOBNEeTBOPEHOCT,
,MOTpebHOCTN” 1 ,04aKBaHMA" 1 B3eMallkn npeg-
BUA YeTVpuTe UAEHTUPUUMPAHN CbCTOAHUA Ha

CNY>KUTENMTE B MPOEKTHNUA €KUM, C BKIIIOUYEHO CLe-
HapUWINHO NNaHMpPaHe C WecTTe yKpenBalM CTbNKM
oT aBTopuTe oT Gartner. Bb3aMOXHO e ToBa Hay4HO
npeanoXeHve Ja ce mognduumupa cnopep cneum-
¢durKaTa Ha NPOEKTHNA EKNM 1 NpegnpuaTue. AKLEH-
THT € NO-CKOPO BbPXY Cb3[aBaHETO Ha CLeHapueH
nnaH, KOWTO Aa ce NpUIoXm npu nageHtuduumnpaHa
HecTabuNHOCT Ha MPOEKTHUA eKun.

ToBa 03HauaBa, Ye 3a BCEKMU KBafpaHT ce npefn-
BVXKJA OTAeNIeH cueHapwid. Mo To3r HauuH ce 06o-
cobaga cnegHata KapTnHa u ce opopmAT 4 cueHa-
pusa (Owr. 2):

o [MoKpUTM ca NOTPebHOCTUTE/OUYaKBaHMATA, HO
CNYKUTENAT He e YAOBNeTBOPEH - pa3paboTsa
ce CueHapuin A, naeHTUGULMPAHETO Ha ¢ak-
TOpuWTe, NOBAVANN Ha Te3n pe3ynTaTtu onpepe-
NAT KOY0oBUA Npobnem, KOWTo cnefsa aa 6bvae
pa3peLueH

» He ca nokput notpebHoOCTMTE/OYaKBaAHUATA U
CNYKUTENAT He e YAOBNEeTBOPEH - pa3paboTsa
ce CueHapui B, BaXKHO e fla ce YCTaHOBAT npu-
YMHWUTE, [OBENN [0 TO3U pPe3ynTaT 1 Aa ce npea-
npuemat gencTBus;

o lMokputn ca noTpebHOCTUTE/OYaKBaHUATA WU
CNY>KUTENAT € HaMmb/IHO YAOBNETBOPEH — pas-
paboTtBa ce CueHapwmin C, BbNpeKku ye TyK He ce
naeHTMouLMpa Npobnem, e BaXXHO fa ce 3HaAT
NPUUYNHUTE U CTEMNEeHTa Ha YAOBNETBOPEHOCT U
CTerneHTa Ha NOKpKBaHe Ha NOTpebHOCTUTE 1 Ha
OYaKBaHMWATa, 3a Aa ce AelCTBa B Ta3n HACOKa,
HO W C MPEBAHTUBEH YKJIOH NPU HYXKA3;

« He ca nokputn noTpebHOCTWTE/OYaKBAHUATA,
HO CNYXXUTENAT € YOOBNETBOPEH - pa3paboTsa
ce CuyeHapui D, BaXXHO e fja ce yCTaHOBM CTe-
neHTa Ha y[OBNEeTBOPEHOCT M CTeneHTa Ha no-
KpMBaHe Ha NOTpebHOCTUTE M Ha OYaKBAHUATA,
3a fa ce pasbepat NpUUUHWTE, MOBAMAAN Ha
TO3U pe3ynTar.

KoHuenTtyaneH Mmogen Ha MOTUBaLMOHEH
MeXaHMN3BM MNMpU pa60Ta B NPOEKTEH eKnn

CueHapuit
=]

CueHapui

CugHapui

MoTpeGHocTH/ CuaKBaHWA

+
VooeneTeopeHoCT

Que. 2 KoHyenmyasneH mooes Ha MOmueayuoHeH Mmexa-
HU3BM

Ypes To31 KoHLeNTyaNeH MoAen MoXe fa ce npa-
BAT CPaBHEHUA Ha [aHHK, Aa Ce BUAW C KaKBa YecTo-
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Ta ce pa3BuMBaT NpobnemnTe N OTTam a ce OTKpuBaT
TEeHAEeHUNN.

M3non3BaHeTo My He npegnonara agMUHUCTPaA-
TUBHW TEXECTWU, a NO-CKOPO BbBeEXAAHE Ha CTpa-
TErMYeCKn cLeHapun, KOUTO MBKaBO Aa pearnpar
Ha OTK/IOHEHWA NPW 3afaBaHe Ha CbOTBETHUTE Na-
pameTpu 1 fa AaBaT ynpaBneHCKn pelweHus. Te we
oTpa3siBaT MOAENM Ha NMoBedeHne 1 Ha afeKBaTHU
aenctema. ApxmutektypaTta Ha To3u KoHuenTyaneH
MoJlen Moke fla Objie 13non3BaHa 3a Cb3JaBaHe Ha
areHT ¢ . C n3nonseaHeTo Ha anropuTMm Ha CuUc-
Temute ¢ VN ce npegoctaBa 6bp3a 1 HaBpPEMEHHA
AVArHo3a Ha CbCTOAHMETO Ha NPOEKTHU ekunu. MNo-
nyyeHuTte 1 cbbpaHu fgaHHUTE MoraT Aa 6baaT npe-
OCMUCASAHW 1 Aa noAnomaraT B3eMaHeTo Ha ynpa-
B/IEHCKN pPeLleHna Npu KPUBUCHU 1 KOHONUKTHA
CMTyaumn.

V. BAKJIKOUEHUE

YnpaBneHeTo Ha YOBELLKM PecypCu B TECHUA My
CMUCBI1 — Ha MPOEKTEH eKUM, e CNOXEH Npouec, 13-
WCKBALL MHOIO 3HaHWA U MpPaKTuKa, NCUXonormye-
CKM YMEHUS U MParmMaTu3bm, AMHAMKKA Npy B3eMa-
He Ha pelLeHuns 1 NpeaBUANNBOCT. BbBeXKaaHeTo Ha
cuctemn ¢ UM n nanonseaHeTo Ha KOHLUENTYanHMA
Mopen Ha MOTMBAaLMOHEH MexaH3bM npu paboTa B
NPOEKTHU eKNMMW VMa Bb3MOXKHOCT [1a pa3kpue bna-
ronpuAaTHY 6M3HEC Bb3MOXHOCTN.

B noknaga ce oyepTaxa TpM aBTOPCKM HOBOBbBE-
AEHVA — MaTpuua Ha MOTVBALMOHEH MEXaHU3bM,
KOHUenTyaneH mofen Ha MOTMBALMOHEH MexaHu-
3bM 1 KOMOUHMpPaHa popPMYNMPOBKa Ha NOHATUATA
»,MOTUBALNSA" U ,aHraXxnpaHOCT” Npu paboTa B Npo-
€KTHM eKunu.

YcnewHoTo nnaHnpaHe Ha paboTHa cuna e TACHO
CBbp3aHO ¢ OM3Hec cTpaTermaTa v NOANTUKUTE Ha
ynpasfieHue Ha npeanpuaTneto. OTTam nponsTrya
13BOJa, Ye MOTMBALMATA N aHFaXKMPAHOCTTa Ha Cy-
XutenuTte npu paboTa B NPOEKTHU eKNMNY He TPAOBa
[la Ce TPEeTMpPAT KaTo agMUHUCTPaTBHA QyHKLMA, a
KaTo CTpaTErMUYeCKN MHCTPYMEHT, KOUTO pearvpa Ha
NPOMEHMU, KpU3u, ynpaBrieHCKo NoBeaeHme.

M3non3BaHeTo Ha TO3M CTpaTermyeckun WHCTPY-
MEHT MOXe Aa JonpuHece 3a 6bp3a peakuusa Ha
MEHVUKbPUTE MPU 3aTPYAHEHU CUTYauun unu ga
CTUMynMpa MONOXUTENHWUTE pe3ynTtatn. B cbBpe-
MEHHMTE TEOPUN 3a MNPOEKTEH MEHUOMKMBHT U

ynpaBieHne Ha YOBELKM Pecypcu ce 3aTBbpKAaa-
Ba MHEHMETO, Ye HAaCbpyaBaHETO Ha MOTUBALMATA
N aHTa)KMPaHOCTTA Ha CNYXUTenuTe npu paboTa B
NPOEKTEH €KUM npearnonara ycrnewHo MNocTUraHe
Ha UenuTe Ha MPOeKTa, KauecTBeHW pe3ynTati u
CTMMynMpaHe Ha NpodecroHaNHOTO pPa3BUTME Ha
nepcoHana. Bcuuko ToBa npako pednekTrpa Bbpxy
KOHKYPEHTOCMOCOOHOCTTA Ha NpeanpuATUETO.

JlngepcTBOTO OKasBa OrMPOMHO BJIUSIHME BbPXY
MOTUBALMATA M aHTaXKUPAHOCTTa Ha CRYXUTenuTe
npwv paboTa B NPOEKTHM eKNMMW.

KoHuenTyanHWAT mMogen Ha MOTMBALMOHEH Me-
XaHM3bM Npu paboTa B NMPOEKTEH EKMM NOKa3Ba,
ye yoBellKaTa MOTMBALMUA € MHOTFOCTEMNEHHa 1 ye
YCTOMUYMBATA aHTa>KMPAHOCT Ha CAYXKNTENINTE MOXE
[a ce NoCTUrHe ypes3 CTUMYNK C Len yaoBNeTBops-
BaHe Ha NOTPeBHOCTN 1 OYAKBaHWUA.

KoHuenTyanHuAT Mofen Ha MOTMBALMOHEH MeXa-
HU3BM Npu paboTa B NPOEKTEH KM [aBa Bb3MOX-
HOCT a ce NMOAroTBAT CLEHAPUN 3a YKpenBaHe Ha
eKuna crnopes NncuxonormyHo-coLmanHnTe notpeo-
HOCTW M OYaKBaHMWA Ha CNYXUTeNUTe 1 NotpebHo-
CTUTE 1 OYaKBaHMATA Ha NPeANpPUATUETO.

KoHuenTyanHuAT mopden mokKasBa CblO Taka, 4e
MOTMBAaLMATA Ha XOpaTa € MHOroCTpaHHa 1 06xBa-
Wa TEXHUTE UHAMBUAYANHN MOTPEOHOCTU U OYaK-
BaHWA. Pa3bupaHeTo Ha Te3n NOTPe6HOCTU 1 OYaK-
BaHWA MOMara Ha PbKOBOAUTENNTE Ha MPOEKTU Aa
N3rpaxgaT no-npoAyKTUBHU, YCTONUMBU U aHTaXn-
paHuW eKknnm ¢ Len NoCTUraHe LenmTe Ha NpoeKTa u1
CbOTBETHO, 3a NPOCMNepPMTETa HA NPEANPUATUETO.
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N3ITOJI3BBAHE HA UHCTPYMEHTHU C
N3KYCTBEH MHTEJIEKTB ITPOEKTHHNA
MEHU/DKMBHT B bbJITAPUA

Cmuniena KocroBa

Pestome: [loknagbT pasrnexpa vsnonsBaHeTo
Ha VIHCTPYMEHTU C N3KYCTBEH UHTeNeKT B Npo-
€KTeH MeHUZKMDbHT B bbarapua. CreneHTa Ha
MN3MON3BaHETO UM OKa3Ba 3HAUYNTEJIHO BINAHNEe
BbpPXYy pa3sBUTMETO Ha GM3Heca, HeroBaTa KOHKY-
PEHTOCNOCOGHOCT Ha Masapute M MKOHOMUYE-
CKuA pactex. Lienta e ga ce npeacraBAT yacTny-
HU pe3ynTaTy C KpaTbK aHalu3 oT aHOHVIMHOTO
npoyuBaHe, NpoBeAeHO cpep 6baArapcku npea-
npuemMayuu Ypes CTPYKTyprpaH BbNPOCHUK, pas-
NpoCTpaHABaH MO OHMAH KaHann. AHann3bT ce
OCHOBaBa Ha CbOpaHuNTe AaHHN OT NPOYUYBAHETO,
AOMDbJIHEH OT aBTOPCKa pa3paboTka. OCHOBHUTe
pe3ynTaTy ca KAUYOBU KOHCTaTauuv 1 3aKiio-
YeHMA 3a TEKYLLOTO HUBO Ha BHeApABaHe Ha UH-
CTPYMEHTU C N3KYCTBEH MHTENEKT B MPOEKTHUA
MEHVAXXKMDHT 1 NOTEHLMAJIHUTE NoJ3u, KOUTOo
6barapckute npeanpuATUA Morat ga nsBnekar
oT e$peKTNBHOTO MM M3Nnon3BaHe.

Knio4yosu Oymu: N3KyCTBEH WHTENEKT, NPOeKTeH
MEHUZPKMbHT, UHCTPYMEHTMN C U3KYCTBEH MHTe-
NeKT, XKN3HEeH NPOoeKTeH LNKbA.

I. BbBEJAEHUE

YeCTo NpOEeKTHUAT MEHUIXKMDBHT MU3rnexaa Clox-
Ha WX HEeHYXHa AeNHOCT 1 B NMOBEYEeTO Ciyyam ce
acoummpa C NpoeKkTn, PUHaHCMpPAHN CbC CpeacTBa
OT eBpOMenckn nnu mexayHapoaHu dporHgose. Ko-
MYHVKaLMATa N PONATa Ha NPOEKTHUA PbKOBOAU-
Ten, paboTtata Ha NPOEKTHUA €KUM, pa3xoda Ha pe-
Cypcu 1 nocTUrHaTtaTa eprKacHoOCT ca Bce pakTopu
OT 0cO6eHO 3HaueHue.

NcTrHaTa e, Ye U3Nb/IHEHMETO Ha NpoekTn 6e3 fo-
Obp NPOEKTEH MEHVIPKMBHT € NPUBUAHA UKOHOMUS.

Korato npoektunte ce ynpasnsaBaT NpaBUSIHO, ce
nocTura nonoXkmTeneH egpekT, KONTO HaaxBbpnA
NPOCTOTO NOCTUraHe Ha,pe3ynTaTn” unm nony4yasa-
He Ha ,NpoayKTn®.

OTAnYHOTO yMpaBfieHMe Ha NPOEKTM O3HayaBa
MHOMO MoBeye OT TOBa, KOETO € B MpefcTaBuTe Ha
MEHUIXKbPUTE UM HA COOCTBEHULINTE Ha KOMMaHWUMN.

Smilena Kostova is with the University of Telecom-
munications and Post, Sofia, 1 Acad. St. Mladenov Str,
Sofia 1700, Bulgaria. E-mail: smilenasmil@gmail.com

NHunumatmeata 3a pelaBaHe Ha 6usHec npobnem e
HayanoTo Ha eAViH MNPOEKT. YNpaBneHNETO Ha NPOEKT
€ He Camo ynpaBieHue Ha eKun, CPOKoBe, broaKeT
N OenHocTn. MNPOEKTHUST MEHUIKMBHT e obegu-
HABAHE Ha 3aMHTEPECOBaHM CTPaHM 3a obLya Kay3a,
Cb3gaBaHe Ha BM3MA 3a yCMex U AEMOHCTPaLUMA Ha
npeanMCcTBa, KOHKYPEHTOCNOCOOHOCT, 3a Aa OCTaHaT
KOMMaHWWTe YCTOMUYMBO Ha MbTA KbM ycnexa.

MPOEKTHUAT MEHMAXMBHT Ce pa3BuBa Kato 06-
NacT C BUCOK NOTeHUMan 3a MHOBaLUuUmM 1 gonpuHacs
KaKTO 3a LANOCTHa TpaHCchopMaLus Ha busHec cpe-
[laTa, Taka U Cb3faBa NpeanocTaBky 3a epeKTUBHO
ynpaBneHune Ha 3HaHKeTO.

MapanenHo ¢ ToBa, CUCTEMUTE C N3KYCTBEH UHTE-
nekt (W) HaBNn3aT eHepPrMyHO B MKOHOMUYECKNS,
COUMANHUA 1 NMYHKA XKMBOT Ha XOpaTa, KaTo OKas-
BaT CbLUECTBEHO BAUAHME BbPXY MNPOU3BOACTBE-
HUTe N ynpaBieHCKUTe npouecu. Ta3n TeHaeHuusA
npeanonara HeobxoaMMocT OT 6bp3a ajanTauma
N YCTOMYMB pacTex Ha NpeanpuATUATa, KakTo 1 OT
aKTUBHO BHeApABaHe Ha AUIUTANIHU TEXHOMOIMN B
paboTHaTa cpefa.

Mo cBoATa CHWHOCT NHCTPYMeHTHTe ¢ VW 3a npo-
eKTeH MEHWIKMbBHT npefctaBnABaT cuctemu, 6a-
3upaHn Ha mogenu ¢ W, cnocobHun aa nnbaHABaT
3a/lau¥ Mo HauyuMH, CXO[lIEH C TO3M Ha UNieH OT eKumna.
bnarogapeHne Ha Te3n MHCTPYMEHTM MOXe fa ce
noBuLWN onepaTBHaTa ePpeKTMBHOCT NpU yrpasne-
HWe Ha NPoeKTa, 0cobeHO Npr 06paboTKa Ha JaHHW,
TbW KaToO CKOPOCTTa Ha KOMMIOTbpHaTa 06paboTKa
3HAYMTENTHO HAAXBbPA YOBELLKNTE Bb3MOXHOCTN.

NHcTpymeHTUTe € I 338 NpoeKkTeH MeHNOPKMbHT ce
yyaT OT AaHHWTe, BbBEXKAAHWU 3a HauvHa Ha paboTa
Ha PbKOBOAUTENA HA MPOEKTa N Ha HEroBUA eKun -
OT NPUKAKYUAN UM OeNCTBALUN NMPOEKTU, KaTo
aHanu3npaT 1 AaBaT NPeasiIoXKeHNA 3a yNpaBneHCKN
pelueHuns. ToBa HenpeKkbCcHATO 0byyeHre N U3MbIHe-
HWe Ha 3aflauun MM NpaBu NpUBIEKaTesieH U36op 3a
6u3Heca.

O pyra MHOro BaxHa GpyHKLMSA, KOATO MOraT ia U3nbJi-
HABAT € NPUOPUTU3aLMA Ha 3aaunTe, KaTo aHann3u-
paT AaHHWTE, ONpeaenaAT KoW Ca KPUTUYHMTE TOYKM Ha
NPOEeKTa 1 NO TO3M HaUMH CNecTABaT BPEME 1 Hamana-
BaT TPyAOBaTa HAaTOBAPEHOCT Ha CyXuUTenuTe.

KntouoB acneKkT Ha NPOEKTHUA MEHUIXKMBHT €, ye
ce peanusunpa B IMMUTUPaH Nepuog Npu Hanmune Ha
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OrpaHnyeHn pecypcu, Kato ce CTpemun aa NocTUrHe
onpegeneHara Luen nocpeacTBoOM MakcMmarsHa edek-
TUBHOCT. Ta3n 0COBEHOCT MMa CbLUECTBEHO 3Haue-
HWe, TbI KaTo NPy BHEAPABAHETO HA UHCTPYMEHTHU C
NN B npoeKTHMA MeHUIXKMBHT clefBa Aa bbae oTve-
TeHa NPV NHTErPUPAHETO Ha QYHKLMOHANHOCTH.

ChwecTByBaT pasnuUYHN BUAOBE NHCTPYMEHTU C
N, KaTo BCeKn OT TAX e cneumnannsnpaH B N3nbi-
HEHMEeTO Ha KOHKPETHU 3afayn. Bb3amoxkHO e ga ce
NPoeKTUpaT MHCTPYMeHTU C M/ 3a NpoeKTeH me-
HUIPKMBHT C AK3aliH, agdanTupaH KbM cneyndrkaTa
Ha NpeanpUATAETO N CbOTBETHUTE My MOTPEOHOCTU.

Cnopeg npoyuBaHe Ha EBponeickata kKomucua ot
2020 r. ,Benpeku ye sHeOpA8aHemo Ha omoesiHUme
mexHoJsio2uu ¢ usKycmeeH uHmesiekm 8 EC gce ouwje e
HA CpasHUMEsIHO HUCKO pasHuUWe, Kamo 0elsm Had
npednpuamuama, Usnos38awu 8cAKka KOHKpemHa Il
mexHosoeus, He Hadsuwasa 13%, 0aHHUMe colje-
8pemMeHHO caudemesicmeam 3a pasHoobpasuemo om
pelwieHus € U3KycmaeeH UHmMeJsiekm, Koumo Hamupam
npusioxeHue 8 esponetickume npeonpuamus.”1]

M3non3saHeTo Ha MHCTpyMeHTU ¢ VIV 3a ynpasneHne
Ha NPOEeKTM OT Gbarapckute Npeanpremaydn CbLlyo
He e Ha BMCOKO HMBO. LlenTta Ha HacToAawma goknag e
[la ce NpeacTaBy CTeMeHTa Ha MHTepec Ha b13Heca B
Bbnrapua kbm npunaraHeTo Ha NOJOOHU UHCTPYMEH-
TW, KAaKTO 1 1A NOC/Y>KM KaTo OCHOBa 3a NOoCieABallo
npocnegaBaHe Ha TEHAEHUMNTE B TAXHOTO BbBEXa-
He — fanu Te wWe HenexaT PbCT, MW LWe OCTaHaT Ha
CPaBHUTENTHO HUCKN HMBA. [IpuyrHUTE 3a Te3n pesyn-
TaTW He ca 06eKT Ha OBCTONHO U3CcneaBaHe.

II. ”THCTPYMEHTHU C U3KYCTBEH
MHTEJIEKT 3A ITPOEKTEH
MEHU/KMBHT

KoraTto B npegnpuaTneTo ce CTapTupa HOB NMPOEKT,
HEe3aBUCMMO OT EHTYCMa3Ma, KOWTO Ce Bfara, He ce
3Hae fany TON LLe 3aBbPLUM YCNELIHO UIN HeycneL-
Ho. ToBa e Npean3BMKaTENICTBO C MHOFO HEN3BECT-
HU. Bcekn npoeKT e cIoXeH No CBoeMy, CbLiecT-
BYBAT MHOXECTBO AUHAMUYHU daKTopu, KOUTO Aa
NOBMAAT HEraTVBHO BbPXY HEroBOTO MJlaHUpaHe
n pencrteme. B noseueto cnyyan B NnpeanpuAaTUAT],
HE3aBMCUMO OT TAXHaTa rojlieMnHa, Ce MU3NbiHABaT
noBeye OT eAnH NPOEKT U CTapTUpaT B PasinyHK
nepuiogn. OcBeH, Ye BCEKM NPOEKT MMa NHAUBUAY-
anHa CNOXKHOCT, Ce OTYWTAT 3aTPyAHEHUA B Cbye-
TaBaHETO UM 1 BbB B3aMMHaTa MM CBbpP3aHOCT. Ha-
MEpPEHMETO Ha npeanprieMayva e BCEKU MPOEKT Aa
ce M3NbJHK A0 KpanHaTa My peanusauma 1 Kakto
npod. MurneHa TemenkoBa 3asABsABa B cBOA Nyo6nu-
Kauma 3a npennpuemayectBoTo - TO NpeacTaBnssa
,20MOBHOCM 3d NoemMaHe Ha pUcK, adanMupaHe Kom

HoBOCMUME U U3NOJI38AHE HA 8B3MOXHOCMUME,
Koumo npedocmassa cpedama (Kakmo ssmpeluHa-
ma, maka u esHWHamay)".[2]

MpubarsaHeTo OO Pa3NNYHN MOMOLLHU TEXHOJO-
rMYHK cnocobu nognomarat ynpasneH1eTo, onTuMm-
3upat npouecuTte, NPaBAT ro MHOFO No-epeKTNBHO.
Ha naszapa cbllectsyBa pa3sHoobpasHa manutpa ot
NHCTPYMeHTU ¢ I 3a npoeKkTeH MEHMOKMBHT. M360-
PbT Ha HalM-MOAXOAAMNA MHCTPYMEHT 3a MPOEKTeH
MEHUIKMBHT CblLO He e fieceH. MHpopmupaHoTo
B3eMaHe Ha pelleHne e Han-LeHHOTO KayecTBO Ha
NPOEKTHUA MEHVAXKbP 1 TOBA € HEroBa OTFOBOPHOCT.
AMEpPUKaHCKMAT VIHCTUTYT 3a MPOEKTEeH MEHUOX-
MbHT (PMI) npegnara Ha cBouTe uneHose ,lnaH 3a
yMpaBJ/ieHNE Ha N3KYCTBEHUA UHTENEKT B NPOEKTHUSA
MEHUIPKMbHT” C Lien YCTaHOBABaHe Ha npean3Buka-
TesicTBaTa UAU NPUYNHUTE, KOUTO Ca MOPOAMIN Ta3un
HeobXxoAMMOCT, a U [ja ce OCMUCTIAT NOCNeACTBUATA
OT UHTEerpupaHe Ha cuctemu ¢ VI B Ta3m coepa. [3]

OcBeH KOHBEHLMWOHANHUTE METOAN 3a MPOEKTEH
MEHUIKMbBHT, Ha Mas3apa ce npepsarat UHPoOpPMa-
LMOHHO-TEXHONOTMYHMU (IT) MIHCTPYMEHTM, KOUTO OT-
UNTaT CbLUECTBEHO Bb3AeNCTBME BbPXY pacTexa Ha
npeanpuaTuATa.

IT MHCTpYMeHTUTE NpenaraT pas3nnyHm GyHKUMO-
HaJIHOCTU U € HEOOXOAMMO BPEME 3a TAXHOTO OMNOo3-
HaBaHe 1 pe3yNnTaTHO OPUEHTMPaHO BHeApABaHE B
paboTHuTe Npouecu.

IT nHcTpymeHTMTE, 6asmpaHn Ha mogenu c WU,
npencTaBiABaT HOBO NOKoNeHne codTyepHn pelue-
HUA, KOUTO HaArpaaaT CblLeCcTBYBALLUTE TEXHOJO-
1 1 NPefoCTaBAT No-ePeKTMBHN Bb3MOXHOCTU 33
yrnpaBJ/ieHNe Ha NPOEKTM 1 noanomMaraHe Ha 6rsHec
npouecuTe. B aBTopcKa pa3paboTka ca npeacTaBeHm
HAKOJIKO NPOAYKTU, TEXHUTE OCHOBHU PYHKLMOHaN-
HOCTK, PUHAHCOBA UHPOPMALINA, KAKTO N KOU KOM-
naHuu ca rn paspabotunu. MogpenbdaTta B TabnmuaTa
He crefiBa iepapxXnyeH NPUHUMN 1 He NpeacTaBnaBa
pPenTUHroBa Knacauma unm oueHka (Mpaduka 1). Len-
Ta e Jla Ce OHarneau Kakeo ce npepsiara Ha nasapa.
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Ha 6a3a Ha cuHTe3MpaHaTa uHPopmauma, MHCTPY-
MeHTuTe ¢ W 3a NpoeKTeH MEHNOXKMDBHT UMaT npe-
ANMCTBA U OTK/IOHEHUA, KOHCTaTUPaHN OT NpaKkTu-
Karta.
MpepyMcTBaTa Ca 3a yrecHaBaHe Ha paboTata, cpef
KOUTO:
« ABTOMaTU3MpaHe Ha 3afaun, 0600LeHMs, pe3to-
METa, T.H.

» [NpeanoxeHuns Ha pelueHns

 [lporHo3upaHe Ha pycKkoBe, 3abaBAHUA NpPU 13-
MbJIHEHVE Ha 3agaunTe

« [NopobpasaHe 1 KoopaMHMpPaHe Ha eKnnHaTa pa-

6oTa

« lNopobpsaBaHe ynpaBNeHUETO Ha agMUHWCTPA-

TUBHWU, YOBELLKU, PMHAHCOBY, TEXHONOTUYHN pe-
cypcm

» [lpocnepaBaHe M3NbAHEHMETO Ha 3agauu, ap.

OTKNoHeHMATa MoraTt fja ce Kopurnpar npu Hanu-
yre Ha NOCTOAHHO obyyeHure C BbBeEXJaHe Ha KO-
PEKTHU AaHHKU OT paboTaTta B NpeanpuATAETO U Ha
ekuna. ETo HAKom oT TAax:

» PuckoBe OT HegoOCTaTbUYHO AOCTOBEPHW AaHHW,

KOETO 3aMbr/iAiBa B3€MAHETO Ha pelleHuns

» PuckoBe 3a noBepuTeNHOCTTa, CUFYpPHOCTTA,

eTuKaTa Ha flaHHuTe

« OTroBOPHOCT U MHTENEKTYasHa COGCTBEHOCT

o [InckpummHauma n orpaHuyeHus

o [lesanHdpopmauma unm maHunynauusa Ha nHdop-

Mauua (xanounHaumnm)
» HenpaBunHO non3BaHe WM WU3KPUBABAHE Ha
JaHHU, T.H.

Bb3 ocHOBa Ha Te3m KOHCTaTauuK, a U B Xofa Ha no-
CTOAHHO YCbBbPLUEHCTBaHe, MHCTPpymeHTUTe ¢ W 3a
NPOEeKTeH MEHUIPKMbHT MOraT fa ce yTBbpAAT KaTo
BakHa NpefnocTaBKa 3a NocTUraHe Ha No-gobpu pe-
3yNnTaTh 1 Ja NOANOMOrHaT Npexofa 3a npemMuHaBa-
He OT TPAaAULMOHHUN KbM AbNOOKO AUMMTaNnU3npaHm
paboTHY Npouecu Npu ynpaefieHre Ha MPOEKTU.

III. CTEIIEH HA U3ITIOJI3BAHE HA
NHCTPYMEHTHU C U3KYCTBEH
MHTEJIEKT B I[TIPOEKTHUA
MEHUJKMBHT B BBJITAPUA

BbB doKyca Ha HacToAWwMA JoKnag nonapaT pe-
3yNnTaTy OT aBTOPCKO MpoyyBaHe (3a uenvre Ha au-
CepTauUNOHeH Tpya) cpeq rpyna 6barapcku 6usHec-
MEHM OTHOCHO U3MNO0JI3BaHETO Ha MHCTPYMeHTn ¢ U
B NPOEKTEH MEHUIMKMDBHT.

A. Memoouka Ha u3cseosaHemo

3a uenuTe Ha HaCTOALLMA AOKNaA ce NpeacTaBs Us-
Bafika OT AMCEePTALNOHHOTO U3CNleABaHe Ha aBTopa,
OCHOBAHO Ha KOJIMYEeCTBEHO MPOYyyYBaHe, peannsu-

paHo Ype3 aHOHVMHA OHJalH aHKeTa cpef cobcTBe-
HULM 1 MEHUOKDPU HAa MUKPO-, MaNKK1, CPeaHn u
rofieMn 6bAraPCKU NPeanpuATUA OT BCUYKU UKO-
HOMWYECKN CEKTOPU. YyacTmeto e [oOpOBOSHO.
JaHHWTe ca cbbpaHM NOCPeACcTBOM CTPYKTYpPUpPaH
BBMPOCHMUK OT ABe YacTu, pa3paboTeH B eNeKTPOH-
Ha dopma 1 pa3npoCTpPaHeH Ypes NHTEPHET KaHanu
cpepn uenesaTa rpyna pecrnoHgeHTtu. [bpeata vact
OT BbMNPOCHUKA CbAbPKa OCEM 3aAbJIKUTENTHN Bb-
npocu 3a obua nHpopmaumsa, a BTopaTa yact — 30
3aTBOPEHU BBMPOCU C NPeABapUTENHO AafeHN OM-
uunmn 3a eguH oTroBop. Tpy OT Te3n BbNpoCu faBaT
Bb3MOXHOCT 3a laBaHe Ha NoBeYe OT eflVH OTFOBOP.

BbnNpoCHMKBT CbabpXKa yBeOMSIEHME KbM aH-
KeTupaHnTe U Te AeKapupat, Ye ca 3ano3Hatu C
YCNOBMATA, KaTo Ce CbracsBaT ¢ obpaboTkaTa Ha
NINYHWTE MM AaHHW B aHOHUMHa popma 3a uenvte
Ha Hay4yHOTO NpoyyBaHe 1 3a popmynumpaHe Ha n3-
BOAM MO pa3rnexaaHua npobnem.

B nmokaHaTa 3a yyacTne e U3pUYHO NMOCOYEHO, Ye
KOHTaKTHWUTE AaHHWU ca CbOpaHu OT NybanyHo goc-
TBMHU U3TOYHULM 1 dPMeHN yebcanToBe. Bbnpoc-
HUKBT € pa3npoCTpaHeH No enekTpoHeH NbT Ao 500
agpecatu, nogbpaHu Ha CyyaeH NpyHLMN OT Npes-
BapuTenHo dopmupaHata 6as3a gaHHw. MNeproasbt
Ha nNpoBexJaHe e 60 KaneHgapHN OHU B MOCNEHO-
TO TpMeceumre Ha 2025 T. 1 6poAT Ha nonyyeHuTe
oTrosopu e 53.

B HacToAwmA goknag ce pasrnexpa ussagka ot
JaHHWTe OT LWeCT 3aTBOPEeHU BbMpOCa, KaTto eau-
HUAT Ce OTHacA JO CTerneHTa Ha nonssaHe Ha IT 3a
yrnpaBneHne Ha NPoeKTU B NpeanpuATUETO, a ApY-
rmTe neT - 3a NON3BaHe Ha UHCTPYMeHTU ¢ WU 3a
NPOeKTEH MEHUIXMBHT 3a BcAKa da3a OT NpoeKT-
HWA KU3HEH LUMKDbA — naeda n NoarotoBka (HapeyeHa
KaTo UAno — NoAroToBKa), NaHnpaHe, N3nbiHeHue,
MOHUTOPWHT 1 KOHTPOS, GpUHaNm3npaHe.

3a pecrnoHAeHTUTe Ca JafieHN YEeTUPU Bb3MOXKHU
OTroBOpPA, KOUTO Ca UAEHTUYHM 3@ BCEKU OT LIECTTe
BbMpOCa 1 Ca e4HOTMMHM B cfiefHaTa nocsiefoBa-
TenHocr:,[a’ ,Mo-ckopo ga* ,MNo-ckopo He" u,,He",

ObpaboTKaTa Ha JaHHUTE e U3BbPLUEHA Ype3 Me-
TOANTE HA [eCKPUNTUBHATA CTAaTUCTUKA, BKIIOY-
BaLLM M34YMCIIABAaHE Ha abCONMIOTHM U OTHOCUTESTHM
YyecToTW, KaKTO M NpeAacTaBAHE Ha pe3yntatute B
TabnnueH u rpadpnyeH Bua,.

3a uennTe Ha HacToAWMA AOKNak, OCBEH 00paboTKa-
Ta Ha JaHHUTe OT WecTTe BbNpOoCa, B aHann3a ce ns-
BNMYAT pe3ynTaT OTHOCHO CTEMeHTa Ha NoJi3BaHe Ha
WHCTPYMeHTU ¢ VW 3a npoeKkTeH MEeHNOKMbHT Cro-
pen roneMmHarta Ha NpeanpuATUATa (MUKPO-, Masku,
cpepnHu 1 ronemu), 6e3 fa ce pasrnexgaT Nno CEKTopy,
KOETO Cb3AaBa Bb3MOXHOCT 3a NO-AeTalIHO n3cnen-
BaHe N CPaBHEHNeE Ha pe3ynTaTuTe Mexay OTAeNnHuTe
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rpynv PecrnoHAeHTV 1 Ta3n nHpopmMaums e cbbpaHa
upes BbMNPOCUTe B MbpBaTa YacT Ha aHKeTaTa.

b. Pesynmamu om u3csiedsaHemo

Bb3 0OCHOBa Ha NONyYeHNTE OTFOBOPY MO YETUPUTE
BBMPOCa, Pe3ynTaTuTe OT KaTeropuyHUTE OTrOBOPHU
~da” n,He" ce npeacTaBAT B OTAENHM KOMOHW, @ pe-
3ynTatute oT Konebnuso noTebpXaeHue Moyt ga”
1 HeyBepeHocT ,louTn He” ca obefnHeHn B 06La
KOJIOHa, HapeueHa ,[Jpyro”. OTroBopuTe Ha 6barap-
CKUTe npeanpremMayn ca pasnpegesnieHn chpsamo
BCAKA $asza Ha NPOEKTHUA MU3HEH LUUKBA — noa-
roToBKa, NMlaHMpaHe, U3MbJIHEHNE, MOHUTOPUHT U
KOHTpON, PuHanu3npaHe Ha npoekTa (Tabnuua l).

Tasnuua |
3non3BAHE HA UHCTPYMEHTU C VIV B MPOEKTHWA MEHWIXKMbBHT OT
NPEANPUATIA MO ®A3M HA MPOEKTHWS XKM3HEH LIMKBA

(a3v Ha npoeKTeH Jla He Qpyro
KU3HEH LNKBA

1. MoaroToBkKa 20.8% 24.5% 54.7%
2. MnaHupane 15.4% 24.9% 59.7%
3. U3nbnHeHue 15.1% 26.4% 58.5%
4. MoHuTopuHr 1 KoHTpon | 20.8% 22.6% 56.6%
5. OuHanu3unpate 18.9% 20.7% 60.4%

M3non3eaHeto Ha uHcTpymeHtTn ¢ UM 3a ynpa-
BNIEHME Ha NPOEKTU MpPe3 LeNnA XU3HEH LUK Ha
npoeKkTa oy HepaBHOMEepPHa NHTEH3UBHOCT BbB
BCUYKM a3 1 orpaHNYEHO N3NoN3BaHe Ha crne-
unanusmpaH MHcTpymeHTapuym ¢ UA B otpen-
HuUTe a3 Ha NPOEKTHUA XKN3HeH LuKbA. [1pu-
UMHUTE MOXKe a Ca Pa3HOPOAHM — HeMo3HaBaHe Ha
WHCTPYMEHTapuyMa, He3HaHue 3a W3Mosi3BaHe Ha
MaKCMManHMA My KanauuTeT, peCTPUKTUBHO Bb3MNpu-
eMaHe Ha UMbpoBUTE HOBOBLBEAEHMSA, AOPU KOH-
CepBaTVBHO MMCNEHE 1 NPeanasnnBocT, GMHaAHCOBK
orpaHuyeHus, cnab agmMMHUCTPATVBEH Kanauutet
W IANCa Ha CUTYPHOCT 3a 3al4uUTa Ha JINYHUTE AaH-
HW. HepaBHOMEPHOTO U3MON3BaHe Ha UHCTPYMEHTHU
¢ IV 3a npoeKTeH MeHUAKMbHT MOXe CbLLO Aa € No-
pOLEHO U OT HEMO3HABaHETO UK OT HeaubepeHLm-
paHeTo Ha $a3nTe Ha NPOEKTHUA XU3HEH LINKBII.

ChLuo Taka, pesynTaTiTe MOKa3Bar, Ye U3Mnon3BaHe-
TO Ha MHCTPYMeHTU ¢ W 3a NpoeKTeH MEHNIXKMbBHT
oT Obnrapckute npeanprviemMays He e HambJIHO
KOHCONMAVIPaHO B HUTO efHa oT da3uTe Ha npo-
eKTHMA XM3HeH LMKbi. ToBa npegnonara M3nons-
BaHe Ha anTepPHATUBHU UHCTPYMEHTHU, CNOCOOM 1K
pelueHna, pa3BUTU OT cammUTe opraHm3auun. KoH-
CcTaTaumATa ce NOTBbPrKAABa C NpeBeca Ha onuun-
ATa ,Jpyro”, koato obegnHaABa gBaTa Konebnuneu
OTroBopa 1 nNpefcTaBnsAsa noseue ot 50% cnpamo
Lpyrute KaTeropnyHu otroBopwu aa“ u,He"

B ponbnHeHune, pe3ynTtaTuTe Couart, ye npegnpue-
MauynTe He NoKasBaT ACHO NONAPV3MpaHO nose-
AeHue Mo OTHOLLEHMe Ha U3NON3BaHETO Ha UHCTPY-
MeHTK ¢ X B pa3nuuHnTe pasm Ha ynpasneHUeTo
Ha NPOEeKTMK.

OtgenHo, ce Habnogaea nwbonuTeH pesynTart ot
LPYrus BbMpoc OT aHKeTaTa, CBbp3aH C U3Mon3BaHe
Ha IT 3a ynpaBneHue Ha NpoOeKTX B NpeanpuaATuATa.
CraBa ACHO, ye 60.4% OT MEHNAKDbPUTE HA KOM-
naHumn TBLPAAT, e nsnonsear IT 3a ynpasneHvne
Ha NpoeKTHn, foKaTo camo 7.5% He ru nsnons-
BaT, a 32.1% oTroBapar ¢ ,Jipyro”, (cbabpaLio
Konebnmeo NOTBBP)KAEHME U HECUFYPHOCT). To3m
daKT coum BMCOKa CTerneH Ha BHeapABaHe Ha IT 3a
ynpaBneHne Ha NPoOeKTW, KOeTO CBUAETENCTBa BU-
COKO 3HayeHVe Ha AUrnTanHUTe WHCTPYMEHTU B
Tasn cdepa. Ho 1 noTBbpXgaBa TBbpPAEHMETO, Ye
N MHPPaCTPYKTypa 3a BHeApsBaHe Ha peLleHus,
6a3upaHn Ha UMW, Ho cbluecTBYBa Bb3AbPKAHOCT,
KoraTo ce cneunduumpa n3non3BaHeTo UM 3a BCAKA
¢$asza Ha NPOEKTHMA XN3HEH LMK,

MankuAat gan npeanpuATUA, KOUTO He n3nonseart IT
3a ynpaBsneHue Ha npoekTn (7.5%), npegnonara, ye
yNpaB/IeHNETO Ha MPOEKTUN C KOHBEHLIMOHANTHN METO-
AV Y HeauruTasHu peLleHns BCe olle CbluecTByBa B
obuuariHaTa NpakTuKa. A Lo ce OTHACcA Ao TPeTus pe-
3ynTart - 32.1% 3a Koneb/MBO 1 HECUTYPHO N3NON3Ba-
He Ha MHCTpYMeHTU ¢ I 3a npoeKTeH MeHUOPKMBHT,
MOXe [a ce 3afABM 3a HanuuMe Ha 4YacTU4YHO, AOpU
CrnopagnyHO M3MON3BaHe Ha TakMBa WHCTPYMEHTU
unm Ha codTyep, KONTO He e CreLmanHo NpegHasHa-
YeH 3a ynpaB/ieHNe Ha NPOEKTK, U KOMOVHALMSA OT
UnPPOBU NHCTPYMEHTY C TPAZULIMOHHN NpoLeypu.
Bb3mMOXHO e ga nuncea AurutanHa MeToAMYHOCT,
KaKTO 1 ACHOTa cpef peCnoHAeHTUTE 3a U3Mo3BaHe
Ha IT 3a NpOeKTeEH MEHNOXMbHT.

Cohwo Taka, 6e3 ga ce crnekynmpa, Moxe da ce
npoekTnpa pesynrtarta ot 60.4% Ha n3non3saHe Ha
IT, 6a3npaHm Ha LN 3a ynpaeneHne Ha NpoeKTn oT
6bnrapckute npegnpuemaun sbpxy 18.20% - cpeg-
HO NPOLIEHTHO M3MON3BaHe Ha CbLUMTE 3a BCUYKHU
net ¢asy Ha NPOEKTHUA XU3HEH UMKDBbA. Hanuum-
€TO Ha AurntanHa MHOpPaCTpyKTypa He O3Hauasa
MaKCMMasiHa ekcrnioatauusa Ha Kanauuteta 1. Toa
npepgnonara, ye npy NOTpebHOCT 1 OoCTaTbyHa OC-
H3HATOCT OT MEHUIKbPUTE, CbLLECTBYBa Nepcnek-
TUBA 3a MO-MbJIHOLEHHO MOJI3BaHe Ha MoTeHumana
Ha IT nHGpacTpyKTypaTa 3a ynpaBneHue Ha NpoeK-
TU 1 B KOHKPETHUA CyYall - 3a BCMYUKKM $pa3m Ha Npo-
eKTHWA XU3HEH LUNKDA.

MpoueHTbT Ha ¢UpMUTE, KOUTO KaTeropvuiyHoO
NOTBbPXKAABaT MON3BAHETO Ha MHCTPYMEHTM C
MW 3a npoeKkTeH MEHUXKMBHT 3a BCAKa ¢asa Ba-
pupa mexagy 15.1% n 20.8%, JOKaTO KaTeropuyHo
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oTpeknuTe ca mexay 20.7% un 26.4%, Koeto coun
NoO-BMCOKO HNBO Ha He N3nos3BaHe.

OT cTpatervyecka rnefHa Touka Te3n pesyntatu
MoKa3BaT HeYBEPEHOCT, KOATO 61 MOrNo Aa ce npe-
ofonee CbC CTUMYNIMPAHE U aKTUBHO BHeApABaHe
Ha UHTerpupann nnatpopmu, 6asmpaHn Ha U, 3a
ynpaBneHne Ha NPOeKTN B OnepaTnBeH NopaabK.

Hali-BucoknTe HMBa Ha BHeapABaHe ce Habnoga-
BaT BbB ¢pa3uTe Ha NOATOTOBKA 1 MOHUTOPUHI 1
KOoHTpon (no 20.8% 3a BcAKa efHa), nocneaBaHu oT
¢dazarta Ha dunHanmsmpaHe (18.9%), foKaTo U3NbA-
HEeHWeTOo M NNaHMpaHeTo O0TOeNA3BaT Hal-HUCKK
HVBa Ha M3Non3BaHe Ha MHCTpyMeHTn ¢ N (15.1%
M CbOTBETHO, 15.4%).

BepoaTHO G6bNrapckute npegnpvemayn npuaa-
BaT Ha AWUrUTanHMA ,NOMOLLHUK" 0COBEHO BUCO-
Ka CTOMHOCT Hal-Beye B Te3n Tpu dasn, NMalKku
npeaBua oTAenHUTe AENHOCTU, KOUTO OOXBallar,
KaTo ycTaHOBfABaHe Ha NOTPeb6HOCTU, OYaKBaHM
pe3ynTaTtu, O4YakBaHu MOM3u 1 Ap., KAKTO 1 AOKNa-
AN, pe3loMeTa, OTYeTH, yNpaB/eHne Ha pUCcKoBeTe,
$VHAHCOBUM OTYETU, MOCTUTAHE Ha Pe3ynTaTu, Lenu
n ap. (Team OAernHOCTM Ca MNOCOYEHU B CKOOU KbM
BbMPOCKTE B aHKeTaTa 3a OpMEeHTMpaHe Ha pec-
MOHAEeHTUTE).

NHTepeceH e PpaKTbT, Ue MHCTpymeHTUTe C VI 3a
dasunTe Ha nN3nbAHEHMe (26.4%), Ha NnaHUpaHe
(24.9%) n Ha nogroroBKa (24.5%) He ce nsnons-
BaT OT Obnrapckute npegnpuvemaun. OT rnegHa
TOUYKa Ha MPOEKTHUA MEHUIKMDBHT Te3n eTanu oT
NPOEKTHUA XXN3HEH LMKDBA Ca HAN-KPUTUYHN U Qn-
rMTanHUTE WHCTPYMEHTU reHepupaTt Haur-ronemmu
nonsu. Ho To31 Napagokc moxe ga ce 06saCHM ¢
B3eTOTO OMepaTMBHO peLleHNe Ha MEHNOXbPUTe,
VIMalku npeasug BUAOBETE MPOEKTU, MPOEKTHUA
€K M W HaNnM4mMeTo Ha CbOTBETHUA pecypc. Bb3-
MOKHO € B PaMKNTE Ha M3MbJIHEHMNETO, NNlaHMpa-
HeTO 1 NoAroTOBKaTa fia Ce Nos3BaT CTapy NO3HaTn
1 OBNlafieHu ¢ 6bp3nHa KOMMNIOTbPHU Mogenu. Mma
pasnvka mexay Bb3npuemaHeTo Ha HOBUTE TEXHO-
norun n epeKTMBHOTO UM UHTErpUpaHe B onepa-
TMBHUTE Npouecn. ToBa ABNEHME e YecTo CpeLlaHo
B OpraHu3auuu, KouTo ca B Npouec Ha gurutanHa
TpaHchopmauums.

B 3akstoueHme, MoXe fia ce oT6enexu, Ye pbKoBOAN-
TeNMTe Ha KOMMaHuKM pasnonarar ¢ IT uHdpacTpyKTy-
pa, HO M3MON3BaT OTYaCTN NHCTPYMeHTK ¢ I 3a ynpa-
BJIEHME Ha MPOEKTU, KaTo pOoKycmpaT ynotpebata um
BbpPXY cneynPpryHmn AeNHOCTU U CMOPAANYHO T WH-
Terpupar BbB Bceku eTan. OTTyK Npom3Tiya 3aKnioye-
HWETO, Ye BHegpABaHETO Ha IT TexHonorum nsrnexga
M3npeBapBa HMBOTO Ha AMrMTanHa 3pPANOCT, NOCTUr-
HaTO B LANIOCTHOTO ynpasneHue Ha npoektu. ChbLio
Taka, CouMn A0 Aanuv ce Nos3Ba HannMyHaTa AUrnTanHa

NHPPaCTPYKTYpPa, 0COBEHO C BHeApeHU cucTemu ¢ U,
3a yNpaBfieHre Ha NPOEKT 1 B Obell} MOMEHT MOXe
[ia ce yCTaHOBM TEHAEHLMATA HA Pa3BUTME.

B. CmeneH Ha u3non3gaHe Ha uHcmpymeHmu ¢ U
3d npoekmeH MeHUOXXMBHM om 6vs12apckume npeo-
npusmus

MocToAHHUTE nopjobpeHNAa oOKa3BaT CbliecTse-
HO Bb3[JeNCTBME BbPXY MPOEKTHUA MEHUPKMBHT B
npepnpuAatuaTa. lNopagm Ta3u npuyrHa Bce noseye
OpraHuM3aLmu Bb3npremar 1 BHeapABaT HOBU TEXHO-
norun. Ho Bce nak nHcTpymeHTtute ¢ I B NpoekTHuA
MEHUIXXMbHT HaBNM3aT MNOCTENEHHO U C TeHAeHUmA
Ja ce MPOMeHN CbLUEeCTBEHO HauvHa Ha NpaBeHe Ha
6u3Hec B 6nu13KoTo 6baelle. OyakBaHETO e TaKoBa.

EbekTmBHOTO M3non3BaHe Ha MHCTPYMeHTM ¢ U
3@ NPOEKTEH MEHUIKMDbHT M3MCKBa MHTerpaumsa
yoBellKa eKkcrnepTn3a, HoO U GpUHaHCOB pecypc. Yc-
nexbT Ha NPOEKTUTE 3aBUCU OT CUHEPruATa Mex-
y aHanuTuyHuTe crnocobHOCTU Ha anropuTMu-
Te W ynpaBlIeHCKUTE YMEHUA Ha MEHUIXbpUTe 1
COBGCTBEHMLMTE Ha NpeAnpuATHA.

M3mepBaHeTo Ha cTeneHTa Ha ynoTtpeba Ha HCTPY-
MeHTuTe ¢ W 3a npoeKTeH MeHUIXMBHT OT 6biirap-
CKUTe NpeganpuemMayy NoKasea o KOJKO ebeKTUBHO
ce N3NonN3BaT 3a ynpasieHre Ha MPOEeKTY 1 Janun Me-
HU@KbpPUTE OTYMTaAT TakaBa OCb3HaTa MOTPeBHOCT.
3HayeHVe UMa KaKTo rofieMviHaTa Ha npegnpuatme-
TO, Taka N MIKOHOMWYECKUAT CEKTOP, B KOWTO TO ore-
pupa. NocnegHoTo He e BbB HoKyca Ha Aoknaga.

B rpaduueH Bua ca pageHn otroBopuTe Ha 6b-
rapckute pecrioHAEeHTU NO rofemMvHa Ha npef-
NPUATNETO 3a BCAKA $asa Ha MPOEKTHMA KM3HEH
unkbn. Moxe aa ce BUAM CTeneHTa Ha U3Non3BaHe
Ha NHCTpyMeHTU ¢ W 3a npoekTeH MeHWOMMbHT
No MAEHTUYHO OMNUCaHMA METOAONOMMYEH HauMH
no-rope (Owr. 2).

CTeMeH Ha HINONIBAHE HA MHCTPYMEHTH € MM 33 NPORKTEH MEHHUKMBHT OT GBAFAPCKUTE NPeANPHATHA

nnflnn
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Que. 2 CmeneH Ha u3non3eaHe Ha UHcmMpymeHmu ¢ I 3a
npoekmeH MeHUGXMBHM om 6vs12apcKume npednpus-
mus no 2os1eMuHa
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CreneHTa Ha M3Mon3BaHe ce OLeHABa uypes efe-
MeHTapeH MHAEKC, N3UMCIEH Bb3 OCHOBa CaMo Ha
KaTeropuyHuTe MONIOKUTENHM OTFOBOPWU Ha pec-
NOHAEHTUTE.

Cnopep nonyyeHnTte pesyntatv oT OTrOBOpUAMTe
WecT rofeMu nNpeanpuATNA C KaTeropuyeH ot-
rosop ,[a” 3a BcAKka dasza ce ussexpgar cnegHuTe
CTOMHOCTK 3a: noaroTroBka — 50%, nnaHupaHe -
16.7%, n3nbsHeHne — 16.7%, MOHUTOPUHT N KOH-
Tpon - 33.3% 1 ¢puHannsmnpaHe - 33.3%.

CbOTBETHO, CpeHaTa CTOMHOCT 3a M3MoN3BaHe Ha
VMHCTPYMeHTU ¢ VI 3a NpoekTeH MeHNOXMbHT OT
ronemuTe 6barapckm npeanpusatus e 30%. MaeH-
TUYHO Ce MOoJlyyaBa 3a CcpepHUTe NpeanpuATUA
- 0%, 3a mankute npegnpuartua - 21.1% v 3a mu-
Kponpeanpuatnara - 17.3%.

BuaHa e 3HaunTenHaTa pasnvka B CTENEHTa Ha U3-
non3saHe Ha UHCTpPyMeHTN ¢ N 3a npoekTeH me-
HUIXMBHT, OTYMTANKM rofieMnHaTa Ha 6bnrapckoTo
npegnpuaTtue.

[onemnTe KOMMaHMM NOKa3BaT Hal-BUCOKO HUBO
Ha M3MOM3BaHe Ha TakuBa WHCTPYMEHTW, [OKaTo
cpefHvTe NpeanpuaATuA He ca NOTBbPAWNIIN KaTero-
pruHo (0%). Ho nma BMCOK NPOLIEHT Ha Konebnmeo
notebpxaeHne ,Moutn ga“ (73.3%), Koeto coun, ye
ce HabnaaBa M3BECTHa Pe3epPBUPaAHOCT KbM TaKa-
Ba Bb3MOXHOCT WM He Ca Hanmb/IHO NHTerpupaHun
TEXHOMIOMMYHM UHCTPYMEHTHU 3a LenTa.

ChOoTBETHO, ManknTe NpeanpuATA 3aeMaTt BTOPO
MACTO C HMBO Ha mn3nonssaHe ot 21,1%, gokaTto Mu-
KponpeanpuaTuATa perucTpmpaTt Manko no-HUCHK
npoueHT oT 17,3%, KoeTo AeMOHCTpUpa, Ye auruv-
TanHaTa WHTerpauMsa ocCTaBa OrpaHWYyeHa Wau 4e
3HauMTesNIHA YacT OT AeNHOCTMTe npoab/rkasaTt Aa
ce M3BbPLUBAT C NOMOLTa Ha TPAAULMOHHU METO-
AN UNKn anTepHaTUBHU NHCTPYMEHTW, KOUTO fa ca
oburpaHu, eBTVHM M He NpeAcTaBNABaT AOMbIHU-
Te/IHO HaTOBapBaHe.

IV. BAKJIIOUEHUE

B efivH BCe NO-KOHKYPEHTEH KanuTasnoB 1 TPyaoB
nasap No3HaBaHEeTO Ha TEXHOJIOTMYHNTE HOBOBbBE-
OEeHVA, MOJepHUTE TeHAEHUUN N MPUTEXaBaHETO
Ha YMeHuA, CNOCOOHOCTU 1 KayecTBa 3a NPOEKTeH
MEHUIXKMDBHT Ca pellaBalyun pakTopu 3a ocurypaBsa-
He Ha no-ronamMa epeKTUBHOCT, ePUKACHOCT U KOH-
KyPEeHTOCMOCOBHOCT Ha KOMMaHuu1Te.

OueBMAHO e HaBNM3aHETO Ha TexHonoruu, 6asu-
paHu Ha WU 3a npoeKkTeH MEeHUAXMbHT, KOUTO MO
npe3ymnuna NpeBb3xXoXaaT TPaAULNOHHNA Mogen
Ha ynpaBneHve Ha NpPoeKTW. 3a MHKopropupaHe

Ha HOBOBbBEAEHNWATA, YMETO BHeApABaHe U3NCKBa
BpeMe, Xopa 1 napu, € Hy>KHO YCbBbPLUEHCTBaHE Ha
3HaHUA, pecypc, obyyeHna 1 Npean BCUUKO noseye
YBEPEHOCT Mpu B3eMaHe Ha YNpaBieHCKN peLleHns
1 MOemMaHe Ha OTFOBOPHOCT.

Pe3ynTtatute couaT MONOXWTeNHa Bpb3Ka mexpay
HaB/IN3aHETO Ha HOBWTE TEXHONOMUU U N3MNON3BaHe-
TO Ha UHCTPYMeHTU ¢ W 3a npoeKTeH MeHUAXMbHT
B bvnrapus. HabnogasaHuTe HMBa Ha ynoTpeba He
Ca BUCOKM, HO Ce OTYMTa CepMO3eH NoTeHuman 3a
no-HaTaTbliHa AUrMTann3auma Ha paboTHuTe npo-
uecwu.

lonemunHaTa Ha NpegnNpUATMATa CbLLIO MMAT CBOe-
TO BNIMAHNE, 0OCOOEHO TEXHUA KanauuTeT 1 notpeb-
HOCTU B YC/IOBUA HAa AMHaAMW4YHA N Henpeasuguma
KOHKypeHLusA.

MNo3HaBaHeTO Ha da3uTe Ha MPOEKTHUA >KU3HEH
UMKbN JaBa NoBeye 3HaHUA 1 ONUT 3a N3MNon3BaHe
Ha NMHCTPYMeHTN ¢ U 3a npoeKkTeH MEeHUOXMbHT.
Mo3oBaBaHeTo e Ha 6a3a 1 Ha NPaKTUYECKN ONUT.

CreneHTa Ha 13non3saHe Ha UHCTpymeHTH ¢ NN 3a
NPOeKTeH MEHUIXMbBHT MOXe fAa ce npocnepasa
roauLWHO Bb3 OCHOBA Ha CbllaTa MeToAuKa.

B 3akntoueHune, nscnegBaHeTo He ce OrpaHMyaBa
CaMo [0 “3aCHeMaHe” CbCTOAHUETO Ha 6bNirapcKuTe
npeanpuATUA 1 OO KakBa CTerneH Te M3Mnon3ear gu-
rUTanHN TEXHONOMMN B NPOEKTHMA MEHUAXMDBHT. C
Hero Mmoxke fia ce naeHTUGUUMPAT OCHOBHUTE TEH-
OEeHUMW B AurvTanHaTa TpaHchopmauma npm ynpa-
BNEHME Ha NPOEKTU U a Ce aHanm3upa eBontuuna-
Ta Ha B3eMaHe Ha TEXHONOIMYHY peLleHnsa B BU3Hec
cpeparta.

AHanNM3bT U THAIKYBAaHETO Ha NONyYeHWTe pe3ynTa-
TU NPefoCcTaBAT Bb3MOXHOCT Ha pbKoBOAUTENUTE
Ha npeanpuATMA da ce Bb3MOn3BaT OT noTeHUMana
Ha MHCTpymeHTuTe ¢ W 3a NnpoeKkTeH MEHNIXKMbHT
ypes oNTUMU3MpPaHe Ha PaboTHUTE MpPoLec 1 no-
BMLUABaHe Ha epeKTUBHOCTTA MPU YMNpaB/IEHNETO
Ha pecypcu.
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Abstract: HacToAwaTa ctaTua pasrnexpa OCHOB-
HUTe BUAOBE Bb30OHOBAEMUN €HEPruilHN N3TOou-
Huuu (BEU). AHanusmpaHm ca TexHUTe NpUHLMNN
Ha AelcTBNe, OCHOBHW NPUJIO)KEHUSA, NPeanMCTBa
1 HefOCTaTbLM B KOHTEKCTa Ha YCTOMYMBOTO pas-
BUTMNE N €eHEepPruHNA npexop. AKLEeHTDbT e NnocTta-
BeH BbpXY €KOJIOrM4yHnTe, MKOHOMNYeCKNTEe N Tex-
HOJIOTNYHMTE acneKkT! Ha TAXHOTO MpUIoXKeHue.
AHanu3bT NoKa3Ba, Ye Bb30OHOBsemMUTe eHep-
rMAHN N3TOYHULIM AONPUHACAT 32 HAMansABaHe Ha
BbrnepoaHMNTe eMncuu, NoBrLIaBaHe Ha eHeprum-
HaTa He3aBMCMMOCT 1 OrpaHNYaBaHe Ha HeraTue-
HOTO Bb3[eCTBME BbPXY OKOJIHaTa cpeaa.

Keywords: BEW, cnbHuYeBa eHeprusa, BATbpPHa
eHeprus, BOAHa eHeprus, reorepmasiHa eHep-
rus, 6uomaca, ycTonumBo pasBurtue

I. BBBEJAEHHE

Bb3obHOBAEMUTE €HepPrunHu usTouHuum (BEWN)
3aemaT BCe MO-BaXKHO MSICTO B NobanHaTa eHep-
rMriHa cucTeMa nopagn HeobxoauMMOCTTa OT orpa-
HMYaBaHe Ha KNNMaTUYHUTE MPOMEHN, HamasnABaHe
Ha BbIMEepPOgHNTE EMUCUMN 1 MOBKMLLIABAHE Ha eHep-
rmnHata HesaBucmmocT. CiTbHYeBaTa, BATbPHAT],
BOJHATa, reoTepMasiHata 1 broeHepruaTa ce pas-
rnexgat Kato K/ouyoBu GakTopu 3a YCTOMUYMBOTO
pasBuTUE Ha MKOHOMMKaTA. pe3 nocnegHoTO Ae-
ceTuneTe ce HabnwoaaBa 3HauUNTENEeH TEXHOJNOru-
yeH HanpeabK, KOWTO BOAM A0 MO-HUCKU pasxoamu
3a NPoOU3BOACTBO Ha eHeprusa ot BEW n po yesenu-
YaBaHe Ha TAXHaTa KOHKYPEHTOCNOCOOHOCT CNPAMO
TPagULMOHHUTE n3Konaemm ropmaa. [1]

BupoBe Bb30OHOBAEMU eHEPTrUAHN U3TOYHULU —
npeanmcTBa, HeloCTaTbUW, 3HaUYeHne 3a YCToNun-
BOTO pa3BuUTne
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CbBpemMeHHOTO O6OLLECTBO € M3NpPaBeHO Npej He-
06X0AMMOCTTa OT MPEX0d KbM YCTOMUYNBYW €HEpPriuii-
HU CUCTEMW, KOWUTO A3 HaMansaT 3aBMCUMMOCTTa OT
M3KOMaemMunTe ropmea U HEraTMBHOTO Bb3AeNCTBUE
BbPXY OKOMHaTa cpefa. B Ta3u Bpb3ka Bb306HOBA-
emMnTe eHeprumHn mstodHuumn (BEWM) npupgobusat
BCE MO-ronAMo 3HauyeHue. Te NpeacTaBnABaT eHep-
rMIAHW Pecypciu, KOUTO Ce Bb3CTAHOBABAT NO eCTeCT-
BEH MbT U MoraT Aa 6baaT N3non3BaHM MHOFOKpaT-
Ho. OcHoBHUTe BMAoBe BEW BK/ouBaT CNbHUYEBa,
BATbPHA, BOAHA, reoTepmainHa 1 buomacoBa eHep-
rna. Cnopen peauua m3cneaBaHUA M3M0N3BaHETO
Ha Bb30OHOBAEMM N3TOYHMLM JONPUHACA 3a orpa-
HMYaBaHE Ha EMUCMNTE Ha MapPHUKOBW ra3oBe 1 3a
nopobpsaBaHe Ha eHeprurHaTa CUrypHOCT. [2]

1. CnbHYeBa eHeprua

CnbHYeBaTa eHepruA ce noy4vasa Upes npeobdpa-
3yBaHe Ha CNbHYeBaTa pajuvauuvA BbB enekTpuye-
CKa WS TOMJINHHA eHeprus nocpeacTeom GpoToBOS-
TaUYHW NAHENN N CONapHM KONEKTOPW.

CnbHYeBaTa eHepPrus € eAuH OT Hal-NepPCrneKkTrB-
HUTE W WNPOKO W3MON3BaHN Bb30OHOBAEMU EHEp-
rMIAHW N3TOYHMLM B cBeTa. bnarogapeHue Ha TexHO-
NOTNYHMA HaNpeabK 1 NoBULIEHATa HEOOXOAUMOCT
OT €KOJIOrMYHO UYmnCTa eHeprusa, GoToBONTaNnYHUTE
naHesnn 1 ConapHUTE KONEKTOPU Ce NpeBpbLLaT B
KMIOYOB €JIeMEHT HAa CbBPEMEHHWTE EHEPruiHM
cuctemn. Te3n TEXHOMOMMW MO3BONABAT ANPEKTHO
M3MoJsi3BaHe Ha C/TbHYeBaTa paamaumAa 3a Npous-
BOACTBO Ha efieKTpuyecka U TOMJIMHHA eHeprus,
KOETO AoMpUHAcs 3a HamaNsiBaHe Ha 3aBMCMMOCTTa
OT M3KOMaeMu ropurBa U orpaHNYaBaHe Ha BpeaHu-
Te eMncum B aTmocdepara. [3]

[pedumcmea

OCHOBHOTO NMPeanMCTBO Ha CbHYEBaTa eHeprus
e, e TA e NpaKTMUYeCKN Hensyeprnaem pecypc u He
oTAena BpefHVW eMUCMU MPU NPOU3BOACTBOTO HA
enekTpoeHeprma. OceeH ToBa ¢(OTOBONTAUYHUTE
CUCTEMU MOraT Aa 6baaT MHCTANMPAHN KaKTo B ro-
NeMUN eneKTPOLEHTPaNN, Taka U BbPXY KUAULLHK
crpaau, KoeTo NO3BOMIABA AeLEeHTPaNM3MpPaHo Npo-
M3BOACTBO Ha eHeprus. [2]

Hedocmameuyu

Cpepn OCHOBHUTE HELOCTaTbLM Ca 3aBUCMOCTTA OT
KNMMATUUYHWTE YCNTIOBMA Y BUCOKMTE MbPBOHAYaIHM




CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

nHBecTuyun. Npon3soacTBOTO Ha eNleKTpoeHeprua
€ OrpaHu4YeHo Mnpes3 HolTa U Npu obnayHo Bpeme,
KOeTO Hanara U3rnon3BaHeTo Ha CUCTEMMU 3a CbXpaHe-
HUe Ha eHepruna NN JOMb/IHUTENHU U3TOYHMLMW. [4]

Q®omosonmau4Hu naHenu

QoToBONTaMYHUTE MNaHenu npeacTaBnABaT Yyc-
TPOWNCTBa, KOUTO NpeobpasyBaT CibHYEBaTa CBET-
NMHa [VPEKTHO B efleKTpuyecka eHeprusa upes
¢dur3myeH npouec, HapeyeH GoToOBONTanYEH edeKT.
OCHOBHMAT KOMMOHEHT Ha NaHennTe e cofapHata
KJeTKa, Hall-yecTo n3paboteHa ot cunuuuin. Mpwm
nonagaHe Ha C/ibHYeBa CBET/IMHA BbpXY KneTKa-
Ta ce 0CBOOOXKAABAT eIeKTPOHW, KOUTO Cb3daBaT
eNneKTPUYeCcKn Tok. [5]

Pa3Butneto Ha ¢OTOBONTAMUHUTE TEXHOOTUM
BOAW A0 Cb3[aBaHeTO Ha Pa3NNYHM TUMOBEe NaHenu:

» MOHO KpucTanHm naHenu — OTMYaBaT ce C BU-
coka edeKTUBHOCT, ObNbr eKCnnoaTauvoHeH
XMBOT 1 gobpa Npon3BOAMTENHOCT NpU orpa-
HUYeHa nnowy;

o [lonu KpuCTanHu NaHenn — NO-UKOHOMMWYHU 3a
NPOW3BOACTBO, HO C MO-HUCKa ePeKTUBHOCT;

» TbHKOCNOWMHW NaHeNn — NO-rbBKaBY 1 NIeKK, 13-
nonseaHu npu cneundUUHN apxXUTEKTYPHU W”
WHAYCTpUANHM peweHuns. [5]

« (DoToBONTAMYHUTE CUCTEMU MOTaT Aa 6baart:

» aBTOHOMHU (off-grid), nsnonseawm Gatepum 3a
CbXpaHeHUe Ha eHeprus;

e CBbp3aHM KbM eneKTpopasnpegennTenHarta
Mpexa (on-grid);

o XUOPUAHN CUCTEMU, KOMOWHMPALLN MPEXOBO
3axpaHBaHe 1 akymynmpaiim ycTpomncTsa. [6]

[lpedumcmea Ha pomosomau4HUMe naHeau

EfHO OT OCHOBHMUTe NpeagMMmcTBa Ha GpOTOBOSTA-
WYHUTE CUCTEMM € MPOM3BOACTBOTO Ha eneKkTpo-
eHeprua 6e3 oTgensaHe Ha BbrnepofeH AMokcua
W OpYyru BpegHu eM1UCcun No Bpeme Ha eKkcrnjoara-
umaA. OCcBeH TOBa CTbHYEBATa EHEPIruA e Heusuyep-
naem pecypc, AOCTbIMEH B NOYTU BCUYKU PETMOHN
Ha cBeTa. [7]

Cpen opyrute npeammcTBa Ce OTKPOABAT: HUCKMU
pa3xoau 3a NoAAPbBXKKA; AbAbr eKcnnoaTauMoHeH
nepuoj — Hag 25 roauHu; Bb3MOKHOCT 3@ MOHTaX
BbPXY NoKpueK, pacagm n cBo604HM TEPEHN; Hama-
NnABaHe Ha CMETKMTE 3a eNleKTPOeHeprus; NoBuLLa-
BaHe Ha eHepruirHaTa He3aBUCUMOCT Ha AOMaKUH-
cTBaTa 1 npeanpuAaTuaTa. [8]

Cnopeg peanua nscniegBaHns WNPOKOTO BHeApA-
BaHe Ha (QOTOBONTaUYHU TEXHONOTMWN Urpae Cb-
WecTBeHa pona B npoueca Ha aekapboHm3aumna un
NpexoA KbM KnMmaTuyHa HeyTpPanHocT. [8]

Hedocmamwyu Ha pomosonmauyHume naHenu

Hapen c npepgumcTeata, $oTOBONTAMYHUTE CUC-
TeMU MMaT u onpedeneHn orpaHnyeHusa. Ham-co-

LLIeCTBEHUAT HEeAOoCTaTbK € 3aBUCMMOCTTAa OT
KNUMaTUYHWTE YCNIOBUA W CITbHYEBOTO FpeeHe.
MNpon3BOACTBOTO Ha eNeKTPOeHeprua Hamasnsea
npu o0651auyHo Bpeme, NPe3 3UMHUS CE30H U HaMbJ1-
HO cnupa npe3 HowTa. [9]

Opyrn HepocTaTbuM BKOYBAT: BUCOKUA MbPBO-
HayanHu NHBECTUUMY; HEOBXOAMMOCT OT aKymyna-
TOPHW CUCTEMW 3a CbXPaHEHWEe Ha eHeprus; cpae-
HUTENHO HUCBK KOePULMEHT Ha NONE3HO AeNCTBUE
Npyu HAKOW TEXHONOMMK; HEOOXOAMMOCT OT 3Hauu-
TefHa Naow, Npu rofieMn MHCTanauum; npobnemu,
CBbP3aHM C PeLMKINPAHETO Ha CTapuTe NaHenu u
M3M0J1I3BaHETO HA TOKCMUHW MaTeprany Npu Npouns-
BoACTBOTO UM. [10]

HAakon aBTOpW MocouyBaT U Npeaun3BUKATENCTBA,
CBbP3aHW C MHTErpauuATa Ha rofiemn KonmyecTtsa
CNTbHUYEBa EHEPruA B €IEKTPONPEHOCHUTE MPEXN,
KOETO M3MCKBA MOAEpPHM3MpPAHEe Ha eHepruiHaTa
nHdpacTpyktypa. [11]

ConapHu konekmopu

ConapHuTe KONEKTOPW Ca TEXHONOIMW, NpeaHas-
HaueHu 3a nNpeobpasyBaHe Ha CTbHYeBaTa pagua-
uuA B TONMJIMHHA eHeprus. Te ce N3non3BaT OCHOBHO
3a 3aToMIAHe Ha BoAa, NoJrnomMaraHe Ha oTonauTen-
HU CUCTEMM U B HAKOW UHAYCTPUANHK npouecu. 3a
pasnnka oT GpOTOBONTAMUYHMTE MaHeNn, CoNlapHUTe
KONEKTOPW He NPOM3BEXAAT ENIEKTPOEHEPTUA, A TO-
nnunHa. [12]

OCHOBHIWTe BMAOBE CONapHU KONEKTOPM Ca:

o [INOCKM KOMEKTOPM — LUMPOKO M3MOS3BaHM B

OGUTOBUA CEKTOP;

« BakyyMHO-TpBOHM KONEKTOopM - MO-BMCOKA
edEeKTUBHOCT NpU CTYAEHO BPEME;
« KoHueHTpupalm Konektopy - WK3MNON3BaHu

OCHOBHO B NMPOMULLNIEHN U FTONEMU eHEPTUNHA
cnctemum. [13]

MprHUMIBT Ha paboTa ce ocHoBaBa Ha abcopbu-
paHe Ha CnbHYeBaTa eHeprusi OT creuuanHa no-
BBPXHOCT, KOSITO HarpsiBa TOMJIOHOCUTEN (BoAa Un
aHTNdpPM3Ha TEUHOCT), LMPKYNupaLl B cMcTemara.

[lpedumcmea Ha conapHume Koaekmopu

ConapHnTe KOMeKTOpM ce OTAnYaBaT C BKCOKa
eHepruiiHa epeKTVBHOCT NpW NPOU3BOACTBO HA TO-
MMHHA eHepruA. Te MoraTt 3HAYUTESIHO Ja HAMAnNAT
pa3xoauTe 3a 61UTOBa ropella Boga 1 otonneHue. [13]

OCHOBHWTE M NPeAUMCTBA BKTOUBAT: HUCKUN eKC-
nnoaTauMoHHN pa3xoAy; HaMansABaHe Ha MmoTpe6-
NEHNETO Ha eNleKTPOeHeprua 1 rop1ea; necHa nog-
O PBXKKa; Ab/IbI CPOK Ha eKCrloaTaLms; eKONOrmMyHo
YKCT NPOLEC HA MPOU3BOACTBO Ha ToMMHa. [13]

Hedocmamwuu Ha conapHume Kosekmopu

EbekTMBHOCTTA Ha conapHuUTe KONMEKTOpM CbLUO
3aBMICK OT UHTEH3UBHOCTTa Ha CTbHUYEBOTO rpeeHe.
Mpe3 31mata 1 Npu 0651a4HO Bpeme Npou3BoanTes-
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HOCTTa UM HaMaslsiBa, KOETO Hanara M3noJsi3BaHeTo
Ha AOMbAHUTENHN U3TOYHULM Ha oToneHwue. [14]

Cpen HepocTaTbuuUTe MoraT ga 6baaT NocovYeHu:
CPaBHUTEIHO BMCOKA LIEHA 3a MbPBOHAYaNHO W3-
rpaxkgaHe; HeobXxoAMMOCT OT NMpaBuUSIHa OpUEHTa-
LMA 1N MOHTaX; OrpaHnyeHa epeKTUBHOCT B perno-
HW C HUCKA CNbHYEBa paanauuns; HeobXxoanmMocCT OT
nepuoanyHa npodurnaktika Ha cuctemarta. [15]

3Ha4yeHue Ha condpHUMe mexHo/102uu 3a ycmouyu-
8omo passumue

QoToBONTANYHMTE NAHENN U CONAPHUTE KONEKTO-
Py MMaT Bax<HO 3HauYeHMe 3a yCTONYMBOTO pa3BuUTUE
N eHeprnnHua npexopd. Te nognomarat HamanABa-
HETO Ha BbIIEPOAHUTE EMUCUN, MOBULLABAT €Hep-
rmiHaTa He3aBUCMMOCT Y CTUMYNUPAT Pa3BUTUETO
Ha,3eneHa” nkoHomuka. CbBpeMeHHUTE HayuYHU 13-
cnefBaHuMA ca HACOUYEHM KbM MOBULLIABaHE Ha epek-
TUBHOCTTA HA COJTAPHUTE CUCTEMM, HaManABaHEe Ha
NPON3BOACTBEHUTE pPa3xoaM W nogobpsABaHe Ha
Bb3MOXXHOCTUTE 33 PELUKINPAHE Ha N3MOJI3BaHUTE
maTtepuanu. [5]

2. BatbpHa eHeprus

BaTbpHaTa eHeprua npeacTaBnABa eauWH OT
Han-6bp30 pa3BMBaLMTe ce Bb30OHOBAEMU eHep-
FMAHN U3TOYHULM B CBETOBEH Malab. Ta nsnonsBa
KUHeTMYHaTa eHeprusa Ha Bb3AyLIHUTE Macu, KOATO
ypes BATbPHU TYPOUHU ce Npeobpa3yBa B eNeKTpu-
yecka eHeprus. bnarogapeHve Ha TEXHONOMMYHUA
HanpegbK 1 CTPeMeXa KbM HamasifABaHe Ha Bblrle-
POAHUTE eMUCUN, BATbPHATa eHepreTrKa 3aema Bce
Nno-BaXHO MACTO B rNobanHuA eHeprueH Ccektop.
Cnopen pefvua HayyHW M3ciedBaHMA BATbpHaTa
eHeprua e cpep Ha-eKonormyHmuTe U MKOHOMUYe-
Cckn edbeKTnBHM GOpPMU Ha MPOU3BOACTBO Ha eNneK-
TpoeHeprua. [16]

BAaTbpbT ce 06pa3syBa B pe3ynTaT Ha HepaBHOMep-
HOTO HarpsBaHe Ha 3emMHaTa NoBBbPXHOCT oT CibH-
LeTo, KOeTo npefn3BMKBa OBUXKEHME Ha Bb3ayll-
HUTe Macu. Ta3m KMHETUYHA eHeprna Moxe aa 6vae
ynaBaHa OT BATbPHU TypObuHN 1 npeobpasyBaHa B
eNnekTpuyecka eHeprusa MnocpenCcTBOM reHepaTop.
CbBpemeHHUTe BATbPHU €IEKTPOLIEHTPANN Ce U3-
rpaxfat KakTo Ha cywwaTa (onshore), Taka n B mop-
CKn npocTpaHcTBa (offshore), kbaeTo ckopocTTa U
NOCTOAHCTBOTO Ha BATbpa ca no-ronemu. [17]

Budose 8amspHU myp6buUHU

BATbpHUTE TYpOUHW NpeacTaBnsABaT OCHOBHUAT
TEXHOJIOTMYEH eNleMEeHT Ha BATbPHUTE eNeKTPoLeH-
Tpanwu. Te ce pa3fenAT OCHOBHO Ha fiBa Tuna:

Xopu3zoHmarsnHo-ocosu 8amapHU mypbuHu (HAWT)

ToBa ca Hali-pasnpocTpaHeHmnTe TYpOUHU B CBETA.
Npu TAX OCTa Ha BbpTeHE e Pa3nosioXKeHa XOPU30H-
TaJIHO CMPAMO 3eMHaTa MOBbPXHOCT. O6UKHOBEHO

Te UMaT TPW NIONATKM U Ce MOHTUPAT BbPXY BUCOKMU
Kynu, 3a fia M3non3BaT No-CUSTHWUTE Bb3AYLLHWN Teye-
HUA Ha ronaMa BUCOYMHA. XOPU3OHTaTHO-OCOBUTE
TYPOUHUN Ce XapaKTepusnpaT C BUCOKa epeKTuB-
HOCT V1 ronAma npon3BOAUTENHOCT. [18]

BepmukanHo-ocosu 8amwspHu myp6uHu (VAWT)

MNpw BepTUKanHO-ocoBUTe TypOMHM OCTa Ha BbpTe-
He e BepTuKasnHa. Te morat fa paboTAT Npu NpoMeH-
NMBa NOCOKa Ha BATbPa 1 Ce U3Mon3BaT NPeaVUMHO B
rpapcka cpefa uiy Npuv orpaHNUYeHn NPOCTPaHCTBA.
Bbnpekn no-HUCKaTa epeKTUBHOCT CMPAMO XOpW-
30HTaNHO-0COBUTE MOAENW, Te MMaT MpeaMmcTBa
KaTo MO-HMCKO LIYMOBO HMBO, NO-fleCHa NoaapbxKKa
1 NO-Manko Bb3AeNCTBME BbpXy nTuuumre. [18]

[MpuHuun Ha paboma Ha eamovpHUMe MypbUHU

MpUHUMNBT Ha paboTa Ha BATbpHATa TypbuHa ce
OCHOBaBa Ha Npeobpa3yBaHETO Ha KUHeTWYHaTa
€eHeprusa Ha BATbpPa B MEXaHW4Ha, a cnej ToBa B
enekTpuyecka eHeprua. Korato Bb3gylWHUAT Mo-
TOK MpemMuHaBa npes fionatkute Ha TypbuHata, Te
3anoyBar Ja ce BbpTAT. ToBa ABMMXKeEHME Ce NpeaaBa
KbM reHepaTop, KOWTO MPOU3BEXKAA €NeKTpuUecT-
Bo. [lonyueHaTa enekTpoeHeprua ce npeobpasysa
1 nofaBa KbM efleKTponpeHocHaTa mpexa. [16]

PasmepuTe Ha CbBpeMeHHUTE BATbPHU TYpPOUHU
HenpeKkbCcHaTo ce yBenuyasaT. HAkom odopHu
TYPOUHM JoCTUraT BUCOUMHA Hag 250 MeTpa 1 MOLY-
HOCT Hag 10 MW, KoeTo no3BossABa NPOU3BOACTBO
Ha eneKkTpoeHeprva 3a xunagn JoMaknHcTaa. [19]

[pedumcmea Ha 8amspHAMA eHepaus

BATbpHWTE enekTpoLEeHTPanu He 3aMbpcsABaT Bb3-
ZyXa Y UMaT CPaBHUTENHO HWUCKU eKCNoaTaLoOHHM
pa3xoau cnep narpaxkgaHeTo Um. Te ca ocobeHo edek-
TUBHW B PaNOHN C MOCTOAHHW Bb3AYLLHN TeYeHusA. [2]

BATbpHaTa eHeprua nma MHOXeCTBO NPeanMCTBa,
KOWUTO A NPaBAT BaXHa YacT OT eHeprunHuA npexog
KbM YCTONYMBO pa3BuTHeE.

Ekonoau4yHu npedumcmesa

BAaTbpHUTE TYypOUHM He OTAENAT BbINIepOAeH Au-
OKCUJ, 1 APYT 3aMbPCUTENN NO BPEME Ha eKCMJo-
ataumA. ToBa AONPMHACA 32 OrPaHUYaBaHe Ha KNn-
MaTUYHUTE NPOMeHM U nopgobpaABaHe KauecTBOTO
Ha Bb3gyxa. OcBeH ToBa BATbpHaTa eHepreTuka
npaKkTUYecKkn He M3Mon3Ba BOAA 3a NPOU3BOACTBO
Ha enekTpoeHeprua. [16]

VikoHomuuecku npedumcmaa

Cnep m3rpaxaaHeTo Ha BATbPHUTE NAPKOBE eKC-
nnoaTauMoOHHNTE Pa3XOAUN ca CPABHUTENIHO HUCKMW.
BaTbpHaTta eHeprua e cpep Han-eBTUHUTE U3TOUYHU-
UM Ha efleKTPOeHeprna B MHOFO gbpasu. Pa3su-
TUETO Ha CEKTopa Cb3faBa 1 HOBM PaboTHM mecTa
B 006/1aCTTa Ha MHXXEHEPCTBOTO, MPOU3BOACTBOTO U
noaapbKKaTa Ha TypouHute. [16]
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CouuasnHu u eHepauliHu noa3u

BaTbpHaTa eHeprua HamanaBa 3aBUMCMMOCTTa OT
BHOCHW M3KOMaemMun ropvsa 1 noBuULLABa eHEPrum-
HaTa CUIYPHOCT. B MHOro cenckm panoHn nsrpaxga-
HETO Ha BATbPHM NapKoBe BOAN [0 MKOHOMUYECKO
pa3BuTMe 1 AOMBbAHUTENIHM NPUXOAN 3@ MeCTHUTE
obwHocTn. [16]

Hedocmameuyu Ha 8amspHama eHepaus

Hapen c npeammctBaTta, BATbpHaTa eHepretvka
MMa 1 onpepeneHn OrpaHNYeHUs, Kato: HenocCTo-
AHCTBOTO Ha BATbHPA, LWYMOBOTO 3aMbpcsABaHe U
Bb3MOXHOTO Bb3AeNCTBME BbPXY MTULUTE U €KO-
cnctemmTe. OCBeH TOBa BATbpPHAaTa eHeprua nsnc-
KBa pe3epBHM MOLYHOCTWM 3a MepuoguTe C HUCKa
CKOPOCT Ha BATbpa. [20]

Bucoku nepg8oHayanHu uHgecmuyuu

M3rpaxgaHeTo Ha BATbPHM NapkoBe, 0cobeHo od-
LIOPHUTE MHCTanaLmm, M3UCKBa 3HauYnTeNnHu GuHaH-
coBU cpefcTsa. Bucokun ca pasxoguTte 3a TpaHCnopT,
MOHTaX 1 NoaapbxKKa Ha TypbuHuTe., [21]

BnusHue 8vpxy okosTHama cpeda

BATbpHMTE TypOWHM MoraT fga oOKasBaT BIMSA-
HUe BbpXy NTULMUTE KU NPUSENNTEe, KakTO U BbPXY
naHpwadTa. OcBeH TOBa LWYMBT M BU3YanHOTO Bb3-
LOEeNCTBME YecTo Npean3BUKBaAT OOLEeCTBEHO Hefo-
BOJICTBO B PaviOHUTE OKOJI0 BATbPHUTE napkose. [16]

TexHUYecKU 02paHuU4YeHuUs

Mpn MHOro cuUNHW BeTpoBe TypObuHUTe TpAbBa Aa
6baaT M3KUBaHM C Uen 6e3onacHocT. [JonbnHu-
TeSIHO Npean3BUKaTeNICTBO NpeAcTaBnABa Heobxo-
AVMMOCTTa OT MOAEPHM3ALNA Ha eNIeKTPONPEeHOCHU-
Te MpEeXU 3a MHTErpMpaHe Ha ronemMy KonmyecTsa
BATbpPHA eHeprua. [19]

3HayeHue Ha 8AMBPHAMA eHepauA 3a YcmoUyugo-
mo pazsumue

BaTbpHaTa eHeprua urpae Knw4yoBa pond B rN0-
6anHaTa cTpaTervs 3a HamasiAiBaHe Ha emucmMmuTe Ha
NMapHWKOBY ra3oBe 1 MOCTUraHe Ha KNMMATUYHa Hey-
TPanHoCT. Pa3BUTMETO HA HOBU TEXHONOTUN, BKIOUU-
TeNIHO No-edeKTUBHWN TYPOUHW, UHTEIUFEHTHU CUC-
Temu 3a ynpasseHue 1 oQLLIOPHN BATHPHU NapKOBe,
Cb3[aBa yC/I0BYA 3a yBeNMYaBaHe Ha ieNa Ha BATbp-
HaTa eHeprua B CBETOBHNA eHeprieH 6anaHc. [21]

3. BogHa eHeprua

BogHaTta eHepruAa, u3BecTHa oule KaTto Xuapoe-
Heprusa, npeacraBnABa eHepruaATa, noayyaBaHa oOT
ABVXKEHNETO Ha BOAHMWTE Macu — peKu, A30BupH,
MOPCKM TeYEHUA U NPUNNBKN. TA € eAUH OT Hal-CTa-
puTe 1 Hal-LWMPOKO M3MON3BaHM Bb30OHOBAEMM
€HeprumHn M3TOYHUUM B CBeTa. XmapoeHepruaTa
MIMa Ba)KHO 3HauyeHue 3a CbBPEMEHHUTE eHeprun-
HU CUCTEMU, TbI KaTO OCUTypABa CTAabWIHO Npouns-
BOACTBO Ha efleKTpoeHeprusa u nognomara 6anax-

CMpaHeTO Ha eneKkTponpeHocHuTe mpexun. Cnopep
peauua HayyHu uscnegBaHWA BoAHaTa eHeprua e
cpen Hal-HageXaHuTe Bb30OHOBSIEMU M3TOUHULM
nopagn Bb3MOXKHOCTTa 3a HenpeKbCHATO MNpPou3-
BOACTBO U CbXpPaHeHMe Ha eHeprusa. [22]

CowHOCM U npuHYUN Ha deticmeaue

MPUHUMIBT Ha paboTa Ha BOAHMWTE eNeKTPOLEeH-
Tpann ce ocHOBaBa Ha nMpeobpasyBaHeTo Ha Mo-
TEeHUManHaTa u KMHeTUYHaTa eHeprus Ha BodaTa B
MeXaHWYHa, a cfief ToBa B efleKTpuYecka eHeprus.
BopaTta npemnHaBa npes Typ6yrHU, KOUTO Ce 3aBbp-
TaT nNof AeNCTBUETO Ha BOAHMA MOTOK. TypbuHuTe
3a[BWXKBAT reHepaTopu, NPou3BeXaalun enekTpo-
eHeprua. KonnyectBoTo NponsBefeHa eHeprua 3a-
BUCY OT AebunTa Ha BodaTa 1 pa3fnKaTta BbB BUCOUU-
HaTa MeXJy BOAOM3TOYHMKA U TypbuHarta. [23]

XungpoeHepruata ce U3Nof3Ba KakTo B rofemu
BOAHoOeneKTpnyeckn yeHtpanu (BELL), Taka n B man-
K1 U MUKpo xugpoueHTtpanu. lonemute BEL] 06mk-
HOBEHO Ce M3rpaxaaT upes3 Cb3gaBaHe Ha A30BMPY,
KOWTO MO3BOJIABAT aKyMyJMpaHe 1 peryampaHe Ha
BOAHUTE pecypcn. MankuTte XMApPOLIEHTPann us-
Non3BaT eCcTeCcTBEHUA peyeH MOTOK U 4YecTo mmaT
No-Masnko Bb34elncTBre BbpXy OKOJIHaTa cpefa. [24]

Budose 800Ha eHepaus

KoHeeHUYUOHAIHA xudpoeHepaus

ToBa e Hal-pasnpocTpaHeHaTa popmMa Ha BodHa
eHeprua. Mpn Hea ce n3Non3eart A30BUPU N BOJO-
XpaHUIMLLa 3a CbXpaHeHWe Ha BOAA U KOHTponupa-
He Ha HelHWA NOTOK KbM TypbuHuTe. KoHBeEHLMO-
HanHuTe BEL, ocurypasaT ctabunHo nponssoacTso
Ha efleKTPOEHePrMA U Bb3MOXKHOCT 3a MOKpPUBAHe
Ha NUKOBMWTE eHepPrurHN HaToBapBaHusA. [25]

lMomneHo-akymynupauju 800HOeIeKMpuYeckuU yeH-
mpasnu

Te3n cnctemm NrpasaT BaXHa PonA 3a CbXpaHeHune-
TO Ha eHeprus. Mpn HUCKO NOTpebsieHne Ha enek-
TpOeHeprnsa BojaTa Ce W3NOMMBa KbM MO-BUCOK
pe3epBoap, a Npu NOBULLEHO TbPCEHE Ce 0CBOOOX-
JaBa 06paTHO npe3 TypObuHUTE 3a NPOU3BOACTBO
Ha enekTpoeHeprua. [lomneHo-akymynumpawuTe
LUEeHTpanu ce cynTaT 3a eHN OT Hal-epeKTUBHUTE
TEXHOMOMN 3a CbXPaHEHME Ha eHeprua B ronam
Mallab. [26]

[pedumcmea Ha 800HAMa eHepaus

BoaHuTe eneKkTpoueHTpanm ocurypasat cTabunHo
M HageKgHO NPON3BOACTBO Ha enekTpoeHeprus. Te
MUMaT BUCOKa edeKTMBHOCT M NO3BONABAT perynu-
paHe Ha enekTpoeHepruHaTa CUCTeMa upes aKy-
MyfnMpaHe Ha Boga. [2]

Bucoka HadexoHocm u echekmugHOCM

XungpoenekTpuyeckute LeHTpanm umaT BUCOK
KoepUUMEHT Ha MONEe3HO AEWNCTBUE, KONTO 4ecTo
HagBuwaga 90%. OcBeH ToBa Te Morat 6bp30 Aa
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yBenMuyaBaT WM HamanAaeaT MPOWU3BOACTBOTO Ha
eNeKTpoeHeprusa cnopep notpebneHneTo. [27]

Hucku emucuu Ha napHUKosu 2asoee

Mo Bpeme Ha eKcnnoaTauusa BOAHUTE eNTEKTPOLIEH-
TPanu NpPakTUYeCKN He OTAENAT BbINepoaeH ANOK-
CUA 1 ppyrn BpegHn emucumn. ToBa rm npaBu BakeH
WHCTPYMEHT 3a OrpaHuMyaBaHe Ha KAMMaTUYHUTE
npomeHun. [25]

B®»3mMoXXHOCM 30 CoxpaHeHUe Ha eHepaus

f30BMpUTE NO3BONABAT aKymynMpaHe Ha Boda U”
NPOU3BOACTBO Ha ENEKTPOEHeprusa npu Heobxo-
AMMOCT. ToBa e 0cob6eHO BaXKHO 3a 6anaHcMpaHe Ha
€HEepPrumHN CUCTEMU C FOSIAM AAN HA CJTbHYEBA U BA-
TbpHa eHeprua. [28]

Lwnws2 ekcnnoamayuoHeH Xusom

BoaHuTe eneKkTpoueHTpanu moraT Aa GyHKLUUOHN-
paT gecetmneTna Hapen Npwu CPaBHUTENIHO HUCKU
eKcnioaTauymMoHHn pasxoan. MHoro BELl pab6otar
noseye ot 50 roanHN ¢ BUCOKa ePpeKTUBHOCT. [23]

Hedocmamwsuu Ha 800Hama eHepaus

M3rpaxgaHeTo Ha A30BUPY YeCTO BOAM A0 Npome-
HM B €KOCMCTEMUTE, HABOAHABaHE Ha 3emMefdencku
naowm v npemectsaHe Ha HaceneHue. OCBeH ToBa
ronemMuTe BOOHW MPOEKTU M3MCKBAT 3HAYUTENTHU
durHaHcoBM pecypcu. [29]

3HayeHUe Ha 8OOHAMA eHepaus 3d ycmol4yusomo

eHeprueH NoTok npes uanarta roguHa. lNopagu Tasu
npuunHa T ce onpeaensa Kato ,6a3oBa” eHeprus,
CnocobHa a nogabpKa CTabMNHOCTTA Ha eNeKTPOo-
eHeprurHute cuctemm. [31]

[puHyun Ha delicmeue HA 2eomepmdaaHume cuc-
memu

[eoTepmanHuTe enekTpoLEHTpanu n3non3sat To-
navHaTa OT 3eMHMTe Heapa 3a NPOM3BOACTBO Ha
napa, KOATo 3aABUXBa TYPOUHN, CBBP3aHU C enek-
TPUYeCKN reHepaTopu. B 3aBMCMMOCT OT xapakTe-
PUCTUKIMTE HA reoTepManHUA pecypc ce n3nonseat
pa3NnyHN TEXHONOMMN 3a NMPOM3BOACTBO Ha enek-
TpoeHeprusa. [30]

OcHoOBHUTe eTanu Npuy Jo6UBa Ha reoTepMasiHa
eHeprua BKJOYBAT: COHAUPaHe Ha AbAboKM Kna-
JeHUW; M3BNMYaHe Ha ropella BoAa Win napa; npe-
obpasyBaHe Ha TOMMMHHATa eHeprusa B MeXaHU4Ha;
NPOn3BOACTBO Ha eNEKTPOEHePrusa Ypes reHepaTo-
pu; BpbliaHe Ha OxnajeHaTa Boga 06paTHO B 3em-
HuTe nnacTos.e. [31]

OcBeH 3a NPON3BOACTBO Ha €NEKTPOEHepPrus, reo-
TepMasiHaTa eHeprus ce 13nos3ea 1 3a: OTOMJIeHne
Ha >KUNWLWHU 1 obLiecTBeHM Crpagy; reotepmaHm
TEPMOMOMMK; OTOMJIEHNE Ha OPaHKepuUn; MHAYCTPY-
anHu npouecu; 6anHeonorva n cna Typusbm. [32]

Budose 2eomepmanHu enekmpoueHmpanu

passumue
BogHaTa eHeprma mma cCrtpaternyecko 3HauveHue

3a YCTOWUMBOTO Pa3BUTME W EHEPrunHuA npe-
xofd. Ta ocurypaBa HagexgHO MPOW3BOACTBO Ha
eNeKTpoeHeprua, nognomMara MHTErpMpaHeTo Ha
OPYrvM Bb30OHOBAEMU W3TOYHULUM W JOMpPUHACA
3a HamansABaHe Ha BbrnepogHute emmcun. CoBpe-
MEHHUTE Hay4YHU M3CnefBaHMA Ca HaCoYeHUN KbM
pa3paboTBaHe Ha MO-EKONOrMYHN TEXHONOIN, Ha-
MansfBaHe Ha Bb3[eNCTBMETO BbPXy eKocmctemmTe
1 noBuWwaBaHe epeKTUBHOCTTA Ha XUOPOEHEePrnin-
HUTe cuctemm. [27]

4, TeoTepmarnHa eHeprus

[eoTepmanHata eHeprua MpefcTaBnsABa eHepru-
ATa, CbAbpKalla ce nog ¢dopmaTa Ha TOMMHA BbB
BBTPELIHOCTTa Ha 3emATa. TA ce cumTa 3a eamH OT
Hal-HafieXxaHuTe N YCTONYMBY Bb30OHOBAEMU eHep-
TMAHN U3TOYHULW, TbIA KaTO M3MOJ3Ba eCTeCTBeHa-
Ta TOMAVHA Ha 3eMHUTE Hefpa 3a NPOM3BOACTBO Ha
efleKTpoeHeprua 1 TOMNHHA eHepruA. [eotepman-
HaTa eHeprua ce obpa3yBa B pe3y/TaT Ha pajMoak-
TUBHW NPOLIECU N OCTaTbUHaTa TOM/IMHA OT dopmu-
paHeTo Ha nnaHetata. OCHOBHMTE M3TOYHULM Ha
reotepmMasiHa TOMIMHa ca Marmara, ropeLnTe CKasHm
nnacToBe M NOA3EMHUTE BOgHU pe3epBoapn. [30]

3a pa3nunka oT CJibHYeBaTa 1 BATbPHATa eHeprus,
reotepMasiHata eHeprua He 3aBUCU OT KAMMaTWu-
HUTE YCNOBMA M MOXe Ja OCurypsBa MOCTOSHEH

CyxonapHu ueHTpanu (Dry Steam Plants)

ToBa ca Hal-CTapuTe reoTepMasiHi eNneKkTPOoLEeH-
Tpanw. Mpn TAX napata ce M3BAUYA QUPEKTHO OT
3eMHUTe HeZpa 1 ce M3NoN3Ba 3a 3aABMXKBaHe Ha
Typ6uHuTe. Te ce U3rpakaaT B palioHM C BUCOKa re-
oTepMaJsiHa akTuBHOCT. [30]

Mapognaw yeHmpanu (Flash Steam Plants)

Mpw TAx ropeLlata BOAa MO BUCOKO HanAraHe ce
n3Bexha Ha MNOBBPXHOCTTA, KbAETO HanAraHeTo
pA3KO chMafa 1 BodaTa ce NpeBpblia B napa. Toea e
Hall-pa3npocTpaHeHaTa TEXHONOrMA 3a reoTepMan-
HO NMPOV3BOACTBO Ha enekTpoeHeprus. [30]

buHapHu 2eomepmanHu yeHmpanu (Binary Cycle
Plants)

Te3un cuctemn n3non3Bat BTOPUYHA TEYHOCT C HUC-
Ka TemMnepaTtypa Ha KuneHe, KOATO ce M3napsBa oT
reoTepmasiHata TOMMHA W 3adBUKBa TypoOuHuTe.
BuHapHuTe cncTemn No3BonABaT M3MOMN3BAHETO Ha
reoTepMasiH/ pecypcu C No-HUCKa Temnepartypa v
oTAENAT MUHUMANHU Konnyectaa emmcun. [30]

Ycwv8opwieHcmsaHu — 2eomepManHu  cucmemu
(Enhanced Geothermal Systems — EGS)

CbBpeMeHHWTEe HAayYHU Pa3paboTKM ca HAacoUYeHM
KbM T.Hap. YCbBbPLUEHCTBAHW reoTepMasiHu CUCTe-
M (EGS). Mpu TAx ce cb3gaBaT U3KYCTBEHN MyKHa-
TUHW B ropeLyu CKanH NiacToBe, 3a Aa ce nogobpu
UMpKynaumuaTa Ha TEYHOCTM U M3BJIMYAHETO Ha TO-
nnvHa. Ta3u TexHonorus no3BosiABa N3MNo3BaHeTO
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Ha reoTepMa’siHa eHeprua u B paioHu, KOUTO HAMAT
€CTeCTBEHM reoTepmasnHm pesepsoapu. [31]

M3cnepgBaHumATa nokaseart, ye EGS cucremnte mo-
raT 3HaYUTENIHO Aa Pa3WUpPAT NOTeHUMana Ha reo-
TepManHaTa eHeprusa B CBETOBEH Mallab, HO Bce
olLe ca CBbpP3aHW C BUCOKM NHBECTULIMOHHN Pa3xo-
AV 1 TeXHUYECKN Npean3BuKaTencTsa. [33]

[lpedumcmea Ha 2eomepmanHama eHepaus

MocmosaHHO npou3800cME0 HA eHepaus

To3u BMA eHeprua e He3aBUCKMM OT KIMMATUYHUTE
YC/TOBUA N OCUTYPABA NOCTOAHEH €HEPrUEH MOTOK.
leoTepmanHuTe LeHTPanu oTAeNAT MUHUMANHWU KO-
NnYecTBa BbriepogHn emmcnn. [2] 3a pasnuka ot
CTbHYEBUTE U BATbPHUTE eNIeKTPOLEHTpanu, reo-
TepManHUTe MOLLHOCTM MoOraT Aa paboTaT Henpe-
KbCHaTO 24 yaca B feHoHowmeTo. [34]

Hucku 8venepodHu emucuu

[eoTepManHuTe enekTpoLeHTpanu oTAeNAT 3HaUn-
TeNHO NO-MaJsiko BbInepofeH ANoKcua B CpaBHeHme
C BbIMULLHWTE 1 ra3oBuUTe enekTpoueHTpanu. Toea
T NpaBu Ba)keH MHCTPYMEHT B 6opbaTta ¢ Knuma-
TUYHUTE NpomMeHMu. [30]

Manka 3aemaxa nnowy

[eoTepmanHuTe MHCTaNaUMmM N3NCKBAT CPaBHUTEN-
HO MaJika Mol B CpaBHEHMeE CbC CITbHYEBUTE U BA-
TbPHUTE NAPKOBE CbC CXOAHA MOLHOCT. [34]

Jwvn1w2 ekcnnoamayuoHeH xugom

leoTepmanHuTe cucTemMn Morat ga OyHKUMOHU-
paT geceTunetva Haped Npu CPaBHUTENHO HUCKU
eKcnnoatauMoHHN pasxogn. feoTepmanHute Tep-
MOMOMIMKM Hanpumep moraT ga paboTaT Hag 50-80
roguHu. [35]

EnepautiHa cuzypHocm

leoTepmanHaTa eHeprua HamanAaBa 3aBMCMMOCTTA
OT BHOCHV ropuBa 1 nognomMara eHepruiHaTa He3a-
BUCUMOCT Ha AbpKaBuTe. [36]

Hedocmamwuyu Ha 2eomepmaniHama eHepaus

OcCHOBEH HefoCTaTbK € OrpaHWYeHOTO reorpad-
CKO pa3npoCTpaHeHne Ha reoTepMasniHUTe pecypcu.
M3rpaxkpaHeTo Ha Nogo6HM MHCTanauum e cBbp3a-
HO C BUCOKM Pa3xoan U PUCK OT FeONOXKKN CMyLLe-
HuA. [29]

Bucoku nepg8oHa4aaHu uHeecmuyuu

CoHpupaHeTo Ha AbAOOKU KnageHUmM 1 Urpax-
LAHeTO Ha UHPPACTPYKTYpPa N3NCKBAT 3HAUUTENHN
dunHaHcoBU pecypcun. Pa3xogute 3a paspaboTBa-
He Ha reoTepMasiH/ MPOEKTUN YeCTO Ca MO-BUCOKHU
B CpaBHEHWe C APYrn Bb30OHOBAEMU M3TOUYHULMN.
[35]

Puck om ceusmuyHa akmugHocm

HAakoun reotepmanHu npoektu, ocobeHo EGS cuc-
TemuTe, Morat Aa npegusBukaT cnabu semeTpece-
HWA BCNIeACTBUE Ha MPOMEHN B HaNAraHETO Ha 3eM-
HuUTe nnacToB.e. [32]

lMomeryuanHu emucuu U 3amopcasaHe

Bbnpeku ye reotepmasiHaTa eHeprusa e CpaBHUTeN-
HO uYKnCTa, NPy gobmBa mMoraT Aga ce OTAENAT MaJiku
KONMYecTBa CEPOBOAOPO/A, BbINepodeH Anokcug v
APYrvi ra3oBe, CbAbprKally ce B 3eMHUTE Hegpa. [30]

TexHuU4ecku mpyoHocmu

PaboTaTta npu BMCOKM TeMnepaTypu 1 arpecrBHa
XMMWNYHA Cpeda Cb3aaBa Npobsiemu, CBbpP3aHu C KO-
po3uaTa Ha 060pyABAHETO 1 NOAAPBKKATA HA COH-
paxunTe. [30]

3HayeHuUe Ha 2eomepMaaHamMa eHepaus 3a ycmou-
4yusomo passumue

[eoTepmanHaTa eHeprna 1MMa Ba)XHO 3HauyeHue 3a
rno6anHus eHeprueH NPexos 1 yCTonunMBoTO pa3Bu-
Te. TA NpenocTaBsa HaOeXAeH U HUCKOBbINEPOAEH
€HeprveH M3TOYHMK, KOWTO MOXe [a MOANOMOrHe
HamasiABaHETO Ha 3aBMCMMOCTTa OT M3KOMaeMmTe ro-
puBa. Pa3BUTMETO Ha YyCbBbPLUEHCTBAHM FreoTepman-
HW TEXHONOMMN Cb3[aBa Bb3MOXHOCTM 3a MO-LUNPO-
KOTO MpUoXeHne Ha To31 pecypc B 6bgeLue. [31]

5. EHeprus ot 6nomaca

EHepruaTta oT 6uMomaca npeacTaBisBa eHeprus,
noslyyeHa ypes M3MNoN3BaHETO Ha OPraHUYHU Ma-
Teprann OT PacTUTENEH WU XUBOTUHCKM NPOU3-
xof. bnomacarta e egunH OT Han-CTapuTe eHeprun-
HW N3TOYHMNLM, N3MOMI3BaHN OT YOBEKaA, KaTo oLe B
LPEBHOCTTa A bpBeCUHaTa e CIyXnna 3a oTonneHne
M rotBeHe. B cbBpeMeHHWTe eHeprumHu cuctemm
6uomacarta ce pasrnexa Kato BaXkeH Bb306HOBsEM
E€HeprmeH pecypc, KOMTo Moxe Aa 6bae 13nos3BaH
3a NPOM3BOACTBO Ha eneKkTpoeHeprua, TOMAnHHa
eHeprus n uoropuea. [37]

Bbuomacata BKAUBa pPa3NMUYHN OPraHUYHN Ma-
Tepuvanu, Kato: AbpBecrMHa 1 ObPBECHW OTNagbLy;
CENCKOCTOMAHCKM OCTaTbUW; >KUBOTUHCKM OTNaabLu;
OpraHVyHM GUTOBM OTMAABUN; EHEPTUNHU KYNTYPU;
Bogopacnu 1 gpyru 6MoNorMyHM maTepmani. KouTo
Ce U3Mnos3BaT 3a NPOM3BOACTBO Ha eHeprusa. [38]

bnarogapeHue Ha Bb3MOXKHOCTTA 3a M3MOJ3BaHe
Ha pas3fIMYHM CYpOBUHU, BUOMacaTa ce cumTa 3a
rbBKaB M WMPOKO AOCTbMNEH Bb30OHOBAEM EHEPIU-
€H N3TOYHUK. [39]

[puHyun Ha noay4yagaHe Ha eHepaus om buomaca

EHepruaTa ot 6riomaca moxe fga 6bae nonydyeHa
ypes pasfMyHU TexHonornyM 3a npeobpasyBaHe
Ha opraHnyHuTe Matepuanu. OCHOBHUTE MeToaU
BKJIIOUBAT: ANPEKTHO M3rapsHe; rasndukauma; nu-
ponusa; aHaepobHO pasrpakgaHe; ¢pepmeHTaumA
3a NPOU3BOACTBO Ha broropmsa. [40]

JupekmHo uzeapsHe

ToBa e Han-pa3NpPOCTPaAHEHUAT METO 3a N3NON3-
BaHe Ha Ouomaca. OpraHn4yHUTE MaTepuanu ce
M3rapAT, 3a Aa ce nNpousBefe TOMIMHHA eHeprus,
KOATO MOXe fa ce MU3MNon3Ba 3a OTonsieHne uin 3a
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NPOM3BOACTBO Ha ENEKTPOeHeprma 4pes napHu
TYpOUHWN. [41]

AHaepobHo pasepaxkoaHe u 6uo2as

Mpu TO31 NpoLeC opraHMYHUTE OTNAAbLM Ce pas-
rpaXkpaT oT MUKPOOpraHM3mm B cpefa 6e3 Kucno-
poa, npu KoeTo ce obpasyBa Guoras, CbAbpKaly
OCHOBHO MeTaH. brorassT mMoXe fda ce M3nosn3Ba
3a NPOM3BOACTBO HA €/IeKTPOEHepPrns, oTomnneHmne
Wnn KaTo ropmeo. [40]

Mpoussodcmeo Ha 6uozopusa

OT1 6uomaca moraT fia ce NPOU3BEXKAAT TEUHU TO-
puBa Kato GumoeTaHoN 1 6Moausen, KOUTO Ce W3-
nosi3BaT B TPAHCMOPTA KAaTO anTepHaTMBA Ha N3KO-
naemuTe ropuvea.

[pedumcmea Ha eHepeusma om 6uomaca

Buomacata no3BonsABa ONON30TBOPABaHE Ha OTMa-
OBUYHU NPOAYKTA N MOXKe Aa HaManu KONMYyecTBOTO
AenoHupaHn otnagbun. OcBeH ToBa TA € OTHOCU-
TEJTHO JieCHa 3a CbXpaHeHMe N TpaHCNopT. [2]

B»306H085eM eHepaueH U3MOoYHUK

Bromacata ce cuuTta 3a Bb30OHOBAEM pecypc, Tbi
KaTo OpraHUYHUTE MaTepuany Morat fa 6baat Bb3-
CTaHOBABAHW Upe3 ecTeCTBEHN npouecu. [39]

HamanssaHe Ha omnadsyume

M3non3BaHeTo Ha OpraHMYHW OTNaAbLUW 3a NPOU3-
BOACTBO Ha eHeprua HamassaBa KoNMyecTBOTO OTNa-
ObUW B fienaTa U orpaH/MyaBa OTAENAHETO Ha MeTaH
npv eCcTeCTBEHOTO UM pasnaraHe. [37]

CmabusiHo npou3s8o0Ccmeo Ha eHepaus

3a pa3nuKa oT CbHUYEBaTa U BATbPHATa eHeprus,
6uomacata Mo3BOJMIsABa HEMPEKbCHATO MPOU3BOA-
CTBO HA EHEPrUA HE3ABMCUMO OT KIIMMATUYHUTE yC-
noBwus.

VIkoHoMuuYecKku nonsu

Pa3BuTMeETO Ha ceKTopa Ha bromacaTa cb3aaBa pa-
6OTHM MeCTa B CEJICKOTO CTOMAHCTBO, TPAHCMNopTa U
eHepreTnkaTa. OCBeH TOBa M3MOM3BaHETO HAa MeCT-
HW pecypcy HamasnAaBa 3aBUCUMOCTTA OT BHOCHM FO-
pwvBa. [39]

B»3MoXXHOCM 3a KOMOUHUPAHO Npou3800CMeB0o

Buomacata no3eosnsaBa eqHOBPEMEHHO NMPOnN3BOa-
CTBO Ha efIeKTPOeHeprus 1 TONJIMHHa eHeprva upes
KOreHepaumMoHHM CUCTEMU, KOETO NOBuMLIaBa obLa-
Ta ePEKTUBHOCT Ha EHEPTUAHNTE MHCTaNnaunm.

Hedocmameuu Ha eHepeusma om 6buomaca

3amepcasaHe Ha 830yxa

Mpwn n3rapAHeTo Ha 6Momaca ce OTAENAT Bbre-
poaeH AMOKCMA, a30THU OKCUAW, GUHU MPaxoBu
yacTuuu u apyru 3ambpcutenn. B Hakou cnyvam
eMncmmTe MoraTt ga 6bhaT cpaBHUMUK C Te3U OT U3-
KonaemuTe ropusa. [42]

Puck om obe3necasare

MpeKomMepHOTO U3MoJI3BaHe Ha AbpBecHa 61MomMa-
ca MOXe fa foBefle 0 obe3necsBaHe 1 3aryba Ha

6uopasHoobpasme, ako He ce npunaraT yCTonumBm
NpaKTUKW 3a YrpaBJieHne Ha ropute. [42]

Bucoku pa3xoou

Mpoun3BoaCTBOTO, TPAHCNOPTMPAHETO M CbXpaHe-
HMEeTO Ha 6Momaca W3NCKBAT 3HauUTeNHW UHaH-
coBu pecypcu. OcBeH TOBa M3rpaxjaHeTo Ha buo-
MacoBUW €eNIeKTPOLIEHTPaNN € CBbp3aHO C BUCOKU
NMbpPBOHAYalHN NHBECTULMN. [42]

Hucka eHepautiHa e¢pekmugHocm

Bvomacata uma no-HUCKa KanopuyHOCT B CpaB-
HeHue C BbrMLLaTa U NPUPOAHNA ra3, KOeTo O3Ha-
yaBa, Ye e HeobBXOAMMO MO-TONIAMO KONNYECTBO CY-
POBVHA 3a NMPOU3BOACTBO Ha CbLIOTO KONNYECTBO
eHeprus. [41]

KoHkypeHyus cec 3emedenuemo

OTrnexgaHeTo Ha EHePrunHU KynTypu Moxe Aa
noBefle OO KOHKypeHUMA 3a 3emefencka 3emsa u
BOAHU pecypcy, HEOH6XOAUMN 3a NPOU3BOLCTBO Ha
xpaHwu. [41]

3HaueHue Ha buomacama 3a ycmou4usomo pa3su-
mue

Bbuomacata urpae Ba)kHa ponAa B npexofa KbMm
yCTONYMBa eHepreTuKa. Ta gonpurHacsa 3a Hamansaga-
He Ha OTMaAbLMTe, OrpaHNYaBaHE Ha U3MOMI3BAaHETO
Ha M3KOMaemu ropviBa M pPa3BUTUE Ha KpPbrosara
MKOHOMMKA. CbBpeMEHHUTE HayuHW U3cnefBaHuA
Ca HacoyeHu KbM pa3paboTBaHe Ha No-epeKTUBHYU
TeXHONIOrMmM 3a NpeobpasyBaHe Ha 6uomaca, Hama-
nABaHe Ha EMUCMMTE W MOBMLUABAHE Ha YCTOMUU-
BOCTTa Ha NPOU3BOACTBOTO.

II. PA3SBBUTHUE U BbAELLN
ITEPCIIEKTUBU HA BEU

OuvakBa ce B cnepBalyuTe gecetTunetTvma QenbT Ha
Bb30OHOBAEMUTE €HEePruiHN W3TOUYHWUUM B CBe-
TOBHMA eHeprueH MMKC Aa NPOADBIKM Aa HapacTBa.
EBponenckuAat cblo3 n peguua pasButh ObpKasu
NoCTaBAT amMOMLMO3HN Lenn 3a NOCTUraHe Ha Bb-
rnepofgHa HeyTpanHocT go 2050 r. B Ta3u Bpb3Ka
MHBECTULUUTE BbB POTOBONTAUYHU CUCTEMU, OG-
LUOPHY BATbPHU NapKoBe N CUCTEMU 33 CbXpaHe-
HWe Ha eHepruA ce yBenmnyanaT 3HaUNTENHO. [43]

Ocob6eHo NepcneKkTMBHN Ca TEXHONOTMMTE 3a NHTe-
NINTEHTHU ENEKTPOEHEPTUINHU MpeXxK (smart grids),
KOWTO MO3BONABAT NO-ePeKTMBHO YNpaBieHne Ha
NPO13BOACTBOTO U NMOTPebNEHNETO Ha eneKkTpoe-
Heprua. VI3KycTBeHUAT nHTeneKT u undposusauna-
Ta JOMPUHACAT 3a ONTUMU3ALMATA HA eHeprunHnuTe
cucTeMy, NPOrHo3upaHe Ha noTpebneHneTo n no-
BULLIABaHe Ha HAAEeXAHOCTTa Ha MpeXkaTa. [44]

CbluecTBEHO 3HaueHWe NpugobmBaT U CMCTEMUTE
3a CbXpaHeHMe Ha eHeprua upes 6aTepuu, Bogo-
pPOOHW TEXHONOMMU N XNOPUAHN eHepruinHn pele-
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HuA. Te ca K/lOUYOBU 3a NpeoaonABaHe Ha HecTabun-
HOCTTa NMpW NPOU3BOACTBOTO HAa efleKTPOeHeprus
OT CJTbHLUeE 1 BATBbP. Pa3BuTneTo Ha,3eneH sogopon”
ce onpefena Kato efHa OT Hal-NepcnekTUBHUTE
TEXHOJIOTM 3a AeKapboHM3aLMA Ha HAYCTPUATA U
TpaHcnoprTa. [45]

HapactBa u nHTepechT KbM MOpCKaTa eHeprus —
BB/IHOBA, NPUANBHA U 0dLIOPHA BATbPHA eHEPruA.
N3cnepBaHuATa NnokasBart, ye Te3n TEXHOOMMU MO-
raT [a UrpasT BaXkHa poJsis 3a MocTuraHe Ha rnoban-
HUTe Lenu 3a yCTOMYMBO pa3Butume. [46]

II1. OCHOBHHA
ITPEIN3BUKATEJICTBA IIPE/I
PASBUTUETO HA BEU

Bbnpekun 3HaunTenHMA HanpegbK, pa3BMTUETO Ha
BEW e cbnpoBofeHo ¢ peanua TeXHUYECKU, NKOHO-
MUYECKN U COLMaNHN Npean3BuKaTencraa.

HecmabunHocm Ha eHep2uliHomMo npou3soo0cmaeo

OcHoBeH Npob6siem Npu CMbHYEBaTa U BATbpPHATa
eHepruna e 3aBMCMMOCTTa UM OT KIUMATUYHUTE yC-
noswuA. Npon3BoaCTBOTO € NPOMEHINBO U TPYAHO
npeaBuanMO, KOETO 3aTpyAHABA NOAABPKAHETO Ha
6anaHC B eNeKTpoeHepruiHaTa cMcteMa. ToBa Ha-
nara pa3paboTBaHETO HAa HOBU MEXAHM3MMU 3a YNpa-
B/IEHME 1 pe3epBHUN MOLLHOCTW. [47]

Heobxooumocm om modepHU3auusa HA esekmpon-
peHoCcHama mpexa

WHTerpvpaHeTo Ha ronemm KonmMyecTBa Bb3-
O6HOBsieMa eHeprna M3MCKBa MOAEPHM3ALMA Ha
eNeKTpoeHeprunHata MHPpacTpykTypa. CblyecT-
BYBALLUWTE MPEXWN YeCTO He ca MoAroTBeHWU 3a fae-
LeHTpanm3npaHo Npon3BoACTBO 1 ABYNOCOYEH MO-
TOK Ha eneKkTpoeHeprus. [44]

Bucoku nepgoHayanHu uHgecmuyuu

Bbnpeku ye pasxogute 3a BEM nocteneHHO Hama-
NABAT, U3rPaXKAaHETO Ha CONapHU 1 BATbPHM Nap-
KOBE, KaKTo M CUCTEMU 3a CbXpaHeHue, U3NCKBa
3HaunTenHu GrHaHCOBM pecypcu. B MHoro abpika-
B/ Pa3BUTMETO Ha CEKTOpa 3aBMCM OT AbpPXKaBHWU
CTUMYNN N €BPONENCKO puHaHCupaHe. [48]

EkonozuyHU u coyuanHu achekmu

M3rpaxpgaHeTo Ha ronemun BEW npoektn moxe ga
foBefie O NPOMEHN B €KOCMCTEMUTE, 3aeMaHe Ha
3eMefienckm nnowm 1 obLwecTBeHO HefoBOJICTBO.
OcBeH ToBa NPOU3BOACTBOTO Ha GaTepun 1 ¢oTo-
BONTaUYHMN MaHeNu M3UCKBa pedKkn CYpPOBUMHU W
Cb3[aBa eKONOrMYHN Npean3BUKaTencTBa, CBbp3a-
HU C peumKnupaHeTo. [49]

3akoHodamersnHu u pe2ysiamopHu hpobiemu

PasnnunATa B HaUuMOHaNHUTE NOANTMKN 1 fiMncaTa
Ha yHUdULUMpPaHW perynauny 3aTpygHABaT MeXay-
HapoaHOTO pa3BuTUe Ha BEW cekTopa. Heobxoanma

e No-cTabusiHa 3aKkoHofdaTeNHa pPaMKa U AbNrocpou-
Ha eHeprurHa ctparterus. [50]

IV. 3AKJIIOUEHUE

Bb306HOBAEMWTE EHEPIUIIHM U3TOYHMLIN Ca OCHO-
BEH efleMeHT OT npexoja KbM yCTONYMBA U HUCKO-
BbriepofHa UKOHOMKKa. Te npecTaBnaABaT KNio4voB
daKkTop 3a yCTOMUYMBOTO Pa3BUTME W OrpaHMYaBa-
HETO Ha KNMMaTUYHUTE NPOMEHN. TEXHONOTMYHUAT
HanpeabK, pa3sBUMTUETO Ha CUCTEMUTE 3a CbXxpa-
HeHVe Ha eHeprua 1 undposm3aumaTa Cb3gasaT
6naronpuATHU ycnoBuA 3a paslwmpsaBaHe Ha BEU
cekTopa. Bbnpeku ToBa ocTaBaT cepmosHu npeamns-
BMIKaTeNCTBa, CBbP3aHmM C MHPPACTPYKTypaTa, eHep-
rMrMHaTa CUrypHOCT, MHBECTULINNTE N €KONOTUYHUTE
nocneguum. YCnewHoTo pa3suTie Ha Bb30OHOBSAEe-
MaTa eHeprus e 3aBUCUN OT MEXAYHAaPOAHOTO Cb-
TPYAHWUYECTBO, HAYYHUTE MHOBaUUK 1 epeKTUBHaTa
ObprKaBHa NONUTUKA.

Bcekn Bug BEWN mma cBoute cneunduyHm npe-
AVMCTBA M HegocTaTbUM, KOMTo TpsabBa aa 6baat
aHaNU3VpPaHMN BHUMATENHO NPU M3rpaxpaHeTo Ha
HaUWOHaNHW 1 rNobanHn eHePrunH1 CcTpaTeruu.
KoMbuHMpaHOTO M3Non3BaHe Ha pPasUYHM Bb3-
0o6HOBAEGMN TEXHONOrMK, 3aeflHO CbC CMCTEMU 3a
CbXpaHEeHMe Ha eHeprna u MofepHu enekTponpe-
HOCHU MPEXU, MOXe 1a ocUrypu no-epekTuBHa u
€KONOrMYHO YCTONYMBA eHepruinHa cuctema. [2]
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MMPOMUIIJIEHO TTOJTYUABAHE
HA BUOTA3 OT OPTAHUYHU
OTIAIBIU

Hparomup Mapxkos, Henu Munuesa

Pesiome: MponsBoacTBoTO Ha 6Guoras e K-
YOB eJfieMeHT OT KpbroBaTa MKOHOMMKA, Tbil
KaTo no3BonsiBa ONON30TBOPSABaHETO U ynpa-
BNeHNETO Ha OPraHNYHU OTNaAbLUN OT CEeNcKo-
TO CTOMAHCTBO, XpaHUTeNHaTa NMPOMULLIEHOCT
M AOMAaKWUHCTBaTa, U MpeBpbLIAHETO MM BbB
Bb306HOBAEeMa eHeprus u MoJjie3sHNn CTPaHn4-
HU NPOAYKTU, KaTo CbleBpPeMeHHO HamansABa
€KONIOrMYHOTO Bb3AelcTBME Ha oTnaabuuTe. B
TO3M YCTOWYMB NOAXOA 3a U3NOoN3BaHe Ha Bb3-
o6HOBAEMU eHepruiiHN N3TOYHULM CTaBa TPaH-
chopmupaHe Ha eHepruaTa or 6Momacara u re-
HepupaHe Ha 6uoras, efleKTPUYeCTBO, TOMJIMHA
1 6muotop. NMpomuwneHoTo nonyyaBaHe Ha 6u-
oras ce U3BbplUBa B CNeunasHO NPoeKTUpaHn
BMCOKOTEXHOJIOFMYHN UHCTanauun, B KONTo 6u-
OpeaKTopbT € OCHOBEH KOMMNOHEHT. B Hero ce ns-
BbpLUBA aHaepoOHO pasrpa)kgaHe Ha opraHuY-
HUTe BeljecTBa 0 MeTaH, BbriepoAeH ANOKCuA,
capoBopopoa, Bogopop (6woras) ¢ nomowra
Ha cbO6LECTBO OT MUKPOOPraHN3MM, OTroBOP-
HU 3a BCEKN ejH OT npouecuTe Ha Xugponusa,
aumuporeHesa, aLieToreHesa u MeTaHoreHesa npu
onTUManHu paboTHM ycnoBua (Temnepartypa,
HanaraHe, pH mn ap.).

Knioyosu Oymu: opraHM4HN oTnagbum, 6uoras,
MeTaHoreHesa, 6uopeakrop.

I. BbBEJAEHHNE

Buorasbt ce Knacupuumpa KaTo Bb30OHOBAEM
€HeprveH N3TOYHUK, Tbil KaTo ce npousBexpaa oT
6roMaca, KOATO OT CBOA CTPaHa akymynmpa 1 Cbx-
paHsBa C/IbHUYEBaTa eHeprus ypes npoueca Ha ¢o-
ToCuHTe3a. ocpeacTBoM OMNON30TBOPABAHETO HA
6uomacata, B TOBa UMCJIO OPraHNYHMUTE OTNaabLK,
noslyyaBaHeTo Ha 61oras He camo Nofo6PsBa eHep-
rMNHWA 6anaHc Ha o6LLECTBOTO, HO CbLLO TakKa MMa
BaXXeH MPMHOC 3a 3ana3BaHe Ha NPUPOAHUTE pe-
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CYpCK, BKIIOUMNTESTHO N3KOMAEMUTE EHEPrUAHN U3-
TOYHULM 1 ONa3BaHETO Ha OKOMHaTa cpeaa.

ETo 3aw0, B HalLM AHM B CBETOBEH Mallab ynpasne-
HMETO Ha OpPraHMYHUTE OTNaAbUN Cce NpeBpbLUya OT
eKosiornyeH npobnem B LEHEH eHeprueH pecypc.
N3XxBbpnsaHeTO Ha XpaHWUTENHM OTNAgbUM B CMETU-
LaTa reHepvpa ronemMm KonmyecTBa MeTaH, KOMTO
€ MapHWKOB ra3 1 npeamn3BUKBa T.Hap. NapHMKOB
edeKT, KOETO CMIHO Bb3ecTBa BbpXy NPOMeHUTe
Ha Knumarta. MNopaan ToBa NoslyyaBaHeTO Ha MeTaH
N U3XBBPMAHETO My B aTMocdepaTta Tpabea ga ce
MUHUMMU3MpPAT. CblecTBYBAT MOAEPHM OMOTEXHO-
Nnoruu, KOMTO NO3BONABAT Te3n oTNagbuy Aa 6baat
yTUnn3MpaHu 1 TpaHchopmmpaHu no 6esonaceH u
nosieseH HauuH [1,2]. Ype3s npoueca Ha aHaepo6HO
pa3naraHe (bepmeHTauuma B 6e3KkncnopoaHa cpeaa)
OpraHMYyHaTa maca ce pasrpaxga oT MeTaHOreHHU-
Te GaKTepuu, KOUTO OTAENAT METaH.

II. XAPAKTEPUCTUKA HA
[TPOU3BOACTBEHUMA ITPOLEC

A. Mukpobuosnozu4Hu npoyecu

MeTaHoreHe3aTa (aHaepoOHO pa3rpakaaHe Ha
OpraHW4YHN BeLLecTBa) € MUKpobuonorMyeH npo-
LecC Ha pasrpakjaHe Ha OpraHWYHW BellecTBa B
OTCbCTBME Ha KUCSIOpOA C MofyyaBaHe Ha KpaeH
npoaykT 6uoras. B 6rnopeaktopuTte, KbaeTto npo-
TUYa MeTaHoreHesaTa, OCBeH 6uoras ce nosyvasa
M OCTaTbyHa (BTOpMYHA) bMoMaca, CbCToALLA Ce OT
HepasrpajeHa Hamb/IHO CYPOBUHA U KNETKN Ha 6ak-
TepuanHuTe acoumaLmm, peannsnpatym npoLeca Ha
6romeTaHun3aums.

brorasbt e 3ananum ras, KOUTO CbAbP>Ka OCHOBHO
MeTaH Y BbriiepofdeH anokcua. Han-yecto 6morasst
ce 13non3Ba 3a NPOM3BOACTBO Ha TOM/MHA, a cneq
npeyncTBaHe Mo)<e da ce M3Non3Ba 3a NPOU3BOA-
CTBO Ha eNekTpoeHeprus, ga 6bae nofgaBaH KbM
MpexaTa 3a NPUPOAEH ras, Aa Ce U3MNos3Ba Kato
TPAHCNOPTHO FOPUBO WKW KAaTO FOPUBO B FOPUBHMU
KNEeTKW, unn 3a gpyru ¢opmm Ha NPOM3BOACTBO Ha
eHeprus. Cneg Npow3BOACTBOTO Ha Ouoras, ¢gep-
MEHTMPANNAT cyO6CTpaT (BTOpMUHaA BrMoMaca) Moxe
[a Cce 1U3non3Ba KaTo MbJIHOLEHEH TOP B pacTeHU-
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eBbACTBOTO. 1o Bpeme Ha pepmeHTaumsaTa ce re-
Hepupa CPaBHUTENHO MaNKo KONMYECTBO TOMJIMHA,
3a pasnuka ot aepobHOTO (B MPUCHCTBME HA KUCIIO-
popn) pa3rpaxgaHe. EHepruaTa, KOATO € XMMUYECKHN
CBbp3aHa B cybcTpaTa, oCcTaBa OCHOBHO B MpPOU3-
BefleHnA 6uora3 nog ¢opmarta Ha obpasyBanuTe
ce MONeKynm Ha meTaHa. [pouechbT Ha CUHTE3 Ha
6uoras npoTnya npe3 MHOroCTeNeHeH MeXaHN3bM
Ha pa3srpax<gaHe Ha MbPBUYHUA CyOGCTpaT Ao no-
HUCKO MOJEKYHU CbefMHEHUA, KaTo creunuduyHm
rpynn MMUKPOOPraHU3MM y4yacTBaT BbB BCAKA OT
cTbnkute. OCHOBHUTE eTanu Ha NpoLeca ca YeTupu:
XMaponun3a, aumporeHesa (obpasyBaHe Ha Kucenu-
HW), aueToreHesa n CblLMHCKa MeTaHoreHesa [3,4].

XnpgponusaTta e mbpBaTa CTbMKa OT aHaepOOHOTO
pasrpaxaaHe, No BpemMe Ha KOATO CNOXKHUTE Opra-
HUYHK MoneKynu (buononumepu) ce pasrpaxaa Ao
MOHO- NN oniMromepu (CbeAUHEHMA C HUCKa More-
KynHa Maca). Bbrnexvugpatute, nunugute, HyKnemHo-
BUTE KUCENVHMW N NPOTEMHUTE Ce XNAPONM3MpPaT Ao
rMKO3a, MULepon, NypyHW, NupuanHn n ap. bakte-
pumnTe U3BbPLUIBALLM XMAPONM3aTa OTAENAT eH3UMU,
KOUTO MNpeBpbLAT Grononnmepute B No-mManku u
pa3TBopumMK BelyecTBa. Korato ce 06paboTtsat pac-
TUTENHM OCTaTblUuM 6oraTi Ha Lenynosa, xemumueny-
n03a U JINTHUH, XMAPONU3aTa e Han-6aBHUAT (CKO-
pocToonpegensiy) eTan oT cuHTe3a Ha brorasa. Cneg
TOBa MPOAYKTUTE OT XMAponm3aTa ce nognaraTt Ha
CnefBaLLo pasrpaXxaaHe oT Apyrn 6baktepuu, TakmBa
KaTo aumporeHHuTe (pepmMeHTaLnOHHN) GakTepuu.
To3n eTan ce HapwWya auMaoreHesa, Korato NPoCTUTe
3axapuv, aMMHOKNCENNHNUTE Y MAaCTHUTE KUCENMHM Ce
pa3srpaxgaTt [o aleTaT, BbrepoaeH ANOKCUMA U BO-
aopoa (70%), KakTo 1 [O NeTANBU MaCTHU KUCENTUHU
(IMK) n ankoxonu (30%).

Mo Bpeme Ha aueToreHesaTa, obpasyBaHUTE Ku-
CeNMHN, KOUTO He MOraT AMPEKTHO hda ce Mnpeo-
Opa3yBaT B MeTaH OT MeTaHOreHHUTe bakTepuu, ce
npeBpbLAT B MeTaHOreHHU cybctpatu. JIMK v an-
KOXOJINTE Ce OKNCIABAT CbLUO A0 METAHOTEHHU Cy6-
CTpaTu: aueTaT, BOAOPOS W BbrepodeH ANOKCUa.
JIMK ¢ Bepurun, no-AbArv oT ABa BbrepoLHN aToMa,
KakKTO U MO-BUCLUUTE afikOXOMNW, Ce€ OKWUCIABAT A0
auertat 1 Bogopod. HenpekbcHaTOTO oTAensAHe Ha
BOJOPOA BOAM [0 HAapacTBaHE Ha NapuManHOTO My
HanAraHe B 6uorasa. OTgenawmTe ce BOAOPOAHMU
KaTnoHu, H+ moxke fa ce pasrnexxaat KaTo “oTnagb-
YeH NPoJyKT” Ha aLeToreHesaTa, HO 1 KaTo dakTop
KOHTpONMpaLy akTMBHOCTTa Ha aueToreHHuTe Gak-
Tepun. 1o Bpeme Ha MeTaHOreHesarta, BOJOPOALT
Ce M3MoN3Ba 3a CUHTE3 Ha MeTaH. ALleToreHesaTa U
MeTaHoreHesaTa, 0OMKHOBEHO NpOoTMYaT ycnopes-
HO nof dpopmaTta Ha cumbriosa Ha rpynutTe MUKpPO-
OpraHn3Mu, OCbLLECTBSBALLM ABaTa Npoueca.

ChluHCKaTa MeTaHOreHe3a, NpeacTaBnaBa nony-
YyaBaHe Ha MeTaH M BbIMepofeH ANOKCUA OT MexX-
OVHHNUTE NPOAYKTM U Ce U3BbPLUBA OT MeTaHOreH-
HuTe 6GakTepuun. 70% oT obpasyBaHWA MeTaH ce
nosyuyasa OT aueTart, JokaTo octaHanuTe 30% ce no-
nyJasart npu pegykuuata Ha CO2. MeTaHoreHesaTa
€ KpUTMYHA CTbNKa B LUANOCTHMA GepMeHTaLMOHEH
npouec, KOATO CUTHO Ce BNMAE OT eKCMaoaTaLmnoH-
HUTe yCnoBMA, CbCTaBa M CKOPOCTTa Ha MofaBaHe
Ha cypoBUHaTa, TemnepaTypaTa, pH n gpyru dakrto-
pu. MpeToBapBaHe Ha BUOpeaKkTopa, TeMnepaTypHM
NPOMEHN WX TONAAMO MOCTbIMBAHE Ha KUCNIOpOS,
OO6UKHOBEHO BOZAT [0 NMPeKpaTABaHE Ha MPON3BOS-
CTBOTO Ha MeTaH.

EdekTmBHOCTTA Ha depmeHTaUMOHHMA NpoLec 3a-
BMCY OT HAKOWU KPUTUYHM NapameTpu. o Tas3m npu-
UMHa OT pellaBallo 3HayYeHVe 3a MaKCMMaseH 0-
6uB Ha CH4 e ga ce ocUrypAT NOAXOAALLM YCIOBUSA
3a noaAabprKaHe Ha aKTMBHOCTTa Ha aHaepoOHuTe
MUKpPOOpraHn3Mun. TAXHOTO pa3BuTNE U aKTUBHOCT
ce BAVAAT 3HAUUTENIHO OT: OTCbCTBUETO Ha KUCIO-
pog, TemnepatypaTa, CTOMHOoCTTa Ha pH, nobassaHe-
TO Ha CBeXa b1MoMaca, CKOpPOCTTa Ha pa3bbpKBaHe,
KaKTO 1 OT HAJIMUYMETO U KONIMYECTBOTO Ha NHXNOU-
TOopw. MeTaHOreHHWTe 6GaKTepPUM Ca CTPOrM aHaepo-
6u N He ce foNycKka NPUCHCTBME Ha KUCSIOPOA Mo
Bpeme Ha pepmeHTauuATa.

B nHpycTprATa nonyyaBaHeTo Ha broras npoTnya
B CreumanHo cb3gageHn uHctanauum (Ourypa 1), 8
KOUTO BUOPEAKTOPUTE Ca OCHOBEH KOMMOHEHT.

B. Moden Ha uHcmanayus 3a nosyyasaHe Ha 6uozas

1. EHepruinHn acnekTn Ha NnpepaboTkaTta Ha 6roras

KakTo Beue nocoumxme, Ha MeTaHoreHesa ce noj-
narat pasfiMyHmM OTNagbLM OT OpraHMyYeH NPoun3xof,
cpen KOWTO Ca reHepupaHuTe oT NPOMULLIEHOCTTa
N OOMAKMHCTBATa XpaHUTenHu otnagbun. EgHa Ta-
KaBa MHCTanauma 3a npepaboTKa Ha XpaHUTeNHM
OoTnaAbuM e NPOoeKTMpaHa KaTo LeHTbp 3a Mony-
uaBaHe Ha 3eneHa eHeprua. CbbpaHMTe OCTaTbUU
OT [JOMaKWHCTBA, PecTopaHTn, 6opc U XpaHu C
M3TEKBI CPOK OT XPaHUTENHO-BKYCOBaTa NPOMULL-
NEHOCT ce NpepaboTBaT 1 ce NPEBPDHILAT B HAKOS-
KO OCHOBHW MpoayKTa (6uoras, enekTpoeHeprus,
TOMMoeHeprua 1 gurecrar):

 buoras - npeacTaBnsiBa OCHOBHO rOPYBO, KOETO
Ce 13Mo3Ba AVPEKTHO B MHCTanauunATa.

« EnektpoeHeprua — npovissexaa ce upes nsraps-
He Ha 61orasa B KoreHepaLMOHHa CUCTEMA, KOATO
3axpaHBa MHCTaNALMATA, @ OCTaTbKa ce NpoAaBsa
Ha eNleKTpopasnpeaenvTenHUTE apy»KecTBa.

« TonnoeHeprva — nosydyaBa Ce KaTo OCTaTbyHa
TOM/IMHA OT NpoLEeca Ha KoreHepaLNoHHWA MO-
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Ayn, N3nos3ea ce 3a NoArpABaHe Ha MHCTanauu-
ATa, OTONJIEHVE Ha CrPaZivi N OPaHXXEPUN.

o [lurecTat - NpeacTaBABa YaCTUUHO CTabUNn3K-
paH pepMeHTALMOHEH NMPOAYKT, KOWTO e boraTt
Ha XpaHWUTeNHU BellecTBa (buoTop), nonyyasa
Ce KaTo NHepTeH MaTepuan oT briopeakTopa Ha
MHCTanauusTa U ce Bpblla 06paTHO B 3emepe-
nueTo.

Que. 1 [lpomuwiieHa uHCManayua 3a npouzeoocmeo Ha
6buoeas

3a oxapaKTepu3MpaHe Ha KONMYeCTBOTO Ha Mpo-
RBYKTWTe OT obpaboTKaTa Ha OpraHNYHUTE OTNaAb-
UK, We pasrnejame eavH npumMepeH Mogen Ha UH-
CTanauusa 3a HyKAuTe Ha MaTbK eBPONencKkn rpag ¢
HaceneHwne okono 100 000 aywn.

O6WwMAT reHepMpaH OTNagbk Ha MeceyHa 6asa
ce nprema okosno 500 TOHa, KaTo BKJtoUBa CbOpaH
OTNaAbK OT HaceneHmeTo (y Hac TOBa e € MabK
NPOLEHT NopaAan HegoCTaTbYyHO pa3BUTa cUCTeMa
3a pa3feniHo cbburpaHe), KYXHeHCKI oTnagbLu, pec-
TOPaHTCKM OTNagbuu, OTNAaAbLUM OT MarasnHu, Nnog
N 3eNeHYyKoBU 6OPCU, XpaHUTesIHaTa NpomMuLLsie-
HocT. O6LonpueTaTa HoOpMa €, ye oT 1 TOH opraHny-
HW OTNagbLM ce NpousBeXaat npubnmsutenHo 135
M3 6uoras. B T031 cMUCBA, NPOrHO3HOTO Kosnye-
CTBOTO Ha Npown3BeaeHUs broras e NpUGNN3UTENHO
67 500 m3. lNpu n3rapsHeTo Ha brorasa B KoreHepa-
LUMOHHaTa cucTema (cbc cpegHa edpektnusHocT 40%
3a TOK 1 45% 3a TOnNIMHa) MeCeYHOTO eHepPrumHoO
NPOU3BOACTBO € MPOrHO3MpaHoO Ja ObAe OKoJo
162 000 kWh, KaTo TOBa KONMYeCTBO MOKPMBaA Ha-
NbAHO HyXxamTe Ha 500-600 cpefHN OOMAKMHCTBA
WM eHeprmaTa 3a OCBETNEeHWEeTO U agMUHUCTPa-
TUBHUTE HYXAM Ha HAKOJIKO rofieMm rpagcku pa-
noHa. TonnoeHeprmATa 3a MecevyHa 6asa ce oyaksa
na 6bae okono 182 250 kWh. Cnep nokpuBaHe Ha
HYXOWUTE Ha peakTopa 1 OCTaHanuTe KOHCymaTopw
Ha TOMJIMHa B MHCTanaumaTa, OCTaBa roniMo Konum-
YeCTBO TOMJIOEHEPrIMA, KOATO MOXeE Aia Ce BKJIUN e
rpagckoTo NapHO OTOMJIEHME Ha LUAN KBapTas, Ha ro-
nAM 60NHNYEH KOMMJIEKC Unun obLecTBeHn bacen-
HW 1 CNopTHY 3anu [5].

2. CTpyKTypa Ha MHCTanauusa 3a TpeTrpaHe Ha op-
raHW4YHM OTNaabLUN
Ha ¢purypa 2 e nokaszaHa cxeMa Ha OCHOBHWTe efe-
MEHTM 1 NPOLEC B MHCTaNauma 3a TpPeTMpaHe Ha
6ropasrpagnmM oTnagbK.

CyCneH3uA 0T OprakieH
oTnagek ot obpaboTkana
ThProBeky BUoOTNAALK

CyCNEeH3MA OT OPraHr<eH
oTtnagbk ot obpabotka Ha
AOM3KHHCKY BHOOTNAALK

Te4HOCTM OT NOMNEHA
waxTa

BydepeH pesepsoap

l

Bropeaktop

l

TonnoobmeHHMuK

KoHaeH3aTHa WaxTa

Of6pabotkaHa Broraz

otpaBorter
Bb3ayX

lasosa cnecrema
onn

MHa

Tonn
WHa

NacTbopu3auma

l

Pe3epBoap 3a CbxpaHeHHe

1

I Ocrarsum kemobessograsane I

Que. 2 Cxema Ha uHcManayus 3a mpemupade Ha opaa-
HUYHU omnhadsyu

OCHOBHUTE KOMMOHEHTM Ha MHCTanaumATa ca 30Ha
3a MbPBUYHO MeXaHWYHO TpeTupaHe, bydepeH pe-
3epBoap, 6rnopeakTop, TONNOOOMEHHNLN, KOFeHe-
pauMoHEH MOAys, pe3epBoap 3a CbXpPaHeHWe Ha
JurecTaT 1 30Ha 3a 06e3BoHABaHe [6].

[MbpBO, XpaHUTENHUTE OTMAAbLM Ce HacouyBaT B
30Ha 3a MbPBUYHO TPETUPaHe, 3a Aa ce cenapupar
N MEXaHWYHO [a ce OTAenAT TBbpaAuTe MpumecH,
CMecCBaT ce C BOAa, 3a fa Ce Nosyun cycneHsus (Ha-
peueHa cybcTpaT), KOETO yiecHABA pa3rpaxaaHeTo
Ha OpraHMWYHKTE BeLecTBa B OCHOBHUA GMOXMMU-
YeH npouec Ha aHaepoBHO rHMEHE.

3a npepBapuTEIHOTO MEXaHWYHO TpeTUpaHe Ha
npuveTusi Ha BXo4 OTMaAbK, TOM ce U3cunea B Npu-
eMeH OyHKep, cnefl TOBa Ce TpaHCMopTMpa upes
cepva CNUpanHy LWHEKOBE KbM ApPo6uIiKa, KbAeTo
ce CJlyyYBa CEMAPUPAHETO Ha MO-NEKUTE OMAKOBKMY,
pa3npobsBa ce B UykoBa MesnHMLa fobaBs ce Tex-
HOMOrMYHa BOAA U Ce MoJNyyaBa Taka HapeuyeHus
cybcTpar.

Cnep 30HaTa 3a MbPBUYHO TPETMPAHE Beye Mnosny-
YeHUAT CybCTpaT C MOMOLUTA Ha LIHEKOBa MOMMa
ce TpaHcnopTrpa KbMm 6ydepeH pesepBoap, Kbae-
TO cybCTpaTa npectosBa NpUbNM3UTENHO 3 AHK 3a
NPOTMYaHe Ha MbPBUYHUTE NPOLIECU HA MeTaHore-
He3aTa, a UMeHHO XMAPONN3a 1 aungoreHesa.

En.eHeprua
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®ue. 3. 30HA 30 NBPBUYHO MeXaHUYHO mMpemupate:
1 -6yHKep 3a npuemaHe Ha omnaosyu,
2 - yykoea mesiHuUya, 3 — bygepeH pesepsoap

Ot 6ydepHua pesepoap cybcTpata ce M3MOMMBa
KbM O1OpeaKkTopa, KbAETO Ce C/yyBa CbLUMHCKUAT
npouec Ha 6MONOrMYHO pasrpaxgaHe (MeTaHoreHesa).
3axpaHBaHETO Ce W3BbPLUBA MOCTOSHHO, Ha pPaBHO-
MEPHM LMK NPE3 HAKOMKO Yaca (Npe3 oKoslo 5 yaca).

BriopeakTopbT e CcbplLeBMHaTa Ha eflHa MHCTana-
uuA 3a 6uoras. Tol e xepmeTnyeH pe3epBoap, Kb-
LETO Ce M3BbPLUBA aHAEPOOHOTO pasrpaxiaaHe Ha
CypoBUMHaTa 1 ce npouvssexga 6uoras. OcseH xep-
METUYHOCT APYri 06N XapaKTEPUCTUKM Ha BCUYKM
61opeakTopy Ca HaNMYHaTa CUCTEMA 3a BbBeXJaHe
Ha CypOBWHATa, KaKTO 1 CUCTEMA 3a U3BeXAaHe Ha
BTOPUWYHaTa 6uomaca 1 Ha 6uorasa. B KnumatuuHu-
Te ycnoBuA Ha EBpona, aHaepobHUTe Gropeaktopu
Tpsi6Ba fa ca M30JIMPaHn 1 NOArPABaHY 3a NoAAbpP-
)KaHe Ha HeobxoarMaTa paboTHa TemnepaTypa.

Mo cBeTa cblyecTByBaT peavua 6Gropeaktopu B
eKCnnoaTaums 3a NPoV3BOACTBO Ha 6uoras. Te ca Ha-
npaBeHy OT GETOH, CTOMaHa, TyXJIM WU MNacTMaca,
0opOpPMEHN KaTo CUII03M, KOpWTa, bacelnHn unm esepa
1 mMoraT fa 6bJaT pasnonoXKeHW Nog 3emsaTa Win Ha
NMOBbPXHOCTTa. PaamepbT Ha MHCTanauusaTa 3a npo-
M3BOACTBO Ha 6Guoras ce onpepens oT pa3Mepa Ha
6ropeaKkTopa, KOMTO Bapupa OT HAKOMKO Kybuuecku
MeTpa B CJlyyall Ha Manky GaMuITHU MHCTanaumMm oo
rosiemv NPOMULLIIEHN LIEHTPAJM C MO HAKOJIKO briope-
aKTopa C 06eM OT HAKOJKO XMNAaun Kybrnyeckn meTtpa.

MN360pbT Ha Buaa Ha 6uopeakTopa ce onpenensr,
Hall-Hanped, OT CbAbPKAHWETO Ha BOJA, pecnek-
TVMBHO HA CyXO BeLleCcTBO BbB ¢epMeHTMpaLyms
cy6cTpat. AHaepobHOTO pasrparkgaHe MoXe fa ce
OCDHLIECTBM MO [BE OCHOBHU CUCTEMM: TEYHO Pas-
rpaxkaaHe, Korato CpefHoOTO CbAbPKaHUE Ha CYxO
BELLECTBO Ha cyb6CcTpaTa e No-HUCKO oT 15% U1 TBbp-
no0ha3oBo pasrpaxiaHe, Korato CbAbpP»KaHNETO Ha
CYXO BELLEeCTBO € Haj Ta3n CTOMHOCT, OOUKHOBEHO
mexxay 20-40%. Tesn gedpuHMULMN 1 TEXHUTE FPaHn-
LM BapupaT B pasfiMyH1TE AbPKaBU.

B cnyyanTte Ha yTunusmMpaHe Ha XpaHWUTENHW OT-
nagbLUW Hal-4ecTo ce M3Mon3BaT BepTMKanHu 6u-

opeaKkTopu 3a TeuHa pepmeHTauus. Kato dpepmeH-
TaTOpUTE Ca 060PYyLABaHN C NOTOMNAEMU MUKCEPM 3a
[06p0o pa3bbpKBAHE Y XOMOTeHM3MPaHe Ha CMECTa,
KOETO € OT CbLUECTBEHO 3HaueHWe 3a BGUOXUMUNY-
HUTE Mpouecn 1 3aTOMNAHETO Ha CbOPBKEHUETO.
Opyrn HeobxogMMM KOMMOHEHTU Ha BruopeakTopa
Ca HUBOMEPM 3a HMBO Ha TeYHATa YacT N CbOTBETHO
HMUBOMeEP, KOMTO NOKa3Ba KakBO € HMBOTO Ha Cbbpa-
HUA 6roras B Pa3nosioKeHNs B Hal-ropHaTa vacT
rasxongep, NnpegHasHavyeH 3a cbOrpaHe Ha Npous-
BefeHuA 6uoras. C uen 6€30MacHOCT, Ba’kHa 4acT OT
MeTaHTaHKa € aBapueH XMAPO03aTBOP MpPW BUCOKO
HanAraHe, KOWTO CNY>M 3a M3MNyCKaHe Ha ras3a B aT-
MochepaTa Npy aBapuiHK CUTYaLUn.

3a npoueca Ha aHaepoOHO THMEHe Ha oOpraHWy-
HUTE CbefVHEHUA, N3BbpPLUBaH B BUopeaKTopa, ca
HeobXxoaMMKN HAKOJIKO YCIOBUA Ha cpepaTta, KoMTo
onpenensaT ontMManeH paboTteH npouec. Hai-oc-
HOBHUTE OT TAX Ca OTCbCTBME Ha KWUCNOPOA, TEM-
nepatypa (36°C-37°C e ontMmanHa B me3oduneH
pexum), pH (okono pH 7), pa3bbpkBaHe (CKOpoCT
Ha pa3bbpKBaHE) U NOCTOAHHO NOJABaHe Ha CBEXaA
6uomaca. lNpn ocbLecTBABAHETO HA CbLYMHCKUA
npoLec Ha MeTaHoreHe3a, CIeACTBUE pasrpaxaaHe-
TO Ha OpraHuKaTa ce otaens buoras, YNMTo OCHOBHU
KOMMOHeHTK ca meTaH (CH,4): 50-85%, BbrnepoaeH
anokcng (CO,): 15-50% n BTOPOCTENEHHMW MPOAYKTH
ceposopgopog (H2S) — B AnanasoH cpefHO OKOJO
800-2000 ppm n noa 1% obukHoBeHO ca a3oT (N,),
BoaHu napu (H,0), amoHsk (NHs), Bogopog (H2). Oc-
BeH 61orasa, B Npoueca Ha aHaepobHaTa meTaHore-
He3a ce nonyyaBa BTOPU OCHOBEH MPOAYKT, KOWTO
npeacTaBnsBa okono 90-95% ot obwaTa n3xognALwa
Maca Ha MHCTanaumaTa. To3m NPoAyKT ce Hapuya an-
rectaT (4aCTUYHO CTabunmsnpaH ¢pepmeHTaLOHEH
NPOAYKT HapuyaH 6GUOTOP), KOWTO Beue He ce u3-
Mon3ea 3a NPON3BOACTBO Ha 6Uoras, a ce OTBEXAa
oT 6ropeaKkTopa u Cjlieq KaTto ce nacTbopusnpa ce
HacoyBa KbM 30HaTa 3a o6e3BoaHABaHe. BopaTa ce
OTAENA C NOMOLLTA Ha AieKaHTep UK WHEKOBa npe-
Ca, KaTo Mo TO31 HAauYMH ce NonyyasaT ABe dpakumm -
TeyHa dpakyus (0kono 80-90% c HUCKO KOTNMYECTBO
Cyx0 BeLecTBO 3-5%), KOATO MOXe [la ce M3MoN3Ba
KaTo TeXHMYecKa Boaa 1 TBbpaa ppakuyma (10-20%
CbC cyxo BewecTtBo 20-30%), KOATO NpeacTaBnsABa
BNa)kHa Maca CbC CTPYKTYpa, NofgobHa Ha KOMMOCT,
KOWTO e noaxodALl Aa ce U3non3ea B 3emeaesnineTo.

Mpoun3BegeHnAT 61oras ce U3noJsi3Ba KaTo ropnBo
B CNeLManHo VHCTanMpaH KoreHepaLnoHeH MOy,
npeacTaBnABall ABUraTen UM HAKONKO ABUraTens
(cnopen NPOEeKTHO 3ajageHuTe CTOMHOCTM) MOAJW-
dnumpaHmn ga paboTaT Ha 6moras ropuso, KbaeTo
MexXaHWYHaTa eHeprua oT TAXHaTa paboTa ce npeo-
6pa3yBa B enekTpuyecka n TonnoeHeprua. Otoene-
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HaTa TOM/IMHa ce 13MOoJ3Ba 3a perympaHe Ha Tem-
nepaTtyparta B 6mopeakTopa 1 LsnaTa cuctema no
BpeMe Ha HenpekbCHaTuA npouec Ha obpaboTka.
Mony4yeHOTO eNeKTPNYECTBO Ce MOLaBa KbM HaLMO-
HanHaTa enekTpryecka Mpexa, KakTo 1 ce U3nons-
Ba 3a HYXXJMTE Ha MHCTanauuATa.

3. MawwuHu 1 anapaTii M3MON3BaHM B MHCTaNauUmATa
Mo-Ba)KHUTE MaLUMHW 1 anapaTyi M3MoN3BaHM B H-
cTanaumATa 3a TpeTnpaHe Ha OPraHNYHK OTNagbLM
Ca MalVHaTa 3a MbPBUYHO MEXAHWNYHO TPETUpPaHe,
KoreHepauuoHeH moayn (gsuraten mogmouumpan
Ja paboTtu c ropuso 6uoras), 3oHa 3a 06e3BoAHABA-
He (oeKaHTep 1 WHeKoBa npeca) [7].
3a npepBapuTEIHOTO MEXaHWYHO TpeTUpaHe Ha
npuveTus Ha BXO4 OTMaAbK, TOW Ce U3cunea B Npu-
emMeH OyHKep , cnepf ToBa Ce TpaHCMopTupa uypes
cepvia CNUPanHA WHEKOBE KbM ApoOusiKa, KbaeTo
ce cnyyBa cenapupaHeTo Ha Mo-nekuTe OnakoBKWU,
CMecBa Ce C BoJa M Ce MoJslyyaBa Taka HapeuyeHus
cyb6eTpat (Durypa 3).
MawwHaTa 3a npeaBapuUTENHO TPeTpaHe ce CbC-
TOW OT CNIeiHUTE OCHOBHU eJIEMEHTN:
« [lo3upaly 6yHKep 3a pa3ToBapBaHe Ha OTnagb-
uuTe, CbXpaHeHne 1 Jo3MpaHe KbM CneaBaLym-
Te cTbnana
 TpaHCnopTeH WHeK KbM YyKoBaTa Apobunka
« UYykoBa fpobuska
« Pe3sepBoap 3a cbxpaHeHMe nop yykoBaTa Apo-
6unka
« llHeKkoBe 3a npexBbpisAHE Ha MPUMECU KbM
KOHTelHepHaTa CTaHLus.
Ha ¢urypa 4 n durypa 5 ca nokasaHu yyKkoBa 4po-
6unKa 1 WHEKOBA NOMMa, CbOTBETHO.

®ue. 4 HYykosa opobusika

Que. 5 llIHekosa nomna

Que. 6 buopeakmopu

Ha ¢urypa 6 e nokasaH o6y n3rneg Ha bmopeakTo-
pU 3a OCbLUeCTBABaHE HAa MeTaHoreHe3arTa.

M3rapaHeTo Ha 61orasa 3a NPOM3BOACTBO Ha efek-
TPOEHEPrUA 1 TOMIOEHEPTUA CE CyYBa B KOTeHe-
pauVoHHaTa CMCTeMa, NoKasaHa Ha ¢urypa 7 [8].

N

Que. 7 KoeeHepauyuoHHama cucmema

BTopnuHMAT NpogyKT, anrectata, ce nogasa C Nom-
My OT pe3epBoapa 3a CbXpaHeHNe KbM CCTEMaTa 3a
06e3BoAHsABaHe, KbETO Ce V3BbPLUBA CENapaLMs Ha
cybcTpaTa Ha TEUHOCT U TBbPA MaTepuan. 3a Tasu Len
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Ce 13Mos3Ba WHEK npeca unu aekaHtep (LUeHTpydy-
ra). Ha durypa 8 e nokasaHa WwHek npeca, a Ha durypa
9 e jageHoO cxeMaTUYHO NpeacTaBAHe Ha YCTPOMCTBO-
TO Ha NpecaTa 1 ABMXeHneTo Ha notouuTe [9, 10].

ESu=—g

Gue. 8 LlIHek npeca 3a 06e3800HABAHe Ha duzecma

FEEDING HOPPER

PRESSURE CONE
—_—

SCREENS
T

CAKE DISCHARGE UIQUID DISCHARGE

Gue. 9 Yempolicmso Ha wiHek npeca 3a 06e3800HABAHE HA
duzecma u 08uXxeHue Ha nomoyume

Jpyra Bb3MOXXHOCT 3a 06e3BOAHABaHE Ha urecta e
ype3 n3non3BaHe Ha UeHTpodyra (oekaHTep), NokKa-
3aH Ha ¢urypa 10. A Ha purypa 11 e fapeHa cxemaTa
Ha yCTpONCTBO 1 paboTa Ha efHa LeHTpodyra [11].

Que. 10 Jermpogpyea (OekaHmep) 3a 06e3800HA8AHE HA
duzecma

W
3 I i e— Susl"
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| \
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Diving | Goor | Liqud | MO | Serew| accumiated | genarei | with swear || and  diiving
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screw

Que. 11 Yempolicmeo Ha OekaHmep 3a 06e3800HA8AHe HA
duzecma u 08uXKeHUe Ha homoyume

1. BAKJIFOYEHUE

MpomuLNeHOTO NnonyyaBaHe Ha 6uoras oT opra-
HUYHM OTNaAbuy Ce MPOBeXaa B CMeuUManHO KOH-
CTPYMpPaHU UHCTANALMK, KOUTO Ce CbCTOAT OT OTAEN
3a MbPBUMYHO MEXAHWYHO CenapupaHe U MoAro-
TOBKA Ha cybcTpaTa, bypepeH pesepBoap, B KOWTO
NPOTMYAT MbPBUYHUTE PePMEHTALMOHHN NPOLECH,
6riopeaKkTop 3a U3BbPLUBAHE HA CbLUMHCKATa MeTa-
HoreHesa ¥ nonyyaBaHe Ha 6uoras, ra3xongep 3a
HEeroBOTO CbXPaHEHME 1 KOFreHepaLoHHa cuctTema
3a n3rapsAHe Ha 6rorasa 1 nNonyyaBaHe Ha TOMO- 1
eneKkTpoeHeprua. HenmpekbCcHATOTO M3yYaBaHETO U
ONTVMU-3MPaHe Ha TEXHOSTIOTUYHWTE NPOLECH U 13-
NON3BaHETO Ha NOAXOAALM CYPOBUHN AONPUHACAT
3a noBuLWaBaHe Ha epeKTMBHOCTTa Ha NPOW3BOA-
CTBOTO Ha 6uoras, yaoBneTBopsBaHe Ha HempeKbC-
HaTO HapacTBaWMTE HYXAW OT eHeprus, passuTne
Ha YCTOMUMBOCT B MKOHOMMKaTa M OMa3BaHe Ha
OKOJ/HaTa cpepa.
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YCTOMUYMBO BOJHO ITPABO
B KOHTEKCTA HA 3EJIEHU ITPEXO/]
B BBJITAPUS

Menanu Emunosa, Ypyn Jxanun, [Tonuna [lerposuy, Credann Huxonosa,

Banentuna Tpennadunosa, ['anuna Apcosa

Pe3tome: HacTosAwaTa cTaTAa Mma 3a Uen aa pa-
3rnefa eKonornyHarta NoAiMTUKa No OTHOLWeHune
Ha ona3BaHe KauyecTBOTO Ha Bogute B bbarapus
B KOHTEKCTa Ha 3eJIeHNA NPexXoA 1 eBponencknre
eKonornyHu nonutuku. Ypes SWOT aHanus ce ns-
cnepBaT OCHOBHMTE CUJTHW U cNabu CTpaHU, KaKTo
1 Bb3MOXHOCTUTE U 3anjlaxvTe, Ha YCTOMYNBOTO
ynpaBneHue N ona3BaHe Ha BOAHUTE pecypcu.
Ypes SWOT-aHanns e HanpaBeH ONuT 3a cuUCTe-
MaTu3npaHe N OLeHKa Ha BBTPELIHUTE CUTHU U
cnabwm cTpaHm (KanauuTtet, nHPpacTpyKTypa, pe-
rynatopHa pamka) 1 Ha BbHLUHUTE Bb3MOXXHOCTHN
1 3annaxu/puckoBe (eBponeicko ¢puHaHcupaHe,
KNMMaTU4HN NpPOMeHN, 3aMbpcABaHe), KOeTo
nognomara NpUoOpuUTU3MPaAHETO Ha MepKu 1 on-
TUManHoTO pa3snpepeneHne Ha pecypcu. Tosu
MeToA CblUO TaKa ylecHABa aHraXxnpaHeTo Ha
MHOXXeCTBeHN 3aMHTepecoBaHu cTpaHu, nopob6-
pABa 060CHOBaHETO Ha CTpaTernyecKkuTe pelue-
HUA N CNYXKN KaTO OCHOBa 3a MOHUTOPWHT 1 agan-
TUBHO yrnpaBJieHue npy AUHaAMUYHN NPOMEHN.

Knio4yosu Oymu: 3eneH npexoa, yCToumMBoO ynpa-
BNeHune, BogHu pecypcu, SWOT aHanus.

MenaHn EmunoBa e cryaeHT oT MNHHO-reonoXKun
yHuBepcurert,CB. BaH Punckn”, Codpua, CtyaeHTCcKn
rpag, yn. ,npo¢. boas Kamenos” 1, 1700, bBbnrapus.
E-mail: 231601@mgu.bg.

Ypya Oxanun e cryaeHT oT MUHHO-reonoXxKmn
yHuBepcurert, CB. UBaH Punckn”, Copus, CtyaeHTcKIn
rpag, yn. ,npo¢. bosH KameHnos” 1, 1700, bbnrapus.
E-mail: 234001 @mgu.bg.

MonuHa MeTpoBuy e ctypeHT o1 MUHHO-reONOXKKMN
yHuBepcurert, CB. UBaH Punckn®, Copus, CtygeHTCcKI
rpaa, yn. ,npod. bosaH Kamenos” 1, 1700, Bbnarapus.
E-mail: 234104@mgu.bg

Cre¢pann Hwukonosa e crypeHT oOT MuHHO-
reonoXkm yHmsepcutet ,,CB. MBaH Punckun’, Codus,
CTyaeHTCKM rpag, yn. ,npo¢. boas Kamenos” 1, 1700,
Bbnrapus. E-mail: 204103@mgu.bg

BaneHtnHa TpeHgadunoBa e crygeHT or MuHHO-
reonoxkm yHusepcuret ,Cs. MiBaH Punckn”, Codus,
CTtypeHTCKM rpag, yn.,npo¢. boaH Kamenos” 1, 1700,
Bbnrapusa. E-mail: 204112@mgu.bg.

FanuHa ApcoBa e ctyaeHT oT MUHHO-reonoXKun
yHuBepcurert, CB. UBaH Punckn®, Copus, CtygeHTcKIn
rpaa, yn. ,npod. bosaH Kamenos” 1, 1700, Bbnarapus.
E-mail: 234101@mgu.bg

I. BBBEJAEHUE

MNpe3 nocnegHUTE roAnHY 3€1eHUAT Npexo CTaHa
KnoyoB pakTop KakTo B EBponenckus cbios, Taka 1
B HaLMOHaNHUTE NONNTUKN Ha OTAENHUTE ObpKaBWy,
BKJIOUMTENHO 1 B bbnrapua. To3m npouec nma He
CamMO eKOJIorMYyeH UMMAKT, peanHo ToM npencTas-
nABa KOMMJeKCHa TpaHchopMaLmua Ha MKOHOMMYe-
CKWTe, COUMaNHNTE 1 yNpaBieHCKMUTE CUCTEMU C Len
HaMansABaHe Ha BbrepofgHUTe eMUCUN, MOCTUTaHe
Ha KpbroBa MKOHOMMKA 1 OCUTYpPABaHe Ha NpoabIl-
XKUTeNHa ekonormnyHa ycronumnsoct [1]. KputnyHute
3ansaxu KaTo KNMMaTUYHN NPOMeHN, ferpagaumsa n
3aMbpcABaHe Ha OKOJIHaTa CpeAa, n3yepnBaHe Ha
NPUPOAHUTE Pecypcn N HaTUCK BbPXY €KOCUCTEM-
HUTe, NPaBAT 3e/IeHNA Npexoa HeobXxoaMMOCT 3a 3a-
nasBaHe Ha 6/1aroCbCTOAHNETO Y MKOHOMMYECKATa
KOHKYpeHTOCnocobHocT [2; 3].

Meuamapak ey ccgeaana
AR U OB

AMBHITA 3 HYICE0 3AMBPCARAHE
3 Cpe.a 063 TOKCIHI

Vicamatase Ka KInMatiniHiTe 2 S
il 34 YCTOiuHRO OBeNle

b Ha FC aa 2030 . m 2050 . 3y .

3allaskate H BIACIHON AaHe

T CKOCHCTEMHTE 3 0| pn}[maﬁpdzurm

Ocsrypanase na miera,

rocramia  cmypra evepria
bt Exporeicea

3e1eH CIRIKA

Mofasestparie na sraycrpuata
32 UHCIA W KPBIORA HKOHOMHKL

M e 0 e’ cpaee v, iR R
AT O CPAITE43E O

CTpoiTEACTRO 1 OBHONIRANE 10 CHEPTHIIND.

Yoxupisale Ha Ipex i kb yCrofa
1 peCyperio edekTHBer Tt

1 HHIRAHLERIHA MODHAHOCH

Huwoit aa ue e nsocrasent

(urancHpane Ha Ipexoja
i i (Crepase.as mpexod)

EC karo
raofaen Aiaep

Enponcitcxs
KAMATINCH TaKT

Que. 1 EnemeHmu Ha Esponetickama 3eneHa coenka [1]

B pamkuTe Ha Ta3m BceobxBaTHa TpaHcdhopmauuma
BOAHUTE pecypcy 3aeMaT 0COOEHO Ba)KHO MACTO.
BopaTa e »KU3HEHOBaXXeH pecypc 3a GUTOBM HyX-
L1, CeNICKO CTOMAHCTBO, eHepreTuka N MHAYCTpus;
A € CbLO OCHOBEH efleMeHT OT QYHKLNOHUPAHETO
Ha eKocMcTemMnTe, KOeTo rapaHTnpa 6nonormyHoTo
pa3Hoobpasue 1 ycToMuMBOCT Ha naHawadTuTe [4].
YcTonumBoTo ynpasneHune Ha BoguTe ciiefoBaTtesiHo
€ KJII0YOB e/1IeMEeHT OT NOJINTUKMTE 3a 3e/1eH NMPeXon,.
To e BaXHO 3a afanTayua KbM KIMMaTUYHUTE Npo-
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MeH (3acyllaBaHnA, eKCTPEMHW BaieXn 1 HaBod-
HEeHVA) N 3a CMeKYyaBaHe Ha Bb3[JeNCTBMETO BbPXY
YOBEK 1 NPUPOAa Ype3 HamasiiBaHe Ha 3aMbpCABa-
HETO 1 ONTUMM3UPAHE Ha NoTpebneHneTo [5].

B 6bnrapckna KOHTEKCT NpoLeCchT Ha UHTerpupa-
He Ha NPMHUMNWTE Ha 3e/1eH NPeXop B yrnpasfieHne-
TO Ha BOAMTE NPOTMYA NapanenHo C aganTupaHe Ha
HaLMOHANTHOTO 3aKOHOAATENICTBO KbM €BPOMNENCKU-
Te ANPEKTUBY, Han-Beye KbmM PaMKoBaTa ANpeKTuBa
3a Bogute 2000/60/EQO n cbnbTCTBaLWUTE pernameH-
TW 33 NUTENHW BOAW, OTNAaAbYHN BOAU 1 yNpaBneHne
Ha pUCKoBeTe OT HaBoAHeHUA [6]. Te3n eBponenckn
paMKK 3afaBaT CTaHOAPTW 3a KayecTBO Ha BoauTe,
W3MCKBaHWA 3a NNaHWpPaHe Ha peyHuTe HGacenHn un
Lenun 3a Bb3CTaHOBABAHE Ha BOOHUTE €KOCUCTEMU,
KOWTO bbarapma NnocteneHHO UHTErprpa B CBOETO
HaLMOHAIHO N PEerMoHanHo ynpasfeHue.

Bbnpekn ToBa, Npep cTpaHaTa CTOAT MHOroOpoli-
HUW NpeaunsBuKaTencrTea [7]:

o Ocrapsanarta M 4yaCTMYHO amMOpTM3MpPaHa BOAHA
MHPpPaCTPYKTYypa (KakTo BbB BOJOCHabaABa-
HeTO N KaHanmM3aumATa, Taka 1 B HanouTenHuTe
CUCTEMUM) BOAW A0 3HAUUTENHU 3arybu Ha Boda v
eHeprunHo HeepeKTUBHO yNpaBrieHUe.

* HepeweHun ca npobnemute C HepaBHOMEPHOTO
NPOCTPaHCTBEHO pasnpefeneHrie Ha BOQHWTE pe-
Cypcu, ce3oHHUTe geduunT U NnncaTa Ha agek-
BaTHU MHBECTULIN B MOZEPHM3aLMA N MOAJPBKKA.

» HepoctaTbyHMAT MOHUTOPUHT U KOHTPOS BbpPXY
M3TOYHMLMTE Ha 3aMbpcABaHe (MHTEH3UBHO 3eMe-
Jenve, Toukn 1 audysHu ypbaHunsnpaHu N3TouHu-
Lin), KOETO KOMMPOMETMPA KaueCTBOTO Ha MOBbPX-
HOCTHUTE 1 MOA3eMHWTE BOAM W NpeAcTaBnsABa
PUCK 3a 34paBETO N MKOHOMMYECKaTa AEeHOCT.

I1. 3EJIEH ITPEXO/] 1 YITPABJIEHUE
HA BOJIUTE

3eneHnAT Npexop € HacoyeH KbM MOCTUraHe Ha
No-yCTONYMBO MKOHOMUYECKO M COLMANIHO pa3BuU-
TWe ype3 ona3BaHe Ha OKOJHaTa cpefa 1 no-epek-
TUBHO M3MON3BaHe Ha NpUpoaHKTe pecypcu. B Tosn
npouec ynpasfieHNETO Ha BOJHWUTE pecypcu npu-
nobuBa KoyoBO 3HaUeHMe, Tbil KaTo Te ca »Ku3He-
HOB@KHM KaKTO 3a 0OLLEeCTBEHOTO 3[paBe, Taka 1 3a
VKOHOMMYECKOTO Pa3BUTME U PA3INYHUTE CEKTOPU
Ha CcTonaHCKaTa AerHoCT. lNopagu TasM npuymHa
onasBaHeTO Ha BOAHWUTE pecypcu U orpaHunyaBa-
HETO Ha TAXHOTO 3aMbpCABaHe ca cpefl OCHOBHUTE
Lenn Ha eKONOrMYHKTE NONNTUKK [8].
3eneHunAT Npexopn B CEKTOP ,BoAa” N3MCKBa MHOFO-
NnnacToB NOAXon:
e MpwuiaraHe Ha TEXHOMOMMYHWN MHOBaLMK (AUrn-
Tanusauma Ha BOGHUTE MPEXU, CUCTEMU 33 paH-

HO NpepynpexaeHne Npu cylwa u HaBOAHEHMS,
MOAEPHN NPEYNCTBATENHW TEXHONOTN);

* HacbpyaBaHe Ha BOAOCNECTABALLN 3eMefencKy
NPakTUKN U KPbroea ynotpeba Ha BogHWTe pe-
cypcv (peuunknmpaHe, NoBTopHa ynotpeba);

e VHCTUTYUMOHaNHN u ¢uHaHcoBu pedopmm
3a CTMMyNMpaHe Ha ny6AMYHO-YacTHU MapT-
HbOPCTBa 1 NO-4O6PO MNaHUpaHe Ha MHBECTU-
ununte [8];

» doKycMpaHe BbpXy COLMANHNA acnekT, BKIou-
BaHe Ha MeCTHM OOLWHOCTW, NPO3pPayHOCT B
ynpaBfieHNeTOo 1 cnpaBeanvB JOCTbM 4O Boja C
uen rapaHTupaHe NermMTMMHOCT 1 YCTONYMBOCT
Ha pedopmute [9].

MNpakTvkaTa NOKa3Ba, Ye YCMelWHWUTe MONNTUKM
CcbyeTaBaT eBPOMENCKN HOPMK C afanTauma KbMm
NoKanHUTe yCJIOBUA: MHTErpyUpaHo ynpasneHne Ha
peuyHuTe 6GacelriHM, OLEHKa Ha YA3BUMMOCTTa KbM
KNMMaTUYHN MPOMEHMU, LiefIeBU NHBECTULINN B KPU-
TUYHA MHPACTPYKTYpPA U M3rpaxhaHe Ha Kanauu-
TET B UHCTUTYLMUTE 3@ MOHUTOPVHT N N3MbJIHEHNE
[6]. 3a bbnrapuA ToBa O3HayaBa W 3acuiBaHe Ha
MeXOYCeKTOPHOTO KOOPANHMPAHE - MeXay 3emefe-
nue, eHepreTuKa, rPaAcko NiaHMpaHe U eKonorus
- KaKTO M M3MON3BaHe Ha HaNMYyHUTE €BPOMENCKU
GVHAHCOBM UHCTPYMEHTU 3a NOAKPEna Ha 3ef1ieHu
NHPPACTPYKTYPHM NPOoeKTn 1 nHosauwmm [10].

YCTONUMBOTO M3MOM3BaHe Ha BOAUTE € CBbP3aHo C
npunaraHeTo Ha MepKn 3a no-epeKTMBHO ynpasne-
HVe Ha BOJHWTE pecypcu, HamansaBaHe Ha 3arybute
Ha Bofa 1 nofobpaBaHe Ha KOHTPOsa BbpXY 3aMbp-
cABaHeTO. BaxeH enemMeHT OT 3eneHua npexoj e u
afanTaumAaTa KbM KNMMaTUUYHWTE MPOMEHM, KOUTO BO-
AT [0 NO-YeCTn 3acyllaBaHUsA, HAaBOOAHEHNA N PUCK
OT HeOCTUT Ha BoAa. ToBa Hanara npeanpuemaHeTo
Ha MepKW 3a NOBULLIABaHe Ha eKoNornyHaTa ycTonym-
BOCT 1 3a No-gobpa 3aluta Ha BOAHUTE EKOCUCTEMU.

306srBane
SamsHa

Hawaassane

Penmxaupane

Brscranossapate

@ue. 2 Ycmoliyueo ynpassieHue Ha 600HUMe pecypcu
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Monutuknte Ha EBponenckua cblo3 nrpanaT K-
YyoBa PONA 3a ynpaBJIeHMETO Ha BOAHUTE pecypcu
n GOPMMpPAHETO HA HALMOHANHOTO EKONOrMYHO
3akoHofaTtencTeo B bbnrapua. EBponenckata 3e-
NleHa caenka 3ajaBa cTpatermyeckuTe npuopuTeTn
3a YCTOMYMBO pa3BMUTME N OMa3BaHe Ha npupoa-
HUTe pecypcu, a PamKkoBaTa AMpeKTMBa 3a BOAuTe
[6] dopmynupa npaBHUTE NPUHLMAK U LenuTe 3a
nocTuraHe Ha ,006PO EeKOMOTMMYHO CbCTOAHME" Ha
BOJHMWTE TeNa B AbpXKaBuUTe UneHKN. Ypes nakert ot
NONNTUYECKN MHCTPYMEHTU, NpPOrpamun 3a ¢uHaH-
CMpaHe 1 MpPaBHO-NPUNOKHU M3nckBaHuA EC Ha-
CbpyaBa MHTErpUpPaHOTO yMNpaBfieHNEe Ha peyHuTe
6aceHn, NogobpsABaHe Ha MOHUTOPWHIA W Npunia-
raHeTo Ha MepPKM 3a HamMansABaHe Ha 3aMbpcCABaHe-
TO M Bb3CTaHOBABAHE Ha BOAHUTE €KOCUCTEMMU.

B cmna ot man 2026 Bne3se HOBa K/OYOBa NpaBHa
ypenba Ha HMBO EC, KoATO akTyanmsupa cnmcbuu-
Te C OMacHU BellecTBa B MNOBbPXHOCTHUTE U NOA-
3€MHV BOAM - BKITIOYUTENHO MbPBOHAYaIHN MEPKU
CpeLly MUKPOMIACTUKWATE U pasliMpaBaHe Ha Cnu-
cbumnTe 3a PFAS, nectuumnan n papmaueBTUUYHN Be-
LeCTBa, KaKToO 1 BbBeXAaHe Ha MoKa3aTenu 3a aH-
TnbakTepmranHa pesnCcTeHTHOCT; Ta3u perynaTvMBHa
NPOMAHA HaNoXWM AOMbAHUTENIHA U3NCKBAHUA 3a
MOHUWTOPWHT, OLIEHKa Ha puUCKa M yrpasneHne Ha
3aMbpCABaHNATA B AbpXKaBuTte uneHkn [11; 12; 13].

CbrnacyBaHeTo Ha KOxe3MOHHaTa nonuTtuka Ha EC
C YCTONYMBOTO ynpaBfieHMe Ha BOAUTE e OT KIlio-
yoBO 3HaueHue. To no3eonAga naeHTUGUUMpPaHe 1
NoCTUraHe Ha AONDbABALLM Ce Lenuv 3a HaMansABaHe
Ha pPervoHasHMTEe HEPABEHCTBA, BKITIOUNTENHO Te3M,
NOPOAEHN OT N3MEHEHUETO Ha KNMMATa, B pamKmTe
Ha BOAHO-EHEPTrMAHO-XPAHUTENHATa B3aMMOBPDH3-
Ka 1 Ha 3eneHunAa 1 yctonums npexop B EC [14].

I11. BBJITAPCKU [TOJIUTUKHU 3A
BOJINTE

3akoHbT 3a BoauTe [15] npeactaBnABa oCHOBaTa
Ha HaLMOHasHaTa NpaBHa pamMKa 3a ynpasJieHue 1
onasBaHe Ha MOBBPXHOCTHUTE U NOA3EMHINTE BOAU
B Penybnuka bbnrapusa. Ton pedumHupa cobcTBE-
HOCTTa, MpaBwWiaTa 3a M3Mon3BaHe, paspeLluunTen-
HUTE PEXUMU N CAaHKUMOHHUTE MeXaHW3MW, KaTo
LenTa My e yCTOMNYMBOTO U3MOJ3BaHe Ha pecypcuTte
M NpefoTBpaTABAHE HA 3aMbpCsABaHETO. B KOHTek-
CTa Ha 3eNeH NPexoa U U3MEHEHNETO Ha KiumaTta
3aKoHOHaTeNcTBOTO Npupgobmea AOMbAHUTENHA
pona mpu 3aluTaTta Ha eKOCUCTEMHUTE YCNyri 1
ajanTaumATa Ha BOOHMA CEKTOP KbM HapacTBalyuTe
puckoBe. OCHOBHUAT perynaTopeH akT TPAHCMOHU-
pa K/YoBU NMpuHUUNK oT PamKoBaTa AnpekTuBa
3a BOAWTE 1 BbBEXOA M3MCKBAHWUA 3a MiaHMpaHe

Ha HMBO peyHun BacerHy, LenAawm NocTUraHeTo Ha
+A00P0 EKONOrMYHO CbCTOAHUE" Ha BOAHUTE Tena.
3abpaHaBa ce 3aMbPCABAHETO HA MOBBPXHOCTHU-
Te U NoA3EMHMTE BOAW C OTNaAgbYHU BellecTBa 6e3
CbOTBETHO pa3pellnTeNniHO; 3aKOHBT npeABuKAaa
CaHKUUWN NpW HepernameHTMpPaHo 3aycTBaHe, npe-
KOMepHO BOAOMNON3BaHe N ApYyrn HapyweHua. Tesn
MeXaHM3MKN Cb3aBaT MpaBHa OCHOBA 3a KOHTPOJ,
HO epEeKTMBHOCTTA UM 3aBMCM OT aleKBaTHOTO NMpu-
naraHe 1 agMUHUCTPATUBHUA KanaumteT. 3aKOHbT
e JOMbJIHEH OT NOA3aKOHOBM HOPMATUBHY aKTOBe,
KOUTO KOHKpeTM3npaT CTaHOapTu 3a KayecTBO Ha
NUTENHUTE N OTNagbYHUTE BOAM, YC/TOBUA 3a pa3pe-
WMTENHW U NpoLeaypy 3a OLEeHKa Ha Bb3fencTeue.

KoHTpon®bT 1 ynpasneHneTo ce KoopauHupaT oT
MuvHNCTEPCTBOTO Ha OKOJNIHaTa cpefja W BoauTe
(MOCB) n yetnpute bacenHoBu AMpeKLMn, KOUTO
OTroBapAT 3a MOHUTOPWHT, 13[aBaHe Ha paspeLn-
TESIHW 1 NMpunaraHe Ha MepKn Ha 6acelnHOBO HUBO.
MecTtHuTe Bnactu, BuK onepatopute u cektopHute
perynatopu y4yacTBaT B M3MbJIHEHNETO Ha Hauuo-
HanHUTe nnaHose. [TpakTUYeCKOTO NpuUoXKeHne
YyecTo ce BAUAe OT KanauuTeTa Ha MHCTUTYyuuuTe,
HanMYmMeTo Ha MOHUTOPWHIOBU JAaHHU W Bb3MOX-
HOCTUTe 3a GUHAHCOBO NoAMNoOMaraHe.

B KoHTekcTa Ha EBponenckna 3eneH nakT v nonu-
TUKWTE 3a KIMMATUYHA HeYTPanHoCT, HaLMOHaNHo-
TO BOAHO 3aKOHOZaTencTBo TpA6Ba Aa nognomara
npexofAa KbM YCTOMUNBMW U HUCKOBBIMEPOAHN BOAHM
ycnyrn. ToBa BK/OUBa CTUMYyNMpaHe Ha eHeprumHo
ePeKTVBHU NpPeuncTBaTeNHU TEXHONOIUK, MOBTOP-
HO M3MON3BaHe Ha BOAM, UHTErPUPAHN peLLeHnsA 3a
yrnpaBfieHne Ha HaBOAHEHWA 1 CYLUN 1 MpUIaraHe Ha
KPbrosy MOAENU B yNpaBneHeTo Ha BoguTe.

EnHa OT OCHOBHWTE CUNIHW CTPaHW Ha BOQHOTO
npaBo B bbnrapus e nocteneHHOTo My Cbobpasa-
BaHe C eBPOMNenNCKNTE eKONOMMYHN NOIUTUKA N N3-
WCKBaHUA. 3aKOHBT 3a BOAMTE Cb3aBa HOPMaTMBHaA
OCHOBaA 3a ynpaBJieHVe 1 ona3BaHe Ha BOAHUTE pe-
Cypcu, a UneHCTBOTO Ha bbnrapua B EBponenckna
Cblo3 [aBa Bb3MOXKHOCT 3a MpwunaraHe Ha obwu
NONNTUKN, CBbP3aHM C YCTOMUYMBOTO pPasBuTUE ”
OrasBaHeTO Ha OKoJHaTa cpefa. BaxHa pona uma
N eBpOnenckoTo GMHaHCUpaHe, KOETO nognomara
mMogepHusnpaHeTto Ha BuK uHdpacTpykTypata un
M3rpaxgaHeTo Ha MpeyncTBaTeNlHN CbOPbXKEHUA.
OcBeH TOBa B cTpaHaTa OYHKUMOHUPAT MHCTUTY-
U1K, KOUTO y4yacTBaT B YMPaBAEHNETO M KOHTpona
Ha BOAHUTE pecypcu.

Bbnpekn cbllecTByBallaTa HOpMaTMBHa ypeaba,
B bbnrapua npogbnkasat ga CbLyecTByBaT CEpPUO3-
HU Npob6aemu, CBbP3aHM C yNpaBieHUEeTO Ha BOAU-
Te. 3HaumMTesIHa YacT OT BOJOMPEHOCHATa Mpexa e
oCTapAsa, KoeTo Boau Ao rosiemu 3arybu Ha Boga.
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Habniogasat ce v 3aTpyaHeHumA npu epekTUBHOTO
npunaraHe Ha 3aKOHOAATENCTBOTO, CBbP3aHU C He-
AOCTaTbUeH aAMUHUCTPATMBEH KanauuTteT U cnab
KOHTPON BbpXy 3aMbpcsABaHeTo. ToBa 3aTpyaHABa
NOCTUFAaHETO Ha LenuTe, CBbP3aHM C YCTOMUYMBOTO
ynpaBJieHne Ha BOQHUTE pecypcu.

3eneHnAT Npexoa 1 eBponencKNTe NOANTUKN Cb3-
[aBaT Bb3MOXXHOCTW 3a pa3BUTUE 1 MOAEPHU3ALNSA
Ha BOAHMA cekTop B bbarapua. Ypes esponenckn
nporpamu 1 HBECTULUKX MoraT a 6baaT nogobpe-
HU BuK nHpacTpyktypaTa, cuctemMmte 3a MOHUTO-
PVIHT 1 NpeYyncTBaTeNHUTe CTaHLMW. Pa3BUTHETO Ha
HOBW TEXHONOMUW N AUTMTaNN3aUUATa CblLo npe-
[OCTaBAT Bb3MOXKHOCTM 3a NO-epeKTUBHO Yynpa-
BNIEHME Ha BOAHWUTE pPecypCu M OrpaHUYaBaHe Ha
3arybuTe Ha Boga. ToBa 61 JONPUHECO 3a No-fo-
6p0o ona3BaHe Ha OKOMHaTa cpefa U NO-yCTONYMBO
13rnon3BaHe Ha NPUPOAHUTE pPecypcu.

MWHNCTEPCTBOTO Ha OKOMHaTa cpeda W BoauTe
(MOCB) nybnukyBa aHanv3 Ha MNPUYUHKTE, MPO-
ABNEHNATa U NOCNEeACTBMATA OT BOAHWTE KPuU3n B
Bbnrapusa, Kato oueHABa yA3BMMOCTTa Ha BOJOCHA0-
AVUTENHUTE CUCTEMWU U BOAHUTE €KOCUCTEMM Ha Ha-
LMOHanHoO 1 6aceriHoBo HuMBO [16]. B noknaga ce
dopmynupat npruopuTeETHM MEPKK 3a MOBMLLABAHE
Ha YCTOMUYMBOCTTA - MOAEPHM3aLVA 1 QUrutanmnsa-
UMA Ha MHPPACTPYKTypaTa, MHTErpUpPaHoO ynpasne-
HWe Ha pevyHuUTe GacelHW, NPUPOJOCHOOPA3HU ”
KPbroBu peLueHns 1 YKpenBaHe Ha UHCTUTYLMOHaN-

HUS U GMHAHCOB KaMmauuTeT 3a U3MbJIHEHWE Ha MO-
nuTukmTe. 3a bbnrapma ToBa 03HavyaBa M 3acUiBaHe
Ha MeX[YCEKTOPHOTO KOOPAVHUPAHE MeXay 3eme-
Lenve, eHepreTnKa, rpagcko NnaHupaHe 1 eKosornsa,
KaKTO 1 MNo-epeKTMBHO U3MON3BaHE Ha HanUYyHUTE
eBponenckn GUHAHCOBM UHCTPYMEHTN 3a Noaroma-
raHe Ha 3eneHn MHPPACTPYKTYPHU NPOEKTU U NHO-
Bauuu. CbLLeBPEMEHHO Ce BbBeX4a HOB NpuoputeT
no lMporpama ,OkonHa cpeda’, uendAw, NoBULLIABaHe
Ha YCTONUMBOCTTA Ha HALUNOHANHUTE BOAHW CUCTEMU
- PMHaHCoBUTe cpeacTBa Lie 6bAaT HaCoUYeHN KbM
mMofepHu3zauma Ha BuK nHdpactpykTypata n npe-
UnCTBaTENTHUTE CbOPBXKEHNA, MEPKM 3a YNpaBneHne
Ha pYCKa OT HaBOOHEHUA M CyLUN U BHeApsABaHe Ha
npupoaocbobpasHM TEXHONOMUN N CUCTEMU 33 MO-
HUTOPVHT 1 paHHO NpeaynpexaeHue, nognoMaraHe
Ha MHCTUTYLUUOHaNHMA Kanauutert [17].

SWOT aHanu3bT npeacTaBnABa NOAXOAAL, U yec-
TO MpuNaraH MHCTPYMEHT 3a CUCTEMATNYHA OLeHKa
Ha HOPMATMBHUTE, UHCTUTYLMOHANIHUTE N Onepa-
TUBHWTE YC/IOBUA, TbA KaTO pa3gensa BbTpelHuTe
CMNHW/CNAby CTpPaHW OT BbHLILUHWTE Bb3MOXHOCTW/
3ansaxu v nogrnomara B3emMaHeTo Ha CTpaTernyeckun
pewenwua [18; 19]. SWOT aHanmn3bT Ha HaLMOHaNHo-
TO 3aKOHOZATEJNICTBO 3a YNpaB/ieHNE N KayecTBO Ha
BOAMTE, MAEHTUOMLMPA KIIOYOBU CUSTHM U cnabu
CTpaHW, Bb3MOXHOCTM 1 3aniaxy 3a npuiaraHeTo
Ha MONMUTUKMTE 3a YCTOMYMBO BOAHO ynpaBneHue
[20; 21].

TasnnuA |
SWOT AHAN3 HA HAUMOHATHOTO 3AKOHOOATENCTBO 3A YIMNPABJIEHNE KAYECTBOTO HA BOOUTE

Bb3morkHOCTU

3annaxu

« MpuBexpaHe B CbOTBETCTBYE C EBPONECKUTE EKONOTUYHY MOAUTUKM U
perynavuym - TpaHCNOHMPaHK U3nckBaHuA Ha EC, craHgapTyh u HopmaTuay
3a KauecTBO Ha BOAUTE, CbBMECTUMY C eBPONENCKUTE N3UCKBAHUS;

« HaumoHanHa nonuTuKa 3a ycToitunBo ynpasneHue Ha BOAUTe;

« (TabunHa 3akoHoaaTenHa pamka (3akoH 3a BOAUTE U MOA3aKOHOBM
aKToBe);

« YCTaHOBEHU MEXaHN3MN 33 HEtHOTO NpuUnaraHe - U3rpajieHa
MHCTUTYLMOHANHA CUCTeMa 3a YNpaBieHue Ha BOJKTE - Hanlnuue Ha
cneumanuanpaqn uHctutyuumn (MOCB, bJ, MAOC) ¢ acHo pasnpegenenu
ByHKuUMM;

+ PamKoBo nnanmpate upe3 nnaHoBe 3a ynpasneHue Ha peyHuTe bacelinm;

« Hanuuue Ha MoHuUTOpUHrOBa Mpexa 1 6a3in JaHHN 3a KauecTBOTO 1
KONNYECTBOTO Ha BOANTE.

« MpodecoHaneH 1 akaemnyeH KanauuteT (yHUBepCUTETH,
N3CNef0BaTeNCKM LLIEHTPOBE, eKCEPTHI 06LYHOCTH).

« OnuT B peanu3upaHe Ha eBPONeiCKN NPOEKTI 1 NPOrPamm B CEKTOP
,Bofa”.

+ JlocTbn Ao eBponeiicko puHaHmpaHe.

« Ocrapana/amoptu3upaHa BuK ndpactpyKTypa - BUCOKM TeXHUYECKN
3arybu, Hucka eheKTUBHOCT;

« OrpaHnyeHo GUHaHCMPaHe - HeACHI HALMOHAHU MPUOPUTET 33
NHBECTULMN;

« HegoctaTbueH MOHUTOPUHT;

« HegocTaTbueH TeXHUUECKM 1 YOBELUKY KanaLuTeT B peruoHanHuTe
baceliHoBM AMpeKLMM N MeCTHUTE BRaCTL;

- (naba KoopavHaLMA Ha MeXAYCeKTOPHUTE NOAUTUKN 1
MEXYMHCTUTYLINOHAITHOTO CBTPYAHUYECTBO;

+ HepocTaTbuHo/HeedeKTUBHO HanaraHe Ha CaHKLMW NPU HapyLUeHNs;

« Jlunca Ha MHTErpUpaHM MKOHOMMYECKI CTUMYII 33 NecTeHe Ha BOAA U
Kpbroga ynotpeba;

« OrpaHuyeHo u3non3BaHe Ha UMQPOBM TEXHOMOTIN U MOAEPHN CUCTEMN
3a ynpasneHue (JMCTaHLMOHEH MOHUTOPHHT, aHaNK3 Ha faHHK);

« HeedekTBHO ynpaBrieHue Ha pucka npy eKCTpemMHU CbouTua (cywm,
HaBOAHEHUA);

« HegocTaTbyHa afantauma KbM KNMMaTUYHUTE NPOMEHN.

« HefocTaTbuHO aHraXmpaHoCT 1 yyacTie Ha MeCTHUTE 06LLHOCTY 1
3aMHTEPeCoBaHM CTPaHI B NPOLLeCATE Ha NNaHMPaHe U B3eMaHe Ha
peLueHus.

« OrpaHuyeH 2ocTbN 10 1 6aBEH NpoLiec 3a yCBOABAHE HA eBPONENickN 1
MeXayHapoaH GoHA0BE NOpaay AAMUHUCTPATUBHY NPEUKN.
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Bb3moxkHoCTU

3annaxu

« 3acunBaHe Ha KOHTPONA NPY pa3peLLmnTenHITe NPoLeaypy;

« No-ctporu ycnosmaA u undpos MoHUTopuHr (SCADA, AMCTaHLMOHHN
CeH3opm);

« [pUopuUTETHI MHBECTULMN B NOAMAHA U pexabunuTaumsa Ha Buk
MpexuTe;

« OuHaHcMpaHe upe3 eBponeiickn CTPYKTYpHI GOHA0BE;

« YKkpenBaHe Ha kanauuTeTa Ha baceitHoBUTe AMpPeKLMM 33 KOHTPO U
AHANUTUYHW U3CNeaBaHNS;

+ BbBexnaaHe Ha no-CTpory MexaHU3mu 3a NpocNeAABaHe 11 HanaraHe Ha
CaHKL K,

« HacbpuaBaHe Ha MHTerpupaHu NOAXoAN B NNIaHOBETe 3 yrpaBleHue Ha
BOAHMA CEKTOP;

+ BbBex/aHe Ha MKOHOMUYECKN UHCTPYMEHTI M CTUMYAN 3a
BOJOCMECTABAHE;

+ [ly6nnyHo-yacTHM NapTHbOPCTBA 3a MHBECTULNM W yTIpaBIeHNe.

- Moakpena 3a u3cnefBaHNA 1 IHOBaLUK;

« [porpamu 3a 06yueH1e 1 NOBULLABAHE HA KaMaLMTeTa Ha MeCTHuTe
BNACTV 1 OMepaTopuTe B CEKTOPA.

+ Cuctemi 3a paHHO NpeynpexzeHine 1 NOBMLIABaHE Ha FOTOBHOCTTA NpH
CyLUW U HABOZHEHNA.

+ HacbpuaBaHe Ha yCToiiunBiI NPaKkTUKKM 1 HaManABaHe Ha Audy3HOTO
3amMbpcABaHe.

« [lurutanHi nnaTGopmm 1 rpakaaHCKI MOHUTOPUHT - NOBULLABAHE Ha
Mpo3payHoCTTa.

+ Knumatiym npomeHu 1 Henpegckasyemi XuaponoruyHi Bapuawnm;

+ 3acuneH BofieH CTpec NopaAn pacTeX Ha HaceNeHNeTo 1 MKOHOMUYecKaTa
JieiiHoCT;

« 3aMbpcABaHe OT UHAYCTPUANHY, CENCKOCTONAHCKN W YpOaHN3aLMOHHN
N3TOYHNLY (TOUKOBY 1 Audy3HN);

« Jlerpanauua Ha ekocucTemuTe 1 3ary6a Ha buonoruuHo pasHoobpasue,
BNMAELLA HA eCTECTBEHUTE MeXaHU3MI 3 NPeYNCTBAHE U 3aAbpKaHe Ha
BOJA;

« ABapuu B amopTi3upaHata UHOpacTpyKTypa;

« HegoctatbuHu $uUHaHCOBYM pecypcin 1 HeCTabUNHOCT Ha GUHAHCMpaHeTo
33 ILATOCPOYHI MHBECTULM U NOAAPBKKA.

« (OUMaNHO-NKOHOMUYECKY HEPaBEHCTBA 1 MEX.YCeKTOPHU KOHONMKTY 33
BOJHMU pecypcy;

+ 3aBUCMOCT OT BHOC Ha TEXHOMOTIAW 11 BbHLUHI YCIyTH;

« [eononutnuecku puck;

« MexayHapoaH NKOHOMUYECKM Kpu3i U KonebaHua B LieHUTe Ha
eHepria/cypoBuHI;

« [lpomeHy B MexayHapoJHaTa 1 eBponelickaTa perynaTopHa pamka u
dMHaHCMpaHe (pUCK OT YCNOXHABaHE);

+ TpaHcrpaHUyHY 3aMbPCABAHMA W INNCA Ha eeKTUBHO MeX AyHApOAHO
CbTPYAHNYECTBO B MOHUTOPUHIA 11 PEBeHLMATA.
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®ue. 3 Konuyecmsa Ha omnads4yHU 800U HA MepuMopus-
ma Ha Penybnuka bsneapus 8 miH. m3/200. [22]

IV. U3BOJIN

3a mocturaHe Ha ObJArOCPOYHA YCTOMNYMBOCT B
ynpaBneHNeTo Ha BOAHUTE pecypcn e Heobxoau-
MO VIHTErpupaHoO U3MbJIHEHNE HA HOPMATUBHU pe-
dopmu, LeneHacoueHN NHBECTULNN 1 OMepaTBHN
MEPKW, HAaCOYEHN KbM MoAepHM3auua Ha mHopa-
CTPYKTypaTa, AUrntanmsauma Ha MOHUTOPWHra u
npunaraHe Ha Kpbrosu MPakTUKKM 3a MOBTOPHO U3-
nosn3BaHe U HamassiBaHe Ha 3arybute. YKpenBaHeTo
Ha VHCTUTYLUUOHANHNA N TEXHUYECKNA KanayuTeT
Ha 6acelHOBWTEe AMPEKUMM W MeCTHUTE BRacTu,
3aefHO C no-epeKTUBEH KOHTPON U MpunaraHe Ha
CaHKUMK, LWe MOBMLIM Cra3BaHEeTO Ha perynaTop-
HUTe M3UCKBaHWA; TOBa CnefBa Aa ce cbyeTae C
Nno-WMpPOKO BHeApABaHe Ha LMbpPOBM CUCTEMU 3a
HabnogeHne N aHanNUTMKa, KOWTO Aa Mmognomarat
paHHOTO npegynpexaeHne 1 onepaTuBHOTO B3e-
MaHe Ha peuweHua. EGekTBHOTO u3non3saHe Ha
€BpOonenckoTo GrMHaHCUMpaHe 1 CTUMYNIMPAHETO Ha
ny6nMYHO-YaCTHN NAPTHLOPCTBA MOTaT Aa YCKOpPAT
pexabunutaumaTta Ha BuK mpexunTe n peanusauums-
Ta Ha MpPUPOAOCHOOPas3HN pelleHnA 3a ynpasne-
HWe Ha HaBOAHEHUA M CyLLKN. YCNeXbT Ha Te3n MepKu
3aBUCU OT 3acusleHa MeXAyCeKTOpHa KOOopAuHa-
umA (BKN. 3emefienve, eHepreTrka 1 rpagcko nna-
HUPaHE), UHTErprpaHe Ha OLEHKN 3a YA3BUMOCT U
ajanTauma KbM KNUMATMYHWTE CUEeHapum B Npo-
LuecuTe Ha niaHupaHe, NOBMLIABAHE HA Y4acTUETO




CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

Ha MeCTHUTe O6LHOCTN 1 NPOAbMKABALLM HAYyYHM
n3cnegBaHMA U MOHUTOPWHL. B pesyntart uenta e
[la Ce YCTAaHOBU NPaKTUYeCcKo U GpUHAHCOBO YCTON-
UMBO BOAHO YyrpaBneHne, OCUrypABaLLo CUFYPHOCT
Ha BOAOCHaOAABAHETO, 3aLlUTa HA eKoCUCTEMUTE U
CbOTBETCTBME C LieNnTe Ha 3efeHusa npexog u es-
ponenckuTe perynaumn. BogHuTte pecypcu ca He-
OTMEHMMA YacT OT 3efieHNUTe MOAUTUKN U Npexoda
KbM yCTOMYMBaA MKOHOMUKA. bbarapma ctomn npeg
Bb3MOXKHOCT [a M3M0JI13Ba EBPOMNENCKNTE PaMKn ”
MeXAyHapogHUTe MpPaKTUKM 3a MOAEepHM3MpaHe
Ha CBOA BOJEH CEKTOp, HO 3a LieTa ca HeobXxoanmm
LeneHacouyeHn NHBECTULNN, UHCTUTYLIMOHAMHKN pe-
bopMU, TEXHONOFMYHU MHOBALMW U aKTUBHO y4ac-
TWE Ha rpakaaHCcKoTo obuiecTBo. CaMo upes uHTe-
rpupaH n ObArocpoyeH Noaxod BoAuTe B CTpaHaTa
morart fia 6baaT epeKTUBHO 3aLlUTEHN N YNPaBnABa-
HW B YCNIOBMATA Ha 3acUNBaLinTe Ce KNMMaTUYHN U
VKOHOMMYECKM Npean3BmnKaTencTsaa.
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T UTAJIHA TPAHCOOPMAILINA HA
OBPA3OBATEJIHMA ITPOLIEC BbB
BUCIIE YUNJINIIE

Jannena Xpucrosa

Pesiome: QurntanHata TpaHcpopmauna BbB BU-
cweto obpasoBaHue npepacTaBnABa cTpaTeru-
Yyecku npouec, KONTo ob6xBalla TEXHONOTNYHM,
neparornyeckn M opraHmMsauMOHHO-ynpaB/ieH-
CcKn npomeHu. HactosAuwara cratna vma 3a uen
Aa aHanMsMpa u cucTemMaTusnpa OCHOBHUTE Ha-
npaBneHNA Ha AurnuTanHata TpaHcpopmauus,
KaTo aKueHTMpa BbpXy Aurutanmsaymara Ha
o6pasoBaTenHoOTO CbAbpPHKaHNE, pa3BUTUETO Ha
€/IeKTPOHHOTO N XU6puaHOTO 06yueHne, nHTe-
rpauunaTa Ha U3SKYCTBEH NHTENEeKT, TpaHcpopma-
LMATa Ha yNpaBNeHCKNTe MoAenu i pasBuTneTo
Ha AUrMTaaHN KoMmneTeHTHocTu. MscnepBaHeTto
ce OCHOBaBa Ha CMCTEMEH W aHanuTU4YeH noj-
X0fi, KONTO NO3BOJIAIBa U3BEXKAAHETO Ha K/I0Yo-
BM TeHAEeHUMN N npeansBuUKaTeNcTBa npepj Cb-
BpeMeHHOTO Buclue o6pasoBaHue.

Kntouosu dymu: gurutanHa tpaHcpopmanus, LMS
cucTemu, AUCTAHLMIOHHO U XMGpuAHO obGyuyeHme,
N3KYCTBEH MHTENEKT, ynpaBieHCKN Moaenu.

I. BBBEJAEHHE

AurvuTtanHaTa TpaHcpopmaumsa Ha 06pasoBaTeNHUSA
npouec BbB BUCLLETO yunnuLle NpeacTaBniaBa eamH
OT Hal-3HAYMMUTE 1 KOMMNEKCHM NPOoLIeCcH B pa3Bu-
TETO Ha CbBPEMEHHOTO BlCLIe 0b6pa3oBaHue. Ta ce
onpegensa KaTo CMCTeMHa NMPOMAHA, KOATO HaaXBbp-
NSt IPOCTOTO BHEAPABAHE Ha MHPOPMALMIOHHN 1 KO-
MYHVKALMWOHHN TEXHONIOTUM W BK/IOYBA LANOCTHO
NPeoCcMNCIAHE Ha NefarornyeckuTe NpPakTUKK, op-
raHV3aUMOHHUTE CTPYKTYPU 1 YNpaBieHCKUTe Mofe-
NN HA aKaZeMUYHWTE NHCTUTYLNN.

B ycnoBuATa Ha ycKopeHa TEXHONOrMYHa eBOsIto-
LMA 1 HaBNM3aHe Ha U3KYCTBEHUSA MHTENEKT B 06pa-
30BaTesiHaTa cdhepa, yHMBEPCUTETUTE Ca N3MNPaBEHM
npen HeobxoAMMOCTTa OT afanTMpaHe KbM HOBa
AUrUTaNIHA peanHocT. Ta3n peanHocT ce XxapakTepu-
3Mpa C HapacTBaLLM M3NCKBAHKA 3a MbBKABOCT, Nep-
COHanNM3auMA Ha OOYYEHMETO, VHTEPAKTUBHOCT U
HenpeKbCHaT JOCTbN A0 06pa30BaTENHN PeCYpPCH.

Daniela Hritova is with the University of Telecommu-
nications and Post, Sofia, 1 Acad. St. Mladenov Str, Sofia
1700, Bulgaria. E-mail: daniela.hristova36@gmail.com

B TO31 KOHTEKCT AUrMTaNHMTE TEXHONIOMNW Ce npe-
BPbLUAT B K/OUYOB PpaKTOp 3a TpaHchopmMauma Ha
obpasoBaTenHna nNpouec, KaTo NPOMEHAT HE CaMo
HauyMHa Ha NpenoAaBaHe N YYeHe, HO U LANoCTHaTa
NOTMKa Ha aKafleMMYHOTO B3aUMOZENCTBIUE.

CbluecTBeH efleMeHT Ha TOo3K NPoLeC e MHTerpa-
uMATa MeXay TEXHOMOrMYHUTE MHOBALUW 1 ynpa-
BIEHCKUTE MOAXOAN BbB BMCWWTE yymnuua. Pas-
NINYHWTE YNPaBNEHCKN MOAENN -LeHTPann3npaHm,
AELEHTPANN3MpaHn U XMOPUAHN - OKa3BaT MpPSAKO
BAVAHME BbPXYy HauMHa, MO KOMTO Ce MiaHupa,
BHeZpsABa U ynpasnsaBa AurutanHata TpaHchopma-
umA. B To3n cMUCHN ynpaBneHcKaTa CTPYKTypa ce
ABABA KJIIOUYOB $aKTOp, KOMTO onpefens CTeneHTa
Ha ePeKTUBHOCT, YCTOMUMBOCT M MHOBATMBHOCT Ha
npouecuTe No AurnuTanmsaums.

Oco6eHo 3HaUeHVe B CbBPeMeHHMUTE YCNTOBMA Npu-
Ao6UBa 1 ponATa Ha U3KYCTBEHMUS UHTENEKT, KOWTO
ce yTBbP)KAaBa KaTo KaTa/M3aTop Ha NpoMmsiHaTa B
obpasoBaTenHata cpepa. Ypes Bb3MOXKHOCTMTE 3a
aHanM3 Ha AaHHM, NepPCOHaNM3NpPaHo obyyeHue 1
aBTOMaTM3auua Ha 06pa3oBaTENHN Y AAMUHNCTPA-
TUBHW NPOLECH, N3KYCTBEHUAT UHTENEKT AOMpPYHa-
Cs1 3a NOBMLUABaHe Ha KaYecTBOTO 1 ePpeKTUBHOCTTA
Ha BUCLEeTO obpa3oBaHme.

HacToswaTa pa3paboTka uma 3a Lien Aa aHanmsmpa
CbLYHOCTTA U OCHOBHUTE XapaKTEPUCTVKM Ha AUrn-
TanHaTa TpaHcpopMaLums Ha obpasoBaTenHKA NpPo-
Lec BbB BUCLLETO YUWNLLE, KaTO NMOCTaBA aKLUEHT
BbPXY B3aMMOBPb3KaTa MeXAy TEXHONOrMYHOTO
pa3BuTME, NefarornyeckrTe NPOMEHN 1 yrpaBeH-
cKnTe mofenw. M3cneaBaHeTo ce OCHOBaBa Ha CUC-
TeMEeH U aHaNUTYeH NOoAXog, BKIoUBaLY npernes v
CUHTE3 Ha CbBPEMEHHMN HAayUYHU M3TOUYHWLM, C Lien
n3rpakaaHe Ha UAIOCTHA KOHLENTYyasHa pamKa Ha
pa3srnexgaHus npobnem.

II. OCHOBHUM HAIIPABJIEHUA HA
JUI'MTAJTHATA TPAHCO®OPMAILINA
HA OBPA3OBATEJIHUA ITPOLEC

A. Jueumanu3zayus Ha 06pazoeamesiHo Co0vbpPXKaHUE

AdvrntanHata TpaHchopmMauns Ha o6pa3oBaHUETO
ce yTBbpXKAaBa KaTo KOYOB MpoLec, KOMTo npe-
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ponpenens pa3BUTUETO Ha CbBpPeMeHHNTe obpaso-
BaTesIHM cuctemun. Ta He ce M3yepnsa eVHCTBEHO
C BHepABaHE Ha TEXHOJIOMMYHU peLLeHns, a npes-
CTaB/IsAIBA KOMIMJIEKCHa NpoMsHa, obxBallalla nega-
rormyecknTe Nopaxoau, OpPraHuU3aLMOHHUTE CTPYK-
TYpV 1 YNpaBieHCKUTE NPaKTUKN. B TO31 KOHTEKCT
MMa aBTOPOBO TBbpAEHNE, KOETO pa3rnexaa auru-
Tanu3aumATa Kato COLMAnHO-TEXHOMOMMYEH Mpo-
Lec, KOMTo TpaHcpopmMMpa HauvHa Ha Cb3gaBaHe,
pa3npocTpaHeHNe 1 yCBOsIBAHE Ha 3HaHWeTo [12].

OcobeHo 3HaueHne LMS cuctemunte npugobureat B
nepuoga cneg naHgemmaTta ot COVID-19, koraTto Bu-
clwmnTe yuymnuiwa 6saxa NpyHyAeHW Aa NpeMmnHaT KbM
AMCTaHUMOHHaA $dopmMa Ha obyyeHue. ToBa gosene
[0 YCKOPEHO BHefapsiBaHe Ha eNIeKTPOHHM nnaT-
bopMM 1 O NPEOCMUCIISHE HA PONATA Ha guruTasn-
HUTe TexHonorny B 06pasoBaHMETO.

EQHO OT OCHOBHMTE HanpaBfieHUA Ha guruTanHa-
Ta TpaHchopMaums e aurntanmsaumaTa Ha obpa-
30BaTeNIHOTO CbAbpXKaHue. To3n npouec BKIOYBA
npeobpa3yBaHETO Ha TPALMLMOHHUTE YyYeOHU Ma-
Tepuanu B eNeKTPOHHU, UHTEPAKTMBHU WU MYNTU-
MeLMIAHN pecypcu, KOUTO NO3BONABaT MO-ronasamMa
aHraXkMpaHocCT 1 NepcoHannsauuna Ha obyyeHueTo.
Cnopesi CbBpeMeHHUTE Mefarornyecky Mnoaxonu
AVTMTaNM3aumnsaTa Ha CbAbPXKAHNETO e TACHO CBbP-
3aHa C KOHUenuuATa 3a OTBOPEHU 06pa3oBaTesHU
pecypcn (Open Educational Resources - OER), kou-
TO no3BonABaT cBobodeH AOCTbM, CrogensHe U
apjanTupaHe Ha yuyebHuM matepuanu. ToBa cb3gasa
npeanocTaBKM 3a AEMOKPATU3ALMA HA 3HAHNETO U
pa3wunpsiBaHe Ha OOpa3oBaTeNIHATE Bb3MOXKHOCTM
W3BbH TPAANLMNOHHUTE MHCTUTYLUOHANTHM TPaHNLN.
Mma npoyuBaHe KOeTO NnogyepTaBa, Ye AUTUTANHO-
TO CbAbprKaHMe TpA6Ba fa 6bhe cb3gaBaHO He KaTo
NPAKO KOMue Ha TPaauLMOHHWTE MaTepuany, a Kato
HOB MefarorMyecky NHCTPYMEHT, KOWTO CTUMYnunpa
aKTMBHOTO yyacTue Ha obyvaemute [1]. B Tasu Ha-
COKa 0COBGEHO 3HAYEHME UMaT OTBOPEHUTE 0bpaso-
BaTeSIHM pecypcu, KOUTO paswwmpaABaT 4oCTbMna A0
ob6pa3oBaHMe 1 Cb3faBaT yC10BUA 3a rnobanHo cro-
[ensHe Ha 3HaHuA. XapaKTepeH nprumMep B TOBa OT-
HoweHue e Massachusetts Institute of Technology,
KonTO upe3 mHuuymatmeata OpenCourseWare npe-
[0CTaBA cBOOOAEH JOCTBHM A0 BUCOKOKAYeCTBEHU
yuebHM MaTepuanu, U3non3BaHu oT obyyaemu no
Lenuna ceAr.

OurntanHoTo 06pa3oBaTesiHO CbAbp)KaHME Cb3-
[laBa M YCNIOBMA 3a NepCcoHanu3upaHo obyveHue.
Ypes n3nonsBaHe Ha nnathopmu 3a eNIeKTPOHHO
00yuYeHMe N CUCTEMW 3a aHaNM3 Ha JaHHW Ce oCu-
rypsaBa Bb3MOXKHOCT 3a ajantuMpaHe Ha yuyebHuTe
mMaTepuanu CnpamMo uHAUBMAYanHWTe notpebHo-
CTW, TEMMO 1 CTUJ Ha Y4yeHe Ha cTyaeHTuTe. ToBa

noctaBa obyyaemua B LLeHTbPa Ha 0bpa3oBaTenHUs
npouec 1 TpaHCchopMUpPa TPAZULNOHHNA MOAEN Ha
npenoaasaHe.

B ponbnHeHue, auvrMtanusauyMaTa Ha CbabpiKa-
HMEeTO e TACHO CBbpP3aHa C Pa3BUTMETO HA N3KYCTBE-
HUA MHTeNekT B 0bpa3oBaHueTo. MHTennreHTHUTE
CUCTEMW MOTAT @ aHANN3MPAT NOBEAEHNETO Ha CTY-
AEHTUTE, Aa MPENopbYBAT Pecypcy 1 aa agantupat
TPYAHOCTTa Ha Y4ebHMA MaTepua, KOeTo JOMbJIHU-
TeNIHO NoBuLWaBa eGeKTUBHOCTTA Ha 0OyyeHneTo.

OTrope HanMcaHOTO MOXe Aia ce oTbenexu, ye an-
rmTanusaumaTa Ha o6pa3oBaTesIHOTO CbAbpPXKaHue
npeacTaBnABa K/OYOB KOMMOHEHT Ha CbBpPEMEeH-
HaTa obpa3oBaTtesnHa TpaHchopmauma. Ta He camo
MoZepHM3Npa yyebHUTe pecypcu, HO U MPOMEHSs
HauMHa, MO KOWTO ce Cb3faBa, Pa3npoCTpaHsBa
N yCBOSIBa 3HaHWETO BbB BUCLIETO OOpa3oBaHue,
KaTo Cb3flaBa OCHOBA 3a MO-FbBKaBa, afanTVBHA 1
OopueHTMpaHa KbM CcTyfleHTa obpa3oBaTenHa cpeaa.
CbLo Taka e BaXKHO Aa ce oTbenexu, Yye gurutan-
HaTa TpaHcopMauua He cnefBa da 6bhe pasrnex-
[laHa KaTo efHOKpAaTeH TeXHONOrn4yeH npouec, a
KaTo AbArocpoyHa cTpaTernyecka npomsHa, KoaTo
W3NCKBa WHTErpvpaH MOAXOA, WHCTUTYLUMOHAsHA
FOTOBHOCT U YCTOMUYMBO PA3BUTUE Ha AUTUTANHUTE
KOMMETEHTHOCTN BbB BUCLLIETO O6pa3oBaHue.

B. Cucmemu 3a ynpasneHue Ha oby4eHuemo (LMS)
88 8UCWIEMO 06paA308aHue

CbBpemMeHHOTO Bucle obpa3oBaHMe e B npoLec
Ha AbiboKa guriTanHa TpaHcpopmaums, obycroBe-
Ha OT Pa3BUTMETO Ha UHPOPMALMOHHNTE N KOMYHU-
KaLMOHHUTe TexHonoruu, rnobanusaumata Ha obpa-
30BaHMETO 1M HEOOXOAUMOCTTa OT OCUrypABaHe Ha
rbBKaBa U JOCTbMNHa yyebHa cpefa. B To3m KoHTeKCT
cucTemuTe 3a ynpasnieHre Ha obyyeHuneTo (Learning
Management Systems - LMS) ce yTBbp»AaBaT KaTo
OCHOBEH WHCTPYMEHT 3a OpraHusauuvsa, agMuHU-
CTpypaHe K peanu3upaHe Ha ydyebHMA npouec
BbB BUCWKTe yymnuwa. LMS nnatdopmute npeg-
CTaBnABaT MHTErprvpaHa AWrutanHa cpefa, KoAato
no3BonABa ynpasfieHVe Ha y4ebHO CbAbpKaHue,
KOMyHMKaLMA Mexgy npenogaBaTtenv U CTyaeHTH,
npocneaasaHe Ha yuebHMA Hanpeabk, oLeHABaHe 1
opraHv3upaHe Ha pa3nuyHm Gopmu Ha efleKTPOHHO
N CMeceHO obyueHue.

B HayuHaTa nuTepaTtypa ce cpelya TBbpAeHue, ye
LMS cnctemnTe ca cb3gageHu C uen ga nogkpenar
COLMANHO-KOHCTPYKTUBUCTKNA Mogen Ha obyue-
HWe, NPU KOMNTO CTYAEHTbT Ma akTUBHA PONA B NPOo-
ueca Ha m3rpaxgaHe Ha 3HaHusA [3]. MNnatpopmara
Moodle, paspaboTeHa npe3 2002 r., e cpeq NbpBU-
Te CUCTEMU, N3FPafEHN BbPXY NPUHLUMUTE Ha KO-
nabopaTMBHOTO N MHTEPaKTMBHO obyueHwue. Tosu
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noaxof NpoMeHs TpaguUMOHHNA Mofden Ha npeno-
[aBaHe, KaTo u3mecTBa $oKyca oT npenojasaTens
KbM aKTMBHOTO yyacTie Ha 00yyaemus.

PasButneto Ha LMS cnctemnte e npAKo CBbp3a-
HO C KOHUeNnuuATa 3a AWrMTanu3auma Ha BUCLLETO
obpaszoBaHMe M HeobxoAMMOCTTa OT Mpexod KbM
CTYOEHT-OpreHTpaH Mofen Ha obyuyeHue. B Tpagwn-
LUMOHHNA obpa3oBaTeneH mopen rnpernogasatenaTt e
OCHOBHUAT M3TOYHUK Ha 3HaHWA, JOKATO MPU eneKk-
TPOHHOTO ObOyyeHVe CTyAeHTBbT npuaobusa Mno-ak-
TUBHa pPoniA B NpoLieca Ha yyeHe. LMS nnatdopmute
noarnomaraT UMeHHO Ta3u TpaHcdopmauma Ypes npe-
[OCTaBsAHe Ha Bb3MOXHOCTM 32 CaMOCTOATENHO 06y-
yeHue, 4OCTbN A0 MYNTUMEAUNHN PEeCypCu, OHNanH
OVCKYCUU, TECTOBE 1 KONAabopaTUBHU JEHOCTH.

OT gpyra cTpaHa rpyna astopu pasrnexkgat LMS
CNC- TeMUTE KaTo BUPTYanHU obpa3oBaTenHum cpe-
AW, OCHOBaHW Ha KOHCTPYKTMBUCTKMA noaxon B
ob6yueHneto [2]. Cnopep TAx nnathopmuTe KaTto
Moodle nognomarat akTMBHOTO YueHe, UHTepaK-
TUBHOCTTA N CbTPYAHNYECTBOTO MEXIY YYaCTHULU-
Te B oOpaszoBaTesiHnA npouec. ABTOpUTE aKLEHTU-
pat Bbpxy ¢akTa, ye LMS cuctemnte He cnepsa fa
6baaT M3Mnon3BaHM efMHCTBEHO KaTo TeXHWYeCcKn
CpefcTBa 3a pa3npocTpaHeHne Ha y4ebHU maTepu-
anu, a KaTo UANOCTHa nefjarornyecka cpefa, KoAato
TpaHchOpMMpa HauMHA Ha MpenogaBaHe U YUyeHe.
Cobulo Taka Agpyra rpyna aBTopu B CBOETO NMpPOoyyBa-
He noguepTasart, ye LMS nnatpopmunte nognomarat
n3rpakgaHeTo Ha ,community of inquiry”, npu Kos-
TO KOFTHUTUBHOTO, COLMANIHOTO U NpenofaBaTesiCKo-
TO NPUCHCTBUE CE MHTErpUpaT B efAnHEH 06pa3oBa-
TeneH npouec [7]. Cnopeg Tax LMS nnatdpopmute
Cb3haBaT YC/IOBUA 3a M3rpaxdaHe Ha akagemuu-
HU OOLWHOCTW, KOWUTO MoAarnomarat KpUTUYECKOTO
MUCNEHE M aKTMBHOTO Yy4yacTMe Ha CTyAeHTuTe B
yuebHus npouec. Distance Education e onpepene-
HO KaTo cpefa, B KOATO AWIUTaNIHUTE TEXHONOrMn
TpaHchoOpMUpPaAT KOMYHMKALMATA N METOAMTE Ha
npenopgasaHe.

Ot gpyra cTpaHa rpyna aBTopy B CBOETO Mpoyu-
BaHe nopguyepTasart, ye LMS cuctemute Beue He ca
LOOMbJIHATENIEH €EMEHT KbM TPaaMLMOHHOTO 0by-
YeHue, a OCHOBHA YacT OT 0bpa3oBaTesiHaTa UHPpa-
CTPYKTYpa Ha CbBpemeHHUA yHuBepcuteT. Cnopeq
TAX TE3U CUCTEMU MPEefOCTaBAT YHMBEPCANHA Cpe-
[a 3a ynpasneHune Ha y4ebHN pecypcn, KOMyHUKa-
LMA 1 KOHTpON Bbpxy obpasosatenHua npouec [9].
Chuwo Taka cnopep Apyro aBTOPOBO MHeHue LMS
nnatbopmunTe CnefBa Aa ce pasrneKaaT He NpocTo
KaTo TexHU4Yecka MHPPaCTPYKTypa, a KaTto couman-
HO-TEXHO- NNOTMYHU CUCTEMU, KOUTO MPOMEHAT Ha-
UMHa Ha B3aMMOZENCTBME MeXAy npenogasaTen
W CTygeHT n TpaHchopmmpaT neparornyeckute

NpaKkTUKN BbB BUCLIETO obpa3osaHue [13]. B To3m
KOHTeKCT LMS ce npeBpbLaT B A4P0 Ha UrnuTasnHa-
Ta o6pa3oBaTesiHa ekoCcMcTeMa.

Cpen Ham-pasnpoctpaHeHute LMS cuctemn BbB
BuCWeTO obpas3oBaHue ca Moodle, Blackboard,
Canvas u Brightspace. B HayuyHaTa nutepatypa
Moodle uecTto ce onpeaena Kato egHa OT Hal-Npea-
noynTaHmTe Nnatopmm Nopagn CBOATa OTBOPEHA
APXUTEKTYPA, Bb3MOXHOCTUTE 3a NepcoHanm3auma
W InncaTta Ha NMUEeH3NOoHHK orpaHuyenma. OT ceos
cTpaHa Blackboard n Canvas ce pasrnexxgaTt Kato
KOMepCManHN peLleHnsa C NO-BUCOKO HMBO Ha Tex-
HUYecKa MOAAPBKKA M MHTErpauua Ha pasnuvuyHu
bYHKUMOHaNHOCTW.

OcHOBHUTe PYHKLMNOHANHOCTU Ha LMS cucre-
mMuTe BKAlouBar:

 ynpasfieHVe Ha yuebHO CbbpKaHue;

e OpraHu3upaHe Ha OHMANH KypCOBE;

e MpPOBEXAaHEe Ha TeCTOBE U U3NUTK;

e ABTOMATM3MPAHO OLEHABAHE;

« npocsiegsaBaHe Ha yuebHMA HanpeabkK;

e KOMYyHUKauua upe3s dbopymu, yatoBe

OKoHdepeHUuny;

e aHANU3 Ha YYeOHU OaHHW U reHepupaHe Ha oT-

yetu.

Ypes Te31 GyHKLMNOHANHOCTM Ce OCUTYpPABa NO-BU-
COoKa cTeneH Ha epeKTUBHOCT M MPO3PaAYHOCT B
ynpaBfieHneTo Ha obpa3soBaTtenHua npouec. OcBeH
ToBa LMS nnatdopmunte nognomaraTt nHamBmaya-
NM3NPAHETO Ha OOyYeHMeTO upe3 aganTupaHe Ha
y4eBOHOTO CbAbp)KaHME KbM MOTPEOHOCTUTE 1 TEM-
NOTO Ha BCEKN CTYLEHT.

HayuHwnTe nscnepBaHmna nokaseaT CbLUo, Ye edek-
TMBHOCTTa Ha LMS cnctemuTe 3aBMCKU He camo OT
TEXHOJIOTMYHUTE XapaKTepPUCTMKK Ha nnatdopmarTa,
HO 1 OT Nefjarornyeckma Mogesn, KOMTo CTOM B OCHO-
BaTa Ha HelMHOTO n3nonssaHe. Ako LMS ce nsnonsea
e[IHCTBEHO KaTo CPefCTBO 3a KauBaHe Ha dalinose
1 adMWHNCTPATMBHA OpraHM3auma, NoTeHUMansT n
OCTaBa OorpaHuyeH. B cnyyauTte, Korato nnatpopma-
Ta Ce UHTErpmpa C MHTEPAKTUBHU MeToAM Ha npe-
nofasaHe, afanTnBHO obyyeHue 1 konabopaTuBHM
OeNHOCTN, TA MOXe 3HaUYUTENHO Aa MOBULLM MOTK-
BaLMATA M aHraXkMpaHoOCTTa Ha CTyaeHTuTe.

CbuecTBeHa TeHAEHUMA B pa3BuTtneto Ha LMS cnc-
TEMUTE € UHTErpaunATa Ha TeXHoNOrMK, 6asnpaHu
Ha U3KYCTBeH MHTenekT, learning analytics n agan-
TMBHU anroputMn. CbBpemeHHnTe LMS nnatdopmu
BCE NMO-4eCTo M3Mon3BaT aBToMaTM3npaH aHanms Ha
yuebHOTO NoBefeHNe, UHTENIUFEHTHM NPENopPbYBa-
WKW CUCTEMM U NEPCOHANN3MPAHN YYEOHU MBTEKMU.
ToBa no3BonABa NO-NMPeLM3HO MpocsiefsaBaHe Ha
yuyebHMA nporpec U paHHO naeHTUdMUMPaHe Ha
CTYOEHTN C PUCK OT akaeMUUYHO U30CTaBaHe.

n BUge-
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B 3aknioueHne moxe fa ce oTbenexu, ye cucte-
MUTe 3a ynpasrieHne Ha obyyeHneTo ca cTpaTteru-
Yyecku enemMeHT OT MOAEepHU3auMATa Ha BUCLIETO
obpaszoBaHune. Te He camo mognomaraT AuruTanu-
3aumATa Ha yuyebHUA npouec, HO 1 Cb3faBaT npea-
MOCTaBKW 3a M3rpa)<aaHe Ha rbBKaBa, UHTEPaKTUB-
Ha 1 CTyAeHT-opuveHTUpaHa obpa3oBaTenHa cpeaa.
EbekTBHOTO M3nonseaHe Ha LMS nnatdopmute
M3MCKBa CbyeTaBaHe Ha TEXHOMOMMYHU PELLIEHUS,
negarorMyeckn WMHOBaLUM U UHCTUTYUMOHANHA
noakpena. B ycnosuaTa Ha AMHaMUYHO pPa3BUTUE Ha
AUruTanHuTe TexHonorun LMS cuctemunte we npo-
AbJIKAT Aa UrPanT KNoYoBa pona B TpaHCPopmaLm-
ATa Ha BMCLIETO 06pa30oBaHMeE 1 B U3rpaxkJaHETo Ha
CbBPEMEHHW MOAENN 3a eNEKTPOHHO U XMOPUAHO
obyueHue.

C. LMS uHmezpayus ¢ uskycmeeH uHmesiekm u aHa-
/1u3 Ha obyyeHuemo (learning analytics)

CbBpemMeHHOTO pa3BuThe Ha LMS cuctemnte e TAC-
HO CBbP3aHO C UHTErpaLmATa Ha U3KYCTBEH NHTENEKT
n learning analytics. Cnopepn HAKON uscnegosateny,
aHanM3bT Ha AaHHM oT LMS no3BonsaBa naeHTndu-
LUMpaHe Ha Mofenu Ha nosefeHue, NPorHo3vpaHe
Ha akageMW4yHW pe3ynTaTu U NepcoHanmsmpaHe Ha
obyueHueTo [8]. OT gpyra cTpaHa MMa aBTopw, KOW-
TO nocourar, ye Al-6asnpanHute LMS cuctemn Beve
BKJIIOUBAT: MHTEINFEHTHU NPENOPBbYBALLM CUCTEMU;
aBTOMATM3UPaAHO OLEeHABaHe; 4aTbOTW 3a CTyAEHT-
CKa nopKkpena; aganTuBHU yuyebHu MaplpyTn [14].
CnepfBa fa ce Kaxe, Ye BHepABaHETO Ha CUCTEMMU 33
ynpaeneHue Ha obyyeHuneTo (Learning Management
Systems - LMS) npeactaBnsABa CbLeCTBEH €EMEHT
OT AurnTanHaTta TpaHcpopmaumsa Ha obpasoBaTen-
HWUTe npouecn BbB BucleTO obpa3oBaHue. Cnopes
MeH MHTerpaumaTta Ha LMS cnctemute C M3KyCTBeH
WHTENEKT Cb3[jaBa HOBY Bb3MOXHOCTU 3a MEepPCOHa-
nusnpaHe N aHanu3 Ha obyyeHMeTo, HO MOCTaBs U
peavua BbNpocCK, CBbpP3aHn C KayecTBOTO U edek-
TUBHOCTTa Ha obpa3oBaTteniHuA npouec. CMmATam, ye
M3MosN3BaHEeTO Ha anropuTMK 3a aHanu3 Ha yyebHaTa
aKTUBHOCT MOXe Aia NoAMNoMOrHe npenogasaTenvre
npy npocseanaBaHe Ha Hanpeabka WU uaeHTUPULM-
paHe Ha 3aTpyfHeHuATa Npu cTygeHTuTe. B cbuoto
BpeMe CUMTaM, Ye NPEKOMEPHOTO pa3ymMTaHe Ha aB-
TOMATU3NPAHN CUCTEMUN KPUE PUCK OT OrpaHnYaBaHe
Ha NUYHWA KOHTaKT U NHAMBUAYaNHNA negarornye-
CKM noaxog. 1o moe MHeHue N3KYCTBEHUAT UHTENEeKT
TpAbBa fa ce pa3rnexaa Kato UHCTPYMEHT B NoaKpe-
na Ha npernoaasaress, a He KaTo 3aMeCcTUTEN Ha aKa-
LEMYHOTO B3aMMOAENCTBUE N KPUTUYHOTO MUCTIe-
He B obpa3oBaTesiHaTa cpefa.

OT HanpaBeHWA aHanu3 Mo TeMaTa UMa aBTOPOBO
MHeHue cnopes koeto LMS nnatpopmute urpasar

K/loUOBa ponA 3a CTPYKTypupaHe Ha AWUrUTasHOTO
obyueHue, HO TAXHaTa edeKTMBHOCT 3aBUCK OT Hauw-
Ha, MO KONTO Ce UHTerpmpart B yuyebHua npouec [1]. B
TO3U KOHTEKCT aHa/IM3bT Ha NPaKTUYECKUTE NPUIOXKe-
HWS NO3BOJIABA Aa ce uaeHTudMUMpaT obpu NpakTK-
K1 1 MOAenM 3a ycnelwHo BHegpaABaHe. MNpakTnyecku-
Te NpYMepU OT BOZELUM YHUBEPCUTETU NOKa3BaT, ye
edeKTMBHOTO M3nosn3BaHe Ha LMS He ce n3uepnsa ¢
TEXHONOMMYHA MMMJIEMEHTaLNA, @ U3NCKBa CTpaTeru-
Yecko ynpaBneHune, nejarormyecka agantaumsa u UH-
Terpauma ¢ 06pa3oBaTeNIHOTO CbabpKaHue. EguH ot
Hali-pa3npocTpaHeHnTe NPUMEPK e N3MOJ3BaHETO Ha
nnatpopmarta Moodle B Open University, konTo e nu-
OHep B AWNCTaHUMOHHOTO ObyueHue. YHNBepCcMTeTbT
m3nonsea LMS KaTo 0CHOBHa cpefia 3a NpefoCcTaBaAHe
Ha yuyebHO CbabpKaHVe, KOMYHWUKALMS 1 OLEHSIBAHE.,
KypcoBeTe ce pa3paboTBaT OT MynTUANCLMIIVIHAPHN
€K1Nu, KOeTo rapaHTpa BMCOKO KauecTBO U neaaro-
rmyecka nocnefoBaTeNniHoCT. B nogkpena Ha KazaHOTO
MMa aBTOPOBO MHeHMe cropefi, KOeTO UMEHHO MHTe-
rpaumsaTa Mexgy CbAbpKaHue, TEXHOMOrMsA 1 negaro-
rMKa e KNnybT KbM e(peKTUBHOTO 13Mon3BaHe Ha LMS
B Ta3u UHCTUTYLUmA [13].

Opyr 3Haunm npumep e Arizona State University,
kbaeto LMS nnatpopmarta e uHterprpaHa c agan-
TUBHU cucTemn 3a obyyeHme u learning analytics.
YHnBepcuTeTbT n3non3sea gaHHum ot LMS 3a npocne-
OABaHe Ha HanpedbKa Ha CTYAEHTUTe U 3a Nnepco-
Hanm3npaHe Ha yyebHOTO cbabpkaHue. University
of Edinburgh n3non3ea nnatpopmarta Blackboard
Learn KaTo uacT OT CBOATa AuruMTanHa crpaTteruvs.
LMS cuctemata ce mHTerpmpa C Apyru QUrutanHm
WHCTPYMEHTU 1 OCUTYpPsiBa Bb3MOXKHOCTM 3a XMOpU-
LHO 00yyYeHue, KaTo KOMOVHMPA OHTANH Pecypcu C
NPUCHCTBEHN 3aHATUA. CbLUeCTBEH NPMHOC MMa U
Stanford University, kbgeto LMS nnatdopmute ce
n3non3eaT B KOMOMHALMA C MacOB/ OTBOPEHU OH-
navH kypcose (MOOC). Toa no3BonABa pa3swunps-
BaHe Ha JoCTbna Ao o6pa3oBaHMe N Cb3faBaHe Ha
rno6anHy obyumTenHn ooLWHOCTH.

B 6bnrapckma KOHTEeKCT um3non3BaHeTto Ha LMS
CcUCTEMU Ce pasWumpaABa 3HaYMTENHO npe3 nocnes-
HOTO JeceTuneTne, 0CO6eHO B YyCNOBMATa Ha JM1C-
TaHUMOHHO 06yuyeHune. CodUIACKM YyHUBEpPCUTET
»CB. KnumeHT Oxpupackun” BHegpaABa nnatdopmarta
Moodle KaTo OCHOBHa cpefla 3a eNeKTPOHHO 06y-
yeHne. CucTemaTta ce M3non3Ba 3a NpepocTaBAHe
Ha yuyebHV MaTepuanu, NpoBeXaHe Ha OHNaWH 3a-
HATMA N oueHaBaHe. MpaKTMKaTa Nokasea, ye LMS
nognomara KakTo AMCTaHUMOHHOTO, Taka 1 Xnbpua-
HOTO 06yueHue, KaTo Cb3faBa yCoBMA 3a No-gobpa
OopraHu3auua Ha yuebHuA npouec.

YHUBepCUTET 3a HaLMOHAIHO 1 CBETOBHO CTOMaH-
CTBO M3non3ea UeHTpanuaupaHa LMS nnatdopma,
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KOATO MHTerpupa yuyebHOTO CbabprkaHne, KOMYHU-
KaumsATa 1 oueHsaBaHeTo. ToBa no3BonABa edpeKTnB-
HO yrnpaBfieHVe Ha 06pa3oBaTeNiHMA NPOLEC N KOH-
TPON BbPXY KauecTBOTO Ha 0byyeHuneTo.
TexHunuyeckn yHuepcuteT - Codua npunara LMS
CUCTEMU KaTo YacT oT xubpugHma mogen Ha obyue-
HUWe, KaTo KOMOMHMPA OHMaMH Nekunun ¢ NPUCHCT-
BEHW NPAKTUYECKN 3aHATUS. ToBa e 0cobeHOo edek-
TUBHO MPU UHXEHEPHW CMEUManHOCTU, KbAEeTO €
HeobxoaMm BGanaHc Mexxgy Teopus U NPaKTUKa.

D. XubpudHomo u ducmaHyuoHHomo oby4yeHue 8
KOHmMeKcma Ha passumuemo Ha LMS cucmemume

PazButneTo Ha MHPOPMALMOHHNTE N KOMYHUKA-
LMOHHMTE TEXHONOMMM Npe3 NocnefH1UTe feceTune-
TUA JoBefe A0 CbleCTBEHN NPOMEHN BbB BUCLLIETO
obpa3oBaHue 1 oo TpaHchopmaLma Ha TPAAULNOH-
HUTE MOJenu Ha npenogaBaHe W yuyeHe. B To3m
npouec ocobeHo 3HauyeHwe npupgobmeaT AMCTaH-
LUMOHHOTO 1 XMH6PUAHOTO 0ByyeHue, KOUTo ce yT-
BbpXKAaBaT KaTo BakHU Gpopmy 3a opraHusmMpaHe
Ha cbBpeMeHHUA obpa3oBaTeneH npouec. TAXHOTO
pa3BuTMe e TACHO CBbP3aHO C BHeApPsABaHETO Ha
cucTemu 3a ynpasrieHne Ha obyuyeHueTo (Learning
Management Systems - LMS), Kouto ocurypsasaT
TEXHONOrMYHa Cpefa 3a Cb3gaBaHe, YrpaBneHne 1
peanu3mpaHe Ha eNleKTPOHHO 0byueHMe.

B KOHTeKCTa Ha gurutanHaTa TpaHcpopmaumsa LMS
cucTemMuTe UrpaAaT KIlUYoBa ponsa 3a NMpemMuHaBa-
HeTO OT TPaAULMOHHO KbM AUTUTaNHO U XMOpMAHO
obyueHue. Bates (2019) otbennAssa, Ye eheKTUBHOTO
n3nonseaHe Ha LMS He ce u3uyepnBa C KayBaHe Ha
y4ebHM MaTepuanu, a U3NCKBa Neparornyeckn au-
3aliH, OpMEHTMPaH KbM aKTUBHO 1 aHraxmpaLLo oby-
yeHue [1]. OT gpyra cTpaHa Ma aBTOPOBO MHEHWeE,
KOeTO nofyepTaBa, Ye B TeOpUATa 32 KOHEKTMBU3MA,
AnrnTtanHute nnatdopmm kato LMS nognomarat cb3-
[laBaHeTO Ha MPEXM OT 3HaHWA, KbJIETO YUYEHETO Ce
OCbLLEeCTBABA Upe3 B3anMOAeNCTBMEe Mexdy ydyac-
THULW, pecypcn 1 gurutanHyn cuctemm [11].

OwncTtaHynoHHoTO ObyueHve ce peduHMpa KaTo
dopma Ha obyueHne, Npy KoOATO MpenogaBaTenat
N CTYOEeHTHT ca dM3nYeckn pasgeneHu, a B3auMo-
[EeNCTBNETO Ce OCbLUecTBABA 4Ype3 TeXHONOTMMYHU
cpeactBa. B npoyuyBaHMA Mo TemaTa HAKOW aBTOpwU
nogyepTaBart, Ye K/IoYOB efleMeHT Ha AUCTaHLMOH-
HOTO OfyyeHMe e [ManorsT, KOWTO KOMMeHcupa
dusnyeckata guctaHuma [10]. Mo moe MHeHne auc-
TaHUMOHHOTO ObyuyeHWe ce pasBuMBa AVHAMUYHO
MUMeHHO 6narofapeHne Ha YCbBbPLUEHCTBAHETO Ha
LMS cncremnte, KOUTO OCMrypsBaT AOCTbIHA U Op-
raHmsmpaHa yyebHa cpepa. Teau nnatdopmm gasat
Bb3MOXHOCT 33 00yyeHne He3aBUCMMO OT MACTOTO 1
BPEMETO, KOeTO e 0COBEHO BaXXHO B CbBPEMEHHUTE

ycnoBus. Bbnpekn MHOroTo MpefvMmcTBa, CMATaM,
ye AUCTaHUMOHHOTO Oby4yeHMe MoCTaBs U pefuvua
Npean3BrKaTENCTBA, CBbP3aHM C NOAAbPMKAHETO Ha
MOTUBALMATA, CaMOANCLUMNNHATA U aKTMBHaTa Ko-
MyHVKaLMA MeXXay npenogasatenu u CTyaeHTN.
XnbpupaHoTto obyyeHue (blended learning) npega-
CTaB/ABa WHTErpaLUs Mexgy NPUCbCTBEHO M OH-
naH obyyeHune. B nogkpena Ha ToBa TBbpAeHME
HAKOWM n3cnepgosaTenn ro onpeaenart KaTo ,LiefneHa-
COYEHO CbyeTaHMe Ha TPAZULMOHHU U AUFUTaNHN
obpasoBaTeNiHM NPaKTUKKU, KOETO BoAW [O MO-BU-
coka edeKTMBHOCT Ha 0byuyeHneto” [5]. OT gpyra
CTpaHa MIMa aBTOPOBO MHEHUE KOEeTO AOMbIIBa, Ye
XMO6PMAHOTO 0b6yuyeHKe MOo3BOJIABA KOMOMHMpaHe
Ha CMHXPOHHU N aCUHXPOHHN GopMM Ha 0byUeHwe,
KaTo Ccb3daBa No-rbBKaBa W ajanTuBHa obpa3oBa-
TenHa cpega [6]. CbrnacHa CbM C TOBa TBbPAEHME,
ye xmMbpuaHoTo obyyeHMe cbyeTaBa NPeMMCTBa-
Ta Ha TPAANLUMOHHOTO U €NIEKTPOHHOTO 0byveHMe,
KaTo NpefocTaBA No-rofisgma rbBKaBOCT U Bb3MOX-
HOCTU 3a aKTVMBHO yyacTue Ha cTyaeHTuTe. CMATam,
ye pa3suTMeTo Ha LMS cuctemnte 3HaumnTenHo yne-
CHAIBa TO3M NMpOLEeC Ype3 NpefocTaBAHe Ha AOCTbM
0O yyebHM MaTepuranu, OHMAMH KOMYHMKauua u
npocnieasaBaHe Ha yuyebHaTa akTUBHOCT. XnbpugHu-
AT Mogen cb3gaBa no-gobpu ycnosua 3a agantupa-
He KbM UHAMBUAYanHUTe NoTpebHOCTM Ha obyua-
emuTe 1 nogrnomara no-epeKTNBHOTO YCBOsABaHe Ha
3HaHwUs.
XnbpuaHOTO N AUCTAHUMOHHOTO 0byYeHue ce xa-
paKTe- pU3mMpaT CbC CIEQHUTE KIIOYOBY OCOOEHOCTM:
» 'bBKaBOCT - 06yUeHne He3aBNCMMO OT BpeMme U
MACTO;

e [OCTBMHOCT - paswupaBaHe Ha obpasosaTesn-
HUTE Bb3MOXHOCTH;

* MEepCcoHanu3auusa - aganTpaHe Ha 0byUYeHNETO
KbM UHAMBUAYANHUTE NOTPEOHOCTY;

e VHTEPAKTMBHOCT - M3MOM3BaHE Ha AUTUTaNIHU
WHCTPYMEHTY 3a B3aMOAENCTBUE;

« edeKTUBHOCT - ONTMK3aLMA Ha y4ebHUA npo-
Liec ypes TEXHONOIN.

BHepapsiBaHETO Ha XMOGPUAHOTO 1 ANCTAHLUNOHHOTO
006yuyeHne BbB BUCILETO OOpa30oBaHMe HaMMpa Wn-
POKO NMPUNIOXEHME KaKTO B MeXAyHapoaeH, Taka 1
B HaUMOHaNeH KOHTEKCT. AHaNM3bT Ha KOHKPETHM
YHUBEPCUTETCKU NPaKTUKN NO3BOJIABA [ia Ce OTKPO-
AT MOZENM, KOUTO AEMOHCTPUPAT ePeKTUBHOCTTA U
YCTOMUYMBOCTTA Ha Te3n GOopMM Ha 0byUeHKeE B yCIIO-
BMATa Ha AnrnTanHa TpaHchopmams.

MexayHapogHaTa npakT/Ka noka3Ba BUCOKa CTe-
NeH Ha MHCTUTYLMOHANU3auma Ha AUCTaHUMOHHOTO
N XMbpUZHOTO 0ByUeHne, NoAKpPerneHa OT cTpaTeru-
YyecKu NOSIUTUKU, TEXHONOTMYHA UHPPACTPYKTYpa 1

nepgarornyeckn NHoBauun.
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EavH oT Han-embnemaTnyHUTE Nnpumepn e Massa-
chusetts Institute of Technology, koinTo ypes nHuK-
umatueata MIT OpenCourseWare npefoctaBa CBO-
604eH AocTbn A0 yuyebHM MaTepuranu 3a rnobanHa
aygutopua. To3n mopen npeactaBfifBa ycnewHa
peanu3auusa Ha ancTaHUUMoHHo obyuyeHune, 6a3npa-
HO Ha OTBOpPEeHW obpa3oBaTeNiHM pecypcu, 1 Cb3fa-
Ba NpeAnoCcTaBKy 3a AEMOKPATU3ALMA Ha 3HAHWETO.

ChLyecTBeH NPMHOC B Pa3BUTMETO HA AMNCTaHLMOH-
HoTo 06yueHune nma u University of London, konto
olwe oT Kpaa Ha XX BeK pa3BuBa mogenu 3a oby-
yeHMe OT pascTosaHue. B cbBpemeHHUA KOHTeKCT
YHUBEPCUTETBT Nnpeanara OHMalH nporpamu ypes
nnatpopmu Kato Coursera, KOETO MO3BOMABA JOC-
Tbn Ao o6pa3oBaHMe 3a CTYLEHTU OT Pa3fINYHU re-
orpadCcKu pernoHu.

Opyr 3Hauum npumep e University of Helsinki, kon-
TO MHTerpupa xubpuaHu mogenmn Ha obyuyeHne upes
nnatpopmata MOOCi. To3n nopxon KOMOMHMpPaA
OHJaiH 06yuYeHMe C NPaKTUYeCcKN AeNHOCTU U WH-
TepPaKTUBHY 3aJjaum, KaTo MO TO3U HAUYUH Ce MOCTUra
6anaHc mexxgy TeEOPeTMUYHO 3HaHWe 1 NPaKTUYeCcKo
NPUIoXeHNne.

AmepukaHckuaTt Arizona State University cbuio
OEMOHCTPUPA YCneleH MoAen Ha XnbpuaHo oby-
yeHue, 6as3npaH Ha afanTUBHW TEXHOMOMUN 1 aHa-
Nn3 Ha yyebHWM JaHHWU. YHMBEPCMTETBT M3MON3Ba
AVUrUTanHu nnatGopmMm 3a MepCoHann3npaHe Ha
06yueHneTo, KOeTo BOAU A0 MOoBULLABaHe Ha ycne-
BaemMoOCTTa 1 HamansaBaHe Ha OTNagaHeTo Ha CTy-
LOEHTUTE.

Te3n npumepwn NokasBart, Ye YCNewHoTo BHeaps-
BaHe Ha XMO6PUAHOTO U ANCTAHLMOHHOTO O0byYeHne
€ pe3ynTaTt OT MHTErpaLmaTa Mexay TEXHONOMNYHM
pelueHnsn, nefarormyeck Noaxoam M crpatermye-
CKO yrpaBneHue.

B 6bnrapckma KOHTEKCT Pa3BUTMETO HA AUCTaH-
LUMOHHOTO 1 XMOPUAHOTO OOyyeHue ce ycKopsBa
3HAUUTENIHO Mpe3 NOCNeAHUTE TOAUHK, 0CObeHOo B
ycnoBuATa Ha rnobanHaTta NaHAemMuaA, KOATO HaNoXu
6bp3a gurutanusauua Ha obpasoBaTenHua npowec.

Codwuiickm yHmeepcuteT ,CB. KnumeHT Oxpugckm”
BHeapABa cnctemm Kato Moodle n Microsoft Teams,
KOUTO OCUrypaBaT AWruTasHa cpefia 3a MNpoBeX-
JaHe Ha OHNaliH NeKuuun, CeMUHapu 1 oueHABaHe.
YHMBEPCUTETHT YCNeLWHO NpeMuHaBa KbM AUCTaH-
LUMOHHO 0bOyuyeHue, KaTo CblyeBpeMeHHO 3aras3Ba
KauyecTBOTO Ha 0b6pa3oBaTesiHMA NpoLec.

YHMBEpPCUTET 3a HALUWOHANHO WM CBETOBHO CTO-
MaHCTBO Mpwnara ueHTpanmsmpaHa nnatdopma 3a
€NeKTPOHHO 00yuyeHMne, KOATO MHTerpupa yyebHo
CbAbpXKaHMe, KOMyHUKauua u oueHsABaHe. ToBa
no3sonsABa epeKTUBHO yrpaBsieHNe Ha AUTUTaNHNUA
yuebeH npouec 1 npeacTaBnsBa NpMMep 3a LEeH-

Tpanu3upaH Moaen Ha AurutanHa TpaHchpopmauums.
TexHunyeckun yHusepcuteT - Codua peanusmnpa xu-
6puaeH mogen, Npy KOWTO NEKUMOHHUTE KypcoBe
ce NpoBexJaT OHNalH, a NPaKTUYeCcKUTe 3aHATUA
- npucbcTBeHo. To3n noaxop e ocobeHo noaxoasLy
3a TEXHUYECKM CreuunanHocTh, KbheTo npakTude-
CKaTa NofroToBKa € OT CbLUEeCTBEHO 3HaUeHue.

Opyr npumep e MNnoegmeckn yHmnepcutet ,[lau-
cnn XnneHaapcku®, KONTO CbLLO Pa3BMBa eNEKTPOH-
Hu nnatdopmm 3a obyueHre 1 npunara KOMOUHMpPa-
H1 GopMM Ha NpenofaBaHe, CbyeTaBally OHMANH 1
NPUCHCTBEHY €NIEMEHTN.

CpaBHEHVETO MeXAy MeXayHapoaHua 1 6barap-
CKMA ONUT NOKa3Ba, Ye Makap ObarapckmTe yHMBep-
cUTeTU Ja ca B NpoLec Ha fOroHBaLLo pa3BuTHe, Te
yCnewHo apantvMpaTt YTBbPAEHU MeXAyHapOaHU
NPaKTUKN KbM HaLMOHATHNA KOHTEKCT.

MexpyHapoaHWUTe YHUBEPCUTETU Ce OTNMYaBaT C
Nno- BUCOKA CTEMeH Ha UHTerpauma Ha UHOBATMBHM
TEXHOJIOTWM, BKIIOUNTENTHO M3KYCTBEH MHTENEKT U
learning analytics, KakTo 1 Cbc cTpaTernyecku nog-
Xo4 KbM Aurutanusaumata. bvnarapckute Bucwwn
yumnuua, ot CBOA CTpaHa, AEMOHCTPUPAT MbBKa-
BOCT M CMOCOGHOCT 3a 6bp3a aganTayus, Kato no-
CTEMNEeHHO BHeAPABaT XMOPMAHU MoAeNn 1 pasLwwu-
pABaT M3MNoNn3BaHeTO Ha AUrUTanHy NnatGopmMm.

MpakTnyecknte npuMepu OT MeXAyHapoaHUA
N 6BArapcKMA ONUT MoKasBaT, Ye XMOPMAHOTO ”
OVCTAaHUMOHHOTO 00yuYeHue ce YTBbP)KAaBaT Kato
YCTONUMBM U ePeKTUBHU MOAENUN 3a OpraHun3auuns
Ha obpa3oBaTenHuA npouec. TAXHOTO YCMewHo
NPUIoXeHNe 3aBMUCK OT HaNMUYMeTO Ha aJeKBaTHa
TEXHONIOTMYHA MHOPACTPYKTypa, pa3BuTMe Ha au-
rMTaNHU KOMMETEHTHOCTU U NpunaraHe Ha nogxo-
AAWN yNpaBneHCKn cTpaTeruu.

B TO3M KOHTEKCT MOXe fAa ce 3aknoun, ye Ob-
[EeWwoTo pa3BuUTUE Ha BUCLIETO obOpa3oBaHue Lie
6be TACHO CBbP3aHO C pa3WMNPABAHETO U YCbBbP-
LIeHCTBAHETO Ha Te3n Gopmu Ha obyyeHune, KOMTo
CcbyeTaBaT TPAAULMOHHM aKafleMUYHN LeHHOCTU C
WHOBATUBHU AUTUTANHN PELIEHUS.

III. ITPEAN3BUKATEJICTBA [1PU
N3IIOJI3BBAHETO HA LMS CUCTEMH
BbB BUCIHLIETO OBPABOBAHUE

Cnctemute 3a ynpaBfieHMe Ha 0OyuyeHuMeTo
(Learning Management Systems - LMS) ce yTBbp-
[MXa KaTo OCHOBEH KOMMOHEHT Ha AurmTanHarta
TpaHchopmauusa BbB BUCLIETO obOpa3oBaHue. He-
3aBUCUMO OT MHOXECTBOTO NpPeaMMCTBa, CBbp-
3aHU C rbBKaBOCTTa Ha obyuyeHmeTo, JOCTbNa Ao
obpasoBaTeflHN pecypcu U Bb3IMOXKHOCTUTE 3a
OVCTAHUMOHHO B3aMMoencTene, BHeAPABAHETO U
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n3non3BaHeTo Ha LMS cuctemunte ca cbnpoBogeHun
C peamua opraHM3auWoHHK, TEXHONIOMMYHM, nefa-
rorMyeckn 1 eTUYHU Npeamn3BuKaTencTea. Tesn 3a-
TPyOHeHWA OKa3BaT BAUAHME BbpXY ePeKTUBHOCTTA
Ha eNneKTPOHHOTO obyyeHmne N BbpXy KauecTBOTO Ha
obpa3oBaTeNiHMA NpoLec KaTo UAno.

EQHO OT OCHOBHUTE Npean3BrKaTeNCcTBa e CBbp3a-
HO C ANruTanHaTa KOMMeTeHTHOCT Ha npenogaBare-
NATE U CTYAEHTUTE. Bbnpeku WnpoKoTo HaBnn3aHe
Ha WHPOPMALMOHHUTE TEXHONIOMMW, 3HAUYUTENHA
YacT OT aKaAeMMNYHUA CbCTaB U3NUTBA 3aTPyAHEHMA
npu n3nonssaHeto Ha LMS nnatdopmute n3BbH
6a3oBute UM dyHKUMOHanHocTU. OT HamnpaBeHOTO
NPOoYyYBaHeTO Ha rpyna u3ciegoBaTenyt MHOro npe-
nogasatenu nanonseat LMS cuctemute npegnumHo
KaTo CPeACTBO 3a KauBaHe Ha yyebHM maTepuany,
6e3 ga npunarat MHTEPaKTUBHU U KonabopaTrBHYK
MeToAM Ha 06yueHue [2]. ABTOpuUTe NoayepTaBar, ue
HeJoOCTaTbyHaTa Nefjarormyecka NOAroToBKa 3a pa-
60Ta B gUrMTanHa cpefa orpaHuyasa noTeHUmana
Ha eNEeKTPOHHOTO 0OyYeHVEe N HaMasNABa aHraXnpa-
HOCTTa Ha CTYAEHTUTE.

Opyr cepuo3seH npobnem e cBbp3aH C TeXHUYECKa-
Ta nHbpaCTpyKTypa U JOCTbMNAa JO TEXHOMOMMYHU
pecypcn. EpekTmBHOTO OyHKUMOHMpPaHe Ha LMS
CUCTEMUTE M3UCKBA CTabuiHa MHTEPHET BPbB3Ka,
HafeXOHW CbPBBPU 1 MOAXOAAWM YCTPOMCTBA 3a
JocTbn fo nnatdopmute. B MHOro yHuBepcuteTu,
ocobeHO B AbpxKaBu C orpaHuyeHn ¢rHaHCOBU
pecypcu, nuncata Ha MOAepHa TexHU4Yecka UHdpa-
CTPYKTYpa BOAM 0 3aTPYyAHEHMA NP NpoBeXaaHe-
TO Ha OHManH obyyeHue. NMaHgemmarta ot COVID-19
ACHO AEeMOHCTPMpa CbLIeCTBYBaLLMTE HepPaBeHCTBa
B LOCTbMA A0 ANTUTANTHM TEXHONOMM U MOCTaBU Bb-
npoca 3a AMrnTanHoTo pasfdeneHne Mexay pasnuu-
HW COUMANTH U UKOHOMUYECKM Fpynu.

ChlecTBeHO Npean3BUKaTeNCTBO MNpeacTaBnABa
1 MOTMBALMATA Ha CTYAEHTMTE B eJIEKTPOHHA yyeb-
Ha cpepa. N3cnegBaHuATa Nno TemaTa NokKasgart, ye
yCNewHOTO OHNavH 0byuyeHne U3NCKBa U3rpakaa-
He Ha ,00WHOCT Ha no3HaHueTo” (Community of
Inquiry), ocHOBaHa Ha KOTHUTUBHO, COLMANHO U npe-
nopaeaTencko npucbcTeue [4]. Jluncata Ha anpek-
TEH COUMANieH KOHTAKT M OrPaHMYeHOTO MPUCHCT-
BEHO B3aVMOAENCTBUE YeCTO BOAAT JO MOHMMXKeHa
aHraXKMpPaHOCT, 3aTPyAHEHNA NpU camoancuunan-
HaTa 1 HamaneHa yyebHa akTMBHOCT. lNoakpensam
TOBa MHEHMe, 3aL10TO TOBa € eiHO OT HaW-roneMmTe
npean3BMKATENICTBA B e/IeKTPOHHaTa yyebHa cpefa
€ NoAAbp)KaHEeTO Ha MOTMBALMATA Ha CTYLEHTUTE.
Makap ue 1031 Bug obyuyeHre NpeaocTaBa MBKa-
BOCT, leceH foCTbN A0 yuyebHU pecypcn 1 Bb3MOXK-
HOCT 3a CaMOCTOATeNHa NOAroTOBKa, YeCTo nuncaTa
Ha NPAK KOHTaKT C NpenogaBaTeNn 1 Koneru soam

[0 MOHVXXEHa aHraXKMpPaHOCT 1 YyBCTBO 3a M30Ma-
uus. CmATam, ye eNleKTPOHHOTO 0byYeHNe e nones-
HO, KOraTo ce M3Mon3BaT WHTEPAKTVBHU MeTOoAMW,
nobpa opraHnsauma 1 NocTosstHHa obpaTHa BPb3Ka,
KOUTO CTUMYNMPAT akTUBHOTO y4yacTue Ha CTyAeH-
Tute. OT gpyra cTpaHa Npuv nunca Ha epeKkTnBHa Ko-
MYHVKaLMA U MHTepakTUBHOCT LMS nnatdpopmute
Morart fa gosefaT Ao 13onauma Ha CTyAeHTUTe U fo
HamasnABaHe KauecTBOTO Ha obyueHuneTo.

MpobnemunTe, CBbP3aHM CbC 3aLiMTaTa Ha INYHUTE
LOAHHN 1 KMOepCurypHOCTTa, CbLLO 3aeMaT BaykHO
MACTO Cpep npeau3BMKaTesicTBaTa Npu M3non3ea-
HeTo Ha LMS cuctemnte. CoxpaHABaAHETO Ha rosiemm
obemun nuyHa nHbopmauma, pesyntatu OT N3NUTK,
KOMYHMKaLmMA 1 yuebHa akTMBHOCT M3MCKBa Npuvna-
raHeTo Ha BUCOKW CTaHAapTV 3a MHbOPMALMOHHa
CUrypHocT. HapyuweHusTa B 3alyMTata Ha faHHUTe
MoraT Aa [oBeAaT A0 CEPUO3HU eTUYHU U NMPaBHU
nocneaunum, ocobeHo B KOHTEKCTa Ha eBPOMNenCKn-
Te perynauum 3a 3awuTa Ha nnyHuTe gaHHu (GDPR).
YHuBepcuTeTMTE Ca M3NpaBeHM Npen Heobxoau-
MOCTTa 1a MHBeCTUPAT B CUTYPHY Nnathopmu, cuc-
TeMU 3a yAOCTOBEpPABAHE M MeXaHU3MM 3a 3aliuTa
cpeLly KnbepaTakm.

Lpyr BaXkeH acnekT e CBbp3aH C agantaumaTa Ha
negarormyeckutTe MeToau KbM efleKTpOHHaTa cpe-
na. TpaguuunoHHnte Gopmy Ha npenogaBaHe He
BMHarn moraT ga 6baat epekTUBHO NpeHeceHn B
LMS nnatdpopmuTe. M3non3BaHETO Ha €NEKTPOHHO
0b6yueHne U3NcKBa pa3paboTBaHe Ha HOBY MeToA
3a OL|eHABAHE, MHTEPAKTUBHMW AENHOCTU 1 gurutas-
HU obpa3oBaTenHu pecypcu. [poyuBaHeTo couu, ve
LMS cuctemmnTe cnepBa fia ce U3MNON3BaT KaTto cpe-
[a 33 aKTMBHO U KonabopaTMBHO obyyeHue, a He
€VIHCTBEHO KAaTO MHCTPYMEHT 3a afgMUHUCTPATUB-
HO yrnpaBfneHne Ha KypcoBe. ToBa Hanara npomsHa
B pOJSiATa Ha NpenofaBaTens - 0T OCHOBEH U3TOYHUK
Ha 3HaHWA KbM MoZepaTop 1 OpraHn3aTop Ha yuyeb-
HuA npouec [3].

Cepuo3HO nNpeamn3BMKATENICTBO MPeacTaBnABa U
NpPo6AeMbT C akafemMmnyHaTa YeCTHOCT NPU OHMalH
obyueHuneTo. [poBexaaHeTO Ha AUCTAaHLUOHHM
W3NUTU 1 TeCTOBE 3aTPyAHABa KOHTPONa BbpXy Ca-
MOCTOATEIHOCTTA Ha CTyAeHTUTe 1 Cb3dasa npeg-
NoCTaBKM 3a NNarMaTCcTBO 1 HepernaMeHTUpPaHo n3-
non3eaHe Ha BbHLIHK pecypcu. B oTroBop Ha Te3m
npobneMn yHUBEPCUTETUTE 3aMoyBaT fa BHeaps-
BaT CUCTEMU 3a OHJIANH MPOKTOPWHT, aBTOMaTW3U-
paHu UHCTPYMEHTW 3a OTKPUBAHE Ha MnarvaTcTso
W aHaNUTUYHM MeXaHW3MWU 3a NpocsiefsaBaHe Ha
yueb6HOTO noBefeHue. Bbnpeku ToBa Te3n TeXHONO-
rMU Nopa)xaaT HOBU €TUYHK BBMPOCK, CBbP3aHu C
HabnOAEHNETO 1 HEMPUKOCHOBEHOCTTA Ha JINYHUSA

KNBOT.
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Heobxogmmo e ga ce oTyeTe 1 OpraHU3aLMOHHN-
AT acnekT Ha BHeapABaHeTo Ha LMS cuctemwute.
YcnewHoTo QYHKUMOHMpPAHE Ha E€NeKTPOHHOTO
00yuyeHMe M3UCKBA WMHCTUTYLMOHANHA MOAKpena,
CTpaTernyecko nnaHMpaHe u obyueHne Ha akage-
MWYHUA nepcoHan. Jluncata Ha ACHa NOANTMKA 3a
AVrMTanM3auua 4ecto Boau Ao dparMeHTUpaHo
M3rosi3BaHe Ha mnatbopMnTe U HUCKA edeKTUB-
HOCT Ha BHefgpeHuTe TexHonoruu. MscnegBaHnaTa
NnokasBaT, Ye YHUBEPCUTETUTE, KOUTO WHBECTUPAT
B oOyueHue Ha nNpenogaBaTenn U TeEXHUYECKa Noa-
ApPbXKKa, MOCTUraT 3HaUMTENHO No-Jobpu pesynTa-
TV NpW N3non3BaHeTo Ha LMS cuctemute.

CbBpeMeHHUTE TEHAEHLMN B pa3BUTUETO Ha LMS
nnatGopMnTe Ca CBbP3aHW C WHTErpauuAatTa Ha
TexHonoruu, 6asMpaHM Ha W3KYCTBEH WHTENEKT,
learning analytics 1 agantueHo obyueHune. Bbnpe-
KW NOTeHUnanHuTe NpeanMcTBa, Te3n TeXHONornm
NOCTaBAT HOBU Npeam3BUKaTENCTBa, CBbP3aHU C
NpOo3payHOCTTa Ha aNnropuTMNTE, ETMYHaTa ynoTpe-
6a Ha flaHHW 1 PYCKa OT aBTOMATM3UPaHU peLleHus,
KOMTO MoraT fa gosefaTt A0 AUCKPUMUHALMA Un
HETOYHW OLeHKM Ha CTYAEHTCKUTE pe3ynTaTi.

B HAKOM OT HayuyHWTe ny6nukauum no TemaTta ce
nogyepraBa, Ye BbMPEKN LIMPOKOTO pa3npocTpa-
HeHue Ha LMS cuctemmn 1 TAXHOTO M3MNon3BaHe yec-
TO OCTaBa OrPaHUYEHO J0 aAMUHUCTPATUBHMN PYHK-
uunm, 6€3 NbAHOLEHHO Nefarornyecko NHTerpupaHe
[12]. OT KoeTo cnegBa Aa ce n3BedaT npeansBuKa-
TeNcTBa Npu n3nonssaHeTo Ha LMS cuctemn BbHB
BuCLLe obpa3oBaHUNe, KONTO ca:

a) HefoCTaTbYyHU AUTUTANIHA KOMMETEHTHOCTU
Ha npenopaBaTenuTe;

6) HMCKO HMBO Ha MHTEPAKTUBHOCT NMpW Henpa-
BWHO M3MNON3BaHe;

B) 3aBUCUMOCT OT TEXHOMOrMYHA NHOPACTPYK-
Typa;

r) BbNPOCK, CBbP3aHM CbC 3al4uTa Ha JaHHUTE U
AVrUTanHa CUrypHOCT.

OT Ka3aHOTO A0 TYK MOXKe fa Ce Kaxe, ye cmMcteMu-
Te 3a ynpaBneHne Ha obyuyeHneTo npeacTaBnABaT
K/lOUOB efleMeHT OT AuruTanHaTta TpaHcpopmauma
Ha BuClIEeTO o6pa3oBaHue. Te He camo nognomarat
opraHu3auuaTa Ha yyebHMA npouec, HO U TpaH-
chopmMmmpat negarornyeckuTe NPaKTUKKU, Cb3gaBam-
KW yC/IOBUA 33 MbBKaBO, NEPCOHANN3MPAHO N AaH-
HU- opreHTUpaHo obyueHure. B 6baelle pa3BuTneTo
Ha LMS we 6bae TACHO CBBbP3aHO C UHTerpaumsTa
Ha M3KycTBeH MHTenekT, learning analytics n apgan-
TUBHW TEXHOMOMMM, KOETO LLie 3aCU/I1 TAXHATa Pons
KaTo CTpaTermyeckn MHCTPYMEHT 3a YNpaBieHne Ha
obpasoBaTeNiHMA NpoLec BbB BUCLINTE YUMnLLa.

B 0606LeHme Moxe fa ce oTOenexu, Ye n3non3sa-
HeTo Ha LMS cuctemunTe BbB BMCLLETO 0Opa3oBaHme

NpefocTaBA 3HaUYNTENTHN Bb3MOXHOCTM 32 MOAep-
HM3aumnA Ha yyebHMA npouec, HO eHOBPEMEHHO C
TOBa Mopaxda KOMMNeKC OT TeXHONOrMYHK, neja-
rormyecky, oOpraHN3aumoHHN U eTUYHN Npeamn3Bu-
KaTenctea. EdekTVBHOTO npeofonsaBaHe Ha Te3u
npobnemMn U3NCKBa WMHTErpuvpaH MOAXOA, BKHOY-
Balll pa3BUTME Ha AUTUTANHN KOMMNETEHTHOCTU, UH-
BECTULMNN B TEXHMYECKA MHPPaCTPYKTypa, aganTu-
paHe Ha neparornyeckute MOAENM 1 rapaHTupaHe
Ha BUCOKM CTaHAAPTU 33 CUTYPHOCT 1 akajeMnyHa
eTrka. Camo Npu Hanuume Ha TakaBa KOMMJIEKCHa
cTpaterua LMS cuctemnte moraTt fia U3MbJIHAT CBOA
noTeHUMan KaTto MHCTPYMEHT 3a YCTOMYMBO U Ka-
YecTBEHO BlCLLEe 06pa3oBaHue.

IV. 3AKJIIOUEHUE

AurutanHata TpaHcdopmauma Ha obpasoBaTten-
HMA NpoLec BbB BUCLLETO YUnnmLLe NpeacTaBnsaBa
KOMMJEKCEeH M ObArocpoYeH npouec Ha MHTerpa-
umMa Ha uMdPOBU TEXHONOMMUN BbB BCUYKMN aCNeKTM
Ha obyuyeHneTo, NpenogaBaHeTo, YrpaBieHNETO 1
aKkajemMmyHaTa KOMyHuKauma. Ta He ce u3yepnBa
€AVHCTBEHO C BHEAPABAHETO HAa HOBU TEXHOMNOIMY-
HU WHCTPYMeHTW, a npeanonara ¢yHAaMeHTanHa
npomsaHa B nefarormyeckute nogxoau, opraHmsa-
LUMOHHWTE MOZENN N PonATa Ha yYacTHULMTe B 06-
pa3oBaTeniHaTa cpefa.

B pesynTart Ha gurutanvsaumata TPaaULMOHHUAT
mMogen Ha obyyeHrie NocTeneHHo ce TpaHchopmmpa
B NMO-rbBKaBa, MHTEPaKTUBHA U OpPUEHTMPaHa KbM
obyuaemus cuctema. ToBa no3BonsABa NepcoHanu-
3upaHe Ha 06y4yeHMeTo, NO-LWMPOK AOCTBLM A0 06-
pa3oBaTeNiHM pPecypcun 1 cb3haBaHe Ha YCJIoBUA 3a
yyeHe npes Lenna XmnBoT. 3HaunTenHa pons B TO3n
npouec UMaT eNleKTPOHHMTe nnatdopmmu 3a oby-
yeHue, cMCTemMUTe 3a YrpaBlieHNe Ha ObyyeHneTo
(LMS), n3KyCTBEHNAT NHTENEKT, rofiemmuTe JaHHU U
06n1ayHNTE TEXHONOTUN.

CoblueBpemMeHHO anrnTanHaTta TpaHcpopmaLma no-
CTaBA pefuvua nNpeamnsBrKaTencTBa npep BUCLLUTE
yunnuwa. Cpes TAxX ca HeobxoAMMOCTTa OT pa3Bu-
TWe Ha AUTMTaNHN KOMMNETEHTHOCTU Y NpenoaaBare-
NN 1 CTYAEHTU, OCMTypABaHe Ha TEXHONOTMYHA UH-
bpacTpyKTypa, rapaHTUpaHe Ha KN6epCcurypHocT u
3alMTa Ha NIMYHWTE AaHHW, KaKTO 1 NPeoCMUCIAHE
Ha MeToAuTe 3a OLeHABaHe 1 akafeMnyHa eTurKa.

OcobeHo BaXkHO e fAa ce noayepTae, Ye ycnewHa-
Ta gurutanHa TpaHchopmaumsa 3aBUCKM He CaMo OT
TEXHOJIOMYHOTO OBHOBABAHE, HO M OT CTpaTernye-
cKaTta BM3MA Ha BucCwMTe yuynnuwa. Heobxogum e
WHTErpupaH noaxof, KOWTO cbyeTaBa MHOBALMU B
06pa3oBaHMETO, HayYHW N3CNIeBaHMA N OpraHm3a-

LMNOHHO pa3ButTmne.
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B 3aknoueHme moxe fa ce otbenexu, ye gurntan-
HaTa TpaHcdopmauma Ha obpa3oBaTenHMA npouec
e HensbexHa 1 HeobpaTMa TeHAEeHUMA, KOATO NPo-
MeHA CbLYHOCTTa Ha BUCLWeTo obpa3oBaHue. TA Cb3-
AiaBa HOBUN Bb3MOXKHOCTU 3a KauyecTBO, JOCTbMHOCT
1 epeKTMBHOCT, HO U3MCKBA U OTFOBOPHO ynpasne-
HVe, aAanTUBHOCT U NMOCTOAHHA FOTOBHOCT 3a NPO-
MsiHa OT CTPaHa Ha aKafeMUYHUTE NHCTUTYLNN.
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POJIA HA XUBPUJHNA YITPABJIIEHCKHA
MOJEJI IITPU UHTEI'PUPAHETO HA
OBPA3OBATEJIHM TEXHOJIOT'HN
B YCIIOBUATA HA IUTUTAJIHA
TPAHCOOPMAILINA HA BUCIIETO
ObPA3OBAHUAE

Jannena Xpucrosa

Pesiome: HacTtoAlWOTO n3cnegBaHe pasrnexpa
ponATa Ha XM6pUAHNA yNpaBReHCKN moaen npu
MHTerpupaHeTo Ha o6pa3oBaTeNiHM TexHonorum
B YCNOBMATa Ha guruTtajsiHa TpaHcpopmauma Ha
BUcweTo o6pasoBaHue. AHanmsunpa ce BANAHNe-
TO Ha CbBPeMeHHNTE NHGOPMALIOHHN 1 KOMY-
HUKaLMIOHHN TEXHOJNIOTUM BbpPXY yrpaBieHNeTo
Ha YHUBepPCUTETCKUTE Npouecu, opraHusauvaTa
Ha 06yuyeHneTo 1 pa3BUTVIETO Ha MHOBaTVIBHA 06-
pasoBaTenHa cpepa. B ueHTbpa Ha nscnepBaHe-
TO € NOCTaBeH XUGPUAHNAT ynpaBneHcKn moaen
KaTo MexaHW3bM 3a CbuyeTaBaHe Ha TPaANLINOH-
HuTe popmMun Ha aKaAeMUYHO ynpaBieHne C ANru-
TalHN UHCTPYMEHTU, Nnatdopmu 1 TexHonorum,
HacouyeHN KbM NoBulLIaBaHe epeKTNBHOCTTa Ha
o6pasoBaTenHua npouec.

N3cnepBaHeTo pasrnexpa OCHOBHUTE XapaKTe-
PUCTMKM Ha AuruTanHata TpaHchopmauna BbB
BucwieTo obGpa3oBaHve, BKIIOYUTENIHO BHeApSA-
BaHeTO Ha CMCTeMU 3a ynpaBJieHne Ha o6yueHue-
10 (LMS), enekTpoHHO U xubpugHo obGyueHue,
learning analytics, n3kycTBeH nHTeneKkT n o6nau-
HUN TexHonornu. AHanN3npaHu ca Bb3MOXKHOCTUTE
1 npeAusBUKaTeNCTBaTa, CBbpP3aHU C N3NON3Ba-
HeTO Ha AUruTanHN o6pasoBaTenHN TEXHONOINM,
KaKTo 1 Heo6XxoAMMOCTTa OT pasBUTME Ha AUTrK-
TalHU KOMIMETEHTHOCTM cpef npenojaBaTeny,
CTYZleHTN 1 YHNBEPCUTETCKN agMUHUCTpaLuu.

Oco6eHo BHUMaHMe ce OTAeNsA Ha ponATa Ha Xu-
6puAHNA ynpaBneHCKU mMoAen 3a ocurypsiBaHe
Ha rbBKaBOCT, YCTONUYMBOCT N afanTUBHOCT Ha
BMCLUNTE YYMIVLLA B YCNOBMATa Ha AVHAMUYHM
TexHonornyHu npomexu. NMoguepraBa ce 3Have-
HUETO Ha CTpaTernyeckoTo ynpaBneHne, NHCTU-
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TYUMOHaJIHaTa noAgKpena U MHOBaTUBHUTE Neaa-
rormyeckin NOAXOAM 3a YCNELHOTO UHTerpnpaHe
Ha o6pa3oBaTe/iHNTe TEXHONOrNN B aKafeMUyHa-
Ta cpepa.

B pesyntat Ha aHanu3a ce o60cHOBaBa Te3a-
Ta, Ye XUGPUAHNAT YNpaBeHCKN Mogen Cb3faa-
Ba NpeanoCTaBKMN 3a U3rpaXkaaHe Ha MoAepHa,
MHTEepaKTUBHA W CTYAEHT-OpueHTMpaHa obpa-
30BaTesIHa CMCTeMa, cnocobHa fa OTroBopM Ha
N3NCKBaHMATA Ha AUINTANHOTO O6LLEeCTBO N Ha
CbBpeMeHHMA Na3ap Ha Tpyaa.

Knio4yosu dymu: purutanHa TpaHcpopmanumsa, Xu-
6puaeH ynpaBneHcKM mogen, ob6pasoBaTenHu
TexHonorun, LMS cucremun, xmbpngHo obyue-
Hue, U3KYCTBEH WHTEeNeKT, AUruTasiHu Komne-
TeHTHOCTW.

I. BbBEJAEHHE

AurvtanHata TpaHchopmalms Ha BUCLIETO 06pa3o-
BaHVe Ce YTBbPXK/AABA KaTo CTpaTermyecky npouec,
KOWTO Mpeponpeaens pasBuTMETO HAa CbBPEMEHHU-
Te YHVMBEPCUTETU B YCJIOBUATA Ha rnobanvsauma u
TEXHOMOMMYHa AMHamuKa. To3n NpoLuec He ce orpa-
HMYaBa eAUHCTBEHO O BHEAPABAHETO Ha UHPOpPMa-
LMOHHU 11 KOMYHVKALMIOHHW TEXHOMOrMK, a 0bxBaLua
UANOCTHa NPOMAHA B YNPaBIEHCKMTE MOZENM, Opra-
HM3aLNOHHMTE CTPYKTYPY 1 Nefarormyeckmte npak-
TVKW. B TO31 KOHTEKCT 0CO6EHO 3HaueHne Npugobm-
Ba B3aMMOBPb3KaTa MeXAY YNPaBleHCKATE MOAENN
1 0b6pa3oBaTeNHUTE TEXHOMOMUM KaTo KioUoB ¢ak-
TOp 3a ePeKTMBHOTO QYHKLMOHVPaAHE 1 YCTOMUMBO-
TO Pa3BUTHE HA BUCLLETO YUUINLLE.

CbBpemeHHWTe yrnpaBieHCK MOAENM - LeHTpanu-
31paH, AeLeHTpann3npaH n XMbpuaeH - onpeaenart
HauMHa, MO KOMTO Ce B3emaT peLleHUs, pa3npege-
NAT pecypcn 1 ce BHeAPABAT MHOBaLUWM B obpa-
3oBaTenHata cpepa. OT cBos cTpaHa, obpasoBa-
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TESIHATE TEXHOJIOTWY, BKIIIOUUTENIHO CUCTeMUTE 3a
ynpasneHne Ha obyyeHueto (LMS), nnatdopmute
3a AMCTAaHUMOHHO OOyYeHue, UHCTPYMEHTUTE 3a
learning analytics n nprnoXxxeHnATa Ha N3KYCTBEHMA
WHTENEKT, TpaHCPOpPMMpPaAT He camo y4ebHUA npo-
uec, Ho 1 ynpasneHneTo Ha obpasoBaTenHuTe MH-
cTnTyumun. ImeHHo B3anmopeicTBMETO MeXay Tesn
[iBa enemMeHTa Cb3fjaBa NpeanocTaBKky 3a KayecTee-
Ha 1 epeKTUBHaA AuruTanHa TpaHchopmayus.

AKTyasIHOCTTa Ha pasrnexpgaHata npobnemaTuka
ce obycnaBa OT HeEOOXOAUMOCTTA YHUBEPCUTETUTE
[a ajanTupaT CBOUTE YNpPaBRAeHCKM NOAXOAM KbM
HOBMTE TEXHONOIMMYHN peanHocTu. BHeppsBaHe-
TO Ha AWIMTanHW peleHus 6e3 ageKkBaTHa ynpa-
BNIEHCKa paMKa 4YecTo Boau [0 GparMeHTMPaHOCT,
HeepEeKTUBHOCT M OrpPaHMYEHO Bb3LENCTBUE BbpP-
Xy KauecTBOTO Ha obpasoBaHueTo. OT gpyra cTpa-
Ha, fJobpe CTPYKTYPUPAHUAT ynpaBneHCKU Mogen
MOXe [ia YCKOpM npouecuTe Ha gurutanvsauus, na
MOBULUN MHCTUTYUMOHANHaTa edeKTUBHOCT 1 Aa
Cb3faze yCnoBumaA 3a yCTOMUYUBO pa3BUTME.

Llenta Ha HacToAWOTO u3cnefBaHe e Aa ce aHa-
nusnpa n obocHoBe ponATa Ha xubpuaHua ynpa-
BNEHCKM Mofen KaTo Hal-edpekTvBeH nogxop 3a
yrnpaBfieHNe Ha BUCWIMTE yyunuwa B YCIIOBUATA
Ha gurvTanHa TpaHchopMaums, KakTo 1 Aa ce us-
CflefBa HeroeaTa B3aVMOBpPb3Ka C BHeApsABaHETO
1 U3M0JI3BaHETO Ha 0O6pa3oBaTENHM TEXHONOMUN 3a
NnoBULLABaHe Ha KauyecTBOTO M KOHKYPEHTOCMNOCO6-
HOCTTa Ha o6pa3oBaTesiHUTe NpoLecy.

3a noctiraHe Ha uenta ce popmynupat cnegHuTe
N3CnefoBaTeNcKM 3afaun: 1a ce U3ACHAT OCHOBHUTE
XaPAKTEPUCTMKM Ha XMOPWAHWA YNPABNEHCKU MO-
Aien BbB BuCWeETO obpa3oBaHUe; Aa ce aHanv3upa
B3aUMOAENCTBETO MEXY YNPaBIIeHCKNTE CTPYKTY-
pu 1 obpasoBaTesniHUTe TEXHONOMMW B YCIOBUATA Ha
AvrutanHa TpaHcpopmaLms; aa ce n3cneasa pondara
Ha X16puaHVA MOLEN 3a MOBMLLABAHE HA KAYeCTBOTO
1 edpeKTMBHOCTTa Ha 06pa3oBaTeNHNA NpoLec; Aa ce
0oYepTaAT OCHOBHU NPeANMCTBA U OrpaHuUYeHnsa Npu
npunaraHeTo Ha XMO6PUAHUA yNnpaBneHCKN MOAer.

B 3akntoueHune, n3cnegBaHeTo Ha B3anmMmoaencrame-
TO MeXAy ynpaBieHne N TEXHONOrM1 NpeacTaBnaBa
CbLLUECTBEH NPUHOC KbM pa3brpaHeTo Ha CbBPEMEH-
HWTe npouecy B 06pa3oBaHMETO 1 Cb3[4aBa OCHOBA
3a pa3paboTBaHe Ha edeKTUBHU CTpaTeruu 3a auru-
TanHa TpaHchopmaLmA BbB BUCLLIETO YUUIMLLE.

II. B3BAUMOJENCTBUE MEX]Y
VYIIPABJIEHCKN MOJEJI
OBPA3OBATEJIHU TEXHOJIOT' MU

(0} HanpaBeHNA aHaJIN3 Ha Hay4YHATa JinTepaTtypa
Mo Temara, B HAKOW OT TpyooBETE Ce NogYepPTaBa, ve

AvrnTanusaumaAta Ha obpasoBaHNETO cfiedBa fa ce
pa3srnexpa Kato CouManHO-TEXHONOMMYEH npoLec,
Npu KONTO TEXHONOINTE Ca HEPA3PUBHO CBbP3aHN
C UHCTUTYLMUOHASTHWTE MONUTUKA U YNPABIIEHCKUTE
npakTuky [7]. B TO3n cMrUCbn yCcnewHoTo BHeapA-
BaHe Ha 0Opa3oBaTeNIHN TEXHONIOMMN 3aBUCK He
caMo OT TAxHaTa QYHKLMOHANHOCT, HO U OT n3bpa-
HUA ynNpaBneHCKN MoJen, KOWTO onpefens cTenex-
Ta Ha KoopAuMHaLUWA, MbBKABOCT M MHOBATUBHOCT B
MHCTUTYUMATA. CbLUO TaKa MMa M aBTOPOBW MHEHUS,
KOMTO aKLEHTUPAT BbPXY HapacTBallaTa CJIOKHOCT
Ha YHMBEPCUTETCKOTO ynpaBneHne, KOeTo U3NCKBa
6anaHCMpaHoO CbyeTaBaHe Ha LieHTpanmn3auns u as-
TOHOMMSA, 0OCOBEHO B YCNOBMATA Ha AUTUTaNHA TPaH-
cbopmaunma [3].

MN360pbT Ha noaxopsw, ynpaBneHCKM Mogen e
KniouoB $aKTOp 3a ycrnelHaTta peanv3auma Ha gu-
rmTasiHaTa TpaHcpopmaLuma BbB BUCLLIETO 0O6paso-
BaHMe. B KOHTeKCTa Ha HapacTBallaTa CHOXKHOCT
Ha obpa3oBaTefiHaTa cpeda U HeobxoaMmocTTa OT
VHTErpaunsi Ha CbBPEMEHHU TEXHONOrUK, Xubpu-
AHUAT MOAEN ce OTKposiBa KaTo Hal-epeKTUBEH
N yCTOMYMB ynpaBrieHCKU nopgxop. Tol cbyeTaBa
npeaMmMcTBaTa Ha LeHTpanvM3npaHoTo yrnpasseHue
- CTpaTernyecka KoopanHaLma u KOHTPOJI, C Te3n Ha
AeLeHTpann3aumnaTa - FrbBKaBOCT, aBBTOHOMMSA U CTU-
MyJIMpaHe Ha MHOBaL MK,

B 6bnrapckata HayyHa nutepaTypa BbNpoOCHT 3a
edeKTMBHOTO YynpaBneHWe Ha obpa3oBaTenHute
WHCTUTYUUWN B YCNOBMATA Ha MHOBaUWWN U AWUMNTa-
nM3auma e pasrexgaH oT peauua aBTopu. YcTa-
HOBEHO €, Ye CbBPEMEHHOTO BUCLLE 0Opa3oBaHMe
M3NCKBa BHeJPABaHe Ha MHOBATUBHU YMPaBAEHCKN
noaxoAu, KOUTO Aa CbyeTaBaT CTpaTernyecko ynpa-
B/IEHME C I'bBKABOCT Ha U3NbJIHUTENHUTE HMBA [1].
Cnopepni aBTOpbT eeKTUBHOTO ynpaBneHne B yc-
NIOBUSITA Ha TEXHOSOMMYHWN MPOMEHN Mpeanonara
n3rpagaHe Ha CUCTEMMU, KOUTO [ia OCUTYPABAT KakK-
TO MHCTUTYLMOHAJIHA CTAaOWIHOCT, Taka 1 Bb3MOX-
HOCTW 3a afjanTayma n passutue. Ta3m No3numA Ko-
pecrnoHanpa NpPsAKo C KOHUENUMATA 33 XMOpuaHMA
MOAEN, KOWTO NO3BOssIBa 6anaHCMPaAHO CbueTaBaHe
Ha KOHTpon 1 aBToHomuA. OT gpyra cTpaHa apyro
aBTOPOBO MHEHMe aKLEHTUpPa BbPXY 3HAYEHUETO
Ha JeLeHTpanm3aumaTa u npegnpreMadyecknsa nog-
X0p[ B ynNpaBneHeTo Ha BUCLINTE yuunuila, ocobe-
HO B KOHTEKCTa Ha KOHKYpeHTHaTa obpa3oBaTtenHa
cpepa [2]. OT ToBa TBbpPAEHNE MOXKE Aia Ce Kaxe, ve
YH/UBEPCMTETUTE CflefBa fa pa3BMBaT MBKaBU Op-
raHW3auuoOHHN CTPYKTYPW, KOMUTO Aa CTUMynupat
VHULMATUBHOCTTA U MHOBALMUTE Ha akagemMuyHus
CbcTaB. B cbLoTo Bpeme ce oTtbenAsBa Heobxoan-
MOCTTa OT KOOpAWHaUMA W cTpaTerMyecko ynpa-
BNEHME HA VHCTUTYLMOHANHO HMBO. IMeHHO ToBa
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ABOMCTBEHO M3MCKBaHE HaMmpa CBOETO Hal-Mbi-
HO nposBneHne B xnbpunaHna mogen. Cnopeg MeH
epeKTBHOTO B3aUMOLENCTBME MeXAy YrnpaBneH-
CKnA mopen n obpasoBaTesiHUTE TEXHONOMMUN €
KnioyoB $aKTop 3a pPa3BUTUETO HAa CbBPEMEHHaTa
obpaszoBaTeniHa cpepa. CmATaMm, Yye BHeApPABAHETO
Ha HOBWM TeXHONOMMK He TPAGBa Oa ce pasrnexaa
CaMO KaTo TeXHWYECKN Mpouec, a KaTo yacT OT usA-
NIOCTHA ynpaBieHcKa cTpaTerns, HacoyeHa Kbm Mno-
[06psiBaHe KauecTBOTO Ha 06yyeHneTo. Cuntam, ye
nMncaTa Ha AiCHa ynpaBneHcKa Bru3mnA, obyuyeHne Ha
npenogaeatenvte U afgekBaTHa AWrMTanHa nonu-
TMKa MOXe Aa gosege Ao GopMasiHO U3Mon3BaHe
Ha TexHonorunTte 6e3 peaneH nonoxuTteneH epekT
BbpXy 0bpasoBaTenHus npouec.

N360pbT Ha xnbpngHua mogen ce o6ocHOBaBa U
OT cneundukaTta Ha AurutanHata TpaHcpopmayma,
KOATO WU3UCKBA €OHOBPEMEHHO LEHTpanM3npaHo
yrpaBfieHne Ha TEXHOMOrMYHaTa MHbpacTpyKTypa u
AeLeHTpann3npaHo npunaraHe Ha obpasoBaTenHu-
Te TexHonorun. LleHTpanmsnpaHuTte enemeHTn ocu-
rypAaBaT CcTaHZapTM3auna, CUTYPHOCT N epeKTUBHO
M3M0JI3BaHe Ha pecypcuTe, AOKATO AeLeHTpannsn-
paHuTe MO3BOMABAT aganTupaHe KbM crieunduy-
HUTe MNOTPEOHOCTM Ha pas3INYHUTE aKadeMUUHU
HarnpaBneHus. B To31 cMncbn XMbpuOHUAT Mmogen
Cb3[aBa yC/oBuA:

Ha nbpBO MACTO, 33 aAMUHMCTPaUMATA KaTo OC-
HoBeH daKTop Npu BHeapABaHe Ha 06pa3oBaTesHN
TEXHONOMMW. YHMBepCUTETCKaTa aAMUHUCTPaLmA
nrpae Knr4yoBa poJsis B NpoLeca Ha AurnTanHa TpaH-
cbopmauums, Kato ocuMrypsaBa opraHmM3aLmMoHHaTa u
TEXHOMOrMYHaTa MHPPaACTPyKTypa 3a BHeppABaHe
Ha obpa3oBaTeniHy TexHonorun. Mo pasrnexpaaHara
TeMa MMa aBTOPOBOTO MHeHME KOeTO nogyepTaBsa,
ye ycrelwHaTa MHTerpauna Ha TexHonorum B 06-
[Pa30BaHNETO U3UCKBA CTPATErnMyecko MnaHMpaHe,
NoAKpPeNeHO OT agMUHUCTPATUBHU NOSINTUKM 1 pe-
cypcm [8]. ADMUHUCTPATMBHMUTE CTPYKTYPU OTroBa-
pAT 3a M3bopa, BHELPABAHETO 1 MOAAPDBKKATA Ha
cuctemun Kato LMS, KakTo 1 3a o6yyeHuneTo Ha npe-
nogasartenu u ctyaeHTu. CbLyo Taka MMa aBTOPOBO
TBbPAEHME Cropes KOeTo ce oTOenA3Ba, Ye Anru-
TanHWAT YHUBEPCUTET Ce XapaKTepm3mpa C BUCOKA
CTeNeH Ha MHTErpaLma Mexkay agMUHUCTPaTUBHUTE
M akafeMUYyHUTe npouecu, Kato TeXHONorumTe ur-
paAT ponATa Ha CBbp3BaLl enemMeHT mexay Tax [9].

Ha BTOpO MACTO, 33 edeKTMBHO BHeApABaHE Ha
cMcTemn 3a ynpasneHue Ha obyuyeHwueto (LMS). B
Hay4yHaTa nutepaTtypa ce akUueHTupa BbpXy ycneLu-
HaTa uHTerpauma Ha LMS, KoATO U3ncKBa MHCTUTY-
LMOHasIHa CTpaTerna ¢ ACHO o4YepTaHa TEXHONOINY-
Ha paMKa, CbyeTaHa C negarormyecka aBTOHOMUA.
B xnbpuaHusa moaen Tasn cTpaterns ce peanvsmpa

ypes LieHTPaNnn3npaHo yrnpasneHne Ha nnatpopma-
Ta U JeueHTpanM3npaHo cb3fdaBaHe Ha y4yebHO Cb-
AbpxaHue [8].

MNpakTnyeckn npumep B Ta3n Hacoka e University
of Helsinki, kbaeTo yH1BepcUTETHT M3MON3Ba LEH-
Tpanu3npaHy AUrMTanHu nnathopmm, Ho NpeaocCTa-
BA 3HauuTeNiHa cBO6OZA Ha MpenogaBatenuTe nNpu
pa3paboTBaHe Ha KypcoBe M 13rMosi3BaHe Ha MHOBa-
TUBHU MeToan Ha obyyeHme. ToBa NO3BONABA Cbye-
TaBaHe Ha MHCTUTYLUMOHAsIHA NociefoBaTenHOCT C
aKageMnyHa rbBKaBOCT.

XnbpuAHUAT MoZen Hamupa MpPUNoXKeHne ” B
opraHv3auusaTa Ha XuOpPMEHO W AUCTAHLUUOHHO
obyueHune. B HAKOM HayyHU TpygoBe ce onpegens
XnbpumaHoTo obyueHne KaTo cTpaTermyecka Kom-
6uHaUKMA OT OHNAaMH U NPUCHCTBEHU HOPMU, KOATO
nosullaBa epeKTUBHOCTTa Ha obyyeHuneTo. B pam-
KUTe Ha XMOpUAHUA ynpaBneHCK Mogen Tasn ¢op-
Ma Ha obyueHue ce nognomara oT LeHTpann3mpaHa
AuruTanHa nHGpPacTpykTypa 1 geueHTpanusnpaHu
negarornyeckn pewenmsa [10].

Ha Tpeto msAcTO, MHTerpaumMa Ha WMHOBATUBHMU
TEXHOJSIOMMM KaTO W3KYCTBEH WHTeNneKkT u learning
analytics 3a ynpaBneHue Ha o6pa3oBaTenHNs Npo-
uec. B HanpaBeHOTO npoyuyBaHe VMa aBTOPOBM
MHEeHWA, KONTO NoAYepTaBaT, Ye aHaNU3bT Ha AaHHU
oT LMS cnctemnte nognomara KakTo npenopaBare-
nnTe, Taka M agMUHUCTpaUMATa NPY B3EMaHEeTO Ha
pelweHusn [14]. B pamKnTe Ha XnbpuagHusa mopen aa-
MWUHUCTPATUBHMTE CTPYKTYPU OTrOBapsAT 3a Cbbu-
PaHEeTO 1 aHan13a Ha faHHW, OKATO akageMUYHUTe
3BeHa ' 13non3Bat 3a nogobpsasaHe Ha yyebHuA
npouec.

B 1031 KoHTeKcT Arizona State University e npu-
Mep 3a YHMBEPCUTET, KOMTO YCMEWHO MHTerpmpa
learning analytics B ynpaBneHneTo Ha oby4yeHuneTo.
YHMBepCUTETHT U3M0J3Ba AaHHM 3a NpocieaBaHe
Ha CTY[EeHTCKOTO NpefcTaBAHe 1 aganTupa yuebHu-
Te CTpaTeruv B peasiHo Bpeme, KaTo CbuyeTaBa LieH-
Tpanu3rpaHa TeEXHONOrMYHa UHPPaCTPyKTypa ¢ ae-
LeHTpanM3npaHo nejarornyecko npunaraHe.

Ha 4yeTBbpPTO MACTO, pa3BUTME Ha akKaJeMMYHa
aBTOHOMMA W MHOBATMBHOCT. AKagemMmyHaTta aB-
TOHOMUA M WHOBATMBHOCTTA MpeAcTaBnABaT ABa
B3aMMOCBbpP3aHM QyHAAMEHTaNHN efeMeHTa Ha
CbBpeMeHHaTa YHUBepCMTeTCKa cucTema, ocobe-
HO B YCNOBMATa Ha AuruTanHa TpaHchopmauua. Te
onpegenAT CNoCobHOCTTA Ha BUCLLIMTE yumnuwa ga
pearmpaTt afeKBaTHO Ha AUHAMUYHUTE NMPOMEHNU B
obpasoBaTenHata cpefia, TEXHOMNOIMMYHMA Hanpe-
ObK 1 HapacTBalyuTe 06LWEeCTBEHN N MIKOHOMUYECKHU
N3MCKBaHUA KbM BUCLLETO 0Opa3oBaHue.

AKafieMMnyHaTa aBTOHOMUA TPAAULUNOHHO Ce pas-
rnexaa KaTo OCHOBEH MPMHLUWM Ha YHUBEPCUTET-
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CKOTO ynpaBrneHue, KONTO rapaHTupa ceobona npu
onpegensaHe Ha y4e6HOTO CbAbprkaHMe, HayyHuTe
n3cneaBaHns 1 BbTPELIHaTa OpraHM3auma Ha aka-
AeMUYHWTE npouecn. B To3M KOHTEKCT uma aBTo-
[POBO MHEHMEe KOeTo nogyepTaBa, Ye aBTOHOMMATA
e KNo4oB GpaKTop 3a M3rpakaaHe Ha , npeanpuemMa-
yecku yHuBepcuTeT’, cnocobeH fa ce aganTipa KbM
BBHLUHN MPOMEHN 1 Aa reHepupa UHOBALUKN Ype3
BbTPeLIHa MbBKAaBOCT U MHULUMATMBHOCT. CbLUO TaKa
ce noguyepTaBa, Ye YCTONYMBOTO pPa3BUTUE HA YHU-
BEPCUTETUTE 3aBUCK OT BanaHca Mexay Abp»KaBHO
perynvpaHe, nasapHy MexaHW3Mn U UHCTUTYLMO-
HanHa aBToHOMUSA [6]. IMeHHO To3M 6anaHc cb3da-
Ba NPeAnocTaBKM 3a MHOBALMW, Tbil KaTO NO3BONA-
Ba Ha akaJleMMNUYHUTE 3BEHA [la EKCMEePUMEHTMPAT C
HOBW NefarorMyeckn mogenu, TeEXHONOrMn 1 opra-
HW3aLMOHHM peLIeHUA.

B KOHTeKCTa Ha gurntanHata TpaHchopmaumns aka-
[e- MMYHaTa aBTOHOMKA Npuaobmnea HOBO nU3Mepe-
Hue. ViIMa aBTOPOBO MHEHMEe KOeTo nogyepTaBa, ue
AVUTUTANIHUTE TEXHOJNIOTMM He MPOCTO nognomarat
obpasoBaTenHUA npouec, a TpaHchopmupaTt ca-
MaTa npupoja Ha NPenofaBaHETO 1 YUYEHETO, KaTo
Cb3gasaT YCNoBMA 3a NePCOHaNU3NPaHo 1 MBKaBo
06yueHue [7]. ToBa npegnonara Heo6XxoAMMOCT OT
No-BMCOKAa CTeMneH Ha aBTOHOMMA Ha MpenojaBa-
Tenute Npu n3bopa 1 afanTUpPaHEeTo Ha AUTUTASTHU
WHCTPYMEHTU U NEJArornyeckn noaxoam.

MHoBaTMBHOCTTA BbB BUCLIETO 0Opa3oBaHue ce
pa3srnexpa Kato CNocobHOCT Ha obpasoBaTenHuTe
WHCTUTYUUWUTE Aa Cb3faBaT M npuniarat HOBW uaeu,
METOAM U TEXHOMOrMN B y4yebHMA npouec 1 ynpa-
BneHueTo. [pyna aBTOpy B NPOYyYBaHUATA CU NOA-
yepTasaT, Ye MHOBaALMUTE B YHUBEPCUTETCKATA Cpe-
[la ce pa3BMBaT Hall-yCrnewHo, Korato CblLecTByBa
KyNnTypa Ha ekcnepuMeHTUpaHe 1 MHCTUTYLMOHa-
Ha nogKpena 3a akageMnyHuTe nHnumaTmem [13].

B TO3M KOHTEKCT akagemMunyHaTa aBTOHOMUA ce
ABABa KJIIOYOB NpeanoctaBAl pakTop 3a MHOBa-
TUBHOCT. Korato npenopaBatenute M M3cnepoBa-
TenuTe pasnonarat cbC cBob6oAa Ha AencTeue, Te
Ca NO-CKJIOHHW a BHeApABaT HOBM TEXHOMOMMK, Aa
pa3paboTBaT MHOBATMBHU KYpCOBE U fia eKcnepu-
MEHTUPAT C Pas3nnMyHn Gopmn Ha o0byuyeHne, BKIIO-
YNTENHO XMOPKIHO 1 OHMaH 0byYeHNe.

MpaKTnyeckn npumMmep 3a BUCOKa CTEMNeEH Ha akage-
MMYHa aBTOHOMMA N MHOBATUBHOCT Ce Habnioaaea B
University of Oxford, KoiTo cbuyeTaBa TpaguLUMOHHa
aKaJleMUYHa aBTOHOMUA C MOLEPHU AUTUTASTHN Tex-
HOJIOMNK, KaTo HacbpyaBa MHOBALUWN B NpPenoaaBa-
HETOo Upe3 AUrNTaNHU NNaThopPMu, XMOPULHN GopmMm
Ha obyueHue N MexayancLuUnaInHapHN Nporpamu.

ColecTBeHa ponA 3a PasBUTMETO Ha MHOBATUB-
HOCTTa MrpaAT U yrnpaBieHCKUTe MOAENV BbB BU-

cweTo obpaszoBaHue. OT egHa CTpaHa MMa aBTop,
KOWNTO B CBOETO Mpoy4yBaHe oTbenA3Ba, ye fdeLeH-
Tpanu3auuAaTa e BaxeH daKkTop 3a CTUMynupaHe
Ha VMHOBaUWWTE, Tb KaTo MO3BOMsABAa NO-roffAma
cBoboja Ha akagemMunyHuTe 3BeHa [12]. B cbuoTo
BpemMe uma Apyrv aBTopoBY TBbPAEHNA, KOUTO NOJA-
yepTasart, Ye yHUBepPCUMTETUTE QYHKLMOHMPAT KaTo
XMOPVAHN OpraHu3auun, B KOWUTO aBTOHOMUSTA
TpAbGBa Aa 6bae GanaHCcUMpaHa C NHCTUTYLMOHANHA
KoopauHauwua [3].

B 3aknioueHne moxe ga ce 0606wu, ye pa3Butue-
TO Ha akaleMuyHaTa aBTOHOMUA U MHOBATUBHOCT-
Ta e K/oYyoB $aKTop 3a YCTONUYMBOTO pa3BUTME HA
BMCWETO obOpa3oBaHMe. TaxHaTa B3aMMOBPb3Ka
ce 3acunBa B YCJIOBUATA Ha Aurntanusauna, Kbae-
TO TEXHONOrMMTe Cb3aaBaT HOBM Bb3MOXKHOCTM 3a
npernopgasaHe, y4eHe U ynpasneHue. YHuBepcuTe-
TUTe Ha “HOBOTO Bpeme’, KOMTO ycnABaT Ja OCury-
pAT 6anaHC MeXkay aBTOHOMUA U UHCTUTYLIMOHANHA
KoopAnHaumaA, NocTUraT No-BncoKa CTerneH Ha MHo-
BaTUBHOCT, aAanTMBHOCT U KOHKYPEHTOCMOCOOHOCT.

Ha neto msAcTo, NoBuLWaBaHe Ha KayecTBOTO U
KOHKYpPEeHTOCNOCO6HOCTTa Ha obpa3oBaHueTo. [u-
rmTanHaTa TpaHcpopmauus Ha BuUCLIETO obpa3oBa-
HWe nocTaBA QyHAaAMeHTaseH BbMPOC 3a HAuMHa,
no Konto ce geduHMpat, n3mepsaT 1 ynpasnasaTt
KauyecTBOTO U KOHKYPEeHTOCNOoCcOO6HOCTTa Ha obpa-
30BaTeNIHUTE UHCTUTYUMW. B TpagmumoHHNa mogen
KaQueCcTBOTO € CBbpP3aHO OCHOBHO C aKpeAUTaLMOH-
HW CTaHZAPTW M aKaJeMWYHU pe3ynTaTu, JOKaTo B
AVriTanHaTa epa To BKJIIOUBA Y TEXHONOTMYHA UHTe-
rpaums, jaHHm 3a obyueHneTo, rbBKaBOCT Ha obpa-
30BaTeNHMTE NpoLecK 1 NepcoHanm3aums.

AHanM3bT NO TemaTta akUeHTMPa BbPXY MHEHNETO
Ha rpyna yyeHu, KOWTO M3BEXJAT Ha MpeaeH nnaH
KauecTBOTO B OOPA30BaHMETO KAaTO MHOrOMepHa
KOHCTPYKLMA, BK/OYBALLA ,M3KIOYNTENHOCT', ,Cb-
OTBETCTBME CbC CTaHAapTN” u ,TpaHchopmauma”’
[11]. B aurntanHmAa KOHTEKCT Ta3n KOHLUenuus ce
pa3wwupsaBa 4ype3 pobGaBAHE Ha TEXHONOMMYHA W
aHaNMTUYHA KOMIMOHEHTA.

MoBurLWaBaHETO Ha KAYeCTBOTO U KOHKYPEHTOCMO-
cobHOCTTa B YC/I0BUATA Ha gurntanHa tpaHcdopma-
uMA npeactaBnsABa KOMMIEKCEH M MHOrOMNIacToB
npouec, KONTO obxBalla eHOBPEMEHHO TEXHONO-
FMYHKU, OPraHM3aUMOHHN 1 Nejarornyeckn npome-
HU BbB BUCLWETO obpasoBaHue. Ourntannsayuara
He camo onTMMK3upa obpa3oBaTENHUTE MPOLECK
upes BHegpsABaHe Ha NnaTdopMK, aHHWU 1 UHTENU-
reHTHW CUCTeMWU, HO 1 TpaHcpopmMpa HaurHa, No
KONTO YHMBEPCUTETUTE YMpaBiABaT ObyuyeHueTo,
OLIeHAABAHETO M akaleMUyHaTa KOMyHMKaLlus.

B TO3M KOHTEKCT KauyecTBOTO Ce Omnpepensa Bce
NO-CUIHO OT CMOCOBHOCTTA Ha UHCTUTYLIMNTE fa NH-
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Terpvpat UHoOBauuW, fa pa3BMBaT AUrMTanHa 3pa-
NOCT U Aa npwnaraT rbBKaBW YNpaBieHCKN MOAENW.
KOHKypeHTOCNoCoOHOCTTa Ha BUCLIMTE yYmnuLa OT
CBOAl CTPaHa 3aBWCMK OT TAXHaTa afanTMBHOCT KbM
rnobanHata obpasoBaTenHa cpefa, edpeKTVBHOTO
n3nonsBaHe Ha 06pa3oBaTesIHN TEXHONIOTUW U CMo-
Cco6HOCTTa 3a yCcToNuMBO nofobpsABaHe Ha pesynTa-
TUTE OT 06yYeHueTo.

III. BBAELIN ITEPCITEKTUBU HA
XUBPUAHMA MOJAEJI B YCJIIOBUATA
HA IUTUTAJIHA TPAHCOOPMAILINA

HA BUCIIETO OBPA30OBAHUE

XnbpuAHUAT YNPaBieHCKN MOJEN ce yTBbpXJaBa
KaTo efHa OT HaW-yCTOMYMBUTE OpPraHnU3aunoOHHU
dopmun BbB BrCLWIETO 0Opa3oBaHMe B KOHTEKCTA Ha
yCKopsBalllaTa ce AnrntanHa TpaHchopmauuma. Ton
KOMOUHMpA enemMeHTU Ha LIeHTPann3npaHo ynpa-
BNIEHME, OCUTYpABaLWlO CTpaTernyecka KoopauHa-
LMA 1 CTaHZapTU3auma, C eleHTpanM3npaHn mexa-
HU3MU, KOUTO CTUMYNNPAT akaleMUYHa aBTOHOMMA,
MHOBaLWUW N MbBKaBOCT. IMeHHO Ta3n 6anaHcupaHa
CTPYKTypa onpefens Herosus noTeHuMan 3a pas3su-
Tue B ObJellaTta YHUBepCUTETCKA cpea.

B HayuHaTa nuTepatypa vMa KOMEHTapu OT Ha-
npaBeHy NPOYYBaHUA NO TemaTa, KOMTO rNacAT, ye
CbBPEMEHHUTE YHUBEPCUTETU GYHKLMOHMPAT KaTo
JXNOPUAHN OpraHu3aumm’, B KOUTO CbLiecTByBaT
napanenHo pasfnyHn IOTUKN Ha yNpaBeHme - aka-
AEMWYHA, agMUHMCTPATMBHA 1 nasapHa [3]. Taswu
XapaKTepuCTMKa ce 3acunBa AOMbAHUTENHO B YCIO-
BUATA Ha AUrMTann3auunsa, KbaeTo TEXHONOrMnTe Bb-
BeXAaT HOBM YNpPaBNeHCKN U3MepeHuns, 6a3npaHm
Ha AaHHW 1 aBTOMaTM3auUuA.

MNoBulwaBaHETO Ha KayeCTBOTO U KOHKYPEHTOCMO-
COOHOCTTA B YCNOBUATA Ha AnrUTanHa TpaHchpopma-
LA N3NCKBA MHTErpUpaH NOAXoA, KOUTO CbyeTaBa:

1. Pa3BuTune Ha data-driven yHuBepcuteTn

Passutneto Ha data-driven yHuBepcuteTUTEe €
CBbP3aHO C N3MON3BaHETO Ha AaHHM U aHANUTUYHU
TEXHOMOMMM KaTo OCHOBa 3a CTpaTernyecko ynpa-
BNeHMe, ONTMMM3NPAHe Ha akageMnyHuTe npoLe-
CU 1 MOBKMLWABaHe KayecTBOTO Ha obpa3oBaHMeTO.
Ype3 npunaraHeTo Ha learning analytics, cuctemn
3a obpaboTKa Ha ronemMm MacvMem OT JaHHW N UHTe-
NIUreHTHU nHGOPMaLMOHHM nnaTdopmu, BUCLINTE
yuynnauiwa morar Aa B3emat no-npeunsHu ynpasnex-
CKM pelleHnA, OCHOBaHUW Ha peanHu nokasartenu 3a
aKageMnuyHa epeKTUBHOCT, CTYAEHTCKA aHraXupa-
HOCT M WHCTUTYLUMOHANHO pa3Butue. To3nm nogxoq
Cb3faBa NpeanocTaBKM 3a U3rpakgaHe Ha No-rbB-
KaBa, ajanTMBHa M VHOBATMBHA YHUBEpPCUTETCKa

cpefa B yCNoBMATa Ha AurnTanHa TpaHchopmaums.

EnHa oT ocHOBHUTE 6bAelmn TEHAEHL MM e NPEMU-
HaBaHETO KbM YMpaBfieHNe, OCHOBAHO Ha AaHHWU
(data-driven governance). OT U3BbpLUEHUAT CUCTE-
MaTWYeH aHanu3 No Temara ce yCTaHOBKXa aBTOpO-
BV TBbPAEHMWA, KONTO COYaT, Ye aHanM3bT Ha obpa-
30BaTesIHM JaHHU MO3BOJIABA B3€MaHe Ha NMO-TOYHM
1 HaBPEMEHHW YNPaBNeHCKUN peLleHuns, CBbp3aHun C
KaueCcTBOTO Ha 0OyUeHMeTO, yCneBaeMoCTTa Ha CTy-
neHTuTe 1 epeKTMBHOCTTa Ha yuyebHNTe Nporpamu
[4]. MoaKpenam naeATta 3a XMOPUAHMAT MOLeN, KO-
TO LUe ce pa3BMBa Ype3 LeHTpaNmM3npaHo cbbmpaHe
W aHanu3 Ha JaHHW, CbYeTaHOo C JeleHTpanm3upa-
HO Mefarornyecko M3nos3BaHe Ha pesynTaTtuTe Ha
HWBO KaTeapwu 1 npenogasaTtenm.

2. NIHTerpauma Ha N3KyCTBEH NHTENEKT B ynpasse-
HUeTo

WHTerpaumnaTa Ha TexHonoruu, 6asmpaHu Ha u3-
KYCTBEH WHTENeKT, B ynpaBfeHWeTO Ha BUCLIETO
ob6pa3oBaHMe Cb3faBa Bb3MOXHOCTW 33 ONTUMU-
3upaHe Ha agMWHUCTPATMBHUTE MpoLuecu, aHanus
Ha ronemu o6emun AaHHW U NognomaraHe Ha CTpa-
TernyeckoTo B3emaHe Ha pelueHus. Ypes nsnonssa-
HeTO Ha MHTeNINreHTHU cuctemu 1 learning analytics
YH/UBepcuTeTUTE MOorat no-epekTMBHO fJa npoche-
[0ABAT akafleMNYHWA HanpeabK Ha CTyAeHTUTe, Aa
naeHTMdunUMpaT prCcKoBe OT OTNagaHe n ga apan-
TMpPAT ynpaBneHCKMTe u obpasoBaTesiHATe MNOJK-
TUKM KbM AVHAaMWUYHO NPOMEHSALLATa ce ANrnTanHa
cpepa. MiHTerpmpaHeTo Ha M3KYCTBEH WHTENEKT B
ynpaBneHCKUTe Mofenu JonpuHaca 3a NoBuLIaBa-
He edeKTUBHOCTTA, MBKABOCTTA M YCTONYMBOCTTA
Ha CbBpeMeHHUTe BUCLIN YYnanLLa.

Cnopef MHEHMETO Ha Hay4yeH KONeKTUB, KONTO e
aHanusupan temarta 3a M B ynpaBsneHuneTo, cturat
[0 CNefHOTO 3aK/loveHne, KoeTo noguyepraBa, ye
BMICOKO WHTENINTEHTHUTE TEXHOMOMMN UMaT MOTEH-
umnan ga tpaHchopmmupa yrnpaBneHNeTO Ha BUCLIETO
obpasoBaHMe ype3 aBTOMaTM3MpPaHe Ha aAMUHU-
CTpaTMBHK Npouecu, nepcoHanusnpaHe Ha obyye-
HWETO W MpPeAuKTUBEH aHaNM3 Ha akageMunyHuTe
pesyntatu [5].

B xnbpuaHma mopen ToBa O3HayaBa LIEHTpanusu-
paHo BHegpABaHe Ha Al nnatdopmu, KOMOMHMPaHO C
NoKanHa aBTOHOMMA NpW NefarornyeckoTo M npu-
noxeHue. Taka ce cb3gaBa 6anaHc Mexagy TeXHONO-
rMyHa cTaHgapTU3auma 1 akagemmnyHa csobopa.

3. Pa3BuTME Ha rbBKaBM M afanTUBHU YHUBEPCU-
TETCKMN CTPYKTYpU
Pa3BuTMETO Ha rbBKaBM M afanTUBHU YHUBEPCU-
TETCKM CTPYKTYPU e KIoYoB pakTop 3a ycrewHo-
TO GYHKLUMOHMpPAHe Ha BUCLUMTE yYyunulya B ycsio-
BMATa Ha AWHAMWYHa AuWrnTanHa TpaHcdopmauuma
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n 6bp30 NpomeHsa ce obpa3oBaTenHa cpeja.
CbhBpemeHHUTe yHUBEPCUTETH Ca M3MpPaBeHn npeg
Heo6XxoaMMOCTTa fa npwunaraT MHOBATUBHU ynpa-
B/IEHCKM MOAENN, KOUTO NO3BOJsABaT Obp3a aganTa-
UMA KbM TEXHOJIOTMYHUTE MPOMEHM, HOBUTE GopmMH
Ha obyuyeHVe 1 HapacTBalWTe U3NCKBaHUA Ha na-
3apa Ha Tpyga. M3rpakpaHeTo Ha aganTyMBHU opra-
HU3aLMOHHM CTPYKTYPU Cb3faBa NpeanocTaBky 3a
no-epeKTVBHO YMpaBfeHNe Ha pecypcuTe, NOBU-
LIaBaHe KayeCcTBOTO Ha 06pa3oBaTesiHMA NpoLec 1
YCTONUMBO NHCTUTYLMOHANTHO pa3BUTUE.

AsTtopbT Clark Burton (1998) BbBexaa KOHUeNUM-
ATa 3a ,NpeanpuemMayvyeckus yHUBepCuTeT", KONTO ce
afjlanTupa ypes MHOBALMM U CTPYKTYPHa MBKaBOCT
[6]. B 6baelle xmbpuaHMAT MOAEN Lie Ce pa3BuBa
WMEHHO B Ta3/ NOCOKa - KaTo afjanTUBHA CTPYKTYPa,
cnocobHa aa pearupa 6bp30 Ha MPOMEHN B TEXHO-
normyHata u obpasoBaTesiHaTa cpeja.

MpakTyeckn ToBa Beye ce Habnogasa B yHUBep-
cnTeTun KaTo Arizona State University, KOUTO n3nons-
Ba KOMOVIHALMA OT LeHTpanuspaHa gurnutanHa uH-
bpacTpyKTypa 1 AeueHTpann3npaHn akageMmnyHu
MHOBaLMM Npu pa3paboTBaHETO Ha OHMaliH Npo-
rpamm 1 aHann3 Ha CTYAEHTCKUTE AaHHN.

4. Pa3wupsBaHe Ha XM6PUAHOTO 1 OHNalH 0byye-
Hue

PaslwmpABaHeTo Ha XMBPMAHOTO M OHNAaNH 0Oby-
YeHWeTO MpefcTaBisABa CblieCTBEHa TeHAeHUMA B
Pa3BUTUETO HAa CbBPEMEHHOTO BuMCLIe ObOpa3oBa-
Hue, 0byCcnoBeHa OT YyCKOpeHaTa AUrnTanmn3aumsa um
HeobxogMMOCTTa OT Mo-rbBKaBU Ob6pa3oBaTesHM
mogenu. Ypes nHTerpmpaHeTo Ha cucTemm 3a ynpa-
BneHme Ha obyuyeHueto (LMS), BupTyanHmn obpa-
30BaTefIHN CPean U AUTUTANHU KOMYHUKALUOHHN
TEXHOJIOTM YHUBEPCMTETUTE Cb3haBaT YC/IOBKA 3a
Mo-LWNPOK AOCTbMN A0 06pa3oBaHve, NepcoHann3u-
paHe Ha yyebHUA npouec 1 NoBULIABaHE aHraXKu-
paHoOCTTa Ha cTygeHTuTe. Teau dopmm Ha obyueHune
LOMPUHACAT 3@ M3rpaxJaHeTo Ha Mo-ycToluyrBa U
ajanTvBHa akageMuyHa cpefa, cnocobHa Aa oTro-
BOPY Ha CbBPEMEHHWTE COLUANTHN Y TEXHOMOTUYHM
npean3BMKaTescTaa.

ABTOpPOBM NpOy4YBaHUA coyaT, 4ye XuObpUZHOTO
o6yueHune (blended learning) npepcTtasnasa ctpa-
Termyecka UHTerpauma Ha NPUCHCTBEHO U OHMANH
006yueHue, KOATO NoBKMLWABA ePpeKTUBHOCTTA Ha 00O-
pa3oBatenHua npouec [10]. B 6baewe yHuBepcuTe-
TUTe We paswnpaBaT To3x Mofes Yype3 No-BncoKa
CTeMneH Ha AuruTanusauus, BUPTYanHU Kamnycu r
rno6anHy obpa3oBaTesHN EKOCUCTEMM.

[lonbnHuTeNneH aprymeHT B nos3a Ha xnbpugHus
MOJEeN € Heroeata CrocOOHOCT Aa OCUTYpU YCTON-
UMBOCT Ha YMpaBNeHCKNTE MPOLECU B YCNOBUATA

Ha AWHaAMWYHW pomeHun. Ton No3BONABa Ha YHU-
BEpCMTETUTE Aa pearvupar ageKkBaTHO Ha BbHLIHU
Nnpean3BMKaTeNCTBA, KaTo CbLUEBPEMEHHO 3amnas-
BaT BbTpeLIHa CTabUHOCT U CTpaTernyecka nocne-
[OBaTEJNTHOCT.

B 3akntoueHune, n36opsbT Ha XMOpUAHMA ynpasneH-
CKM MoZen e HayyHO OOOCHOBaH U MpaKTUYECKU
onpaBAaH B KOHTEKCTA Ha AWrMTasiHaTa TpaHchop-
Mauma Ha BUCWeETO obpa3oBaHue. Toll oTpassBa
CbBpPeMEHHWTEe TeHAEeHUUN B YnpaBNeHWeTo Ha
obpasoBaTefiHATe NHCTUTYLMM U Cb3faBa Heobxo-
AVMUTE MPEeAnoCTaBKN 3a epeKTUBHO CbyeTaBaHe
Ha TEXHONOrK, ynpaBfeHne U akagemMmnyHa aBTo-
HomusA. Mi3BoguTe B HayyHaTa nutepaTtypa AOMbi-
HUTENTHO MOTBBbP)KAABAT HEOOXOAUMOCTTA OT MpuU-
naraHe Ha rbBKaBW W MHTErpUpaHn yrnpaBrneHCKM
noaxoau, KAaKbBTO € XOPUAHUAT Moaen. YHUBepcu-
TeTWTe, KOWUTO YCMNABAT 4a U3rpaaat epeKkTrBHa B3a-
MMOBPDB3Ka MeXAY BCEKU eAVH OT KOMMOHEHTUTE,
NOCTUTaT No-BMCOKA CTEMeH Ha afanTUBHOCT, UHO-
BaTUBHOCT U KOHKYPEHTOCNOCOBHOCT B robasnHara
obpa3zoBaTesfiHa cpefa.

IV. BAKJIFOUEHUE

HacToswoTo n3cneaBaHe pasrnexkaa B3aviMoBpPb3-
KaTa Mmexxay ynpaBieHCKUTe Mogenmn n obpasoBaTen-
HIVTe TEXHONOI MM KaTo K/oyoB GpaKTop 3a ycrelHaTa
peanu3aumsa Ha AurutanHata TpaHchopmauma BbB
BMCLIETO 06pa3oBaHMe. AHANIM3BT MOKA3Ba, Ye edek-
TUBHOCTTa Ha BHEAPABAHETO Ha AUTMUTANIHN PeLIEeHNA
He 3aBWCU eMHCTBEHO OT HA/IMYMETO HA TEXHONO-
rMYHa MHGPACTPYKTYpPa, @ B 3HAUUTENIHA CTEMEH OT
n36paHuA ynpasneHCKN MoAen U HerogaTa Cnoco6-
HOCT fia ocurypu 6anaHc mexxgy KoOopAauHauma, KOH-
TPON 1 aKageMNYHa aBTOHOMUS.

XnOpUAHUAT YNPaBIEHCKN MOZEN Ce YTBbPKAaBa
KaTo KJIlOYOB MHCTPYMEHT 3a epeKTMBHOTO WHTe-
rpupaHe Ha obpa3oBaTeNHW TEXHOMOMMW B YCNO-
BMATA HA AUrMTaNHa TpaHCPOpPMaALMA Ha BMCLIETO
ob6pa3zoBaHue. Tol cbueTaBa TPAAULIMOHHMTE aAMU-
HUCTPATUBHU 1 aKageMUUYHN CTPYKTYPU C IMbBKaBM
AUIUTANIHN peLleHns, KOeTo No3BOMsABa Mo-afan-
TVBHO M YCTOMUYMBO YMpPaBNEHME Ha YHUBEPCUTET-
CKUTe npouecu.

BHepnpsiBaHeTO Ha TO3U Mofen Cb3faBa npepnoc-
TaBKM 3a No-f06pa KoopAnHaLUs Mexay cTpaTteru-
YeCcKoTO MJIaHNPaHe, TEXHONOMMYHATa MHPPACTPYK-
Typa v negarornyeckute NpakTrku. Mo To3m HaunH
Ce NocTura no-BMcoka epeKTMBHOCT NPU U3MON3Ba-
HeTO Ha CUCTEMU 3a ynpaBfieHVe Ha ObyYeHneTo,
OUTUTANHU NNaTGOPMU Y aHANUTUYHW UHCTPYMEH-
TW, KOMTO MOAMOMAraT KakTo npernogaBaHeTo, Taka

N yyeHeTo.
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XnbpuaHUAT noaxod AONpUHAcA 3a NoBMILABaHe
Ha opraHM3auUMoHHaTa MBKABOCT U CNOCOOHOCTTa
Ha BMCLUUTE YUMSIMLLA @ pearnpaTt Ha AVHAMUYHU
NpPOMeHN B OOpa3oBaTeNiHaTa cpefa. Ton ynecHs-
Ba Mnpexoja KbM CTYAEHT-OPUEHTUMPAHU MOLENM
Ha obyueHure, NpY KOUTO Ce aKLEHTMPA BbPXy nep-
COHanM3aumaATa, UHTEPAKTMBHOCTTA U AOCTbMA A0
3HaHWSA OTBbA TPAANLIMOHHUTE PaMKM.

B 3akntoueHne moxe ga ce 0606wu, ye xnbpua-
HUAT YNPaBNeHCKN MOAen NpeacTaBsaBa cTpaTeru-
yecKa OCHOBA 3a YCTOMUYMBO Pa3BUTUE HA BUCLUETO
ob6pa3oBaHMe B AurMTanHata enoxa. Herosoto npu-
naraHe nopgrnomara MHTerpauusaTa Ha MHOBATUBHM
TeXHoNorm1, nogobpsBa KauyecTBOTO Ha 0bpa3oBa-
TeIHVA NpoLec 1 Cb3Aasa YCI0BMA 3a U3rpakgaHe
Ha MOAEpPHA, ajanTMBHA U KOHKYPEHTOCMOCOOHa
aKaleMuyHa cpepa.
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THE HYBRID INTELLIGENCE AS A
DRIVER OF INNOVATIONS

Toni Tsendov

Abstract: The innovation process in the modern
era is undergoing a fundamental metamorpho-
sis, driven by the convergence of human cogni-
tive capacity and the computational power of
artificial intelligence. The paper examines the
main features of the innovations, the hybrid in-
telligence and its role in the innovation process.
The role of the generative Al in the creative pro-
cess is explored, as well as the human-machine
collaboration. The key components of interac-
tion in hybrid systems have been analyzed with
regard to the innovation process.

Keywords: hybrid intelligence, innovation, artifi-
cial intelligence, collaboration.

[. INTRODUCTION

The evolution of artificial intelligence in recent
years has led to a radical transformation of the world
of work and business. The increasingly widespread
adoption of tools based on generative Al has revolu-
tionized traditional ways of interacting between hu-
mans and machines, introducing new opportunities
and challenges in the field of creative collaboration.

The innovation process in the modern era is un-
dergoing a fundamental metamorphosis, driven
by the convergence of human cognitive capacity
and the computational power of artificial intelli-
gence. Over the past few years, generative Al has
assumed a central role in corporate ideation and
innovation processes. Companies and profession-
als are experimenting with generative Al tools to
accelerate the development of new products, im-
prove decision-making, and expand problem-solv-
ing capabilities. However, the introduction of these
technologies raises numerous questions regarding
their effectiveness, human-machine collaborative
dynamics, and the potential critical issues arising
from their use.

The synergistic model, defined as hybrid intelli-
gence, is not simply the next step in automation,
but an entirely new sociotechnical paradigm that
redefines the way organizations create, develop and

Toni Tsendov is with the University of Telecommuni-
cations and Post, Sofia, 1 Acad. St. Mladenov Str, Sofia
1700, Bulgaria. E-mail: t.tsendov@utp.bg.

implement new ideas. Hybrid intelligence is charac-
terized by a deep integration of human creativity,
intuition and ethical judgment with the capacity of
artificial intelligence to analyze big data sets, auto-
mate routine tasks and recognize complex, invisible
to humans’ patterns. In the context of the global
economy, where the speed of change and the com-
plexity of challenges are increasing exponentially,
hybrid intelligence is establishing itself as a critical
factor for the future sustainability and competitive-
ness of any organization.

II. MAIN FEATURES OF THE
HYBRID INTELLIGENCE AND THE
INNOVATIONS

A. Definition

The concept of innovation is related to new ways
of organizing, new sources of materials, and new
markets. The innovation is defined as the incorpo-
ration of new technologies aimed at increasing the
competitiveness and added value of companies in
the market [1].

With the rapid changes in the economy and the
competitive marketplace, companies must be
prepared for future changes by using innovation
through the adoption of new practices, the devel-
opment of new technologies, and the creation of
new products, services, and processes that allow
them to enter new markets [2].

Later, the term “novelty” in definitions of innova-
tion began to link the production of new products,
services, production and organizational methods
with the degree of novelty - novelty for the compa-
ny and novelty in the market [3].

The concept of “disruptive innovation” was also in-
troduced, characterized by the creation of new mar-
kets or the transformation of existing markets [4].

On the other hand, hybrid intelligence is often de-
fined as “the intentional design of human-Al con-
stellations in which each party contributes what it
is uniquely good at: humans bring domain experi-
ence, ethical judgment, creativity, and social under-
standing; machines bring capacity for large-scale
data processing, pattern detection, simulation, and
optimization”[5, 6].
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Hybrid intelligence could be used in decision
support systems combining “artificial intelligence,
machine learning, big data analytics, and human
expert intuition to provide more analysis and solu-
tions to complex problems”[7, 8].

Hybrid intelligence is a result of the human-ma-
chine collaboration.

B. Nature of human-machine collaboration

In order to understand the role of hybrid intelli-
gence, it is necessary to distinguish it from tradition-
al forms of artificial intelligence.

Hybrid intelligence combines “natural intelli-
gence,”which possesses depth of insight, emotional
intelligence, and a moral compass, with artificial in-
telligence, which offers analytical rigor and scalabil-
ity. Hybrid intelligence “emphasizes the intelligent
performance of the human-Al system as a whole,
where both humans and Al act as mutual agents,
contributing jointly” [9].

In such a way hybrid intelligence allows organi-
zations to navigate complex environments where
data is abundant, but context and ethics are crucial
for making the right decisions.

While conventional Al is often focused on autono-
mous task execution, based on algorithms and data,
hybrid intelligence relies on symbiosis, in which hu-
mans and machines work together and learn from
each other to achieve results that exceed the capa-
bilities of each agent individually. Such a concept
shifts the focus from replacing human labor to ex-
panding human capabilities.

The evolution of industrial systems in recent dec-
ades has been dominated by the trajectory of au-
tomation. These paradigms were anchored in the
promise that machines could systematically replace
manual and repetitive tasks, minimizing human in-
tervention and optimizing operational efficiency
[10].

However, the transition to Industry 5.0 and the
advent of generative Al have triggered a change
in this logic. Industry 5.0 is defined as an evolution

that aims to harness the creativity of human experts
working together with efficient, intelligent, and pre-
cise machines [11] The next phase is characterized
by the collaboration of the Al and the humans, ex-
panding the strengths and realizing the potential
of the intelligent systems. Industry 5.0 “is restoring
the importance of the human aspect in production”
[12].

Human-machine collaboration represents a new
paradigm in the interaction between humans and
technological tools, characterized by the ability to
dynamically and synergistically integrate their re-
spective strengths to achieve common goals, solve
problems, or improve processes. This relationship
does not aim to replace individual skills but rather
to enhance them, opening horizons that go beyond
the limitations of the individual.

Machines acquire the function of supporting and
amplifying human capabilities, becoming true al-
lies in the development of knowledge. A dialogical
relationship is established in which Al does not act
autonomously but, through iterative mechanisms
of exchange and learning, adapts, refines, and sup-
ports humans in co-creation activities.

III. THE ROLE OF THE HYBRID
INTELLIGENCE IN THE CREATIVE
PROCESS

The collaborative relationship between humans
and artificial intelligence has brought about a sig-
nificant shift in the conception of the creative pro-
cess, enabling the fusion of human creativity with
the computational capacity of machines. This inte-
grated approach goes beyond simple automation
or assistance.

The structure of hybrid intelligence can be viewed
through the prism of various cognitive and emo-
tional dimensions that manifest themselves both at
the individual and collective levels. Understanding
these dimensions is essential for the correct distri-
bution of tasks in the innovation team (Table I).

TaBLE |

KEY COMPONENTS OF INTERACTION IN HYBRID SYSTEMS

Cognitive dimension

Contribution of natural intelligence

Contribution of artificial intelligence

Result in a hybrid environment

Thinking and
analysis

Strategic planning, critical judgment,
abstract thinking.

Large-scale data analysis, pattern
recognition, variant generation.

Data-driven, but ethically and strategi-
cally reasoned decisions.

Emotions and values

Empathy, understanding social nuances,
moral intuition.

Sentiment analysis, language processing
atscale.

Products and services that resonate with
human needs and ethical expectations.

Feelings and
context

Intuition, understanding of organiza-
tional climate, “feeling” for the market.

Real-time monitoring, processing of
sensor data, anomaly detection.

Proactive identification of risks and new
innovation opportunities.

Aspirations and
vision

Individual goals, motivation, organiza-

tional mission, sustainable development.

Optimization of processes to achieve set
goals and KPIs.

Innovations that serve long-term human

and societal goals.
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Creativity, traditionally considered the exclusive
prerogative of humans, finds a valuable ally in gen-
erative Al [13]. This isn't simply a distribution of skills
where computers perform what humans cannot,
but a new level of interaction that fosters the emer-
gence of hybrid intelligence. In this context, ma-
chines are no longer static tools in human hands,
but rather entities capable of evolving, depending
on the inputs received and the contexts of use.

Collaboration thus becomes a truly transformative
process. This interaction enriches both parties and
potentially leads to results that neither could have
achieved alone. To avoid any misunderstanding, it is
important to remember that the success of this in-
teraction is not inherent in the technology itself but
depends profoundly on the choices made regard-
ing the adoption and application of these systems.

Adoption choices represent the initial stage in the
process leading to the integration of a given tech-
nology and are influenced not only by the promises
of efficiency and innovation but also by the resulting
cultural and ethical implications. Adopting a tech-
nological application means accepting the changes
it entails in the work context, in decision-making
dynamics, and in the ways in which humans and
machines interact; every innovation brings with it
opportunities and risks related to the redefinition of
individuals’ decision-making spaces.

Application choices, on the other hand, focus on
how the technology is applied in everyday life, taking
into account not only the operating methods but also
the margins of discretion granted to users who inter-
face with the technological tool. Regulating these
margins plays a central role: technology used in a re-
strictive manner can negate human decision-making
capacity, reducing it to mere execution, while flexibly
integrated technology can enhance autonomy while
fostering learning and skill development.

In the specific case of human-Al collaboration, the
choices of adoption and application are particular-
ly delicate, as they influence the balance between
control and decision-making delegation. Overly
rigid regulation limits individual autonomy and
fosters heteronomy; conversely, by allowing room
for adaptation and experimentation, it is possible
to foster an effective synergy in which both human
labor and technological tools find expression in the
achievement of common goals.

Ultimately, human-machine collaboration is not
expressed simply in technical interaction alone,
but also and above all in the choices that guide the
introduction and use of technology; these proce-
dures represent the crossroads between potential

and limitations, between innovation and sustain-
ability, shaping the future of a relationship that,
while technologically advanced, remains essen-
tially human.

Humans intervene in the ideation process by pro-
viding prerogatives such as imagination, intuition,
and the ability to interpret complex contexts, often
influenced by personal experiences, emotions, and,
of course, cultural heritage.

The introduction of Al into the innovation cycle
transforms every step of the innovation cycle, from
concept generation to market implementation. Tra-
ditional innovation models often face barriers such
as cognitive overload, limited prototyping resourc-
es, and difficulties in analyzing unstructured market
data. Hybrid intelligence addresses these challeng-
es through dynamic collaboration.

Al systems excel at processing large amounts of
information rapidly, identifying non-obvious pat-
terns, and generating highly diverse outputs that
are difficult for human thought to grasp. They thus
emerge as active partners in the creative process,
capable of stimulating ideas, offering new per-
spectives, and co-creating innovative responses.
Human intervention, however, remains central in
selecting, interpreting, and adapting these pro-
posals to specific objectives, sparking an iterative
dialogue between human intuition and algorith-
mic creativity. This phenomenon should not be
viewed as a mere technological evolution, but as
a redefinition of the relationship between human
capabilities and the potential of machines, which
together shape a future in which the creative act
becomes increasingly participatory and multidi-
mensional. It is therefore not simply a means to
achieve specific goals, but a perspective capable of
redefining the way humans interpret themselves,
their role in the world, and their future possibili-
ties, even revolutionizing the terms of the cogni-
tive and creative process.

One of the most innovative methodologies for
managing human-machine collaboration is the
Innovation flow framework, which operationaliz-
es the psychological theory of flow. According to
this theory, an individual or team achieves a state
of maximum productivity and creativity when the
challenge of the task is in optimal balance with
their skills. In a hybrid environment, Al acts as a
regulator that adapts the complexity of tools and
tasks in real time based on the “genetics of the pro-
ject” and the “profile of the team” [14]. The advan-
tages of the Innovation flow process are summa-
rized in Table Il.
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TasLE Il
ADVANTAGES OF THE INNOVATION FLOW PROCESS

Impact parameter Traditional innovation process

Process using Innovation flow | Improvement

Idea generation time Days or weeks of intensive sessions.

6 to 8 hours of structured sprint. Approx. 60% reduction.

Preparation and prototyping
time

High dependence on experts and
resources.

Automated generation of assets and | 58—62% reduction.

simulations.

Team motivation Variable, risk of cognitive fatigue.

79% high engagement reported Significantly increased.

Contextual relevance Often subjective, risk of error.

92% expert-confirmed relevance. | Optimized by data.

In the early stages of innovation, hybrid intelli-
gence plays the role of a“cognitive guide.”One pow-
erful technique here is Design-by-Analogy (DbA). Al
can scan thousands of patents, biological systems,
and cross-industry solutions to suggest analogies
that humans would not have discovered due to
their cognitive biases [15].

The DbA process moves solutions from the “source
domain”to the“target domain."For example, Al algo-
rithms can suggest an aircraft wing structure based
on the shape of bird wings, or, as in the well-known
case, a wind turbine design inspired by the tuber-
cles of a humpback whale. In these cases, Al acceler-
ates the discovery of analogies while humans assess
their technological and commercial feasibility.

However, it is important to note, that there is an
“inverted U-shaped relationship” between the
degree of Al assistance and the quality of ideas.
Studies show that moderate use of Al maximizes
originality and feasibility, while overreliance leads
to automation bias, in which people uncritically ac-
cept the machine’s suggestions, losing their creative
edge [16].

Despite the numerous advantages, interaction
with artificial intelligence poses new challenges
and requires rethinking the traditional dynam-
ics between technological tools and operators. In
particular, it becomes essential to ensure system
transparency, the ethical use of technologies, and
the balance between Al’s decision-making autono-
my and human control. Furthermore, since Al sys-
tems are influenced by the data on which they are
trained, itis up to humans to recognize and mitigate
any biases.

IV. GENERATIVE AI SUPPORT IN THE
INNOVATION PROCESS

Over the past few years, generative Al has assumed
a central role in corporate ideation and innovation
processes. Companies and professionals are ex-
perimenting with generative Al tools to accelerate
the development of new products, improve deci-
sion-making, and expand problem-solving capabili-

ties. However, the introduction of these technologies
raises numerous questions regarding their effective-
ness, human-Al collaborative dynamics, and the po-
tential critical issues arising from their use.

« In the context of the iterative design of busi-
ness models, generative Al plays a key role in
each of the five phases of the IDEATe framework
(Inspiration, Definition, Elaboration, Assembly,
Testing) [17]. The work is based on theoretical
analysis and experiments conducted using doc-
umentation from forums, social networks, and
specialized media, as well as practical tests on
generative Al platforms.

 In the Inspiration phase, generative technolo-
gies facilitate the collection and analysis of rel-
evant data regarding the competitive environ-
ment, market trends, and customer needs;

+ Inthe Definition phase, Al supports the problem
identification process by suggesting multiple
perspectives;

 In the Elaboration phase, Al is able to provide
a wide range of answers, unconventional com-
binations, and useful insights. It also facilitates
“zoom design,” which allows for alternating the
macro view of the model with specific details at
the micro level;

In the Assembly and Testing phases, the machine
helps managers conceive connections between re-
sources, activities, and value and allows for analyz-
ing the model’s robustness in the context of future
scenarios.

Contrary to the belief that Al is useful only for an-
alytical tasks, generative tools have demonstrated
the ability not only to facilitate the identification
of user needs through context analysis but also to
generate solutions using creative procedures.

The artificial intelligence has the ability to signifi-
cantly transform the ideation process and how the
collaborative human-machine relationship is an es-
sential component for obtaining innovative and rele-
vant results. The contribution of individuals, however,
remains indispensable for guiding, interpreting and
contextualising the results produced by Al; the qual-
ity of the ideas generated and more generally the
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success of generative tools remains closely linked to
the ability of humans to interact effectively with ar-
tificial intelligence, formulating precise prompts and
directing the process towards results consistent with
the pre-established objectives. The crucial role of hu-
man intervention lies in ensuring that the generated
output is not only technically valid but also contextu-
alized and relevant to specific needs; in fact, the us-
er’s ability to select the most suitable examples and
correctly interpret the Al's responses directly influ-
ences the final quality of the result. Human-machine
collaboration therefore does not simply represent an
advantage but rather a necessary condition to max-
imize innovative potential and promote problem
solving. Al can propose numerous alternatives for
the design of business models but underline the fun-
damental role of humans in selecting, adapting and
developing ideas starting from intuitions and experi-
ential knowledge [17].

Some of the ideas generated by artificial intelli-
gence could prove fragmented or lacked a cohesive
narrative structure, and human intervention could
become indispensable to contextualize and make
them functional for the purposes of the design ob-
jectives. In practice, generative tools can facilitate
the emergence of a greater number of solutions,
but also a fragmentation of proposals that requires
subsequent alignment and integration activities.

In addition to this, human validation is essential
to ensure that the generated output is reliable and
free of bias. In low-creativity tasks such as aggregat-
ing search results or answering predefined ques-
tions, Al can often operate with minimal human
intervention, while for more demanding tasks, our
involvement becomes significant to ensure an out-
put consistent with the cultural and contextual ex-
pectations of the project design.

Furthermore, given the potential for systematic er-
rors with potentially serious consequences, includ-
ing discriminatory decisions or misleading outputs,
human oversight is critical to ensure a balance be-
tween automation and ethical responsibility.

V. CONCLUSION

The analysis conducted highlights how collabora-
tion between humans and artificial intelligence can
promote ideation processes, facilitate problem solv-
ing, and foster innovation, but also presents some
critical issues that must be considered.

Ultimately, effective ideation is crucial for compa-
nies to develop unique products and services, as
it ultimately determines their market position and
long-term success. Understanding the potential ap-

plications of artificial intelligence, and recognizing
its potential limitations is essential to effectively use
these tools in competitive environments.

In light of this evidence, it is clear that integrating
Al into ideation and creative processes cannot be
considered a one-size-fits-all solution, but rather
an option to be adapted to the specific needs of
individual organizations. The future success of its
use will largely depend on how it is implemented in
business processes and the degree of synergy it can
create with human intelligence.

In conclusion, it can be stated that generative Al
represents a significant opportunity to improve in-
novation and creative processes in the context of
the modern economy, but it must be considered
that its impact will depend on the integration strat-
egies adopted and the ability to develop dynamic
collaboration models. The task of future research
will therefore be to analyze and further explore the
balanced relationship between automation and hu-
man intervention, exploring more advanced inter-
action models and developing best practices aimed
at optimizing human-machine synergy and the im-
pact on the value generated for organizations.
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N3KYCTBEHUAT UHTEJIEKT KATO
NMHCTPYMEHT 3A OLHEHKA HA
EOEKTHUBHOCTTA HA YUEBHHMA ITPOLIEC
BbB BUCHIETO ObPA3OBAHUE —
CUCTEMATHUYEH JIMTEPATYPEH Ob30OP

IOmus ToueBa

Abstract: B cbBpemMeHHOTO Buclle o6pa3oBaHue
N3KYCTBEHVAT WHTENEKT ce yTBbpXKAaBa KaTo
OCHOBEH WHCTPYMEHT 3a aHann3 Ha y4yeb6Husa
npouec. O630pbT Ha uU3CneaBaHUATA OT aBTO-
pu Kato a-p Auinwukxa (Mupgna), npod. Mowa
(Manansus), gou. a-p Axao (Kutain) u npod. a-p
CnaBka CrameHoBa (Bbnrapua) nokasBa Kak
TexXHonorumTe npeunsupar oLeHABaHeTO 4pes
o6paboTKka Ha aHHN Ha CTYAEHTUTe B OHNAlH
nnatpopmute. CuctemuTe ynaBaT feTanim KaTto
aKTMBHOCT M NMOCeLaeMocT, NnognomMmarainkm mo-
AepHu3MpaHeTo Ha nporpamuTte. BHegpaBaHeTo
nm o6aue HOCM Mpepu3BMKaTeNCTBa: NpomMsHa
B Harnacute Ha npenogasaTeny v CTYAeHTH, 3a-
WK1Ta Ha IMYHNTE AAHHU U FapaHTUpPaHe Ha aKa-
AeMMnYHa YyecTHOCT. B KpanHa cmetka UN ocu-
rypaBa o6eKTMBHO ynpassieHue, 6asupaHo Ha
dakTn, ctura puHanHUTe peleHnsa Aa ocTaHaT B
pbLeTe Ha YoBeKa.

Keywords: U3KycTBeH WHTeneKkT; Bucwe obpa-
30BaHue; yuebHa edpeKTMBHOCT; cucTtemaTnyeH
nutepatypeH 063op; o6pasoBaTeneH aHanns Ha
AaHHW.

[. BbBEJAEHUE

OvrutannsauuaTa B yHUBEPCUTETUTE BeYe NpemMnHa
¢dasaTta Ha NPOCTOTO BHEAPABaHE Ha codpTyep — AHeC
N3KyCTBeHUAT uHTenekt (M) ce npeBpbLya B OCHO-
BEH ABUraTen 3a NPomMsHa Ha camata yuyebHa cpepa.
KnacuueckmaT akaieMrnyeH MogeJT, pa3umnTall Ha CTa-
TUYHW MPOrpPamm 1 OLieHABaHE BEAHBX B CEMECTbPa,
BCe NO-TPYZAHO OTrOBapsA Ha HarnacuTe Ha HOBUTE Mo-
KoneHus cTyaeHTu. ETo 3aLlo ronamoTo npeaunsBrka-
TENICTBO Mpej BUCLIKTE YYMMLLA BEYE HE e MPOCTo
[a KynyBaT HOBM Nny1aTGopmu, a ia HamepAT paboTeL

lOnus ToHesa is with the University of Telecommuni-
cations and Post, Sofia, 1 Acad. St. Mladenov Str, Sofia
1700, Bulgaria. E-mail: y.toneva@utp.bg.

HauvH 3a U3MepBaHe U NopobpsaBaHe Ha peanHaTa
epeKTUBHOCT Ha npenogaBaHeTo. BcblHOCT, rona-
MaTa NpoMsHa e B CaMOTO pa3burpaHe 3a ToBa KaKBO
e ,epeKkTnBHO obpazoBaHue”. To Beue He ce n3uepn-
Ba C KpaliHaTa OLIEHKA B KHMXKKAaTa, a 06xBalla Lenvs
yuebeH npoLec — OT TeKyLlaTa aHraXKMPaAHOCT U YM-
CTBEHOTO M NCUXNYECKOTO HAaTOBapBaHe A0 yNaBsaHe-
TO Ha MPONYCKM B MaTeprana 1 paHHOTO naeHTudu-
LMpaHe Ha CTYAEHTU B PUCK OT OTMajaHe.

NmeHHO TyK ce HamecBa VN upe3 MHCTpyMeHTU
KaTo ob6pa3oBaTenHNs aHanus Ha AaHHM (Educational
Data Mining - o6pa3oBaTefieH aHanu3 Ha AaHH). Tesn
CMCTEeMW [aBaT Bb3MOXHOCT Ha NpenogasatenvTe
[a BUAAT Npobnemnte HaBpemMe 1 fa pearupat Bej-
Hara, oule no Bpeme Ha fiekuumnTe, BMEeCTO Aa YakaT
Kpas Ha cemecTbpa. Taka pelleHunaTa B YyHUBEpCUTeE-
Ta — 1 Nefarornyecku, U ynpaBneHCKn — Beye morat
[a CTBNAT Ha peanHn GpakTh 1 JaHHW B peasHO Bpe-
Me. Bbrnpekmn orpoMHUA NHTEpPEC KbM TeMaTa obaue,
B HayyHaTa iMTepaTypa BCe OLle UMCBa LANOCTEH
W ACEH aHanu3, KOMTO J1a 06006l KOW TEXHOOrNY-
HW NOAXOAM HAUCTUHA PaboTAT Ha NPaKTUKa 1 Npeq
KaKBW ETUUYHW U TEXHNYEeCKU Baprepu ce n3npasa-
Me. TOYHO Ta3u NpasHnHa foKa3Ba HeOOXoANUMOCTTa
OT HacToAWMA cucTEMATUYEH NuUTepaTypeH 0630p,
KOWTO [a MOoApeaun HaTpynaHusa OnuT 1 Ja odyepTae
nocokara 3a ObJeluTe n3cnieaBaHua B 0651acTTa.

OcHoBHaTa Len Ha HacToALWOTO U3cneaBaHe e aa
06001 1 aHanM3npa HaTpyrnaHUTe B Hay4yHaTa Jin-
TepaTypa foKa3aTencTsa 1 Jo6pu NpaKkTUKK 3a nNpu-
NOXEHNETO Ha U3KYCTBEHUA UHTENEKT NPU OLEeHKa-
Ta Ha y4yebHMA NpoLuec BbB BUCLINTE yUunuLia.

3a NOCTUraHeTo Ha Tasu Len, We TbPCUM OTroBOp
Ha cnegHUTe N3CNeaoBaTeNICKU BbNPOCK:

» Kou texHonoruu n anroputmun ¢ U ce npunarat
Hal-4yecTo B aKaieM1YHaTa NpaKTnKa 3a usmep-
BaHe Ha yyebHaTa epeKTUBHOCT U CTyAeHTCKaTa
aHraxupaHocrt?

o Kak cuctemute Ha UM npomeHAT aHanm3a Ha
CTYOEHTCKUTE pe3ynTaTh U reHepupaHeTo Ha

obpaTHa Bpb3Ka B peanHo Bpeme?
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» Kou ca ocHoBHMTe Gapuepun 1 npeansBuUKaTen-
CTBa npep BHeapaBaHeTo Ha MW 3a uennte Ha 06-
[pa3oBaTeNIHOTO OLeHABaHe B yHUBepcuTeTuTe?

3a ga 6bae aHanM3bT MaKCMMaNIHO OOEKTUBEH U

MbJieH, U3MOM3BaxXMe AaHHU OT CheunannsnpaHn
aKageMnuyHn nnatpopmm n apxusu. MNpoyuBaHeTo
06xBallla KaKTO MeXAYHapOAHU n3cneaBaHns, Taka
N 6bArapcky HayyHu TpynaoBe, 3a nepuoga 2024-
2026T.

II. TEXHOJIOTUYHA
NHOPACTPYKTYPA U
OYHKIIMOHAJIHOCTHU HA N

B akagemuuyHata nuTepatypa, U no-crneuuan-
HO B cucTeMaTnyHMA o63op Ha [-p Auinwwmkxa
(Deepshikha, 2026), ce nocouBa, ye TEXHONOMMYHA-
Ta nHbpacTpyKTypa 3a oueHKa Ha yyebHaTa edek-
TUBHOCT M aHTa>KMPAHOCT Ce KPenu Ha TPU OCHOBHMU
CTbfba: anropmUTMn 3a MalIMHHO OByyeHue, obpa-
60TKa Ha ecTecTBEH €3UK U KOMMIOTbPHO 3peHMUe.
KomMbrHMpaHeTo Ha Te3n TeXHONorMm no3BonABa
OLIeHABAHETO [ja CTaHe No-06eKTUBHO, NO-6bP30 1
NPUNOXMMO B rosieMn Mawabun. Ha 6a3a Ha cbBpe-
MEHHUWTE N3CNeABaHNA TE3U UHCTPYMEHTU U TEXHU-
Te cneundrUHN GyHKLUM MoraT Aa 6baat kKnacuodu-
LMpaHu B YETUPY KJTIOYOBW HaMpPaBeHUs:

A. MawuHHO obyyeHue U npo2HO3UPAW AHASIU3 HA
akademu4yHuUme pesysmamu.

MalumnHHoTO 06yuYeHme TpaHchopmupa obpazosa-
TE/IHOTO OLIEHsIBaHe B [B€ OCHOBHU HamnpasieHus:
aBTOMaTM3MpaHa NPOBEpPKa Ha 3a4ayn N NPOrHo3u-
paLy aHanm3 Ha CTYAEHTCKUA yCnex.

ABTOMaTM3MpaHO oueHsaBaHe: Crneuvanusmpa-
HW nnatdopmun KaTto,,Gradescope’, aHannsnpaHn 1 B
O6bfirapckaTa HayyHO-MeToAMYecKka nmTepatypa ot
»,CnaBka CrameHoBa (2024)", nanonssart anroputMmu
3a MW, 3a pa rpynupat cxofHW CTYAEHTCKU OTroBO-
p¥ Bb3 OCHOBa Ha NpeABapUTeNHO 3aaeHN KpuTe-
pun n o6pasuu. To3m noaxon CNecTaBa 3HAUYNTESTHO
aAMVHUCTPATBHO BpeMme 3a NpoBepKa U ocuryps-
Ba efHaKBW, 6be3anenayMoHHN KpUTeprmn Npu oue-
HSIBAaHETO Ha roJieMy MacuBM OT U3NUTHU PaboTy.

MporHo3supaw, aHanus: AnropuTMuTe npoche-
AABAT HEMPEKbCHATO aKTMBHOCTTA Ha CTYAEeHTUTE
B YHMBEPCUTETCKMTE OHMANH Nnathopmm — Hanpu-
Mep YecToTa Ha NoCeLeHNE Ha BUPTYaSTHN NEKLMK,
BPEME 33 YETEHE Ha Pecypcu 1 TEKYLLM pe3ynTaTy
OT TecToBe. V3KyCTBEHUAT UHTENEKT ,CrnobsaBa Mb-
3ena” oT AUrMTanHOTO MOBefeHVe Ha CTyfAeHTa U
aHanu3upa HeroBuTe HaBMLM, 3a Aa NpeaBUAM Aanu
TOW LWe Cce crnpaBy C MaTepuana, v nma Hyxgaa ot
nomoul. bnarogapeHvie Ha Te3n NPOrHO3u BUCLWINTE

yymnnuila mMmorat a pa3no3HaAT U30CTaBalnTe CTy-
OEeHTU olle B paHeH eTan 1 BeAgHara fa Mm npenno-
AKaT nHanBmayaneH riaH nian KOHCynTauuu, npeno-
TBpaTHBaVIKVI PUCKa OT NPpeKbCBaHE Ha o6yqu|/|eTo.

B. Asmomamu3supaHa obpabomka Ha mekcm u UH-
mesluzeHMHU cucmemul.

ABTOMaTM3MpaHata obpaboTka Ha TeKCT MO3BO-
nABa Ha U3YUCIUTENIHUTE CUCTEMMW Aa aHanusupar
AbNOOUYMHHO CTPYKTYypaTa Ha MCMEHATa peu.

CneuunanusvpaH copTyep nposepssa fanu cTy-
[EHTCKUTe TEKCTOBE M eceTa ca JIOTMYeckn n3gbp-
aHW, rpaMaTMyYecKky BEpHM U TEMATUYHO pene-
BaHTHW. Crie} TOBA MHTENUIEHTHN CUCTEMW OT TUNa
Ha ronemute eankoBu mogenu (ChatGPT) umntnpat
[pa3roBop B peasiHO Bpeme 1 06ACHABAT ONyCHaTU-
Te rpeLlkun Ha JOCTbNeH 1 pa3brpaem e3uk.

3a pa ce n3berHe GpeHOMEHDBT Ha ,XaNloOLUHU-
paHe” — cnTyauuATa, B KOATO M3KYCTBEHUAT WH-
TeNeKT c1M U3Mncns GpakTn — B CbBPEMEHHATa aka-
JEeMMYHa NpaKTMKa ce npwuiara MeTOAosNorvaATa
ChatToCaseStudy. To3n WHCTpyMeHT, pa3paboTeH
Nno eBPOMEeNCKN Hay4yHOW3CNefOBaTeNCKN MPOEKT,
npeacTaBnABa cneuvanusMpaHa obpasoBaTenHa
CUCTEMA 3a YaT, KOATO He NOo3BOJIABA Ha MoJena Ja
OTroBapsi CBO60LHO MO NAMET OT MHTEPHET, a ro Ha-
COYBa [a aHanM3npa KOHKPETHO NoAadeHN yuebHu
maTepuanu. MNocTtrra ce upes TEXHONOrMYHUA MO-
Zen 3a obenHeHO reHepupaHe, NOACUNIEHO Ype3
n3nuyaHe (Unified RAG), KOTO NpoOMeHA HauMHa
Ha paboTa Ha M3KYCTBEHMA WHTENIEKT, KaTo MbpPBO
M3BNMYA TOYHUTE Naparpadu ot odnunanHUTe m3-
TOYHULM 1 YaK Cflef TOBa reHepurpa OTroBop Ha 6a-
3aTa Ha Tax. 1o To31 HauMH MoJenbT ce orpaHMyaBa
[0 M3B/MYaHEe Ha OTFOBOPU eiUHCTBEHO OT NpoBe-
peHu Kasycu 1n gokymeHTu. Lianata Tasm cTtpykTypa
nofgpexaa HMBaTa Ha MUCIeHe OT OOMKHOBEHOTO
NMOMHEeHe 1 pa3bupaHe Ha GpaKTu [0 TAXHOTO aHaNU-
3upaHe, oueHABaHe U NpunaraHe B peasiHu CUTYya-
uun. bnarogapeHuvie Ha Ta3un Bpb3Ka, MHCTPYMEHTbT
He NPOCTO NpefocTaBsa cyxa MHbopMaL s, a akTUB-
HO CTUMYNUPa KPUTUYHOTO MUCSIEHE Ha CTYAEHTU-
Te, KaTo MM MpeBexaa npes pasfinyHuTe eTanu Ha
No3HaBaTeNHO pa3BUTUE.

C. AdanmusHu nnamgopmu U UHMeu2eHMHuU cuc-
memu 3a obydeHue

ApanTuBHWUTE 06pa3oBaTeNHM NIaTGopPMM N3NoN3-
BaT W3KYCTBEH MHTENEKT, 33 Aa NPOMEHAT yYebHUs
npouec B ABMKeHME, Cbobpa3ABalikn ce C HyxauTe
1 TEMMOTO Ha BCEKM CTyAeHT. ToBa ce oCbLecTBABa
Mo fiBa OCHOBHW HaymMHa:

ApanTuBHo o6yueHue: [porpamata cama npo-
MEHsl TPYAHOCTTAa Ha 3ajauute B ABWPKEHMWE, KaTo
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cnefu Kak ce cnpasA CTYAEeHTbT B KOHKPETHUS MO-
MeHT. AKO MaTepuansT e TBbpAe TPyAeH, cuctemata
aBTOMATWYHO Mpeasiara no-fecHn 3agayuv U Jonbi-
HUTENHW Pa3fACHEHMS, 3a Aa He ce OTKaxe obyuae-
MUAT. AKO e TBbpAe NeceH — aNropuUTbMbT BefjHara
BAMra TPYAHOCTTa, 3a @ NPefoTBpaTH CKyKaTa 1 aa
CTMMYnMpa MHTepeca.

WHTenureHTHN cuctemm 3a HacCTaBHUYECTBO:
DyHKUMOHUPAT KaTo JEHOHOLWHW, AUTUTANHNA Y-
HU yumTenu. Te MOAKPENAT CTyAEHTUTe Mpu ca-
MOCTOSITENHATA M paboTa y AOMA, KaTO MUTHOBEHO
OTroBapAT Ha Bb3HMKHaNM BbMNPOCH, BU3yanm3npat
CNIOXXHN KOHLENMUMWN 1 JaBaT NOCTOAHHM HAaCOKM 3a
CamMoperynmpaLyo ce y4yeHe.

D. KombuHUpaHo oyeHA8aHe, KOMNIOMBbPHO 3peHue U
eelimugpukayus.

MW nomara 3a oueHABaAHETO N MOTUBMPAHETO Ha
CTyAeHTUTE W3BbH paMKWUTe Ha TPaAQULMNOHHMUTE
NUCMEHN UM YCTHN U3NUTK:

KomnioTbpHO 3peHne: Ypes Bugeoxkamepm wu
codTyep 3a M3MepBaHE Ha YOBELIKUTE peakuuu
M pa3no3HaBaHe Ha MoBefeHMETO ce HabnogaeaTt
[OeNCTBUATA Ha CTYAEHTUTE NO Bpeme Ha 3aHATUA.
CnctemaTa npoBepsiBa He NpocTo GM3NYECKOTO
NPUCbCTBUE, @ HMBATa Ha BHMMaHME, KOTHUTMBHO
HaToOBapBaHe, yMopa 1 HauyMHa Ha CnpaBsaHe C Npak-
TUYECKU 3aJaun.

femmudukauma: urntanHata cpega npeepbLia
yYeHeTO B UHTEepaKTMBHA urpa. Ypes BbBeKaaHeTo
Ha TOYKW, HMBA, AUTNTANIHX 3HA4YKK K Harpagu, U
npaBu Npoueca No-aHraXkmpatwy 1 3agbpa MOTUBA-
umMATa Ha MNagexnTe 3a No-AbAbr nepunog.

E. AHanus Ha npeduzgukamesicmeama npeo 8HeopA-
eaHemo

MacoBoTo nHTerpupaHe Ha M 3a uenute Ha 06-
pa3oBaTeIHOTO OLeHABaHe 1 n3MepBaHe Ha edek-
TUBHOCTTa Cce COMbCKBA C KOMIJIEKCHM Gapuepw.
HayuHaTa nutepaTypa, B TOBa UNCIO U 06CTONHKTE
aHanusn Ha a-p Mowa n Koneru ot AppuKaHcKma
WHCTUTYT 3a HayKa u TexHonorun ,HencbH MaHpe-
na’, Kakto 1 Ha npod. [xkao YyHxoHr ot Meparoru-
yeckna yHusepcuteT ,CyntaH Vapuc” (Manansus),
Knacuéourumpa Te3n PUCKOBE B HAKOJKO KPUTUYHM
KaTeropuu:

HaBnn3aHeTo Ha W3KYCTBEHWA WHTENEKT B YHU-
BEPCUTETUTE M yUnnmLaTa HOCK Cbc cebe cM MHOro
HOBW BbNPOCK 1 CEPUO3HN NPobnemun, KOUTo TPA6-
Ba fJa 6baaT pasrnefaHy BHUMATEIHO OT PbKOBOA-
CTBaTa Ha y4yebHUTe 3aBefeHuA. Heobxogumo e fa
ce B3emat 6bp3U N Jobpe 0OMUCIEHN MepPKK, 3a-
LOTO MPOMeHWTe ce cnyysaT TBbpae 6bp30. EgmH
OT MbPBUTE N Hal-ronemMy nNpobnemy e cBbp3aH C

YeCTHOCTTa Ha CTYAEHTWTE MO BPEMe Ha U3NUTK 1
AoMalWHN pabotn. CTapute KOMMIOTbPHU Nporpa-
MW, KOUTO YyumTenuTe K3Mnosi3Baxa Aocera, 3a fAa
NpoBepsBaT Aany HAKOW yYeHUK e Npenncasn rotos
TEKCT OT UHTEPHET WU OT KHUra, Beue 130010 He
BbpLwar pabota. Teanm nporpamu NPocTo He morat
A OTKPUAT U Oa Pa3MNo3HaAT TEKCTOBETE, KOUTO
Ca HaMMCaHM HaMbJIHO CAMOCTOATENIHO OT HOBUTE
YMHM KOMMIOTbPHM cuctemun. ToBa Cb3faBa MHOTMO
CEepUO3HUN YCNOBUA 3a IECHO NpenncBaHe Npu Nuc-
MEHUTE M3NUTK, TbI KaTo yYyeHMLuUTe MoraT Aa no-
NyyaT roToBM OTFOBOPY 3a CEKYHAW. 3a fa ce cripe
Tasy NPaAKTMKa 1 Aa ce 3anasn CMUCHITBT Ha YUeHe-
TO, NpenogaBaTenuTe TpAbBa CNELWHO 4a NPOMEHAT
HaurHa, No KoWTo M3nuTeaTt. Hanara ce npemnHaBa-
He KbM HOBM, MO-MOAEPHU N CTPOTo KOHTPONNPAHM
TECTOBE Ha KOMMIOTHP, NPU KOUTO NPEnmncBaHeTo e
nsknouveHo. OcBeH Npobriema ¢ YeCTHOCTTA obaue,
ce NoABABA U APYr MHOFO BaXKeH BbMPOC, KOWTO €
CBbp3aH CbC CMPABELINBOCTTA M MPABUIIHOTO OT-
HoLleHMe KbM MyiaanTe xopa. HoBute KomnioTbp-
HW CUCTEMW HE MUCIAT CaMW, a Ce y4aT OT OFPOMHO
KOJINUYECTBO CTapu TEKCTOBE 1 MHPOPMALINS, KOUTO
XopaTa ca cbbupanu npes roguHute. Mopaan Tasu
NPUUYNHA MaLLUVHWUTE MOTaT MHOIO JIECHO Aa NonusT
M Aa 3arnovyHaT ga MOBTapAT CblUECTBYBALUTE YO-
BELUKWN Npeapas3CcbabLn, CBbP3aHN C TOBa OT KaKbB
NPOV3XOA e AafieH YOBeK, KaKkBa e Heroeara KynTypa
Unn B KakBa cpepfa »usee. [IpoyuBaHMATa Ha Npo-
¢decop [kao YyHXOHr 1 HEroBus eKun OT KoJseru
[,0Ka3BaT MHOIO SICHO TO3U pUCK. Te HY Npeaynpex-
[aBaT, Ye ako OCTaBMM KOMMIOTPUTE Aa OLEeHABAT
yyeHUunTe 6e3 yoBellka Hameca, MMa OrpoMHa
OMacCHOCT OLIEHKMTe [a CTaHaT HecnpaBemsiiBu ”
norpewHn. CuctemaTta MoXe Aa 3amnoyHe ja oule-
TABA ONpefeneHn CTyaeHTy, 6e3 HMKONM fa pa3bupa
TOYHO 3aL40 KOMMIOTbPBT € B3/ TAKOBA PELLEHME U
6e3 fa MMa ACHM 1 MPOo3payYHn Npasmna 3a Toea. Cu-
TyaumaATa ce YCNIOXKHABA JOMbJIHUTENHO OT daKTa,
ye No-MasiknTe YHMBEPCUTETM MACcOBO He pa3rnosa-
raT C JOCTaTbyHO MOLLHW KOMMIOTPU, MOAEPHU Cbp-
BbpU 1 6bp3a, HaaeXaHa UHTEPHET BPb3Ka, KOUTO
Ca HY>KHW 3a NOAAbPYKAHETO Ha NOAoOHM nporpa-
MW, KOUTO ce HabnoaaBaT Hail-Beye B NO-Mankute
YHUBEPCUTETU, KbAETO IMNCBA JOCTAaTbYHO CTabUN-
Ha AurutanHa VHPPACTPYyKTypa WM M3UMCIIUMTENHA
moLy. B cbwoTo Bpeme paboTHaTa cpefia Ha HAKOU
CneumanusnpaHn CMCTEMN 3a U3KYCTBEH MHTENEKT
OCTaBaT TBbPAE CJIOXKHM 32 HAaBUraLMs, KOETO BoAU
[0 TEXHNYECKO pa3oyapoBaHne cpe akageMnuHuA
CbCTaB 1 3abaBs MHTerpaumaATa M. MI3BbH TexHnve-
CKUTe MapaMeTpu CbLUEeCTBYBAT M AbNOOKU colman-
HW CTPaxoBe B akafieM1UYHaTa OOLWHOCT OT NOTEHUNU-
aNHO M33eMBaHe Ha npenogaBaTesicky GyHKLMM OT
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CTpaHa Ha TexHonorumTe. Te3n NnpuTecHeHWs 3a au-
rutanHa 6espaboTrua ca NpuapPy»KeHn oT NCUXONo-
rMYyeckus puUCcK OT 3aryba Ha YOBELLKO NPUCHCTBUE
Ha OOy4YeHMeTo M nocTeneHHa 3aryba Ha LieHHaTa
KMBa BPb3Ka MeXay CTYAeHT U NpernogaBaTten B ay-
anTopumnTe. He No-mManko TPEBOXHU Ca U HEraTUB-
HWUTe Nocneanun 3a pPasBUTUETO Ha YMa Ha camuTe
obyuaBalLm ce, 4eCTO OnpeaensaHn KaTo ,akagemmy-
Ha neHocT”. [PeKOMEPHOTO U HEKPUTUYHO pa3uu-
TaHe Ha CUCTEMMTE 3a Cb3AaBaHE Ha TEKCT MOTMCKA
Pa3BUTUETO Ha KPUTUYHOTO MUCIIEHE, JIOTMYECKaTa
npeueHka N KpeaTUBHOCTTA, Cb3[aBaliku HaBMLM
3a NOBBbPXHOCTHO YyYEHE U NMAaCUBHOCT Y CTYAEHTU-
Te. Bcuukun Te3n npouecn ce cbnbCKBaT U C YACTO
OpraHv3aLnoHHN 1 GUHaHCOBM HGapuepu, TbiA KaTo
BMCOKMTE MbPBOHAYaIHV Pa3XOAW 3a BHeApPsBaHe,
NLEH3N N NMOAAPDBXKKA Ha codTyepa HaToBapBaT
CEepPUO3HO YHMBEPCUTETCKUTE GlogkeTn. To3m ¢u-
HAHCOB HaTMCK Ce 3acuiBa OT AePpUUUT Ha KBanu-
burumpaHm Kagpu 3a ynpasneHme Ha TeXHonormmTe
W OT JINMNCa Ha SCHUN UHCTUTYLIMOHANHU NOMUTHKNA 1
npaBwa 3a TAXHaTa eTUYHa ynoTtpeba.

CnCcTeMaTUYHMAT Npernea Ha nuTepaTtypaTa nokas-
B, Y€ N3KYCTBEHUAT UHTENEKT MpUTEXKaBa OrpoOMeH
noteHuWan ga npeobbpHe 1 Aa NPOMEHUN HaunHa,
no KOMTO focera CMe n3mMepBann ycnexuTe u pesyi-
TaTMTE HA MNaguTe Xopa B YyHUBepcuteTnTe. AKO ce
3aMUCJIM KaK Ca NPOoTMYaNv HelaTa 4O MOMEHT],
OLIeHABAHETO BMHAry € 6uno efHOKpPaTHO, CyXO U
3aTBOPEHO CbOUTME — OHA3U TEXKKA M3MUTHA Cecns
B Kpas Ha BCEKU CPOK, KOATO HOCU TONKOBA MHOIO
CTpec, HanpexeHne 1 6e3CbHHN HOLLW 3a CTYAEHTU-
Te. C HaBNN3aHETO Ha Te3n HOBU TEXHOMOrMKN obaue,
TOBa HELLO MOXe fla OCTaHe B MUHasnoTo. bnaroga-
peHre Ha TAX U3NWTBAHETO 1 NpoBepKaTa Ha 3Ha-
HUSITa Ce NPEBPDBLLAT B HELLO CbBCEM Pa3fIMYHO — B
€[IVH KB, CMIOKOEH N HenpeKbCHaT NpoLec, KOWTO
ce cfyyBa feH cnep aeH. Bmecto npenogasatenu-
Te Aa ragasT UM Aa pasynTaTt caMo Ha efuH-eauH-
CTBEH [EH Ha M3MNWT, Te BeYe MoraT BbB BCEKU eanNH
MOMEHT, B peasiHo BpeMe, la BUXKAAT TOUHW, ACHU
1 unctn GpakTM 3a TOBa Kak ce CnpaBsA BCEKU efyH
CTYLEHT, KbAe cpella TPYAHOCTY 1 B KaKBO € CTaHan
no-goobp.

3a pga 6bAe To31 Npexos HaNCTUHA YCreLLEeH, Xopa-
Ta OT HayYyHMTE CPEAUN Ca HaMbJIHO eANHOAYLUIHN 33
€QHO HelLLOo, @ UMEHHO Ye N3KYCTBEHUAT UHTENEKT B
HMKaKbB CJlyyail He TpA6Ba Aa M3MeCTBa YOBeKa OT
ob6pa3oBaHMeTo, a TpAOBa Aa ce pasrexaa Npoc-
TO KaTo HeroB CWJIeH MOMOLLHMK. 3a Aa pa3bepem
no-gobpe Tasn CMTyauus, € MHOTO MoJe3HOo Aa no-
rnenHem m3cneaBaHeTo Ha ac. CnaBka CTamMeHOBa,
KOSITO M3MON3Ba efiH MHOIO N3BECTEH METOA, Hape-
yeH SWOT aHanus. To3m meTog nNpeTerna CUNHUTE n

cnabuTe CTPaHW Ha JA[EHO HEeLLO, KaKTO 1 Bb3MOX-
HOCTUTe 1 3annaxute npepg Hero. [NpoyyBaHeTo ACHO
NnokasBa, Ye ycnopenHo ¢ XxybaBuTe CTpaHu, KaTo OT-
KpVBaHETO Ha HOBU HauMHK 3a yyeHe 1 No-6bp30To
BbpLleHe Ha paboTaTta, CblieCcTBYBAT U CEPUO3HM
OMaCHOCTK, CBbP3aHN Hall-Beye C nuMncaTta Ha fo-
Bepue B MaNHWTE, KOETO M3MCKBA HaNaraHeTo Ha
MHOTO CTPOrM 1 ACHX NpaBua. TOYHO 3aToBa B CBe-
TOBeH Mawab yueHn kato npodecop [kao YyHXOHTr
HacCTOABAT 3a CMNELWHOTO BbBEXAAHE Ha eflHa crne-
LManHa eTMyHa pamMka, ussecTtHa nog mmeto FATE.
ToBa HavMeHOBaHME BCbLLHOCT CbbUpa B cebe cu
yeTMpK 3NaTHX NMpPaBW/a, KOUTO Aa HU NpegnasBaT
OT rpewku. Ha nbpBo MACTO TOBa e CrpaBefanBOCT-
Ta, KOATO rapaHTMpa, Ye KOMMNIOTbPBT e ce OTHAacA
KbM BCUUKWN eaHAKBO U 6e3 npeapascbabuu. Cnea-
Ba OTYETHOCTTA, KOETO O3HAYaBa, Ye BMHarm Tpsibsa
Aa Ma XK1B YOBEK, KOMTO Aa HOCK KpaKrHaTa OTro-
BOPHOCT 3a pelleHnATa Ha TeXHoorvaATa. TpeToTo
NpaBuIo e NPO3PaAYHOCTTa, 3a Aa MOXEe BCEKU fa
pa3bepe Kak TOUHO € M3YMCNeHa AafeHa OLeHKa,
M HaKpas uaBa eTuKkaTta, KOATO NOCTaBA YOBELIKUA
MOpan Hag BCUYKO ocTaHano. Camo no To3u HayuH
MOXeM fia 6bAeM HAMbIHO CUTYPHMU, Ye anropuTMu-
Te HAMa [a OLWeTABAT HATO eMH CTYAEHT Bb3 OCHO-
Ba Ha rpeLUHN MaTeMaTnyecKn Mogenu.

3a Aa MoxKe Te3un TeXHONOrnn Ja HaBnA3aT ycnelw-
HO 1 ObNAroTpanHoO B 06pa3oBaHUETO, yHUBEPCUTE-
TMTe TPsAbBa [da cnefBaT HAKOJIKO Beue [OoKa3aHu
HauMHa Ha paboTa. Ha MbpBO MACTO € U3KNUnTen-
HO BaXXHO Ja Cce NpOoBe)KAaT PeAOBHU U AOCTbIMHU
0b6yuyeHnA 3a yueHUUW N NpenogaBaTeny, KOUTo a
M1 y4yaT Ha YeCTHOCT M OTFOBOPHOCT NPU N3MON3Ba-
HETO Ha Te3n CUCTEMM, TaKa Ye Te Ja Ce NpeBbpHaT
B UCTUHCKU MApTHbOP B YYEHETO, a HE B CPeACTBO
3a NpenncBaHe M usmMama. Hapep ¢ ToBa, HOBUTE
TexXHoMormm Tpabsa Ja ce M3MoN3BaT Hal-Beve no
BpeMe Ha camus ydyebGeH CpoOK, 3a Aa AasaT Obp-
31 HaNbTCTBMA U CbBETU Ha MJ1IaguTe Xopa Kak ce
CMpaBAT C eXegHeBHUTE CM 3agaun. ToBa nomara
Ha CTyAeHTMTE Ja BWKAAT MPONycKMUTe CU HaBpe-
Me, 6e3 ia YakaT Kpas Ha roguHarta. M3knountenHo
Ba’KHO € CbLYOo Taka fa ce 3amnasy Taka HapeyeHu-
AT KOMOWHUMPAH MOAEN, Npu KONTO KOMMIOTbPHU-
Te nporpamu u naateopmm nomarat eanHCTBEHO
3a nogpekaaHeTo Ha MHpopmaumAaTa 1 cnecTaABaT
CKyYyHaTa, exefHeBHa GymalinHa, HO MocnegHaTa
AyMma npu NocTaBAHETO Ha OLeHKM 1 B3eMaHeTo Ha
BaXKHW peLleHnA 3afb/PKUTENTHO OCTaBa B pbLeTe
Ha XWBUA NpenofaBaTen. He Ha nocnegHo MACTO,
BUCLLIMTE yuynnuwa Tpabea fa cb3fafaT ACHU, HO 1
AOCTaTbYHO MbBKaBW BbTPELLHM NpaBusia, KOUTO Aa
NMO3BOJIABAT HaBM3AHETO Ha MOAEPHUTE TEXHOJIO-
rMn, a rapaHTUparT, Ye BCEKN eUH CTYAEHT e uma
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e[lHaKbB AOCTbM A0 TAX, Taka Yye HMKOW Aa He bbae
OLLETEH NOPaAN IMNCa Ha INYEH KOMMIOTbP UK 10-
6pa UHTEPHET Bpb3Ka.

HaBnu3aHeTO Ha W3KYCTBEHUSA WHTENEKT B YHU-
BEPCUTETUTE Ha MPaKTUKa Npeobpblia 13 OCHOBM
Lenuns JoceraweH HauuH, Mo KONTO cMe CBUKHAmNM
[la ce nNpenoaaBa 1 U3NuTBa OT AeCeTUNeTUs Hacam.
KoraTo uoBeKk pasrnefa npoyyBaHUATA U BCUYUKO,
KOETO ce nuLie No TemaTa, CTaBa fICHO, Ye Te3U HOBM
TeXHosIOrMm numart gee nuua. OT efHa CTpaHa, Te no-
MaraT U3KJIloUUTENTHO MHOTO, 3aLL0TO MOraT Camu fa
npoBepsBaT Kynuiia nMcMeHn paboTn 3a CEKYHAN,
Aa ajanTupat ypouuTe crnopes TeMMOTO Ha BCEKU
oTAeneH CTYAEeHT U AOPW HAaBpeme Aa ynaBaT Mo-
MEHTWTE, B KOUTO HAKOW Miaj YOBEK M30CTaBa U
€ HambT Aa ce oTKaxke oT ciegBaHeTo cu. OT gpyra
CTpaHa ob6auye, MaCOBOTO W HEKOHTPONMPAHO U3-
Nnosi3BaHe Ha Te3n CUCTEMU HOCK CbC cebe i MHOro
CEePVIO3HN OMACHOCTU, KOMTO HE MOXEM Aa NpeHe-
6perHem. Te3n puckoBe ca CBbp3aHW Hall-Beye C
YNEeCHABAHETO Ha MPENMCBaHETO U MOCTENEHHOTO
pa3pyllaBaHe Ha OHa3W LieHHA »KMBa BPb3Ka U Co-
umaneH 6anaHc mexay npenogasaTtenv U CTyAeHTU
B yuebHuA npouec. TOYHO 3aTOBa, aKO UCKame 06-
pa3oBaHVEeTO fa BbpBU Hanpeq, 6baewunTe ycmnmsa
Ha akagemmyHaTta O6LHOCT TpsibBa CrewHo aa ce
HacouaT KbM U3rpa)kgaHETO Ha ACHW NpaBusia v CTa-
6unHn Hopmu. LlenTa e ga ycneem no 6anaHcmpaH
HauvH ga 06efaMHUM OrPOMHUTE TEXHUYECKU Bb3-
MOMHOCTM Ha MaWVHWTE C KNacUYeCKUTE YOBELLKN
LEeHHOCTV 1 JobpuTe CTapy YUUTENCKM Tpagmuun
BbB BUCLLETO 06pa3oBaHMe.

B KpaliHa cmeTKa, rofiAmarta AUCKYyCcua 3a U3KyCT-
BEHUA UHTENEKT B YHUBEPCMTETUTE HE € MPOCTO 3a
TEXHOJIOMMM, a 3a ObAELETO HAa CaMOTO YOBELUKO
mMucneHe. MogepHMUTe CUCTEMU HU [laBaT HEBEPOST-
HaTa Bb3MOXHOCT Aa npeBbpHEeM 06pa3oBaHNETO
OT CYXO, M3TOLUTENHO NPENYCKaHe MeXAY U3NUTHU
Cecmn B eAuH NnaBeH Npouec, KbAeTO BCEKU CTy-
AEHT Ce pa3BMBa CbC CBOE COOCTBEHO TEMMO U MoO-
nyyaBa Nogkpena TOYHO TOraBa, KoraTo Uma Haii-ro-
nsmMa Hyxga. Ho fokaTo ce Bb3xuwaBaMe Ha Te3u
AVTUTaNHN Bb3MOXHOCTKM, He OMBa Aa 3aTBapame
04 Npep PUCKOBETE OT NPEBPBLUAHETO HA YUeHe-
TO B MexaHu4eH npouec. OnacHoCTUTE OT Npenunc-
BaHe, TEXHUYECKOTO pa3deneHne Mmexay ronemurte
N Mankute yHWBEPCUTETU, KaKTO U PUCKBT MNaanu-
Te XOopa [a Pa3BUAT UHTENeKTyaslHa MbP3enBOCT,
M3MCKBaT OT Hac Aa AelctBame 6bp30, HO MHOrO
pa3ymHo. KntoubT KbM ycrexa ce Kpue B TOBa Aa
HamepuM 3/1aTHaTa cpepa. VI3KyCTBEHUAT NHTENEKT

TpsA6Ba Aa OCTaHe B POJiATA Ha MOLLUEH AWUrUTaneH
aCUCTEHT, KOMTO BbPLUM TeXKaTa U CKy4yHa paboTa
C [JaHHW, HO MOPANTHUAT KOMMaAc, KpalHaTa OLieHKa
1 TOMMaTa YoBeLlKa BPb3Ka 3aAb/KUTENHO TpAbBa
[la OCTaHaT B pbLieTe Ha npenoaasatens. Camo upes
CTPOrn eTWYHW NpaBufa, CNPaBeasIBOCT U ACHM
rPaHMLM MOXeM [1a M3rpaaum obpas3oBaHue, KOeTo
XeM M3MOos3Ba BbPXOBUTE TEXHONOMK Ha Obaelle-
TO, XEM Ma3u 1 pa3BuBa Hal-LEHHOTO — YOBELLKMSA
YyM 1 CbpLe.

REFERENCES

[1] bbpeweto Ha o6pa3oBaTe/IHOTO  OLEHSABAHE:
CrctematuueH nuTepatypeH 063op Ha 6asvpaHm
Ha W cuctemn 3a oueHABAHE N MeXaHW3MM 3a
nepcoHanusvpaHa obpaTHa Bpb3Ka BbB BUCLIETO
obpasoBaHue (The Future of Educational Assess-
ment: A Systematic Literature Review of Al-Driven
Grading Systems and Personalised Feedback Mech-
anisms in Higher Education) - aBTop: Deepshikha
Deepshikha (2026 1.)

[2] W3KycTBEHMAT MHTENEKT BbB BUCLLETO 0Opa3oBaHme:
CnctematuueH nutepaTypeH o63op” (Al in higher
education: a systematic literature review) — aBTopu:
M3onga Mapraputa Kactunbo-MaptuHec, OaHuen
Onopec-byeHo, CoHa M. Tomec-TNyeHTe 1 Buktop O.
Bute-JleoH (2024 1.)

[3] Metogonorua ChatToCaseStudy” (ChatToCaseStudy
Methodology) - pa3paboTeHa no npoekT,Epasbm+":
2024-1-BG01-KA220-HED-000249361, ¢doKycmpaHa
BbpXy 00yuyeHVe ype3 Kasycu ¢ usnonssaHe Ha NN
yatbortoBe (2024 r.)

[4] AHanu3 Ha cucTtemyn, 6asvpaHM Ha W3KYCTBEH
WHTENEeKT, 3a ocurypsaBaHe Ha oO6yuyeHWeTo BbLB
BuCLEeTO obpa3oBaHme” — aBTop: CnaBka CTameHoBa
(2024 r)

[5] WHcTpymeHTM 3a yuyeHe C W3KYCTBEH WHTeneKkr”
(Tools for Learning with Artificial Intelligence) -
aBTopw: BaHue bonkos n Mapueta louea (2024 r.)

[6] CuctemaTnyeH 0630p Ha CUCTEMATMYHM 0630pK 3a
npenojaBaHe 1 yyeHe BbB BUCLIETO 0Opa3oBaHme C
NN“ (A Systematic Review of Systematic Reviews in
Teaching and Learning in Higher Education with Al)
— aBTOpu: [Ixao YyHxoHr, Hoop VHcupaa Aby bakap
n Pen MuH (2025 1)

[7]1 CuctemaTvyeH 0630p Ha W3KYCTBEHUA WHTENEKT
B WHCTUTYUUUTe 3a Bucwe obpa3oBaHue:
OYHKUMOHANHOCTK, Npean3BUKaTencTBa 1 Aobpu
npakTukn” (A Systematic Review of Artificial Intelli-
gence in Higher Education Institutions (HEls): Func-
tionalities, Challenges, and Best Practices) — aBTopu:
Huiima ®nopbHC BuHceHT Mowa, [KocunuH
Yursaga, faen OupoHr Keuny n MaTtpuk Hryny6e
(2026 1)

[8] W3KycTBEHMAT MHTENEeKT B Obpa3oBaHueTo” (Arti-
ficial Intelligence in education) - aBTop: CrosiHKa
ViBaHOBa (2024 1.)
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ESG ITOJIUTUKU, 3EJIEHU ITPOILIECH,
EHEPTMNHA E®EKTUBHOCT U
[TOKA3ATEJIN 3A U3MEPBAHE HA
VYCTOUUYNUBOCTTA

Paiina Kynuesa, Henuna KaukoBa, [lonuna BennukoBa

Abstract: Mpes nocnegHUTEe rOAVHA YCTOMYMNBO-
TO pa3BuUTUE Ce NpeBbpHa B KNo4oB dpakKTop 3a
ADBJITOCPOYHMA ycnex Ha opraHusauuvurte. Kom-
naHUKNTe ca U3npaBeHu Npep HapacTBaly HAaTUCK
OT CTpaHa Ha AbpKaBHU WHCTUTYLUMN, VIHBEC-
TATOPU, KANEHTN M o6LecTBOTO Aa npunarat
€KOJIONMYHO N COLMaNIHO OTrOBOPHU NMpPaKTUKWU.
CbBpemMeHHUTe opraHu3aLuy Beye He ce oLeHs-
BaT €AUHCTBEHO NO GpMHAHCOBUTE CN pe3ynTaTy,
a 1 No HauMHa, N0 KOMTO BANAAT BbpPXY OKOJIHaTa
cpepa, o6LeCcTBOTO 1 BbTPELUHOTO ynpaBJieHue.
HacrosAwara cratna pasrnexfja CbLWHOCTTa Ha
ycToniunBuTte 6uM3Hec npouecu, ponAata Ha ESG
NONUTUKNTE, 3HAaUEHNETO Ha 3e/ieHNTe npoLuecn
1 eHepruiHata epeKTUBHOCT, KAKTO N1 OCHOBHU-
Te NoKasaTenu 3a U3SMepBaHe Ha yCTOMYMBOCTTa
B OpraHusauumre.

Knouosu Oymu: yCTOMYMBOCT, eHepruHa edek-
TUBHOCT, 3e/IeHW NPOoLec, €KOJIOTNYHU NPaKTUKN

I. CBIIIHOCT HA YCTOMYUBUTE
BU3HEC ITPOLIECH

Bu3Hec npouecute npeacTaBnABaT CbBKYMHOCT
OT B3aMIMOCBbP3aHM OEeNHOCTU, Ype3 KOUTO opra-
HM3aUUUTe Cb3faBaT CTOMHOCT 3a CBOUTE KIMEH-
TW. TPaAULMNOHHO YNPABIIEHVNETO UM € HACOYEHO
KbM MOBULIABaHe Ha ePeKTUBHOCTTa, HamassBa-
He Ha pa3xoauTe MU ONTMMU3aUMA Ha pecypcuTe. B
yCnoBMATa Ha rnobanHy eKoNorMYyHN U COUManHn
npeansBuKatencTea obaye ce noaBaBa HeoOXoau-
MOCTTa npouecute ga 6baat He caMo ePeKTMBHYU,

PainHa KyHueBa e ctyaeHT OT MMHHO-TeoNnoXKn yHU-
BepcuteT ,CB. UBaH Punckun’, Codua, CrypeHTCcKn
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yHuBepcutet, CB. UBaH Punckn”, Copusa, CtyaeHTcKIn
rpaga, yn. ,npo¢. bosH Kamenos” 1, 1700, Bbnrapus.
E-mail: 241603@mgu.bg.

MonuHa Bennukosa e rn. ac., a4-p ot MMHHO-reonox-
K1 yHuBepcutert ,CB. UBaH Punckun”, Copus, CtyaeHT-
CKu rpag, yn. ,npo¢. bosxn Kamenos” 1, 1700, bbnra-
pus. E-mail: polina.velichkova@mgu.bg.

HO 1 YCTOMUUBN.

YcTtonumsmTte 6U3HEC NpoLecH ca NPoLecK, KOUTo
CcbyeTaBaT UKOHOMMYECKa ePeKTUBHOCT, colmanHa
OTFOBOPHOCT M eKonornyHa ycronumsoct. OCHoB-
HaTa UM Uen e ga ce NnocTurHe 6anaHc mexay pas-
BUTMETO Ha OM3Heca 1 ona3BaHEeTO Ha NPUPOJHUTE
pecypcu.

KoHuenumata ESG BKnouBa Tpy OCHOBHW Hanpas-
neHus:

« Environmental — Bb3gelicTBre BbpXy OKOJIHaTa

cpena;

« Social - oTHOWeEHWE KbM CRyXKUTENnTe, KNNeH-

TUTE 1 06LEeCTBOTO;
« Governance — eTUYHO 1 MPO3pPayYHO Kopropa-
TUBHO ynpaBJieHue.

OpraHu3auuuTte ce oLeHABAT He caMO MO NOCTUr-
HaTUTe GUHAHCOBU pe3ynTaTh, HO N MO HauuHa, No
KOWNTO BNUAAT BbPXY OKOJIHaTa cpefa, obLecTBOTO
N BBTPELIHOTO ynpasBneHune. B T031 KOHTEKCT KOH-
uenumata Environmental, Social, and Governance
(ESG) ce yTBbpKOaBa KaTo OCHOBEH MofAesn 3a U3-
MepBaHe YCTOMYMBOCTTa U KoprnopaTuBHaTa OTro-
BOPHOCT. KOMNaHnnTe, KOUTO YCMeLwWwHOo NHTerpmpaT
ESG nonutmkun, yecto nogobpsAsaT cBoATa penyTa-
uuA, HaManaBaT onepaTVBHUTE PUCKOBE U yBeNYa-
BaT JOBEpPUETO Ha nHeBectutopute. [1, 2]

II. 3EJIEHM BU3HEC ITPOLECHU

3eneHnTe 6M3HEC Npouecn NpeacTaBsBaT opra-
HM3aUNOHHW NPAKTUKN, HACOYEHN KbM MUHUMU3U-
paHe Ha HeraTMBHOTO Bb34ENCTBME BbPXY OKOJIHa-
Ta cpefa. Te BKAoUBAT ePeKTUBHO M3MOJNI3BaHE Ha
pecypcu, HamansaBaHe Ha oTnagbuuTe 1 orpaHmnya-
BaHe Ha BbrnepogHuTe emncum. [3, 4]

EovH OT Hal-pa3snpoCTpaHeHWTe NOgXoan e au-
rMTanu3aumsaTa Ha npouecute. M3non3saHeTo Ha
€NeKTPOHHU AOKYMEHTM, O6flauHN TEXHOMOrMK U
aBTOMATU3MPaAHU CUCTEMU HaMasisiBa NOTpebnieHne-
TO Ha xapTua u eHeprua. OcBeH ToBa gMrnTanmsa-
uuATa nogobpsBa CKOPOCTTA 1 MPO3pPaYHOCTTA Ha
paboTHuUTe npouecu. [5,6]

Lpyr Ba)keH efieMeHT € BHeAPABaHETO Ha YCTONYN-
BW BEPUIrK 3a fOCTaBKN. KOMMNaHMWTe BCe NO-4eCTo
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n3bmpaTt AOCTaBUMLM, KOUTO CrMa3BaT €KONOrmYyHM
CTaHZapPTV 1 N3MON3BaT YCTONYMBU NPON3BOACTBE-
HU NpPaKTUKU. MHOro MexzayHapogHU KOMMaHWUU
Beye npwunarar 3eneHu nonutnku. Hanprnmep IKEA
WHBECTMPa B W3MON3BAaHETO Ha Bb30OHOBAEMU
€HepPrumHN N3TOYHNLN 1 YCTONYMBK MaTepuanu [7],
a Patagonia m3rpaxpga csoa 6ru3Hec mofgen Bbpxy
peumrKnnpaHe n eKosIorMyHa oTroBOpPHOCT [8].

3eneHunTe NpoLecy He CaMO HamanABeaT eKOJIOrny-
HUA OTMeYaTbK, HO 1 BOAAT O MKOHOMUYECKM NOJI-
31 Ype3 ONTUMU3aUMA Ha PeCYPCMTE N HaManABaHe
Ha onepaTtnBHUTe pa3xoau [9].

YcToMunBoTO PUHAHCMpPaHe nrpae KniovoBsa pons
3a MOCTMraHeTo Ha LenuTe Ha NonnMTMKaTa no EBpo-
NencKnA 3ef1eH NaKT, KaKTO 1 Ha MeXAyHapoaHUTe
aHraxkumeHTn Ha EC no oTHOLIEHMe Ha KnrmaTa u
uenuTe 3a yctonumsocT. lNog TepMmnHa ce pa3bu-
pa puHaHcMpaHe B nogKpena Ha MKOHOMUYECKNA
pacTex, KaTo CblUeBpeMEHHO Cce HaMasnaBa Hera-
TUBHOTO BNIMSIHME BbPXY OKOJIHaTa cpefa, 3a fAa ce
CMOMOTHE 3a NMOCTUraHe Ha KIUMATUYHUTE U eKO-
normnyHuTe Lenu Ha EBponenckna seneH nakT, Kato
ce B3eMaT npeaBua counanHnuTe 1 ynpaBieHCcKuTe
acnekTu. Yctonumeoto puHaHcupaHe obxBalla u
NPO3PaYHOCTTa, KOraTo CTaBa BbMPOC 3a PUCKO-
Be, CBbp3aHu ¢ ESG dpaKkTopu, KOUTO MoraT a oKa-
XaT Bb3[encTBMe Bbpxy GMHaHCOBATa CUCTEMA, U
CMeK4YaBaHeTO Ha Te3Un PUCKOBe Ype3 NoAXOAALLO
ynpaBneHne Ha GpUHAHCOBUTE U KOPMOPATUBHUTE
yyacTHUUM. EBpONencKuAT Cblo3 CMNHO nogkpens
npexofja KbM HUCKOBBINEPOAHa, No-epeKTVBHa
OTKbM PEecypcu 1 YCTONYMBA MKOHOMMKA U € Ha-
Yyeno Ha ycunuaATa 3a M3rpa<gaHe Ha pUHAHCOBaA
CUCTEMA, KOATO NoAKpena yCTONUMBUA pacTex. [2,
10-12]

III. EHEPTUMHA EOEKTUBHOCT B
BU3HEC ITPOLIECHUTE

EHepruiiHaTa epeKTUBHOCT e cpell Hal-BarKHUTE
acnekTn Ha yCTONYMBOTO ynpasneHme. Ta npecTas-
nsABa M3Mon3BaHe Ha No-MaJiko eHeprua 3a NocTura-
He Ha CblymMTe unu no-gobpu pesyntatu [13, 14].

OpraHusauunte BHeOpABaT Pa3IMYHU TEXHOMO-
rMun 3a ONTUMM3MpPAHE HA eHEPIMAHOTO NoTpebie-
Hue. Cpep Tax ca [15]:

« aBTOMATM3MPaAHU CUCTEMU 3a yNpaBneHune;

e YMHU cucTemm (smart factories);

 |oT TexHonoruu (Internet of Things);

e eHepruinHo edpekTNBHO 060PYLBaHE;

» 065a4yHu pewenus (cloud computing).

M3non3BaHeTo Ha MHTENIUIFEHTHU CUCTEMU MO3-
BONABa NpocsiefaBaHe U aHann3 Ha eHepruiHoOToO
notpebneHve B peanHo Bpeme. ToBa mognomara

naeHTUdUUMpPaHeTo Ha HeedeKTUBHM Mpouecn u
B3eMaHEeTO Ha peLueHmnAa 3a onTummauna [16, 17].

EHepruiHaTta epekTMBHOCT MMa NPAKO OTPaKeHne
BbpXy PMHAHCOBUTE pe3ynTaTi Ha KoMNaHuuTe, Ha-
ManeHoTO NOTpebneHNe Ha eHeprna BoAW A0 No-HU-
CKW pa3xofu, NoBULLEHA KOHKYPEHTOCMOCOOHOCT 1
no-fo6pa ycTonunmBoCT B AbAroCpoYeH nnaH [3].

B npounsBoacCTBEHNA CEKTOP BCE MO-LIMPOKO Npu-
NIOXEeHWe HamMmmnpaT KoHUenuunTe 3a smart factories
n Internet of Things, Kouto nognomaraTt aBTomMaTu-
3aUuATa 1 YCTOMUYMBOTO yNpaBneHne Ha pecypcuTe
[18].

ChLio Taka KoMnaHMmTe 6uxa MOMU fa yyacTeaTt
B Cb3[laBaHEeTO Ha ,CnofaeneHa CTOMHOCT” — reHepu-
paHe Ha MKOHOMMYECKa CTOMHOCT MO HauyuH, KONTO
CbLUO Taka Npom3Bexaa CTOMHOCT 3a 06LWecTBOTO,
KaTo Ce CnpaBA C HeroBuTe nNpean3BUKaTeNCTBa.
Peonua KomnmaHuM Bevye ca npepnpueni BaXkHU
WMHMLMATUBN B T€3N 0b6nacTy owe npeaun 15 roanHu-
GE, Wal-Mart, Nestle, Johnson & Johnson v Unilever.
Nestle Hanpymep ca npepaboTuIn MeToanTe CU Ha
cHabaABaHe ¢ Kade, KaTo ca 3anoYHanu ga paboTart
WHTEH3MBHO C Manku depmepun B 6eaHM parioHu,
KOMTO Ca 3aCerHaT OoT HWCKa NPON3BOAUTENTHOCT,
NIOLWO KayecTBO Ha NPOAYKUMATA M BfOLIABaHe Ha
OKOJIHaTa cpepa. HanpaBunu ca pa3AcHeHWs OT-
HOCHO 3emefencknTe NPaKTUKK, MOMOrHann ca Ha
NPoV3BOAUTENUTE Aa CU OCUTYPAT PacTUTENEH Ma-
Tepuan, TOpoBe N NECTULMAN 1 Ca 3aNoYHaNn aa M
3annawat npemus 3a no-gobpu 3bpHa. MNo-Buco-
Kute fOOGMBU M KauyecTBO ca YBEUYMIN JOXOAUTE
Ha NPOW3BOAUTENNTE, Bb3AENCTBMETO Ha depMuTe
BbPXY OKOJIHaTa Cpefa € HaManAno 1 HageXAHOTO
CcHabaAaBaHe Ha Nestle ¢ pobpo kade e HapacHano
3HaunTenHo. Taka e 6una cb3gageHa ,cnopeneHa
cTOMHOCT". TAa 61 Morna ja cTUMynupa cnefpaliyata
BbJIHA OT UHOBALUMWN M PACTeX Ha NPOWU3BOAUTEN-
HOCTTa B CBETOBHaTa MKOHOMMKA, Tbii KaTo OTBapA
ounTE Ha MEHUIPKbPUTE 3a OFPOMHUTE YOBELUKM
HY>KO M, KoUTo TpAbBa aa 6baaT 3agoBoneHy, 3a ro-
nemuTe HOBM Nasapwu, KouTo TpsAbBa Aa 6baaT 06-
CNYyXBaHW, U 3a BbTPELLIHMTE PasxoAn, CBbp3aHu
CbC coumanHnTe aePuunTr, KakTo U 3a KOHKYPEHT-
HUTe NPeanMCTBa, KOUTO Ce NPeaoCTaBAT OT crpa-
BAHeTo c Tax. [1, 19]

IV.IIOKA3ATEJIN 3A U3MEPBAHE
HA YCTOUUYMBOCTTA

3a ga oueHAT edpeKTUBHOCTTA Ha cBouTe ESG no-
NNTUKW, KOMMAAHWWTE U3MOM3BaT Pa3fINyHU NOKasza-
Tenu 3a YCTOMUYMBOCT, U3BECTHU KaTo sustainability
metrics. Te3an nokasatenu No3BonABaT U3MepPBaHe,
aHanu3 n CpaBHeHMNe Ha YCTONYMBUTE NPAKTUKN.
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Cpepg Hali-4ecTo U3MNon3BaHUTe NokasaTtenu ca:

e BbINIEPOAEH OTNeYaTbK;

» MoTpebneHne Ha eHeprus;

e 13MON3BaHe Ha BOAQ;

* KOJIMYECTBO reHep1paHn oTnagbLy;

e NPOLUEHT peunKIMpaHy matepranuy;

o ESG oueHkKa.

N3mepBaHeTO Ha Te3M NoKasaTenu e BaXKHO KaKTo
3a BbTPELIHOTO YNpaBieHne, Taka U 3a BbHLUHATA
OTYETHOCT Npe MHBECTUTOPU N PEerynaTtopHu op-
raHu.

MexayHapoaHu opraHu3aumm Kato Global Report-
ing Initiative pa3paboTBaT CTaHZapTU 3a ycToNuu-
BO OTYMTaHe, KOWUTO MognomaraT npo3payvyHoOCTTa 1
CPaBHMMOCTTa MEXAY KOMMNaHum1Te.

B EBponenckmna cbl3 BCe noBeye perynaymm
W3MCKBaT KOMMaHumMTe da nybnukysat uHpopmauus
OTHOCHO YCTOWYMBOCTTA U E€KONOTMYHOTO CU Bb3-
faencrteue. Toa npeBpblya ESG oTyeTHOCTTa B Cb-
LLeCTBEH €JIEeMEHT OT KOPNOPATUBHOTO YNpaBneHne
[2,3,12].

V. [IPEJIN3BUKATEJICTBA 1P
BHE/JPSIBAHETO HA YCTONYUBU
MIPOLIECU

Bbnpekn MHOXeCTBOTO NpeguMCTBa, BHeapsBa-
HeTo Ha ycTonumem BrsHec npouecy e CBbpP3aHo C
peanua npegu3BrKaTencTaa.

EAvH OT ocHOBHUTE Npobnemun ca BUCOKMTE NMbp-
BOHauanHuW uHBeCcTUUMU. BHeapABaHETO Ha HOBWU
TEXHONOIMK, aBTOMATU3aUUA U EHEPTUNHO edek-
TUBHWN CUCTEMU M3UNCKBA 3HAUYUTENHU GUHAHCOBU
pecypcm [3, 13].

Opyro npeam3BMKaTeNCTBO € nuncata Ha [ocTta-
TbYHO eKcrepTu3a 1 KeanuduumpaHu crneumanu-
cTu. MHoro opraHusauum cpewart TPYAHOCTU Npu
MHTerpupaHeto Ha ESG cTparterum B CblyecTByBa-
wmTe cu 6usHec mopenu [20].

CbnpoTrBaTa KbM NPOMsAHATa CbLUO e BaXeH dak-
Top. CnyXutenute n MEHUAKbpPUTE YeCTO NPoABA-
BaT KonebaHre KbM HOBU NPOLECH 1 TEXHONOrUU,
0CO6EHO KOraTo Te U3KCKBaT NPOMSHA B OpraHu3a-
LMOHHaTa Kyntypa.

JonbnHuteneH npobnem npeacTaBnABa CIOKHOC-
TTa NpWY M3MepBaHETO U aHanu3a Ha sustainability
metrics, TbA KaTo NUMCBAT yHMUBeEPCanHu CTaHdapTn
n metogonorum [1].

VL. BBJIEIU TEHAEHLUN B
YCTOMYMBUTE BU3HEC MMPOLIECU

OuakBa ce npes caieasawinte roaonHnM YCTOVILII/I-
BOCTTa Aa Ce NpeBbPHE B OCHOBEH eNleMeHT OT KOp-

nopatMBHaTta cTparterva. Bce no-ronAamo 3HauyeHue
Le MMaT TexHonorumTe, 6asnpaHn Ha N3KYCTBEH WH-
TesleKT, MaWMHHO 0byyeHue 1 asToMaTmn3auuma [20].

M3kycTBeHUAT uHTenekT (Al) we nognomara aHa-
N1M3a Ha AaHHKW, ONTUMM3aLMATA Ha pecypcuTe u
NPOrHo3MpaHe Ha eHepPrunHoOTO notpebneHue. Oc-
BEH TOBa KOHLENUMATA 3a KPbroBa MKOHOMMKA Lue
HacbpuyaBa NoBTOpHaTa ynoTtpeba U peumnknupa-
HeToO Ha pecypcu. Siemens Hanpumep e BHeapuin
Al 3a onTMMKM3aUMA Ha NPOM3BOACTBEHUTE JINHWN,
npeackasBaHe Ha HeM3MNPaBHOCTM Ha MaLUMHU U aB-
TOMaTM3aUMA Ha KauyeCTBEHMA KOHTPON Ypes3 ,KoM-
NIOTbPHO 3peHne”[21]. Mo To31 HauMH ce HamansABga
BPEMETO 3a MPEecTo Ha MaWWHWTE, NOBULLABA Ce
NPON3BOANTENHOCTTA 1 Ce HaManABaT oTnagbuuTe.
General Electric (GE) cnepaT cbcTOAHMETO Ha ABU-
ratenvTe B peanHo Bpeme upes Al anroputmu, aHa-
NU3MpPAT OFPOMHM 06emMmn JaHHW 1 NpefCKa3BaT Mno-
TeHUManHu npobnemun npean Te ga ce cnydar [22].
Bcnuko ToBa BOAM OO no-edeKTUBHA NMOAAPDBXKKA,
HaMarnfABaHe Ha pa3xoauTe 1 Mo-BMCOKa bGesomnac-
HOCT.

KomnaHuunTe we 6baat BCce No-3afb/KeHn aa go-
Ka3BaT CBOATa YCTOMUYMBOCT upe3 npo3padHn ESG
NONNTUKN 1 Ny6nYHa oTyeTHOCT. ToBa e NpeBbp-
He ycTonunBuUTe BU3HEC NPOLIECU HE CaMO B KOHKY-
PEHTHO NPEeANMCTBO, HO 1 B HEOBXOAMMOCT 3a ObJl-
roCpoYHo passutme [23].

LnumeHTOBMAT OU3HEC ce TpaHchopmmpa upes
AVTUTaNHU TEXHONMOMMMN KaTO U3KYCTBEH WHTENEKT,
MaLUMHHO 0BYyUYeHVe N UHTEPHET Ha HellaTa, KoUTo
nosuLwaBaT epeKTUBHOCTTA, yNIeCHABAT NPEBAHTUB-
HaTa NoAApPbXKKa M HaCbpyaBaT €KOJIOTUYHUN NpaK-
TNKK [24].

MonnTrkaTa 3a ycTonumsocT Ha Holcim e egHa ot
Hal-ambuLUNO3HNTE B CTpOUTENHaTa MHOYCTPMA 1
€ VHTerpupaHa AMPeKTHO B BU3HeC cTpaTernaTa Ha
koMnaHuATa [25]. OCHOBHUAT GOKYC e BbpXY AieKap-
60HM3aUMATA HA CTPOUTENCTBOTO, KPbroBaTa UKO-
HOMMKA N YCTOMYMBOTO M3MOM3BaHE Ha pecypcu.
OcHoOBHUTe Uenu ca:

» Net-zero no uanarta sepura go 2050 .

« nop 400 kg CO, Ha TOH LUMMEHTOB MaTepuan go

2030r.

e HaMaJsieHue Ha emmcumTe ¢ okono 30 % cnpamo

2020r.

3a NoCTMUraHeTo Ha Te3u Lenu, Ce U3Nnon3ear antep-
HATMBHW rOpUBa BMeCTO Bbrmwa Kato Hag 90% ot
eHeprvATa Ha 3aBOAa MABa OT TakMBa ropuBa; NpPo-
n3BeXAaT HUCKoBbrnepoaeH uumeHT (ECOPlanet)
N HuUckoBbrnepogeH 6etoH (ECOPact), kouTo ca ¢
ot 30 go 100 npoueHTa NO-HUCHK BbrAepofeH oT-
neyaTbK; BbBEKAAT TEXHONOMMN 3a yNaBAHe Ha Bb-
rnepoaHuA AUOKCUA U HamanAaBaHe Ha KIMHKepa B
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UmmeHTa. ToBa € KpUTUYHO BaXHO, 3aLLOTO LUMEH-
TOBaTa UHAYCTPUA reHepupa 7-8 % ot rnobanHuTe
CO, emncnn [24, 25]. KomnaHMATa pa3BrBa TEXHONO-
ruata ECOCycle, upe3 KOATO CTPOWTENHN OTNAabLMN
ce peuuknnpaT obpaTHO B HOBM CTPOUTENTHN MaTe-
pwanu. ,Xoncum beneapus” A/l e Hacouuna ycunmaTta
1 KbM npepaboTka, TpaHCNopTUpaHe, COpTUpPaHe,
peurKnMpaHe 1 BToprYHa ynotpeba Ha cTpouTten-
HW OTnagbuwW, C Len NOBTOPHOTO MM M3MON3BaHe
KaTo cTpouTenHu matepuanu [25].

VII. 3AKJITOYEHUE

Yctonumsunte 6msHec npouecu u ESG nonutukmte
UrpasT K/loUOBa pPona B CbBPEeMEHHOTO Kopnopa-
TUBHO ynpasneHue. Te nognomarat opraHm3auumTe
L@ NOCTUrHAT GanaHC MeXay MKOHOMMYecKa edek-
TUBHOCT, COLMaNHa OTrOBOPHOCT M OMa3BaHe Ha
OKOJIHaTa cpefa.

3eneHute npouecun, eHeprumnHata edeKTUBHOCT
1 MoKasaTenute 3a M3MepBaHe Ha YCTOMUMBOCTTA
Cb3[aBaT Bb3MOXKHOCTW 3a ONTMMMK3aUNA, HaMans-
BaHE Ha pa3XxofuTe U U3rpakgaHe Ha ycTonums 6us-
Hec mopen. Bbnpekun npegnsBukatencraaTa, CBbp-
3aHW C BHEAPABAHETO UM, YCTONUMBUTE MPAKTUKM
ce NpeBpbLUAT B HEOOXOAUMOCT 3a OpraHM3auunTe,
KOWUTO enanaT ia OCTaHAaT KOHKYPEHTOCNOCO6HN B
ObArOCPOYEH MIaH.

B 6baeule ESG nonuTtunkmTe Liie MMaT BCe NO-TONAMO
3HauyeHue 3a b13Heca, UHBECTUTOPUTE 1 00LLEeCTBO-
TO, KaTo YCTOMUYMBOCTTA e 6bAe cped OCHOBHUTE
KpUTEpMM 3a OLieHKa Ha yCMeLHnTe KOMMaHUW.
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COMPETITIVENESS AND INNOVATION
MANAGEMENT IN EDUCATIONAL
SERVICES IN THE AGE OF AT AND

EMERGING TECHNOLOGIES

Maya Maksimova

Abstract: The report examines key theoretical ap-
proaches to managing competitiveness and inno-
vation in the educational services sector. The fo-
cus is placed on the applicability of the models of
Porter, Barney, Teece, Chesbrough, Drucker, and
the Oslo Manual in the context of digitalization,
online learning, educational platforms, and the
development of artificial intelligence. Through
theoretical and comparative analysis, the report
supports the thesis that sustainable competitive-
ness in the sector depends on the combination of
external market orientation, internal resources,
human capital, organizational adaptability, part-
nerships, and innovation capacity. The findings
demonstrate that none of the examined models
is sufficient on its own, which necessitates the
adoption of a combined approach.

Keywords: competitiveness, innovation, educa-
tional services, digitalization, artificial intelli-
gence.

[. INTRODUCTION

In contemporary conditions, educational services
are developing in an environment of competition,
digitalization, and technological transformation. Or-
ganizations that provide educational, qualification,
and additional training services no longer operate
only within the traditional environment of face-to-
face learning. Online platforms, hybrid forms of ed-
ucation, digital resources, interactive technologies,
and artificial intelligence-based solutions are be-
coming increasingly important.

In the present report, the “educational services sec-
tor” refers to organizations that provide education,
qualification, vocational training, additional lessons,
corporate training, language courses, digital courses,
and EdTech services. EdTech, or educational technol-
ogy, includes platforms, applications, software solu-
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tions, and digital tools that support learning and the
management of the educational process.

The relevance of the topic is determined by the
fact that modern education is no longer limited to
the transmission and memorization of information.
It is increasingly connected with the need for learn-
ers to understand knowledge, apply it in practice,
think critically, and receive training adapted to their
individual needs. In conditions where information is
widely accessible through the internet, platforms,
and artificial intelligence, the role of educational or-
ganizations is also changing. It is necessary not only
to provide educational content, but also to create an
environment in which knowledge is understood, ac-
quired, applied in practice, and further developed.

Digitalization should not be viewed only as a tech-
nical solution, but as part of a broader change in the
way educational services are organized and delivered.
In this context, educational platforms can support
teachers and learners through the management of
learning content, progress tracking, communication,
feedback, and more flexible access to knowledge.

The object of the report is organizations providing
educational services.

The subject of the research is the theoretical ap-
proaches to managing competitiveness and inno-
vation in this sector.

The aim of the report is to analyze key theoretical
models of competitiveness and innovation and to
assess their applicability in the educational services
sector.

To achieve this aim, the following objectives are
defined:

« clarify the essence of competitiveness and inno-

vation;

« present key theoretical models;

« analyze their applicability in the sector;

« justify the role of technology and artificial intel-

ligence;

« outline the need for a combined approach.

The methodology includes theoretical analysis of
literature sources, comparative analysis, and a sys-

tems approach.
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II. THEORETICAL FINDINGS

A. Approaches to Managing Competitiveness:

Competitiveness is a fundamental concept in stra-
tegic management. In general, it can be defined as
the ability of an organization to create value for con-
sumers, maintain sustainable market positions, and
achieve better results compared to competitors. In the
educational services sector, this ability is not deter-
mined merely by the price of training, but also by qual-
ity, trust, methodology, teaching capacity, digital read-
iness, and the real usefulness of the learning process.

In the literature on strategic management and
innovation management, several main models
are often used to analyze competitiveness and in-
novation: Porter’s Five Forces model, Barney’s Re-
source-Based View, Teece’s Dynamic Capabilities
model, and Chesbrough’s Open Innovation model.
These are not the only possible models, but they are
among the most recognizable and applicable for
the analysis of SMEs in the training sector.

According to Porter, sustainable competitive advan-
tage is achieved through the choice of an appropri-
ate competitive strategy: cost leadership, differenti-
ation, or focus on a specific market segment [6], [7].

Porter’s Five Forces model is one of the most wide-
ly used tools for analyzing the competitive environ-
ment [6]. It includes five main forces: rivalry among
existing competitors, threat of new entrants, power
of customers, power of suppliers, and threat of sub-
stitute products or services.

Inthe educational services sector, existing compet-
itors may include private schools, language centers,
online platforms, university units, corporate trainers,
and EdTech companies. The threat of new entrants
is high because digital technologies reduce barriers
to entry. The power of customers is also increasing,
as consumers can easily compare prices, quality, re-
views, and results. Suppliers in the sector include
teachers, content creators, technological platforms,
and software companies. Substitutes may include
free online resources, video platforms, mobile appli-
cations, and Al systems for self-learning.

% New Entrants

barriers to entry,
access to resources,
economies of scale

Competitive
Rivalry

Buyers

4% Substitute Services
M aitornative forms of education

(e.g., enline .
platforms,

Fig. 1 Porter’s five competitive forces in the educational
services sector

This approach is applicable to educational services
because organizations in the sector must determine
how they will differentiate themselves — through
lower price, higher quality, specialized methodol-
ogy, technological environment, or individual ap-
proach.

Barney’s Resource-Based View considers competi-
tiveness as a result of possessing and effectively us-
ing resources that are valuable, rare, difficult to imi-
tate, and organizationally usable [1]. In educational
services, such resources include qualified teachers,
original methodologies, accumulated experience,
good reputation, parents’and learners’trust, and or-
ganizational know-how.

The method is particularly applicable to educa-
tional services because the sector strongly depends
on knowledge, expertise, human capital, methodol-
ogy, and reputation. If an educational organization
has a strong teaching team, an original learning
system, a clear methodology, and consumer trust,
these resources can be difficult to imitate and can
form a sustainable competitive advantage.

In Bulgarian literature, Prof. D.Sc. Mladen Velev
views competitiveness as the ability of an enter-
prise, through continuous renewal and improve-
ment, to create and sustainably maintain competi-
tive advantages leading to high economic results in
the long term [11]. This understanding is important
for the present report because it emphasizes that
competitiveness is not a one-time condition, but
a process of continuous development, adaptation,
and improvement.

The Dynamic Capabilities model of Teece, Pisano,
and Shuen emphasizes the organization’s ability to
adapt to a changing environment [9]. Later, Teece
further developed the idea by linking dynamic ca-
pabilities to the sustainable performance of organ-
izations under conditions of change [10]. This ap-
proach is especially important for the educational
sector because technologies, consumer expecta-
tions, and ways of learning change rapidly.

Organizations must be able to renew their pro-
grams, implement online and hybrid models, devel-
op digital competences, and use new technological
tools.

B. Approaches to Innovation Management:

Innovation is also a key factor for development.
Schumpeter views innovation as a driving force of
economic development and connects it with the in-
troduction of a new product, a new method, a new
market, new sources of resources, or a new organ-
izational form [8]. In the educational services sec-
tor, this can be expressed through new programs,
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online courses, interactive platforms, Al tools, new
teaching methods, or new organizational models.

Chesbrough’s Open Innovation model views in-
novation as a process that does not develop only
within the organization, but also through the use of
external knowledge, partnerships, and cooperation
[2]. In educational services, this may mean partner-
ships with universities, technology companies, ex-
ternal experts, business organizations, and EdTech
platforms.

Drucker views innovation as a manageable process
rather than a random idea [3]. This approach is use-
ful for educational organizations because it shows
that innovations must be planned, implemented,
measured, and improved. Innovation matters only
if it creates real value for consumers and the organ-
ization.

The Oslo Manual has a different function. It is not a
strategic management model, but a framework for
defining and classifying innovations [5]. Its signifi-
cance lies in allowing a clearer distinction between
different types of innovation and their application
in a specific organization.

The OECD Oslo Manual provides an internationally
recognized framework for classifying innovations,
distinguishing between product, process, market-
ing, and organizational innovations [5]. In the ed-
ucational sector, innovation may be both a single
object and a system. For example:

e anew course or program;

» process innovation — the introduction of a dis-

tance learning platform;

« marketing innovation - a new way of reaching

learners;

 organizational innovation — a new management

model, teamwork structure, or internal teacher
training system;

« business model innovation.

C. Characteristic of the educational services sector

The educational services sector has a specific char-
acter because its main product is knowledge. The
educational service is intangible, difficult to assess
in advance, and its results often become visible over
a longer period of time. Therefore, trust, reputation,
and the quality of interaction between teacher and
learner are of essential importance.

In this sector, human capital is the leading re-
source. Teachers, trainers, methodologists, and
experts are the main source of value. Their knowl-
edge, skills, professional experience, communica-
tion abilities, and capacity to work with different
groups of learners directly influence the quality of
the service.

Educational services are changing under the influ-
ence of digitalization. Online learning, hybrid forms,
electronic platforms, video content, and interactive
resources create new opportunities for access to
knowledge. The COVID-19 period accelerated this
process and showed that educational organizations
must be able to quickly shift to distance and blend-
ed forms of learning.

The scientific literature distinguishes between syn-
chronous and asynchronous forms of e-learning.
Hrastinski points out that synchronous learning is
based on real-time interaction, for example through
videoconferencing and chat, while asynchronous
learning allows the use of electronic materials and
communication tools at different times and at the
learner’s own pace [13]. In practice, synchronous
learning is implemented through virtual classrooms
and videoconferencing, while asynchronous learn-
ing is implemented through pre-recorded lessons,
tests, electronic resources, and independent assign-
ments.

Game-based approaches are also gaining impor-
tance. Plass, Homer, and Kinzer examine game-
based learning and gamification as approaches in
which elements of game design can support learn-
ing by increasing the cognitive, behavioral, emo-
tional, and social engagement of learners [14]. In
the educational services sector, this can be applied
through educational games, interactive tests, com-
petitive elements, levels, tasks, and feedback.

The introduction of artificial intelligence further
changes the sector. Al can support learning through
adaptive exercises, automated feedback, analysis of
knowledge gaps, generation of tests, and person-
alized learning paths. However, the educational
process cannot be reduced only to technology. It
includes motivation, communication, support, so-
cialization, and the development of personal qual-
ities.

Modern children increasingly live in an environ-
ment of constant competition, high expectations,
and continuous comparison. School, extracurric-
ular activities, homework, private lessons, sports,
and additional activities create a highly demanding
daily routine. This requires education to be viewed
not only as a process of accumulating knowledge
and achievements, but also as an environment sup-
porting mental health, emotional resilience, and the
child’s sense of value beyond being first.

In this sense, the modern educational service can
be viewed as a system in which the learner, the
teacher, the methodology, the digital environment,
artificial intelligence, the organizational model, and
the competitive environment interact (Fig.2).
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Fig. 2 Educational service system

ITII. APPLICATION OF THE MODELS
IN THE EDUCATIONAL SERVICES
SECTOR

The applicability of the analyzed models shows
that each of them has a different focus. Porter’s
model is suitable for an initial analysis of the market
and the competitive environment. It makes it pos-
sible to assess who the main competitors are, what
substitutes exist, what the power of customers is,
and what the barriers to entry in the sector are.

Barney’s Resource-Based View is particularly appli-
cable to the analysis of the internal advantages of an
educational organization. In this sector, knowledge,
teachers, methodology, original content, trust, and
reputation are often more important than material
assets. These resources can be difficult to imitate and
can create a more stable competitive advantage.

Teece’s model is important because it directs at-
tention to adaptation. In conditions of digitaliza-
tion and the development of artificial intelligence,
it is not enough for an organization to possess good
resources. It must also be able to renew them and
use them in a new way. Examples include the tran-
sition to online learning, the implementation of Al
tools, the creation of hybrid programs, or the devel-
opment of new formats according to the needs of
learners.

Chesbrough’s model is applicable through the idea
of open innovation. Small and medium-sized organ-
izations in the sector often do not possess all nec-
essary resources internally. Therefore, partnerships
with external teachers, universities, technology pro-
viders, and business organizations can increase their
innovation capacity and reduce development costs.

Drucker contributes with the practical under-
standing that innovation must be managed. In the
educational services sector, innovation should not
be understood merely as modern technology, but
as a solution that improves learning, the organiza-
tion of the process, access to knowledge, or learners’
results.

The comparison between the models shows that
they do not exclude each other, but rather com-

plement one another. Porter analyzes the external
environment; Barney — internal resources; Teece —
the ability to adapt; Chesbrough — external knowl-
edge and partnerships; Drucker — innovation
management; and the Oslo Manual — the types of
innovation.

The author of the present study recommends a
combined approach to managing competitiveness
and innovation in educational services (Fig. 3).

1) Porter — external environment

+

2) Barney — internal resources

+

3) Teece — adaptability

( Sustainable Competitiveness ]

i in Educational Services

4) Chesbrough — partnerships

+

5) Drucker — innovation
management

+

N\

6) Oslo Manual — classification
of innovations

Fig. 3 Sustainable competitiveness management frame-
work in educational services

The reason why the combined approach is the
most appropriate is that the educational services
sector is simultaneously a market-based, human,
technological, and innovation-driven sector.

IV.ROLE OF TECHNOLOGIES AND Al

Digital technologies and artificial intelligence play
a significant role in the development of education-
al services. Al can support personalized learning
through results analysis, gap detection, exercise cre-
ation, automated feedback, and adaptation of learn-
ing content to the individual pace of the learner.

This creates an opportunity for more flexible and
more individualized learning. One learner may
receive additional tasks on a topic they have not
understood, another may progress faster, and the
teacher may use the data to focus efforts where
there is real need.

However, artificial intelligence also has limitations.
Education is not only the transmission of informa-
tion. It includes motivation, human interaction,
emotional support, socialization, building disci-
pline, confidence, and values. These elements can-
not be fully replaced by an algorithm.

Therefore, the most appropriate model is the hy-
brid model, in which technologies support the
teacher but do not replace them. In this model, Al
performs supportive, analytical, and automated
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functions, while the teacher retains their leading
role as mentor and organizer of the learning pro-
cess.

From a managerial perspective, the implementa-
tion of Al and digital platforms should be connect-
ed with a clear strategy, quality control of content,
data protection, teacher training, and assessment of
the real added value for learners. Technology itself
is not a competitive advantage if it is not connected
with methodology, human resources, and a good
organizational model.

V. CONCLUSION

As a result of the analysis, it can be summarized
that competitiveness and innovation are key factors
for the development of organizations in the educa-
tional services sector. Digitalization, online learning,
the development of EdTech solutions, and the in-
troduction of artificial intelligence are changing the
way the educational service is created and provided.

The theoretical approaches examined in the report
show different aspects of this process. Porter’s mod-
el emphasizes the competitive environment; Barney
focuses on internal resources; Teece emphasizes
adaptability; Chesbrough focuses on partnerships;
Drucker highlights innovation management; and
the Oslo Manual provides a classification of innova-
tion.

The main conclusion is that sustainable competi-
tiveness in the educational services sector requires
the combination of several factors: quality teaching,
strong human capital, good methodology, trust,
technological readiness, organizational flexibility,
and the ability to implement innovations.

Innovation in this sector should not be understood
merely as the use of a modern platform or artificial
intelligence. It also includes new teaching methods,
new organizational practices, personalized learn-
ing, better communication with users, and more ef-
fective knowledge management.

In the future, competitive organizations will be
those that manage to combine the human factor
with technology. The teacher remains a leading
figure, but their role is changing - from a source of
information to a mentor, organizer, and mediator
between knowledge, technology, and the learner.

A broader understanding of education as an envi-
ronment for personal development is also essential.

Modern children and learners function in conditions
of high competition, information overload, and con-
stant expectations for results. Therefore, education-
al services should be directed not only toward the
accumulation of knowledge, but also toward the
development of critical thinking, emotional resil-
ience, confidence, and skills for applying what has
been learned.

Therefore, the most appropriate approach to man-
aging competitiveness and innovation in the edu-
cational services sector is the combined approach,
which brings together environmental analysis, re-
source management, adaptability, partnerships,
and purposeful implementation of innovations.
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DIGITAL TRANSFORMATION AS A
DRIVER OF CHANGE IN STRATEGIC
CYBER RISK MANAGEMENT IN
SERVICE-ORIENTED ORGANIZATIONS

Lyubomir Mitrev

Abstract: The accelerated pace of digital trans-
formation has significantly changed the oper-
ational environment of modern organizations,
particularly in the service sector. The adop-
tion of cloud computing, artificial intelligence
and big data analytics has created new oppor-
tunities for efficiency and innovation, while
increasing organizational exposure to cyber
threats. This paper examines the impact of dig-
ital transformation on strategic cyber risk man-
agement in service-oriented organizations.
The study applies a comparative and analytical
approach based on international cybersecuri-
ty frameworks and recent scientific literature
[1]1-[8]. The results indicate that cybersecurity
must be integrated into organizational strategy
through proactive risk management practices.
Recommendations for improving organization-
al resilience and cyber risk governance are pro-
posed.

Keywords: digital transformation, cyber risk, cy-
bersecurity, strategic management, service sec-
tor organizations

[. INTRODUCTION

Digital transformation has become one of the pri-
mary drivers of organizational development in the
modern economy [6], [7]. Organizations increasing-
ly rely on digital technologies, cloud infrastructures
and interconnected information systems to support
business operations and service delivery [6].

At the same time, the digitalization of business
processes has expanded the cyber threat landscape.
Cyberattacks such as ransomware, phishing, supply
chain attacks and data breaches have become more
sophisticated and more frequent [4]. Consequent-
ly, cybersecurity is no longer perceived solely as a
technical issue but as a strategic management chal-
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lenge requiring the active involvement of senior
leadership [1], [9].

The purpose of this paper is to analyze the influ-
ence of digital transformation on strategic cyber risk
management in service-oriented organizations and
to identify key factors contributing to organization-
al resilience.

I1. DIGITAL TRANSFORMATION
IN SERVICE-ORIENTED
ORGANIZATIONS

Digital transformation is commonly defined as
the integration of digital technologies into organi-
zational processes, products, services and business
models, leading to significant changes in the way
organizations create and deliver value [6], [8].

The most influential technologies supporting digi-
tal transformation include:

+ Cloud Computing;

« Artificial Intelligence;

« Big Data Analytics;

* Internet of Things;

» Process Automation.

Service-oriented organizations increasingly utilize
these technologies to improve operational efficien-
¢y, customer experience and decision-making capa-
bilities [7].

Despite these benefits, digital transformation also
introduces new organizational dependencies and
security challenges. The increasing reliance on digi-
tal ecosystems requires organizations to reconsider
their approaches to cybersecurity governance and
risk management [1].

III. IMPACT OF DIGITAL
TRANSFORMATION ON CYBER RISK

Digital transformation significantly increases the
organizational attack surface and creates new cyber
risk vectors [1], [4].

Cloud adoption introduces challenges relat-
ed to data protection, identity management and
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third-party dependencies. Furthermore, the exten-
sive use of interconnected systems increases the
potential impact of cyber incidents across organiza-
tional boundaries [4].

The human factor remains one of the most signif-
icant cybersecurity vulnerabilities. Employees are
frequently targeted through phishing and social
engineering attacks, which continue to be among
the most successful attack methods [4], [10].

The emergence of artificial intelligence has also
created new cybersecurity concerns. Al technolo-
gies can be exploited by threat actors to automate
attacks, generate convincing fraudulent content
and improve reconnaissance activities.

These developments demonstrate that cyber risk
management must evolve in parallel with digital
transformation initiatives.

IV. STRATEGIC CYBER RISK
MANAGEMENT IN THE DIGITAL ERA

Traditional cybersecurity approaches primarily fo-
cused on technical controls. However, the complex-
ity of modern digital environments requires a strate-
gic and governance-oriented

perspective [1], [2].

According to the NIST Cybersecurity Framework
2.0, effective cybersecurity management should
encompass six core functions: Govern, Identify, Pro-
tect, Detect, Respond and Recover [1].

Similarly, ISO/IEC 27001:2022 emphasizes a risk-
based approach to information security manage-
ment and promotes continuous improvement of
security controls [2].

At the European level, the NIS2 Directive intro-
duces enhanced cybersecurity governance require-
ments and increases management accountability
for cybersecurity-related decisions [5].

Therefore, strategic cyber risk management should
include:

» Cybersecurity governance;

» Continuous risk assessment;

 Security awareness and training;

« Incident response planning;

Cyber resilience development.

Organizations that successfully integrate these el-
ements into their strategic planning processes are
better positioned to respond to emerging cyber
threats and maintain operational continuity.

V.PROPOSED CONCEPTUAL MODEL

Based on the conducted analysis, a conceptual
model is proposed to illustrate the relationship be-

tween digital transformation and strategic cyber
risk management in service-oriented organizations.

The model demonstrates how digital transforma-
tion generates new cyber risks, which require sys-
tematic assessment and governance mechanisms.
The implementation of cyber resilience measures
contributes to the long-term sustainability and
competitiveness of organizations operating in the
service sector.

TABLE |
CONCEPTUAL MODEL

Stage

© 9

Digital
Transformation
Drivers

l maodels.

°

Emerging
Cyber Risks

Description Key Considerations

Technological advancements, changing + Cloud adoption

customer expectations, competitive + Data proliferation
pressures, and regulatory requirements
drive organizations to adopt digital
technologies and innovative business

.

Automation and Al

+ Remote and hybrid work

+ Ecosystem and third-party
integration

+ Advanced persistent threats

Digital transformation expands the & il vl oisiion

attack surface and introduces new

.

= = e Supply chain attacks
vulnerabilities, increasing the likelihood :
« Data breaches and privacy risks
and impact of cyber threats. 3 = *
« Misconfiguration and

l system vulnerabilities
A continuous and comprehensive

\ evaluation of cyber risks helps

Risk organizations understand potential

+ Threat identification
« Vulnerability analysis

+ Likelihood and impact evaluation

Adbeaiibin threats, vulnerabilities, and their « Risk prioritization
business impact. ; d
»L * Monitoring and reporting

.

Effective governance establishes Governance framework and policies

o2
Cybersecurity
Governance

)
Cyber Resilience
Measures

\
Organizational

Sustainability

ountability + Roles, responsibilities, and oversight

y is aligned + Compliance and regulatory alignment
R + Risk management integration

« Awareness and culture

« Preventive controls
Implementing technical, operational,
and organizational measures to prevent,
detect, respond to, and recover from
cyber incidents.

# Detection and monitoring

+ Incident response and recovery

+ Business continuity and
disaster recovery

« Continuous improvement

« Sustainable growth
Stronger cyber resilience supports 3
« Stakeholder trust and reputation
long-term value creation, stakeholder

trust, and the organization's ability ¢ Qperstionsl continuity

to adapt and thrive in a digital future + Innovation enablement

* Long-term value creation

Source: Developed by the author

VI. DISCUSSION

The findings indicate that digital transformation
requires organizations to shift from reactive cyber-
security practices toward proactive cyber risk man-
agement approaches [1], [6], [7].

For service-oriented organizations, cybersecurity
has become an essential component of strategic
management. The integration of cyber risk consid-
erations into business strategy contributes to im-
proved resilience, regulatory compliance and stake-
holder confidence.
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VII. CONCLUSION

Digital transformation creates substantial oppor-
tunities for organizational growth and innovation
while simultaneously increasing exposure to cyber
threats.

The study demonstrates that strategic cyber risk
management should be considered a fundamen-
tal component of organizational governance. Ser-
vice-oriented organizations must integrate cyber-
security into their strategic planning processes and
develop cyber resilience capabilities to address the
challenges of an increasingly digital environment.

The proposed conceptual model contributes to
the understanding of the relationship between dig-
ital transformation and cyber risk management and
may serve as a basis for future research in the field
of organizational cybersecurity.

REFERENCES

[11 National Institute of Standards and Technology
(NIST), Cybersecurity Framework (CSF) 2.0, National
Institute of Standards and Technology, 2024.

[2] International Organization for Standardization (ISO),
ISO/IEC 27001:2022 - Information Security, Cyberse-
curity and Privacy Protection — Information Security
Management Systems — Requirements, Internation-
al Organization for Standardization, 2022.

[3] International Organization for Standardization (ISO),
ISO/IEC 27005:2022 - Information Security Risk
Management, International Organization for Stand-
ardization, 2022.

[4] European Union Agency for Cybersecurity (ENISA),
ENISA Threat Landscape 2024, European Union
Agency for Cybersecurity, 2024.

[5] European Parliament and Council of the European
Union, Directive (EU) 2022/2555 on Measures for a
High Common Level of Cybersecurity Across the Un-
ion (NIS2 Directive), Official Journal of the European
Union, 2022.

[6] Vial G, Understanding Digital Transformation: A Re-
view and a Research Agenda, Journal of Strategic In-
formation Systems, Vol. 28, No. 2, pp. 118-144, 2019.

[71 Verhoef P. C,, Broekhuizen T., Bart Y., Bhattacharya
A., Dong J., Fabian N., Haenlein M., Digital Transfor-
mation: A Multidisciplinary Reflection and Research
Agenda, Journal of Business Research, Vol. 122, pp.
889-901, 2021.

[8] Hess T, Matt C., Benlian A., Wiesbock F., Options for
Formulating a Digital Transformation Strategy, MIS
Quarterly Executive, Vol. 15, No. 2, pp. 123-139,
2016.

[9] ISACA, COBIT 2019 Framework: Governance and
Management Objectives, ISACA, 2019.

[10] World Economic Forum, Global Cybersecurity Out-
look 2025, World Economic Forum, 2025.




Coopnuk nokjaaau — CTyleHTcKa U JOKTOPpaHTCcKa HayuyHa cecust Ha BYTII 2026

AHAJIN3 HA Bb3IMOXHOCTHUTE 3A
TPETUPAHE HA OTITHAADBYHU BOJAUN OT
MUHHO-JIObUBHATA UHAYCTPUA YPE3
BUOEJIEKTPOXNUMNYHU CUCTEMHU

Kanosua HukonoB u Auaronuiit AHTEIOB

Pestome: MwuHHOZOGMBHATA MHAYCTPUA reHe-
pupa oTNagbyHU BOAW C BMCOKO CbAbPXKaHue
Ha cyndatn, TeXXKn meTanu n HUcko pH, koerto
n3nCcKBa epeKTUBHN N YCTOMUMBU TEXHONMOrNN
3a TpeTupaHe. brnoenekrpoXxmmnyHuTe cucre-
mu (BEC), BKNiounTenHo MMKpOGHN rOprBHMN U
eNIeKTPONIN3HN KJIeTKU, ce pa3rnexaar KaTo obe-
LWaBalla anTepHaTMBa Ha KOHBEHLMOHaNHWTe
metoau. Te no3BonsiBaT e4HOBPEMEHHO OTCTpa-
HAABaHe Ha 3aMbpcUTenn Ypes MUKpo6uonormny-
HU 1 eNeKTPOXMMMNYHMN NPpoLecu, Bb3CTaHOBABaA-
He Ha MeTanu N B HAKOM C/lyyaun NpPou3BOACTBO
Ha eneKTpuyecka eHeprusa unu sogopop,. OCHOB-
HUTE MexaHW3MM BKAouYBaT cyndartpeayKuus,
yTaABaHe Ha MeTalHN cynduanm N eneKkTpoxu-
MMYHO Bb3CTAaHOBABaHe Ha MeTaJIHN NOHM. Bb-
Npekn 3HAUYUTeSIHNA HanpeabK, NMPaKTU4YecKo-
TO NMPUNIOXKEHNEe e OrpaHNYeHo OT npob6nemu,
CBbp3aHu ¢ mauwabupaHeTo, cTabunHocTTa Ha
6unopunmnTe N NKOHOMNUYecKata epeKTUBHOCT.
bbaewoTo pasBuTNE € HACOYEeHO KbM ONTUMM-
3aUuA Ha peakTOpHUTe KOH$urypauum, nopo-
6pABaHe Ha eNeKTPOAHUTEe MaTepuann N NHTe-
rpauus B yCTONUYMBU TEXHONOTMMYHU CXeMM 3a
TpeTypaHe Ha MUHHM OTNAAbYHU BOAN.

Kntoyosu Oymu: 6M0eneKTpoOXMMnYHN CUCTEMM,
KUcenu pyaHUYHN Boaw, cynpatpeayKums, Tex-
KU MeTanu, peCypcHO Bb3CTaHOBsIBaHe.
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BbuoenekTpoxmmnuHnte cuctemmn (BEC) npepacra-
BNABAT WHOBATUBHA TEXHONOMMA, KOATO CbyeTaBa
MeTabonnTHaTa akKTUBHOCT Ha MUKPOOPraHU3MmTe
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C eNeKTPOXMMMYHU MpPOLecn 3a MPeyncTBaHe Ha
OTMagbyHX BOAW, NOJSlyYyaBaHe Ha eHeprua u Bb3-
MOXHOCTM 3a Bb3CTaHOBABaHe Ha pecypcu. Npes
nocnegHuTe ABe AeceTuneTus Te NPUBAMYaT 3HaUn-
TeneH HayyeH MHTepec Nopagu noteHumana cu aa
npeofoneaT HAKOW OT OrpaHMYEHNATA NPU KOHBEH-
LMOHANHNTE TEXHOOMMM 3a NPEYNCTBAHE.

OcHoBHO npepgumcTBOo Ha BEC e Bb3MOXHOCTTa
3a eJHOBPEMEHHO OTCTPaHABaHe Ha 3amMmbpcuUTenu
1 OMON30TBOPABaHE Ha CbAbprKallaTa ce B OTna-
ObUYHWTE BOAU XUMUYHa eHepruA. Mpn MnkpobHuTe
ropvBHn Knetkn (MFC) yacT OT eHepruaTa Ha op-
raHWYyHWTe BellecTBa ce npeobpasyBa AMPEKTHO
B eNleKTpMYecTBO, JOKaTO NpU MUKPOOHUTE enek-
TponusHn kKnetkn (MEC) upes npunaraHe Ha Manko
BbHLUHO HamnpexeHue morat fja ce nosyyat BoAo-
poa, MeTaH unu Qpyru ueHHu npoaykTu. Mo To3m
HauvH OTNaAbYHUTE BOAM Ce pasrnexgjar He camo
KaTo OTMagbK, a 1 KaTO U3TOUYHUK Ha EHEPTUA U Cy-
POBUHN.

Hpyro cblecTBeHO NPeAMMCTBO € BMCOKaTa MbB-
KaBOCT Ha TexHonoruaTa. bBEC moraTt ga ce npunarat
3a TPeTUpPaHe Ha WNPOK CNEKTbP OTNagbyHN BOAU
— GUTOBM, XPAHUTENHO-BKYCOBW, CEJICKOCTOMAHCKN,
HedTONpepaboTBaTeNHW, TEKCTUTHW Y MUHHW OTNa-
ObyHN Boamn. OCBEH OpraHUYHN 3aMbpCUTeNn, CUC-
TemMuTe MoraT fia OTCTPaHABAT a30THU CbeAUHEHNA,
cyndati, cyndugm, TEXKN MeTanu, KakTto 1 pasnuny-
HW TPyQHOPa3rpagnumm OpraHNYHM BeLLecTBa.

OcobeHo nepcneKkTUBHO e NpunoxeHneto Ha BEC
3a TpeTMpaHe Ha OoTnagbyHy BOAU OT MUHHOZO6UB-
HaTa NPOMULLIIEHOCT. B egnH OoT npeanoxeHunTe Ba-
puvaHTu [1] Ha Te3u cnuctemu, cyndat-pegyumpaliute
6aKTepum morat ia pegyuupat cyndatute oo capo-
BOAOPOS, KOVUTO BNOCNEACTBUNE Ce OKUCIIABA HA aHO-
[a [0 eNlemMeHTapHa CApa, a pa3TBOPEHNTe MeTanHu
MNOHWM ce oTnaraT Ha Katofa Ha cuctemarta. 1o To3m
HauMH Ce OCblUecTBABa eqHOBPEMEHHO HaManABa-
He Ha cyndaTHOTO 3aMbpCABaHe M OTCTPaAHABAHE Ha
TEXKUTE MeTasu, KaTo CbLUEBPEMEHHO Ce Cb3aBaT
Bb3MOXKHOCTM 3@ CENEKTMBHO Bb3CTaHOBABaHE Ha

LUeHHW MeTallun.
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BroenekTpoXMMmNYHUTE CUCTEMU NpeanaraT u eKo-
NOTMYHM NpeanMMcTBa. B cpaBHeHMe ¢ TpaanumoH-
HUTE PUBMKOXMMUYHM METOAMN T€ U3UCKBAT NO-Masl-
KW KONMMYeCTBa XMMUYECKU peareHTW, reHepupat
No-MaJsiko BTOPUYHK OTNaAbLUM U MoraT aa paboTsaT
npy ymepeHu Temnepatypu 1 HansaraHus. Toea Bogm
[0 MNO-HNCBHK BbIIepoaeH oTrneYaTbK 1 NoTeHUMan-
HO MO-HNCKW eKCnioaTaumoHHN pasxoam [1, 2].

II. PASBBUTUE HA U3CJIIEABAHUATA
C BUOEJIEKTPOXMMHNYHU
CUCTEMU

MbpBUTE N3CNeaBaHNA, CBbP3aHN C NPUNIOXKEHNE-
TO Ha OMOENeKTPOXMMMUUYHN CUCTEMU 3a TPeTMpPaHe
Ha cyndatcbabprkaliyn OTNagbyHM BOAM, Ca ny6-
NIMKYBaHN B Kpas Ha NbpBOTO AeceTtuneTtne Ha XXI
BeK. EqHa oT mbpBuUTE AEMOHCTpaLmm e paboTaTta Ha
Zhao et al. (2008), kouto usnonseat cyndart-peay-
uupalym 6aktepun ot pog Desulfovibrio B MMKpo6-
Ha rOpUBHA KNeTKa W [OKa3BaT Bb3MOXHOCTTA 3a
€HOBPEMEHHO reHepupaHe Ha eNeKkTPUYecTso ”
OTCTpaHABaHe Ha cyndaTtu oT BogHM pa3Teopu. Tasu
paboTa NocTaBs OCHOBMTE Ha KOHLENUMATA 3a WH-
TerpupaHe Ha cyndaTpegyKkuusTa B brioenekTpoxu-
MWUYHU cuctemm [2].

CnepBalya BaXkHa CTblMKa € pa3BUTMETO Ha OMoKa-
TOOHW CUCTEMW, NPU KOUTO cyndaTbT CY»KU KaTo
KpaeH enekTpoHeH akuentop. B uscnepgBaHe ot
2013 [3] e nokasaHo, ye cyndaTpefyKumaTa Moxe
yCnewHo fa npoTuya B 6uokatog Ha OGuoenek-
TPOXMMMYHA CUCTEMA MPU NOAXOAAWO MPUNOXKEH
noTeHuMasn, KOeTo OTKPMBA Bb3MOMXHOCTM 3a OT-
AensaHe Ha NpouecuTe Ha OPraHNYHO OKUCIEHMUE U
cyndatpegykums.

MapanenHo c ToBa ce pa3BUBAT N CUCTEMM, U3MOS3-
BaWy oboraTeHn KynTypu oT cyndaT-pegyumnpalym
6aKkTepum 3a TpeTmpaHe Ha cyndaTHU u cynduaHn
oTMagbyHM BoAW. [IeMOHCTPUpPAHO €, Ye cyndaTsT
MOoXe Aa 6bae pegyuupaH go cyndug, KOuTo Bho-
CnefcTBMe CNYXKM KaTo e/IeKTPOHEH JOHOP 3a enek-
TPOAKTVBHU MWKPOOPraHU3MU, OCUTYPABANKN ef-
HOBpPEMEHHO NPeYnCcTBaHe Ha OTNAAbYHUTE BOAW U
NPON3BOACTBO Ha eneKkTpoeHeprus [4].

Cnep 2015 r. BHUMAHMETO MNOCTENMEHHO Ce HACou-
Ba KbM TPETMPAHETO Ha KUCenu pyaHWYHW BOAU
(Acid Mine Drainage, AMD), xapakTepu3ampaLuu ce ¢
BMCOKWN KOHLEHTpaLMn Ha cyndaTi N TEXKN MeTa-
nn. PazpaboteHnTe 6MOENEKTPOXUMUYHN CUCTEMU
Nno3BossABaT He camo OMONOrMYHO pefyumpaHe Ha
cyndatute, HO 1 yTaABaHe WU eNeKTPOXUMUYHO
Bb3CTaHOBABAHE Ha MeTaNiHMTe NOHW. [TMOHepcKa B
TOBA HanpaBs/eHue e paboTaTa Ha Pozo u cbaBTOpU
oT 2017 roavHa, KOUTO NpeACcTaBAT HOBa broenek-

TPOXMMUYHA CUCTEMA 3a ObArOTPamHO TpeTupaHe
Ha AMD 6e3 n3non3BaHe Ha XUMWYHW PeareHTu,
KaTo eJHOBPEMEHHO Ce OCbLLeCTBABA Bb3CTaHOBA-
BaHe Ha cApa v meTtanu [5].

Mpe3 cbwua nepuod ce feMoHcTpupa ebeKTUBHO
oTcTpaHaBaHe Ha Al, Fe, Pb, Cd, Zn, Mn n Co ot pean-
H1U AMD Boau upe3 6MOENEKTPOXUMUYHA CUCTEMA,
npu KoeTo pH Ha pa3TBopa ce NoBuULLABa 3HAYMTeN-
HO BCNeACTBME Ha KaToaHuUTe peakumu [6].

Mo-kbcHO Apyrn u3scnegosatenu [7] m3nonseat
cyndat-pegyumpaly 6rokatog 3a egHOBPEMEHHO
OTCTpaHsBaHe Ha cyndaTn 1 Texxku metanu ot AMD,
KaTo nocturaT Hag 99% oTCcTpaHABaHe Ha MeTanuTe
n Hag 70% pepykuma Ha cyndaTute. ToBa mscnen-
BaHe e cpef MbpBUTE, KOUTO ACHO AEeMOHCTPUpaT
CUHeprnyHna edekT mexay cyndaTtpegyKkuuaTta u
yTasBaHeTO Ha MeTanuTe Kato MeTanHu cynpuamn B
paMKuTe Ha efjHa BUOENEKTPOXNMUYHA CMCTEMA.

Te3n paHHM pa3paboTKM MOCTaBAT OCHOBAaTa Ha
CbBpeMeHHUTe n3cnenBaHna Bbpxy BES 3a Tpetu-
paHe Ha OTNagbyHU BOAM OT MUHHATa MHAYCTPUS,
KaTo TeXHONormaTa NOCTeNeHHO Ce HacoyBa KbM
e[lHOBPEeMEHHO OTCTPaHABaHe Ha cyndaTun, Bb3CTa-
HOBfIBaHe Ha LIeHHW MeTanun 1 0NoN30TBOPABaHE Ha
eNeKTPOXUMMYHaTa eHeprusa, CbabprKalla ce B OT-
nagbyHuTe notouw. [2, 6]

III. CbBPEMEHHU TEHIEHII1N
ITPU TPETUPAHE HA
OTIIAABYHU BOAN OT MUHHO-
JOBMBHATA UHAYCTPUA YPE3
BUOEJIEKTPOXUMNYHU CUCTEMHU

3HaunTeNHa YacT OT CbBPEMEHHUTE M3C/eBaHUA
Ca HacoYyeHM KbM M3M0s3BaHeTO npoueca Ha MCP
B 30HaTa Ha 61MoaHoa, MPY KOUTO eNeKTPOaKTVBHN
MUKpPOOpraHnsammn u cyndat-pegyumpawin 6akre-
pun (CPB) ocblyecTBABaT pepykumsa Ha cyndatu-
Te fo cynduan, a B NOCNeacTBMe A0 enemMeHTapHa
cApa. EaHa ot BogewnTe TeHAeHLMM € NPexoabT oT
TEXHONOrMM 3a obe3BpexaaHe KbM TEXHONOMUK 33
Bb3CTaHOBAABaHe Ha pecypcu. Bmecto meTtanute fa
ce pa3rnexpat KaTo OoTnagbK, Te BCe MO-YecTo ce
pasrnexpgaT Kato BTopuyeH pecypc. B BEC meTtanu-
Te Morat fa 6baaT Bb3CTaHOBABAHWN Upe3 eneKkTpo-
XMMWUHO OTNaraHe BbpXy KaTtofa Win ypes cenek-
TUBHO yTasABaHe KaTto MeTanHu cynéuan. OcobeH
VHTepecC NpeAcTaBABa Bb3CTaHOBABAHETO Ha Me[,
HUKeN, UMHK 1 KOBanT, KOUTO ca CTpaTernyeckmn cy-
POBUHU 3a CbBPEMEeHHaTa MHAYCTpUA. YcnopeaHo ¢
TOBa ce pa3paboTBaT TEXHONOrM 3a NosyyaBaHe Ha
enemeHTapHa capa oT reHepupaHusa cyndug, Koeto
AOMBb/IHUTENIHO NOA06PABA MKOHOMUNYECKaTa edek-
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Que. 1 [punoxeHue Ha BEC

Ipyra Ba)kHa TeHAEHLMA € WHTerpupaHeTo Ha
BEC c gpyrum 6uotexHonormn. Bce no-yecto ce
paspaboTtBat xubpuagHU cCUCTEMM, CbUeTaBalym
aHaepoObHO pa3rpaxfiaHe, 6MONOrMYHO N3NyreaHe
(bioleaching), cyndatpeaykumna n 6uoenekTpoxu-
MUYHUK npouecn. Taknea MHTErpUpaHn Cxemm nos-
BOJNIABAT €JHOBPEMEHHO TPETUPAHE Ha OPraHUYHU
3ambpcutenu, cyndatun n MeTanu, Kato cblieBpe-
MEHHO MOBULIABaT eHeprunHata epeKkTUBHOCT
Ha cuctemata. OcobeHo BHMMaHMe ce obpblia Ha
M3M0/I3BaHETO HA OTNAAbYHM OPraHNYHK cybCcTpa-
M (yTalky, oTnagbum OT NMMBO U BUHO NPOX3BOSA-
CTBOTHO, XPaHUTEIHO-BKYCOBM OTNaabuu 1 Ap.)
KaTo eBTUHW eNeKTPOHHN JoHopw 3a cyndaTtpeny-
KuusaTa [9].

ChblecTBeHo pa3BuTMe ce Habnaaea 1 NP KOH-
CTPYKUMATa Ha peakTopute. AKO paHHUTe nabo-
pPaTopHU CUCTEMM M3MOJI3Baxa CKbMU KaTUOHOO-
MEHHU MeMbpaHu, CbBPEMEHHUTE pa3paboTKm ca
HAaCOYEHN KbM EBTUHU aHWOHOOMEHHU MeMbpa-
HKW, MeMbpaHHOo-6e3peaKTopHN KoHbUrypauum
W NUNOTHU UHCTanaumm c ygennyeH obem. Llenta
€ HamanABaHe Ha BBLTPELIHOTO CbMPOTUBAEHNE,
OMpOCTABAHE Ha KOHCTPYKUMATa U MOHUXKaBaHe
Ha NHBECTMLNOHHUTE pa3xoau. [pe3 nocnegHute
roAnHn ca goknagsaHu ycnewHu nunotHn MFC
n MEC cuctemu 3a pas3nnyHn BUAOBE OTNALbUHM
Boau [10], KoeTo nNokasea NOCTEMEHHO NMpPeMUHa-
BaHe OT nabopaTopHU KbM MOAYUHOYCTPUANHM
NpunoXKeHua. 3HaunTeneH NHTepec NpeacTaBnsA-
Ba U M3MON3BAHETO HAa MUKPOOHU eNIeKTPON3HM
knetkn (MEC). 3a pas3numka OT MUKPOOHWUTE ro-
pvBHU KneTku, MEC no3BonasaT upe3 npunaraHe
Ha Majiko BbHLUHO HanpexeHue fa ce NoCTUrHe
MO-MHTEH3MBHO Bb3CTaHOBABAaHE Ha MeTanute
M Npou3BOACTBO Ha Bogopopn. MEC nputexasat
3HauuTeNneH noTeHUMan 3a TPeTUpaHe Ha OTna-
ABYHN BOAU C BUCOKO CbAbPMKAHUE HA TEXKKN Me-
Tanu 6narogapeHvie Ha KOMOUHMpPAHOTO fencTBme
Ha MUKPOOGMONOTrNYHM U eNEeKTPOXUMUYHUN MeXa-
Hu3mK [1].

IV. AHAJIN3 HA ITPMJIOXKMUMOCTTA
HA BEC B CPABHEHUE C
TPAIANLIMOHHUTE TEXHOJIOTUU 3A
TPETUPAHE HA AMD

YctonumnsoTo ynpasneHne Ha AMD octaBa 3Haun-
MO €KOMOIrMYHO 1 MKOHOMUYECKO Npeaun3BuKaTten-
CTBO 3a MUHHaTa UHAYCTPUA. BuoenekTpoXMMmnYHm-
Te cMCcTeMM npepsiaraT MHOBATUBHA TEXHONOMMYHA
anTepHaTUBa, CNOCobHa Aa Npeoaosiee HAKOW orpa-
HUYEHMA Ha TPaaULMOHHUTE GUBNKO-XUMUUYHU Me-
TOAM 33 HeyTpanusauma [11, 12].

CraHpapTHUTE TEXHONOMMM 3a HeyTpanmM3auma Ha
MUHHW OTNagb4yHu Boau ¢ Baposuk nnu Ca(OH), Bo-
AAT [0 obpa3yBaHe Ha rofiemn obemmn HectabunHa
yTallka U U3MCKBaT NMOCTOAHHO JO3UpaHe Ha pear-
€HTW; oMnepaTUBHUTE Pa3Xxoan Ca BUCOKWM, AOKATO
OMOENEKTPOXUMUYHNTE CUCTEMW Mpeanarat eiHo-
BPEMEHHO MoBULLaBaHe Ha pH, yTaABaHe Ha MeTa-
NN N TeHEePUpPAHe Ha eHeprua, KaTo AeMOHCTpupaT
BMCOKa epeKTUBHOCT Npu oTCTpaHABaHe Ha Fe, Cu
1 Zn Npuv NO-HNCKKN eKCnnoaTaunoHHM pasxoam [11].

OT cBOA CTpaHa, 6HLUOENEKTPOXUMNUYHUTE CUCTEMU
M3MoJi3BaT MeTaboNINTHaTa aKTUBHOCT HAa MUKPO-
OpraHM3MmUTE U eNeKTPOXMMUYHKN MpoLecn 3a ea-
HOBPEMEHHO OTCTPaHABaHE Ha cyndaTn 1 TEXKU
meTanu. Mpwu TAx meTanuTe morat Aa 6baaT Bb3cTa-
HoBABaHW nof ¢opmaTta Ha MeTanHu cynduam nnm
ypes eneKkTPOXMMUYHO OTNaraHe, KOeTo Cb3faBa
npeanocTaBKy 3a OMNoNI30TBOPSABAHE Ha LIEHHMW KOM-
NMOHEHTN OT OTnaabyHUTEe BOAW. LONBAHUTENHO
nNpeanMcTBO € HaMasieHaTa HeoOXOAMMOCT OT XU-
MWYHWN peareHTV 1 Bb3MOXKHOCTTA 3a reHepupaHe
Ha enekTpuyecKka eHeprusa Unn sogopon npu onpe-
AeneHn KoHourypauum Ha cuctemarta [13].

MwukpobHo nHayuupaHaTa cyndaTHa peayKumsa B
BEC paBa Bb3MOXKHOCT 3a KOHBEPCUA Ha pa3TBoOpe-
HuTe cyndaTt KbM enemeHTapeH capa unu cynova-
HU NPEeunnUTaTh C MKOHOMMYECKA MPUSIOXKUMOCT,
KOETO KOopecrnoHAMpa C UUPKYNAapHO-MKOHOMMYe-
ckute napagurmum [11]. JonbAHUTENHO NPEANMCTBO
npeacTaBnABa onuuATa 3a MOAYIapHa apxXuTeKTypa
W JeueHTpanusupaHa gMcnoKaumnsa B NPOKCUMUTET
Ha PYAHWYHMTE NOKaUWUKU, KOETO MUHUMM3IMPA NO-
FMCTUYHWTE Pa3Xxoan U eKONMOrMUYHNSA OTneYaTbK.

V. TEXHOJIOTUYHU BAPUEPU 1
OTPAHMUYUTEJIHU ®PAKTOPU HA
BEC

He3aBucumo oT noteHumanHute nonsu, bEC ce xa-
paKkTepusnpaT c onpeneneHn TEXHONOMMYHM orpa-
HWYEHUA: CPAaBHUTENHO HNCKA €IEKTPOreHHa MibT-
HOCT Ha TOKa, BYJIHEPAbUNHOCT CNPAMO TEPMAJTHM
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bnykTyaumm n BapnabunHocT B KOMNO3uumMaTa Ha
BXOOALMTEe MNOTOUW, HEOBXOAMMOCT OT OCUrypsa-
BaHe Ha OPraHMYHN eNeKTPOHHU JOHOPW, KaKTo U
€/IeKTPOXUMMYHA KOPO3UA Ha KOMMOHEHTUTE Npu
NPOoNoHrMpaHa ekcnnoataumsa [14]. B cpaBHeHue ¢
KOHBEHLMOHaNHaTa XuMnyHa npeuunutauus, 6uo-
eNIeKTPOXUMUNYHNTE CUCTEMU Ce XapakTepu3upar
C NO-NMPOABLIIKUTENHO XMAPABAUYHO BpeMe Ha 3a-
ObprKaHe, KOeTO U3NCKBA MO-TONEMU peaKkLMOHHN
06eMM 3a TPETUpPaHe Ha CblMA BogeH obem oTna-
LbUYHU BOAW.

KnacuyecknTe TEXHONOIMX BCE OLLE MPEBbH3XOX-
Aat BEC no oTHowWweHne Ha TeXHONOrMYHa 3pANOCT,
HageXAHOCT N cnocobHoCT 3a paboTta npu rone-
MU NPOMULLINIEHN AeOUTK. bruoenekTpoxMmmnyHuTe
CUCTEMM Ce HaMMpaT NPeauMHO Ha nabopaTopeH
W NMWNOTEH eTan Ha pa3BuUTME, KaTO TAXHOTO LUMPO-
KO MPOMULLIIEHO MPUSIOKEHNE € OrpaHNYeHo OT
CPaBHUTENIHO HKCKaTa NpPOW3BOAUTENHOCT, Heob-
XOAMMOCTTa OT CreuunanmsnupaHn enekTpogHu Ma-
Tepranu 1 CJIOKHOCTTA Ha MawabrpaHeTo. MNopaaun
TOBa KbM HacToAwma momeHT bEC cnepBa ga ce pas-
rnexgat He KaTo NpAK 3aMecTUTen Ha KOHBEHLMO-
HanHUTe MeToAw, a KaTo NepcneKkTBHa JoMblBaLla
TEXHOJNIOrMA, 0CO6EHO B CllyyauTe, KOraTo OCBeH
npeyncTBaHe ce Lenm U Bb3CTaHOBABAHE Ha LeHHU
MeTanu, HaManABaHe Ha Pa3xoauTe 3a peareHTr u
npunaraHe Ha NPUHUUNUTE Ha KpbroBaTa MKOHO-
MuKa. C pa3BUTUETO Ha MaTepuannTe, peakTopHuUTe
KOHCTPYKLMM 1 YNPaBNeHNEeTO Ha eNeKkTpOoaKTuB-
HUTE MUKPOGHU KOHCOPLIMYMI CE OYaKBa PosiATa Ha
6UO0ENEKTPOXUMNYHUTE CUCTEMUN B TPETUPAHETO HA
MVHHU/ OTNAaAbYHM BOAM Aa HapacTBa Npe3 cyiedBa-
LMTE FOAVHMN.

WHTerpmpaHn  KoHdurypauuy, KomobuHupaiiu
BEC c nmocnepBawm nacuBHM TpeTMpawim MOAyu
(Hanp. yTantenu, KOHCTPYKTUBHW BAXKHW 30HU Un
bunTbpHNM 6/I0KOBE), AEMOHCTpMpAT obeLlaBaliy
pe3ynTati B MUIOTHU NPUIIOKEHNA, HO MU3MCKBAT
OOMBAHWTENHN NONEBU BanupauMyv U OUEHKa Ha
ObArocpoyHata MM edeKTUBHOCT U YCTOMUYMBOCT
npu nHAycTpranHu aebutn [15].

V1. 3AKJIIOYEHUE

Bbnpekn HanpedbKka, OCHOBHMTE Npean3BuKaTes-
CTBa nped MNPOMULLIIEHOTO BHeApsBaHe OcCTaBaT
CBbP3aHM C MalllabnpaHeTo Ha NpouecuTe, CTabus-
HOCTTa Ha eNneKkTPoaKTUBHUTE 6uodunmmn npu Bu-
COKM KOHLIEHTPaUumM Ha MeTanu, AbAroTPanHoCTTa
Ha enekTpoanTe U MembpaHuUTe U MOBULLABAHETO
Ha NMIBTHOCTTA Ha reHepupaHaTa MoWHoOCT. [Mopaan
TOBA HaCTOALMTE U3CNEBaHMNA Ca HACOUYEHU KbM
pa3paboTBaHe Ha HOBW ENEKTPOAHU MaTepuani,

ONTMMM3NPaAHE HA MUKPOBHUTE KOHCOPLNYMU U NH-
TerpupaHe Ha BEC B cblecTByBaLm TEXHONOMMYHY
CXeMu 3a yrnpasneHne Ha MUHHW OTNagbyHu BOAN.
(8]

B 0606L1eHMe, CbBpemeHHaTa TEHAEHLNA B pa3BU-
TUETO Ha BUOENEKTPOXUMUYHUTE CUCTEMMU € MPEXO-
ABbT OT TEXHONOTNN 3a NPEeYNCTBaHe KbM UHTErpu-
paHu nnatdopMmM 3a Bb3CTaHOBABAHE Ha pecypcu,
npv KOUTO eAHOBPEMEHHO Ce MOCTMraT OTCTpaHsA-
BaHe Ha cyndatu 1 TeXKU MeTanu, NPon3BOACTBO
Ha eHeprua WA BOAOPOL M Bb3CTAaHOBABAHE Ha
LEeHHW MeTanu n capa. IMeHHOo Ta3u KoHuenuusA 3a
Jfesource recovery” onpegensa 6baeLoTo pa3suTme
Ha BEC KaTo ycTonumBa TeXHONOrua 3a TpeTupaHe
Ha OTMaAbyHW BOAW OT MUHHO-AOOVBHAaTa MHAYC-
Tpua.[1, 9]

BIIATOJAPHOCTHU

CratuAtaeBusnbaHeHue HallpoekTBGO5SFPRO0O1-
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CYBERSECURITY CHALLENGES
IN AI-DRIVEN BUSINESS MODELS:
A REVIEW OF CURRENT APPROACHES,
RISKS, AND TRENDS

Bekir Markov

Abstract: The increasing integration of artificial
intelligence technologies into modern business
models significantly transforms organizational
processes, digital services, and decision-making
mechanisms. At the same time, the adoption of
Al systems creates new cybersecurity risks asso-
ciated with adversarial attacks, data manipula-
tion, privacy violations, and automated threats.
This paper presents a review of current research
related to cybersecurity challenges in Al-driven
business environments and analyzes existing
approaches, security frameworks, and emerging
trends in the field. The study examines scientific
publications, international cybersecurity frame-
works, and recent developments associated with
Al security governance and risk management.
The analysis demonstrates that organizations
require adaptive and integrated cybersecurity
strategies to address the growing complexity of
Al-related threats and digital vulnerabilities.

Keywords: Artificial Intelligence, Cybersecuri-
ty, Business Models, Risk Management, Digital
Transformation.

[. INTRODUCTION

The rapid development of artificial intelligence (Al)
technologies has significantly transformed modern
business models and digital ecosystems. Organ-
izations increasingly integrate Al-driven systems
into operational processes, customer services, pre-
dictive analytics, and strategic decision-making in
order to improve efficiency, automation, and com-
petitiveness. According to Russell and Norvig [1],
Al technologies have evolved from experimental
computational systems into essential components
of modern enterprise infrastructures.

Recent studies demonstrate that Al adoption has
accelerated significantly after 2020 due to the ex-
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Mladenov Str, Sofia 1700, Bulgaria.
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pansion of cloud computing, big data technologies,
and generative Al platforms. Research published by
McKinsey indicates that organizations implement-
ing Al technologies report improvements in oper-
ational efficiency, automation, and business opti-
mization across various industries such as finance,
healthcare, logistics, telecommunications, and
e-commerce [2].

Despite these advantages, the integration of Al
technologies introduces substantial cybersecurity
risks and vulnerabilities. ENISA reports that Al-driv-
en systems increasingly become targets of sophis-
ticated cyberattacks due to their dependence on
data processing, machine learning algorithms, and
interconnected digital infrastructures [3]. Similarly,
the National Institute of Standards and Technology
(NIST) emphasizes that Al systems create new cate-
gories of cybersecurity threats associated with au-
tomated decision-making, data manipulation, and
model exploitation [4].

The growing complexity of Al-driven business
ecosystems requires organizations to implement
adaptive cybersecurity strategies and governance
frameworks capable of addressing evolving digital
threats. Existing research increasingly focuses on Al
risk governance, adversarial machine learning, ex-
plainable Al, and secure Al lifecycle management.

The purpose of this paper is to review current sci-
entific research related to cybersecurity challenges
in Al-driven business models and to analyze existing
approaches, risks, security frameworks, and emerg-
ing trends associated with Al integration in modern
organizations.

II. EVOLUTION OF AI-DRIVEN
BUSINESS MODELS

The integration of Al technologies into business
environments has evolved significantly during the
last decade. Early Al applications primarily focused
on process automation and data analytics, while
modern Al-driven business models increasingly rely
on machine learning, deep learning, autonomous
systems, and generative Al technologies.




CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

According to Davenport and Ronanki [5], organ-
izations initially adopted Al technologies mainly
for operational optimization and customer service
automation. However, recent developments in ma-
chine learning and neural networks have expanded
Al applications into strategic decision-making, pre-
dictive analytics, intelligent cybersecurity systems,
and autonomous business operations.

Research by Brynjolfsson and McAfee [6] demon-
strates that Al technologies contribute to substan-
tial economic transformation by enabling digital in-
novation and intelligent automation. Their studies
emphasize that organizations adopting Al-based
business models achieve higher productivity, im-
proved customer engagement, and increased mar-
ket competitiveness.

Several industries have become highly depend-
ent on Al technologies. In the financial sector, Al
systems are used for fraud detection, algorithmic
trading, and risk analysis. Healthcare organizations
implement Al for medical diagnostics and patient
monitoring, while e-commerce platforms utilize
recommendation systems and customer behavior
analysis [7].

Theemergence of generative Aland large language
models after 2022 further accelerated Al adoption
in business environments. Studies by OpenAl and
Microsoft indicate that generative Al technologies
significantly improve productivity and content gen-
eration capabilities while simultaneously creating
new cybersecurity and ethical concerns [8].

However, researchers increasingly warn that Al
integration expands organizational attack surfaces
and introduces additional digital vulnerabilities. Ac-
cording to ENISA [3], the increasing dependence on
Al technologies creates challenges related to data
protection, algorithm transparency, system integri-
ty, and cybersecurity governance.

III. CYBERSECURITY RISKS
IN AI-DRIVEN BUSINESS
ENVIRONMENTS

Scientific research identifies several major cyber-
security risks associated with Al-driven business
models and intelligent digital infrastructures.

A. Adversarial Attacks

One of the most extensively researched threats
in Al cybersecurity is adversarial machine learning.
Goodfellow et al. [9] introduced the concept of ad-
versarial examples, demonstrating that small ma-
nipulations in input data may significantly alter the
output of deep neural networks.

Subsequent studies confirm that adversarial at-
tacks may compromise facial recognition systems,
autonomous vehicles, fraud detection systems, and
medical Al applications. Papernot et al. [10] demon-
strate that adversarial attacks can bypass machine
learning classifiers and manipulate Al decision-mak-
ing processes.

ENISA identifies adversarial machine learning as
one of the fastest-growing cybersecurity threats
affecting Al-driven infrastructures [3]. These attacks
create significant risks for organizations relying on
automated business operations and intelligent an-
alytics systems.

B. Data Poisoning and Model Manipulation

Data poisoning attacks represent another major
cybersecurity challenge. Barreno et al. [11] describe
data poisoning as a process in which attackers in-
tentionally manipulate training datasets in order to
compromise machine learning models.

Research demonstrates that corrupted training
data may negatively affect Al accuracy, reliability,
and operational performance. Organizations pro-
cessing large-scale datasets are particularly vulner-
able to such attacks due to the complexity of vali-
dating training information.

Several studies emphasize that model manipula-
tion attacks may lead to financial losses, reputation-
al damage, and operational disruptions in Al-driven
business environments [12].

C. Privacy and Data Protection Risks

Privacy and data protection remain central con-
cerns in Al cybersecurity research. Al systems re-
quire extensive datasets containing personal, finan-
cial, and organizational information. According to
Zuboff [13], the large-scale collection and analysis
of user data create significant risks related to sur-
veillance, privacy violations, and unauthorized data
exploitation.

The implementation of the General Data Protec-
tion Regulation (GDPR) has intensified discussions
regarding Al transparency, accountability, and re-
sponsible data processing. Researchers increasingly
emphasize the importance of privacy-preserving Al
technologies and secure data governance mecha-
nisms [14].

D. Al Model Theft and Intellectual Property Risks

Recent studies highlight the growing risk of Al
model theft and intellectual property exploitation.
Tramer et al. [15] demonstrate that attackers may
extract machine learning models through repeated

interaction with Al systems.



CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

Model theft attacks expose organizations to finan-
cial risks, competitive disadvantages, and informa-
tion leakage. Researchers increasingly recommend
encryption mechanisms, secure APIs, and access
control strategies for protecting Al assets and pro-
prietary algorithms.

IV.CURRENT CYBERSECURITY
APPROACHES AND SECURITY
FRAMEWORKS

Researchers and international organizations have
proposed various cybersecurity approaches and
frameworks for securing Al-driven business envi-
ronments.

A. Zero Trust Architecture

Zero Trust Architecture has become one of the
most widely discussed cybersecurity frameworks in
recent years. According to Rose et al. [16], the Zero
Trust model assumes that no user, device, or appli-
cation should be trusted by default.

Several studies demonstrate that Zero Trust prin-
ciples improve cybersecurity resilience in cloud-
based and Al-driven infrastructures through con-
tinuous authentication, identity verification, and
network segmentation [17].

Researchers increasingly recommend integrating
Zero Trust frameworks into Al ecosystems in order
to reduce unauthorized access and insider threats.

B. NIST Al Risk Management Framework

The NIST Al Risk Management Framework (Al RMF)
represents one of the most influential governance
models for Al cybersecurity and risk management
[4]. The framework emphasizes Al governance,
transparency, accountability, and continuous risk
assessment throughout the Al lifecycle.

Current research indicates that the NIST framework
provides organizations with practical guidelines for
identifying and mitigating Al-related cybersecurity
risks.

C. Explainable Artificial Intelligence (XAl)

Explainable Artificial Intelligence has become an
important research direction in Al security and gov-
ernance. Adadi and Berrada [18] argue that the lack
of transparency in Al systems creates difficulties in
identifying vulnerabilities and understanding auto-
mated decisions.

XAl approaches improve interpretability and facil-
itate cybersecurity monitoring, anomaly detection,
and decision validation. Researchers emphasize

that explainable Al contributes to organizational
trust and regulatory compliance.

D. Al-Powered Threat Intelligence

Recent studies demonstrate that Al technolo-
gies increasingly support cybersecurity operations
through automated threat detection and predictive
analytics. Al-powered Security Operations Centers
(SOC) analyze network traffic and system behavior
in real time in order to identify cyber threats more
efficiently [19].

Machine learning algorithms are also used for mal-
ware detection, anomaly analysis, phishing preven-
tion, and incident response automation.

V.CURRENT RESEARCH TRENDS
AND LIMITATIONS

Current research in Al cybersecurity increasingly
focuses on autonomous security systems, ethical Al
governance, privacy-preserving machine learning,
and regulatory compliance.

One of the most significant trends is the develop-
ment of autonomous cybersecurity platforms ca-
pable of detecting and responding to cyber threats
without human intervention. Researchers predict
that Al-driven cybersecurity automation will be-
come essential for future digital infrastructures [20].

Another important research direction involves fed-
erated learning and decentralized Al systems. Kair-
ouz et al. [21] argue that federated learning reduces
privacy risks by enabling distributed machine learn-
ing without centralized data storage.

At the same time, researchers identify several un-
resolved challenges and limitations. Existing Al sys-
tems often lack transparency, accountability, and
standardized security validation mechanisms. Ac-
cording to ENISA [3], organizations continue to face
difficulties related to explainability, Al governance,
and regulatory compliance.

Furthermore, the rapid evolution of generative Al
technologies creates new cybersecurity concerns
associated with prompt injection attacks, misinfor-
mation generation, and automated social engineer-
ing techniques.

Current literature demonstrates that internation-
al regulations and security standards remain frag-
mented and insufficiently harmonized. Researchers
increasingly emphasize the need for global Al gov-
ernance frameworks and interdisciplinary collab-
oration between academia, industry, and govern-
mental institutions.
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VI. DISCUSSION

The review of existing scientific literature demon-
strates that Al-driven business models provide sig-
nificant operational and strategic advantages while
simultaneously introducing complex cybersecurity
risks and digital vulnerabilities.

Current research confirms that adversarial attacks,
data poisoning, privacy violations, and Al model ex-
ploitation represent major cybersecurity concerns
for organizations integrating Al technologies into
their business processes. Existing cybersecurity
frameworks such as Zero Trust Architecture, NIST Al
RMF, and Explainable Al approaches provide impor-
tant mechanisms for mitigating Al-related risks.

However, the literature also demonstrates that
many cybersecurity challenges remain unresolved.
The increasing complexity of Al ecosystems, com-
bined with the rapid evolution of generative Al
technologies, requires adaptive security strategies,
continuous monitoring, and interdisciplinary gov-
ernance approaches.

Future research should focus on developing scal-
able Al cybersecurity frameworks, improving ex-
plainability mechanisms, and establishing unified
international standards for Al governance and dig-
ital risk management.

VII. CONCLUSION

Artificial intelligence technologies continue to
transform modern business models and digital
ecosystems across various industries. Although Al
integration improves automation, operational ef-
ficiency, and decision-making capabilities, it also
introduces substantial cybersecurity challenges
associated with data protection, privacy, system in-
tegrity, and Al governance.

This paper reviewed current scientific research
related to cybersecurity risks in Al-driven business
models and analyzed existing cybersecurity ap-
proaches, governance frameworks, and emerging
trends in the field.

The analysis demonstrates that organizations re-
quire integrated and adaptive cybersecurity strat-

egies capable of addressing evolving Al-related
threats and digital vulnerabilities. Future develop-
ments in Al cybersecurity will likely focus on autono-
mous protection systems, explainable Al, federated
learning, and international regulatory frameworks
for responsible Al deployment.
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MHTEJIEKT HA PbbA: OJIEKOTEH
N3KYCTBEH UHTEJIEKT 3A
YCTPOMCTBA C OTPAHUYEHU PECYPCU
B UHTEJIUT'EHTHUA TOM

Bunusn I'eprxukos, Bo ['epros

Abstract: ABANTUBHNTE CUCTEMU 3a UHTENNreH-
TeH AOM BCe MO-4eCTO pa3yuTaT Ha MaLINHHO
ob6yueHue, HO ycTpolicTBaTa, KOUTO U3rpaxaar
AOMa — MUKPOKOHTpOJepu, CEH30PHU Bb3nu
M eAHONNATKOBU KOMMIOTPN — Ca CWIHO orpa-
HUYEHV MO NaMeT, U3YUCANTENIHA MOLYHOCT U
eHeprua. MsnpauwaHeTo Ha BCAKO M3MepBaHe
KbM o6naka 3a nsBop e yao6Ho, Ho CKbMno: To
Ao06aBA NaTeHTHOCT, MOpa)<Aa onaceHuA 3a no-
BepuTesIHOCTTa U ce npoBans npu 3ary6a Ha
cBbp3aHocT. Hacrosiwara cratma pasrnexpga
KaK OJIEKOTEHUAT, N3NbJIHABAH Ha YCTPOICTBO-
TO U3KYCTBEH UHTENEKT NpeHacA afanTUBHO No-
BefleHne KbM XapAyepa C OrpaHN4YeHun pecyp-
cun. MNMpeacraBeHn ca MOTUMBUTE 3a M3MeCTBaHe
Ha MHTeNeKTa KbM pbba, XxapaKrepusmpaHm ca
OrpaHMYeHuATa Ha TUNMUYHNTE NOTPE6UTENCKN
YyCTpPOICTBa U Ca NperfiefaHy npakTuyeckuy Tex-
HUKN — KBaHTOBaHe, OKacTpsiHe, AecTunauua
Ha 3HaHMe N NPeaAuKTUBHO pasToBapBaHe —
KOMTO NPaBAT N3BOAA OCbLLECTBMM BbpXY nnat-
dopmum kKato ESP32 n Raspberry Pi. Mpepnoxe-
Ha e pedepeHTHA apXMUTeKTypa, KOATO pa3gens
nporHosaTta Ha pb6a OT No-TeXKKOTo o6yueHmne
Ha KOHLIeHTpaTop, 1 ce 06CbXKAa KaK ON1eKOTeHO
KpUnTupaHe v NPUHLMNNTE Ha HYNeBO foBepue
noaAbpKaT TakaBa pasnpepesnieHa cuctema cu-
rypHa n Hagex<paHa.

Keywords: ESP32, TinyML, BrpageHn cucrtemu,
AecTunauvis Ha 3HaHue, N3BOA Ha YCTPOMCTBOTO,
MHTepHeT Ha HellaTa, UHTENIUreHTEH JOM, KBaH-
TOBaHe Ha Mofenu, HyneBo foBepue, nepudep-
HN N34YncneHnna
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[. BBBEJAEHUE

WHTenureHTHOCTTa Ha JafeH oM O6UKHOBEHO ce
OMUCBA Ype3 MOJENUTE, KOUTO U3MbJIHABA — MNpe-
OVKTOPUTE, KOWUTO NPeABMXAAT TeMMepaTyparTa, ar-
EHTUTEe, KOUTO HayyaBaT NoNNTMKa 3a yrpaBrieHue.
Mo-pAapko ce 06cbxAa KbAe BCbLHOCT Ce U3MbIl-
HABAT Te3n mogenu. B MHOro Tbproeckn cuctemm
OTrOBOPBT € 06NaKbT: YCTpoNcTBaTa cbbupat faH-
HU, U3NpPaLLaT r'M KbM OTHANEYEH CbPBbBP U YakaTt
WHCTPYKLUMWTE fa ce BbpHAT. Ta3un ypefba e npocTa
3a M3rpaxfaHe, Ho Bce No-Henoaxoasuia 3a JOMO-
Be, KOUTO TpAGBa Aa ca OT3UBUYUBM, NOBEPUTESTHN 1
HadeXaHW.

MepndepHute wusuucneHus (edge computing)
npeanarat anTepHaTMBa, MPU KOATO W3BOADBT Ce
CnyyBa BbpXy unm 6130 JO YCTPOWMCTBOTO, KOETO
npowussexga gaHHute [1]. TpygHOCTTa e, Ye fOMaLL-
HUTe YCTPONCTBa ca Manku. CeH30peH Bb3en MoKe
na paboTn BbPXY MMKPOKOHTponep c Kunobantu
nameT; Jopu CNOCO6EeH KOHLEHTPATOP € Janey no-
cnab ot cbpBbp. [NpeHacAHeTo Ha aganTUBEH UHTe-
NEeKT KbM TaKbB XapAyep M3nCcKkBa MOAENM, KOUTO Ca
LienieHacouyeHoO ONeKOTeHW, U apXUTEKTYpa, KOATO
pa3nonara BCAKO M3UnCNeHre TaM, KbAeTo TO Hall-
nobpe npunsara, BMECTO fa AOMYCKa, Ye HeorpaHu-
yeHa oTganeyeHa N3UYNCIMTENHA MOLHOCT BUHAr e
Ha pa3noJioXKeHue.

HanpexeHneTo e peanHo, 3al0To TeHAEHUNATA B
MaLMHHOTO 0byyeHMne BbpBM B 0bpaTHaTa MOCOKa.
MogenuTe ctaHaxa no-ronemu 1 no-rnagHu, [opu
KOrato Hal-mMHOrobpoiHuTe yCcTponcTBa B AOMa
OCTaBaT CbBCeM Manku. [omMmpABaHETO Ha Te3u
NPOTNBOMOJIOKHU TPAEKTOPMN — CMOCOOEH MHTe-
NeKT BbpXy HecrnocobeH xapayep — e npakTuye-
CKOTO Npeaun3BUKaTENICTBO, KOETO Ta3u CTaTuA pas-
rnexga. [loasata Ha TinyML KaTo noggmcumnnnmHa,
nocBeTeHa Ha MAWWHHO OByYyeHre BbPXYy MUKPO-
KOHTpOMEepu, OTpasfaBa TOYHO TO3n cTpemex [13],
[16].

BakHO e pa ce oTbenexu, ye N3MECTBAHETO KbM
pbba He e BbAPOC Ha ,BCUYKO UK HULWO". Ha npak-
TUKa Ce TbPCU pasnpeesnieHne, Npu KOeTo BCsKa 3a-
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flaua ce M3NbHABA Ha Hal-NoAXoaALoTO HUBO —
OT MUKPOKOHTpOJiepa JO KOHLEeHTpaTopa 1 o ob-
naka — criopef cBouTe N3NCKBaHMA 3a NAaTEHTHOCT,
NOBEPUTENIHOCT U U3umcneHne. Hactoauwara ctatma
pa3srnexpa MMeHHO TOBa MPOEKTHO NMPOCTPAHCTBO,
a He oTAeNHa TEXHMKa, U Fo cMcTemaTtmsupa oT rneg-
Ha TOYKa Ha UHTENUTEHTHNA JOM.

MpUHOCHT Ha CTaTMATa He e HOB aNropuUTbM, a
CTpyKTypupaHe: (1) cuctematvyeH npernes Ha
OrpaHUYeHVATa Ha BCEKUOHEBHUTE OOMALLHU YC-
TPOWMCTBA 1 Ha TEXHUKNTE 3a OJIEKOTEH N3BOJ, Op-
raH13upaH oT rnefHa Touka Ha UHTENUIEeHTHUA JOM;
(2) pedepeHTHa MHOFOCNONHA apXUTeKTypa, KOATO
pa3fgenanporHosartaHa pbba oT 06yYeHMEeTO Ha KOH-
LeHTpaTopa; 1 (3) MHTerpnpaHe Ha CUrypHOCTTa —
ONEKOTEHO KPUMNTUPAHE U HYNEBO JOBEpME — KaTo
HepasgenHa yacT OT Ta3M apXUTEKTYPA, @ He KaTo fo-
6aBKa. Taka cTaTuATa Npeanara NnpakTnyecka pamka
3a B3eMaHe Ha pelleHus ,Koa 3afjaya KbAe fa Xu-
Bee’, BMeCTO U30/IMPAHO OMMCaHWe Ha OTAENTHU Me-
TOAM. 3a pasfivika OT gonb/Balia paboTa Ha aBTopa,
NocCBeTEHa Ha CaMuA MeTop 3a AMHaMUYHa KOHOU-
rypauma n HerosaTta ekcreprMeHTanHa Banugaums
[23], POKyCBT TYK € M3LANO0 BbPXY N3MEPEHNETO Ha
pa3nonaraHeTo — Kak Te3n MOAenu peasiHo fa ce
M3MbJIHABAT BbPXY YCTPOWCTBA C OrPaHUYEHN pe-

cypcu.

II. CBbP3AHU N3CJIIEJIBAHUA

MepudepHNTE N3UMCNEHNA Ce YTBBPAUXA KaTo Ca-
MoOCTOATeNIHa obnact cnep ocHosononarawy pabo-
TW, oYepTann BU3MNATA N NPeau3BrKaTeNncTeaTa UM
[1], nocnegBaHn oT 06CTOMHM Npernean Ha mobwun-
HUTe nepudepHn 34ncneHns [2] n Ha cnMBaHeTo Ha
neprdepHnN M3uncieHus ¢ abnboko obyueHune [3],
[4]. Npernegnte Ha MaWMHHOTO OOYYEHME B MPEXKO-
BUA pbb cucTeMaTn3npaT TEXHUKUTE 338 KOMMpecus,
cpeauTe 3a N3Mb/IHEHWE U XapAyepa 3a YyCTPONCTBa
C orpaHunyeHn pecypcu [5], Kato NpegocTaBAT pam-
KaTa, B KOATO Ce BNUCBa HacTosALlaTa CTaTus.

MapanenHo ce odopmnm noagucUUNIMHATA
TinyML, nocBeTeHa Ha MalMHHO 0OyUYeHne BbpPXy
MUKPOKOHTPONEepn; HelHUTE OCHOBHW TeKCTOBe
[13], cpaBHUTENHW MeToAaMKM [14] n cneunannsn-
paHu cpean 3a manbraHeHue [15] npaBAT M3BOAA
BbPXY YCTPOMNCTBA OT Knaca Ha ESP32 npakTnyeckn
ocbuectBuM. O630puTe Ha TinyML 3a MHTepHeT Ha
HelwaTa 0606LwaBaT xapayepHUTe nnatpopmu, on-
TUMU3auumnTe 1 NpunoxeHuaTta [16]. TexHnkmTe 3a
Komnpecua — gectunauyuma [7], okactpaHe [8], abn-
60Ka komnpecus [9], KeaHToBaHe ¢ uenu uncna[10]
1 KOMMaKTHW apxuTtekTypu [11], [12] — cbcTasnsa-
BaT MHCTPYMEHTapuyMma, KOMTO HacToALaTa cTaTmA

npuBexaa KbM KOHTEKCTa Ha UHTENIUFEHTHUA AOM,
[ONBABaNKM ro CbC CbOOPAKEHNA 3@ CUFYPHOCT U
HageXAHOCT.

II1. 3AIIIO UHTEJIEKTDHT A CE
N3MECTU K'bM PbHBA

A.JlamenmHocm u om3usyugocm

MHoOro gomalwHn B3auMOAencTBUA Ca KPUTUYHU
no Bpeme. [MacoBa KOMaHAa, OCBETNIEHNE, 3aae-
CTBAHO OT ABVXKEHWE, U N3BECTUE 3a 6e30MacHoCT
TpsibBa Aa pearMpaTt 3a 4acT OT cekyHhaTta. EgHo
OTVBaHe U BpbliaHe Ao obnaka fobaeA 3abaBsHe,
KOETO e MPOMEHSINBO W, NPMX Jiolwa CBbP3aHOCT,
3HauuTenHo. M3nbiHABAHETO Ha M3BOMAA JIOKANHO
CBVBa TOBa 3abaBsiHe, NpaBenKku AoMa He3abaBeH, a
He MyZeH, U NpeMaxBaliku HeslOBKaTa nay3a, KoaTo
nofKoraBea [JOBEPMETO B aBTOMaT/3MpaHaTa CucTe-
ma [3].

B. [NogepumenHocm u MUHUMU3UPAHe Ha OGHHUMe

[omaluHaTa TenemeTpusi € MHTUMHa: T pasKpu-
Ba KOra xopaTa ca BKbLUW, KaKBU Ca PYTUHUTE UM 1
Kak »uBesT. [lpegaBaHeToO Ha CYpOBU MOTOLM KbM
BbHLIHM CbPBbPY paswmpsBa MOBbPXHOCTTa 3a
3noynoTpeba U noctaBA YyBCTBUTENIHWTE [AaHHM
M3BBH KOHTPOJA Ha obuTatena. M3BogbT Ha pbba
nofKpens MMHUMU3NPAHETO Ha JaHHUTE — YyBCT-
BUTESTHM MOKa3aHWA MoraT fja ce o6paboTBat Ha yc-
TPOWCTBOTO 11 CAMO KOMMaKTHW, HemaeHTndmLmpa-
W o6o6bLeHns, ako n3o6Lo HanyckaT goma. Taka
NMoBepUTENHOCTTa CTaBa CBONCTBO HA apXUTeKTypa-
Ta, a He obellaHne B NoNnUTUKa [5].

C. Yemodyusocm u paboma 6e3 c8sp3aHocm

[ombT He 6MBa Aa cnupa ga paboTu, KoraTo WH-
TEPHETDBT cnpe. 3aBUcMaTa oT obslaka aBTomMaTu-
3aUms ce NpoBasis TOYHO KOraTto HafeXgHoCTTa e
Hall-Ba’kHa — MO BpeMe Ha NpeKbCBaHe UK aTaka
cpelly MpeaTa. KaTo 3abp»Ka OCHOBHOTO Bb3MNpu-
ATWE 1 YNpaBNieHVe Ha pbba, LOMBT NPOLb/KaBa Aa
GYHKLMOHMPa aBTOHOMHO, TPETUPANKKU 06NlavHaTa
CBBP3aHOCT KaTo NogobpeHme, a He KaTo npeanoc-
TaBKa. 3a KpUTUYHYK 3a 6e30nacHOCTTa GyHKLUN —
Hanpumep OTKPUBaHE Ha AUM UK aBapua — Tasu
He3aBUCKMMOCT He e yao6CTBO, a U3MCKBAHE.

D. Yecmomma neHma u yeHa

HenpekbcHaToTO NpefaBaHe Ha CEH30PHW AaHHM
KbM 06/1aka KOHCyMMpa YeCTOTHa NIEHTa 1, B MaLLab,
napuv. O6paboTKaTa Ha AaHHUTE TaM, KbAETO Ce NPo-
N3BEXAaT, 1 M3MPaLLAHEeTO CaMo Ha TOBA, KOETO MMa
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3HauyeHwne, Hamansea u aBeTe. 3a JOMAKUHCTBO C Aie-
CETKM CEH30pW CMecTABAHETO He e NPeaesnHo; To e
pasnukarta Mexay CUCTeMa, KOATO € MKOHOMMYHA 3a
NOAAPbXKKaA, N TakaBa, KOATO He e [2].

Tean uyeTpyM MOTMBA He AeNCTBaT MOOTAENHO,
a ce nopcuneaTt B3auMHO. JIoKanHaTa ob6paboTka
elHOBpeMeHHO HamassBa JIaTEHTHOCTTA, Ma3n Mo-
BEPUTENHOCTTA, MOBULLABA YCTOMUYMBOCTTA M MNec-
T YeCcTOTHa NeHTa. VIMeHHO ToBa CbBMajeHue Ha
non3u npaBy M3MeCTBAHETO KbM pbba He MpocTo
ONTUMM3aLUUA Ha efVH NapaMeTbp, a CMAHA Ha ap-
XUTEKTYPHaTa Mapagurma, npu KoATo obnakuT oT
LEHTDbP Ha cucTemaTa CTaBa HEWH He3aab/IKUTENEH
NMOMOLLHMK.

IV. OTPAHUYEHMATA HA
BCEKNJIHEBHUTE YCTPONUCTBA

MpoeKTpaHeTo 3a pbba 3anoyBa CbC 3aynTaHe
Ha HerosuTe rpaHuyn. Ha Han-HUCKOTO HNBO CTO-
AT YCTPOMCTBA OT KJlaca Ha MUKPOKOHTpONepure,
Kato ESP32, c HAKONIKOCTOTMH KunobanTta onepa-
TUBHA NameT 1 6e3 onepalnoHHa cucTema B obu-
YalHMA CMUCBHA. Te ca eBTUHU WU NecTeNMBU Ha
eHeprva, ngeanHy KaTo CEH30PHU N U3MBIHUTEN-
HW B3/, HO HEe MOraT Ja NPUIOTAT rofAam Moaen
1 TpsbBa fa U3MbJIHABAT U3BOJ B OrpaHnyeH obem
namert [14].

CpefHO HMBO 3aemaT efHOMNATKOBM KOMMIOTPU
KaTo Raspberry Pi, kouto ocurypssat npouecop ¢
0o6LWOo NpeaHa3HauyeHne, NoBeve MameT 1, B Cbue-
TaHWe CbC Ccrneumann3npaH HEBPOHEH YCKOPWUTES,
[LOCTaTbyeH KanauuTeT 3a peaneH U3BOf C HEBPOH-
HU MpeXxK. TakaBa MiaaTKa MOXe Aa CNY»KM KaTo J0-
MAKWHCKM KOHLIEHTPATOP, KOOPAWHMPANKKM No-man-
KnUTe Bb3/M OKOJO cebe cu 1 noemankm paboTarta,
KOATO Te He MorarT.

PasnukaTa mexpy fABeTe HUBa € KONMUYECTBEHa,
HO MMa KayecTBeHM nocnencTema. MMKPOKOH-
TpONepbT pa3snonara ¢ NameT, U3MepPBaHa B KUJO-
6anT, N 4YeCcTo HAMa XapAyepHa noaapbKka 3a
onepauun € nnaBalla 3aneTtas; Tol e noaxopALy
3a Mofen C HAKOJMIKO XMnAau napameTpu, U3nbi-
HABAH CaMo C Uenn yncna. EgHonnaTkoBuAT KoMm-
nioTbp pasnonara ¢ nameT B rmrabantu n onepa-
LMOHHA CMCTEMA, KOETO My NO3BOJIABA Aia MPUIOTH
MoZenn C MWIMOHWU MapameTpu 1 Aa ynpasnAaBa
HAKOMKO 3ajayn efHOBPEMEHHO. [1poeKTaHTbT
TpA6GBa Aa NO3HaBa Te3u Nparose, 3all0TO MOAeN,
KolTo paboTn 6e3npobneMHO Ha KOHLIEHTPATOPa,
MOXe M300L0 Aa He ce nobepe Ha Bb3ena. Tab-
nmua 1 o6o6LaBa TpUTe HMBA 1 XapaKTepHaTa 3a
BCAKO OT TAX pOnA.

TaBLE |
HVBA HA YCTPOWCTBA B UHTEJIMFEHTHUA IOM U TAXHATA POJIA.
Huso Mpumep Mamer Pona Tun mopen
Mukpo- ESP32 crotuun KB | censopen/ KBAHTOBAH,
KOHTpO- U3MbAHUTE- | CaMO Lienn
nep NeHBb3eN | yucna
EpHonnart- | Raspberry | HAkonko GB | JOMaKMHCKM | MunnoHm
KoB Pi (+ NPU) KOHLEHTpa- | mapameTpu,
T0p peaneH
13B0J
06nak (bpBbP Ha npaKkTuKa | Heaabi- NpOU3BONHO
HeorpaHu- | XMUTENHO: ronam
ueHa CbXpaHeHue,
06yuenne

EHepruAaTa e orpaHnyeHmne, KOeTo NPopsi3Ba BCAKO
HWBO. 3axpaHBaHNTe OT GaTepuna Bb3NU TpAOBa aa
NnoALabpKaT HUCHK PaboTeH LMKBI, KOETO OrpaHu-
YyaBa KOJMKO YeCTO M KOMKO TEXKO MoraT fa M34nc-
nABaT; JOPU 3aXpaHBaHNTE OT MpeXaTa yCTPONCTBa
Ce OYaKBa fja NecTAT, a He [a pa3xuiaBaT MOLHOCT.
TonnuHaTa 1 GM3NYECKNAT pasmep HanaraT JONbil-
HUTENHU rPaHMLM, TbIA KaTo Te31 YCTPOMCTBA KMBe-
AT HEHATPANUYMBO B WIMLLHM NPOCTPAHCTBA, a He
BbB BEHTUIMPaHM WKadoBe.

Cneunann3mpaHmTe HEBPOHHU YCKOPUTENU Mpo-
MEHAT TOBa ypaBHeHWe. Manku mogynu 3a ussog —
HEBPOHHM npouecopHn eanHuum (NPU), Brpaxnaa-
HW B eHOMMAaTKOBW KOMMIOTPW Un JO06aBSHU KaTo
OTAENHN MOZYNN — U3Mb/IHABAT MaTPUYHKTE one-
paunn Ha HEBPOHHMWTE MPEXN MHOTO No-epeKTUB-
HO OT npouecop ¢ obuwo npenHasHayeHne 1 Npwu
NO-HUCBHK Pa3xof Ha eHepruA. Taka KOHUEHTpaTop,
KOMTO cam no cebe cu 6y 6un TBLPAE CnNab, npu-
[06MBa [OCTaTbUEH KanauuTeT 3a N3BOA B PeasiHO
BpeMe, 6e3 fga npmnbarea o obnaka.

Kbm 136poeHnTe orpaHnyeHns ce nobaBsa N Bb-
NPOCHT 3a CBBbP3aHOCTTA MeXAYy camuTe YCTPOWR-
cTBa. be3XnyHuTe NPOTOKONM C HUCHK pa3xof Ha
eHeprus, TUMMYHM 3a AOMa, NpedsiaraT CKPOMHA
npornyckaTenHa CrocOOHOCT M MOHAKOra NpeKbC-
BaT; Bb3eJ1 HE MOXKE [a Pa3umnTa Ha MNOCTOAHHA, BU-
COKOCKOPOCTHA Bpb3Ka CbC CBOA KOHLEHTpPATOP.
ToBa QOMBAHMTENHO aprymeHTUpa NOKanHUA Uu3-
BOZA: KOJIKOTO MOBeYe peLleHUs Bb3ebT B3eMa caMm,
TOJIKOBA MO-MaJIKO 3aBUCK OT KaUeCTBOTO Ha BPb3-
KaTa M TONKOBA MO-YCTONYMBO € NMOBEAEHUETO My
npw BRoLleHa KOMYHMKaLuus.

3aToBa BCEKM MPAKTMUYECKN AM3aliH 3a pbba TpAab-
Ba [la CbNOCTaBU BCAKa 3afjaya C YCTPOWCTBO, KOETO
MOXe [a A MOHece B PaMKUTE Ha CBOS OIOKeT 3a
nameT, 06paboTKa, eHeprva u TonnHa. MI3KkyctBoTo
Ha VHTeNIeKTa Ha pbba ce Kpure KOIKOTO B TOBA pas3-
npegeneHmne, TOIKOBa U B CaMUTe MOZENN.
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V. TEXHUKU 3A OJIEKOTEH
N3KYCTBEH MHTEJIEKT

A. KeaHmosaHe u okacmpsHe

Haln-npeknAT HaunH eguH MOAEeN Aa ce BMecCTu
e Ton ja 6bhe HanpaBeH No-Manbk. KBaHTOBaHe-
TO HamansBa YMcsioBaTa TOYHOCT Ha NapameTpuTte
Ha MpexaTa — Hanpumep ot 32-6utoBa nnasalia
3anetan fo 8-6MToBYM Lenu yncna — cbKpallaBan-
KW MameTTa 1 yCKopABaWKN apuTMeTrKaTa C MaJika
3aryba Ha TOYHOCT, KaTo YeCTo MO3BOJIABA N3BOS
CaMo C Uenu yuncsa, KOWTo orpaHuUYeHmnTe npoue-
copu obpaboTeaT edekTnBHO [10]. OKacTpAHETO
(pruning) npemaxsa Terna v Bpb3KW, KOUTO Aonpu-
HacAT Manko 3a u3xofa, AaBaliku No-paspefeHa
MpeXa, No-eBTMHA 3@ CbXPAHEHME U U3MbJIHEHME
(8].

B. lecmunayus Ha 3HaHue

Jectnnaunata obyyaBa mManbK ,yuyeHUYeCKn” mo-
[en fa MMUTMpa NOBeAEHMETO Ha MO-FofAM ,yuu-
Tenckn” [7]. Y4eHUKbT HacnegsaBa ronsma 4vact ot
KOMMETEHTHOCTTa Ha yunTensa B MaJika 4yacT oT pas-
Mepa, oby4aBalikui ce oT 60oraTvsa U3xog Ha ydute-
N, a He camo oT eTnKeTu. ToBa e gobpe npurogeHo
3a BHefpABaHe Ha crnocobeH nNpeauKTop BbpPXY
OrpaHUYeH Bb3esN, A0KATO MO-TEXKUAT yuuTen
OCTaBa Ha KOHUeHTpaTopa unu B obnaka, nepmo-
AVYHO NpefaBankm 3HaHWETO cn Hagony. OcobeHo
yaoOHO e, ye fecTunaymaTa ce BNMCBa €CTECTBEHO
B NpefnoXeHaTa Mo-AONY apxXUTeKTypa: yunutenat
XuBee TaM, KbJeTO MMa pecypc, a YYeHUKbT —
TaM, KbZEeTo e Hy»KHa 6bp3uHa.

C. KomnakmHu apxumekmypu u Komnpecus

OcBeH cBMBaHe Ha CbLUECTBYBALla MPEXa, MOXe
[a ce n3bepaTt apxXUTEKTYpW, MPOEKTUPAHN Aa ca
MaJsiku OT CaMOTO Hayano, pasMeHANKN MaKo Tou-
HOCT cpeLly ronsMo HamansABaHe Ha U34ncneHuATa.
CemelictBoTOo MobileNet, ocHoBaHO Ha pa3genmmm
no AbnbouYnHa KoHeontounu [11] 1 HAa UHBEPTMPAHU
ocTaTbyHu 6nokose [12], e NpeacTaBuTeneH npu-
mep. OnekoTeHaTa KOMMPECUA Ha MOAENY N NOTOLM
OT AaHHU, CbyeTaBalla OKaCTpAHEe U KBaHTOBaHe,
[OMbJIHATENHO ob6fieKyaBa HaTOBAapPBAHETO BbPXY
CbXPaAHEHUETO U BbPXY BPb3KUTE MeXAY YCTPOU-
cTBara [9].

D. [pedukmueHo pazmoeapseaHe u npuopumusupa-
He Ha 3ad0ayu

He BCAKO n3uncneHme TpH6Ba Oa ce n3nbJiIHABa Ha
€QHO M CbLO MACTO. npaKTI/NeCKa CcncTeMa pela-

Ba, 3afja4a Nno 3afayva, Kakeo fa obpaboTm nokanHo
N KakBo fia oTnoxun. OnekoTeHaTa NPOrHoO3a mMoxe
[a paboTn Ha Bb3ena; Ciy4aMHOTO TEXKO 0byye-
Hue MOXe fia ce pa3ToBapy KbM KOHLeHTpaTopa
B Nepuoan Ha Nokon. ABanTMBHOTO pa3gensAHe Ha
HeBPOHHaTa MpeXa Mexpay YCTPOMCTBO M obnak,
Ha HMBO C/ION, € AEMOHCTPUPAHO KaTo epeKTMBHa
cTpaTerna 3a cbBMecTeH n3Bog [6]. MpuopuTtnsnm-
pPaHeTo Ha CNeLHU, YYBCTBUTENMHN KbM TATEHTHOCT
3aaum Ha pbba, JoKaTO OCTaHanuTe ce rpynupar,
M3BNNYA MAaKCMMYyMa OT OrpaHMyeHna GloaKeT.

E. Komnpomucu u maxHomo ynpasseHue

BcAKa OT Te3Un TeXHMKM HOCU KOMNPOMUC, KONTO
TpAbBa Aa ce ynpaensaBa Cb3HaTeNHO. ArpecuBHO-
TO KBAHTOBAHE U OKacTpAHEe HaManABaT pa3Mmepa,
HO MOXKe [a BnowaT TOYHOCTTa, ako Ce npekanu;
pectvnaumata U3nCcKBa npepBaputenHo obyueH
yunTen; KOMMNakTHUTE apXUTEKTYPM XepTBaT yacT
OT M3pasnTenHata CNOCOOHOCT. 3aToBa Ha Mpak-
TUKa TEXHUKWTE Ce npunarat KOMOMHUPAHO 1 ce
BaniMamMpart CNpAMO LeneBn npar Ha TOYHOCT, Noj4
KOWTO cucTeMaTa He 6uBa Jda cnu3a. Llenta He e
Hal-MaNKuUAT Bb3MOXEH MopeNn, a Hal-MankuAat
MoJiesl, KOUTO BCe Olle M3MNbJHABA 3ajayaTta Ha-
OeXOHO — a Ta3wn rpaHuua ce yctaHoOBABa eMnu-
PUYHO 33 BCAKO KOHKPETHO MpUNoXeHue n xapay-

ep.

VI. PEOEPEHTHA APXUTEKTVYPA
HA PBBA

Te3un TexHUKM ce cbOMpaT B CyioeCTa apxuTeKkTypa
(¢ur. 1). CeH30pHUTE 1 N3NBIHUTENHUTE Bb3/IN Ha
pbba n3BbPLLBAT ObP3, ONEKOTEH U3BOJ — OTUMTAT
cpepaTta M M3NbAHABAT NIOKAJHO ynpaBlieHne —
M3NON3BalKM KBAHTOBAHW WIN AEeCTUINPAHN MO-
Aenn, N3NbIHABAHM Upe3 BrpageHun cpean 3a us-
nbnHeHne kKato TensorFlow Lite Micro [15]. loma-
KNHCKW KOHLIEHTPATOP, OOMKHOBEHO €HOMNATKOB
KOMMIOTBP C YCKOPUTEN, MOeMa No-TeXKaTa pabo-
Ta: arpervpaHe Ha faHHW OT Bb3NINTE, U3NbJIHEHNE
Ha MO-rofiemMn NPeauKTopu U NEPUOAMYHO npe-
o6yyeHre Ha NOMUTUKUTE, KOUTO Bb3NUTE Npuna-
rat.
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Obnak (He3aab/KNTesIeH)
ABArOCPOYHO CbXpaHeHve - MalabHn obHoBSBaHUS

+ He3aAb/KNTENHO
v

KoHueHTpaTop — Raspberry Pi + NPU
arpervipaHe - No-ronsM MoAen - AecTunaums n npeobyyeHune

I MQTT / Matter I

Bb3en — ESP32
KBaHTOBaH LSTM
JIOKasiHO yrpaBsieHue

Bb3en — ESP32
KBaHTOBaH LSTM
JIOKaJIHO ynpaBsieHue

curypHocT: DTLS - HyfleBo AoBepue

Fig. 1 PepepeHmHa apxumexkmypa Ha pvba: 8s3/1U
(ESP32), koHueHmpamop (Raspberry Pi ¢ yckopumen)
u He3aowsKuMesieH oO1aK.

KomyHuKaumuaTa mexay CnoeBeTe M3Mon3ea one-
KOTEHW, OTBOPEHN NMpPOTOKONW. TpaHCNOPT OT TN
nybnukysaHe-aboHupaHe kato MQTT no3BonsBa
Ha Bb3NUTe Ja CNogenat TefiemeTpus epeKkTMBHO
[18], mokaTo CTaHZapT 3a onepaTvBHA CbBMECTU-
MOCT KaTo Matter noggbpa ycTponcTBa OT pas-
NIMYHKU NPOoM3BOANUTENN CbBMeCTMMM [19]. O6nakwbrT,
KoraTo 13061LLo ce 13Mnon3ea, ce NPeBpPbLLA B He3a-
OB/TKUTENHO HMBO 3a ObJIFOCPOYHO CbXPaHEHNE 1
MallabHN OGHOBABAHUA Ha MOAENM, a He B TBbPAa
3aBMICMMOCT B KOHTYpPa Ha ynpaBrneHue.

MN360pbT Ha OTBOPEHU CTAaHZAPTU MMa CTOMHOCT
OTBbA, TEXHWYecKaTa CbBMeCTUMOCT. Tol npega-
na3Ba BHeApsIBaHETO OT 06BbpP3BaHe C efuH Mpo-
n3BoAuTes, MO3BOMIABA YCTPOWCTBA OT Pa3UYHM
MOKONIEHNA [a CbLUEeCTBYBAT 3aefHO W YnecHsABa
HaArpak4aHeTo BbB BPEMETO. 3a JOM, KOMTO ce 13-
rpakaa NoCTeNeHHO — YCTPOWCTBO MO YCTPOWCTBO,
B NPOADBIKEHME Ha FOAMHU — Ta3n AbArOTPaANHOCT
€ NpaKTNYecKo NpeanMCTBO, He MO-MaJiKo BaXHO OT
NPOu3BOANTENIHOCTTA B fafleH MOMEHT.

ToBa pa3geneHne — nporHosa Ha pbba, obyye-
HWe Ha KOHLIEHTpaTopa — OTpa3fABa eCTeCTBEHOTO
pa3srpaHnyeHue mexgy 6bp3n, YecTu pelleHnsa K
6aBHO, pAaKo obyyeHue. Bb3ensT pearvpa 3a Mu-
NNCEKYHIM Ha TOBA, KOETO ycella; KOHLEeHTPaTopbT
pa3mMuLnABa C YacoBe BbpPXY TOBA, KOETO AOMbLT €
W3BDbPLUWI, 1 CbOTBETHO Mpeuunsnpa mogenute. To
noggbpa AOMa OT3UBUYMB M MOBEPUTENEH, KaTo
CbLUEeBPEMEHHO MO3BOMABA MHTENEKTHT My fa ce
nopobpsBa C BPeMeTo, 1 ce Malabupa nnaBHO ¢
[06aBAHETO UM NoAMAHaTa Ha Bb3/W.

VII. TIPUMEP: PA3ITPEJIEJIAHE HA
I[TPOI'HO3A 3A TEMIIEPATYPA

3a fa ce HaNpaBK apxuUTeKTypaTa KOHKPETHa, HeKa
ce npocnean egHa TUMNMYHA 3ajadva — MPOrHoO3u-
paHe Ha TemnepaTypaTta B CTas U CbOTBETHO yrnpa-
BneHmne Ha oTorieHneTo. CeH30PHUAT Bb3esn oTunTa
TemnepaTypaTa, BNaXHOCTTa U 3aeToCTTa Ha BCEKU
HAKOMKO ceKyHaW. BmecTo ga nanpalya cyposus no-
TOK KbM 006/1aKa, TOV M3NMbAHABA JIOKAIHO KBAHTOBAH
LSTM mopgen, KONTO NPOrHo3upa TemnepaTypara 3a
CnlefBalTE MUHYTU U NPW HyXAa 3afeincTea Jio-
KanHua TepmocTat. Camo KomnakTHo 0606LeHre —
Hanpumep MpPOrHo3upaHaTa TpaekTopua U npea-
npueToTO AeNcTBMe — Ce M3NpaLla Harope.

KoHueHTpaTopbT cbbupa Tesu 0600LieHns ot
BCMYUKW CTau 1 nogagbpKa no-rofifgsM mogesi, KoNTo
OTUMTa B3aNMOAENCTBUATA MEXIY MOMELLEHUNATA U
AHeBHUTe LumKnu. NepnogmyHo, B YacoBe Ha HUCKO
notpebneHue, Toln nNpeobyyaBa ONEKOTEHUTE MO-
LEeNV Ha Bb3IUTE Ypes fecTuiauma 1 um pasnpawia
06HOBeHMWTe Terna. Taka TEXXKOTO 06yUYeHre HMKora
He HaToBapBa OrpaHMYEHMA Bb3EN, a TOW BUHArM
M3MbJIHABA aKTyaneH, HO MasTbK MoAer.

Yncnosute nopaabLUu oHarneaasat nonsata. Opu-
E€HTUPOBDBYHO, JIOKANIHWAT M3BOJ Ha KBaHTOBaH
Mofen OTHeMa eAUHULM JO AeCeTKU MUINCEKYH-
OV, [LOKaTo efHO OTMBAHE U BpbluaHe Ao obnaka
OOUKHOBEHO AOCTMra CTOTULM MUINCEKYHAU NP
fob6pa Bpb3Ka M cekyHau npu nowa [1], [3]; TOUHK-
Te CTOMNHOCTW 3aBUCAT OT MOZeNa, Xapayepa n mpe-
xarta. MNpu cToTMUM N3MepBaHNA Ha Yac N AeCceTKU
YCTPOWNCTBA pasfivkata B NpefageHnTe OaHHW ce
HaTpyrnBa A0 3HaunTeNIHM 06eMM, KOWTO JIOKasHaTa
06paboTKa criectsiBa. A Korato Bpb3KaTa OThnagHe
HaMbJIHO, IOKANIHMAT Bb3eN Npogbikasa Aa noj-
Obpxa TemnepaTypaTa HeNpPOMeHeHO — noBefe-
HUe, KOeTo 06MayHo-LeHTPMYHATA anTepHaTBa He
MOXe [la rapaHTupa.

To3n npumep nokasBa Kak M36poeHUTe AOTYK
TEXHUKWN CE CbyeTaBaT Ha MPaKTUKa: KBAHTOBAHE U
KOMMaKTHa apxuTeKTypa Ha Bb3ena, Jectunauua
OT yunTen Ha KOHLeEHTpaTopa, NPeaukTnBHO pas-
TOBapBaHe Ha OOYUYEHMETO N ONEKOTEHO CbOOLLA-
BaHe Mexgay cnoeseTe. Pe3yntaTsT e cuctema, npm
KOSITO JIAaTEHTHOCTTA Ha YNPAB/IEHNETO € MUHUMAJ-
Ha, CypoBMWTe NINYHN JaHHW OCTaBaT B IOMa, a NHTe-
NUreHTHOCTTa NPOAbIIKaBa [a Ce YCbBbPLUEHCTBA
LieHTpanu3npaHo.

ChwmAT mMopen Ha pasnpepeneHne ce npeHacs
M KbM APYrM AOMAWHM 3afgayu. Pa3no3HaBaHeTo
Ha NMPUCHCTBME MOXE Aa Ce MU3MbJIHABA M3LUAM0 Ha
Bb3ena, Tbii KaTo € YecTo U YyBCTBUTENHO KbM Nna-
TEHTHOCT; aHaNU3bT Ha AbNFOCPOYHN TEHAEHLMM B
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noTpebneHneTo e No-NoaxXoAsALl 3a KOHLEHTpaTo-
pa, 3aLl0TO M3MCKBa NCTOPWA U He e CreLLeH; a 0by-
UEHVETO Ha M3UANO HOB TWM MOAEN, NPU Hanuune
Ha [JOCTaTbYyHO AAHHM M NOTPEOUTENCKO Cbrnacue,
MO»e e[JHOKPATHO fJa ce n3Hece KbM obnaka. Pewa-
BALLOTO HabNIOAEHNE €, Ue rPaHNLUTE MEXAY HMBa-
Ta He ca PUMKCUPaHW NPeaBapuTeNIHO, a Cce onpeae-
NAT OT M3NCKBAHUATA Ha BCSIKA KOHKPETHa 3aaava.

VIII. CPABHEHUE HA CTPATETUUTE
3A PA3IIOJIATAHE

MonesHo e TpuUTe OCHOBHM CTpaTernn 3a pasnosna-
raHe ga ce CbnocTaBAT npsako. MNpu obnayHo-LeH-
TPUYHATa CTpaTerva uanata VHTEIMreHTHOCT XKuBee
B 00nakKa; TA e Hall-NnecHa 3a pa3paboTka 1 0OHOBA-
BaHe, HO MJialLa C IATEHTHOCT, 3aBUCMMOCT OT CBbp-
3aHOCTTa Y MAaKCMMaiHa eKCno3numAa Ha NNYHK JaH-
HW. Mpu n3uano nepudepHaTa cTpaTerns BCUUKO ce
M3MbJIHABA Ha YCTPOWCTBATa; TA € Hal-0T3MBYMBaA U
NMoBepPUTENHA, HO € OrpaHMYeHa OT Xapayepa U 3a-
TPYAHSABA CMOAENSAHETO Ha 3HAHKE MeXAY LOMOBETE.

XnbpurgHaTta cTpaTtervs, 3alyMTaBaHa B HacToALlaTa
CTaTuA, Uenun Ja cbyeTae CUAHUTE CTPAHW Ha ABeTe.
YyBCTBUTENHNTE KbM JIATEHTHOCT 1 MOBEPUTENHOCT
3afjaum oCTaBaT Ha pbba, JOKATO TEXKOTO 0byUeHme
M OBbArOCPOYHOTO CbXPaHEHUE Ce M3HACAT Harope,
KoraTo TOBa e ornpaBfaHo. LleHaTta Ha To3u noaxopg
€ Mo-rosIfAiMa C/IOXKHOCT Ha MPOEKTMPAHEe 1 yrpaBne-
HUWe: cucTteMara TpAOBa Aa peln Kbae XKnBee BCA-
Ka 3aJava 1 fa KOOPAMHMPA HAKOJSIKO HUBA. TbKMO
Ta3n KOOPAMHALMSA € CbLNHCKMAT MHXEHePEH Npu-
HOC Ha e[IHO MPAKTNYECKO BHeApPsiBaHe.

MN360pbT Ha cTpaTervs He € YHUBEpPCAeH, a 3aBu-
C1 OT NPUOPUTETUTE Ha KOHKPETHOTO MPUJIOXKEHME.
Jlom c aKkLeHT BbpXy NOBepuUTENHOCTTa 1 paboTaTa
6e3 CBbP3aHOCT Le KJIOHM KbM nepudepHusa Kpa
Ha CNeKTbpa; BHeApsiBaHe, Npu KOeTo NpocToTaTa
Ha noaApb)KKaTa € BOAELLA, MOXe fia Mpreme NoBe-
ye obnayHa 3aBncmocT. CTOMHOCTTa Ha XnbpuaHa-
Ta paMKa €, Ye npasm TO31 1360p ABEH N HACTPON-
BaeM, BMECTO Jia ro npejpellaBa.

IX. CUT'YPHOCT U HAAEXIHOCT
HA PBHBA

A. OnekomeHo KpunmupaHe

Pa3npeneneHaTa cuctema ymHOXaBa 6pos Ha Ko-
MyHVKaLVOHHNTE BPb3KK, KOUTo TpAabBa Aa 6baat
3awmTeHn. OrpaHMyeHuTe yCTPONCTBA He BMHaru
Morart Aa C1 NO3BOJIAT TEXKMN CTEKOBE 3a CUTYPHOCT,
3aToBa MPOTOKONW, NPOEKTUPAHM 3a TAX — KaTo
Datagram Transport Layer Security (DTLS) Bbpxy

0NeKoTeHO cbobujaBaHe [20] — ocurypsiBaT nose-
PUTENHOCT N UANTOCTHOCT Ha UeHa, KOATO Xapayepbr
Mo>e fia noHece. CnrypHocTTa Ha pbba Tpabsa fa e
edeKTUBHa, 3a ;a NPUCHCTBA N306LL0.

B. lpuHyunu Ha Hyneso dosepue

Toih KaTo NepudepHUTE Bb3NN Ca PU3NYECKN JOC-
TbNHM U MNOOTAENHO CKPOMHW, HUKOW OT TAX He
61Ba Aa ce cuMTa 3a HagexnaeH no nogpasbupaHe.
Mo3numaATa Ha HyneBO JoBepUe N3NCKBA BCAKO YC-
TPOWCTBO U CbOOLEHME Aa Ce YAOCTOBepsABaT U
oTopM3MpaT HenpeKkbCHATO, He3aBUCUMO OT MecC-
TONONOXEHMETO UM B MperkaTa [21]. MpunoxeH Ha
pbba, TO31 NPMHUMN OrpaHnYaBa BpeaaTa, KoATo
eVuH KOMMNPOMETMPAH Bb3esl MOXe Aa HaHece, He
No3BoONABalkM Ha efHo cnabo YCTPOWCTBO Aa ce
NnpeBbpPHE B OMNOPHa TOUKa KbM Lenna gom [22].

MNpunaraHeTo Ha HyNeBO AOBEPKE KbM YCTPOMCTBA
C OrpaHUYeHN pecypcu U3MCKBa BHMMaTeneH 6a-
naHc. MbnHata KpunTorpadcka NpoBepKa npu BCs-
KO CbOoOLLEHE MOXe Aa n3uepniu 6loaxeTa Ha MU-
KPOKOHTPOJIEPa, 3aTOBA Ha NMpaKkTuka ce n3nonssat
ONEeKOTEHN CXeMM 3a YOOCTOoBepsABaHe, KelumMpaHe
Ha CECUIHN KIIOYOBE U AeflerMpaHe Ha Mo-TeXKu-
Te NPOBEPKM KbM KOHLeHTpaTopa. Llenta e npuH-
LUMMBbT ga ce 3ana3v — HULLO Aa He ce npuemMa Ha
noBepue — 6e3 cMrypHocTTa Ja Hafnpasu CamoTo
YCTPOWCTBO HEN3MON3BAEMO.

C. YnpaeneHue HaA uU3HeHUA YUK®/1 U 06HOBABAHUSA

PasnpeneneHata cuctema BbBeXaa M BbMpoca
3a noaapbKKaTa BbB BpemeTo. [leceTku Bb3nu,
pa3npbcHaTM U3 goma, TpsAbBa Aa mnonydasaTt 06-
HOBAIBAaHMA Ha ¢pbpMyepa 1 MopaennTe Mo CUrypeH
HauuH, 6e3 BCeKM MbT Aa M3NCKBAT PbyHA Hameca.
MoanucaHute, nNPOBEPUMU OOBHOBABAHUA, pPas3-
MPOCTPaHABAHN OT KOHLEHTpaTopa, rapaHTMpar,
ye Bb3eN U3MNbJHABA CaMO aBTEHTUYEH KOf, a MNo-
CTeMNeHHOTO BHeApABaHe OrpaHnMyaBa puUcka efHa
aedeKTHa akTyanmsauumsa fa n3Bagm ot CTpos Lenms
AOM HaBeAHbX.

D. lMnasHa dezpadayus

HapexgHocTTa cnefBa OT CblMA pasnpeneneH
An3anH. JlJokanHata aBTOHOMHOCT O3Ha4aBa, Ye Mno-
BpeaaTa Ha eduH Bb3en Wiv Ha obraka gerpagnpa
cncTeMaTa niaBHO, BMECTO Aa A M3BeXkaa OT CTPOS:
OCTaHanaTa YacT OT OMa NpoabJixKaBa Aa paboTtu, a
3arybeHata dyHKLMA ce Bb3CTaHOBABA MPY 3aBPb-
LaHeTO Ha YCTponcTBOTO. ChUeTaHO CbC CUTypeH
TPaHCNOPT U HenMpeKbCcHaTa NPOBEpPKa, TOBa NpaBu
OCHOBaHWA Ha pbba AOM eIHOBPEMEHHO HafeXaeH
B paboTaTa v 3almTuUM cpelLly aTaka.
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X. IPUJIOXEHUA U BbAEIIN
HACOKH

NHTenekTbT Ha pbba He ce orpaHMyaBa A0 KOM-
¢bopT 1 ynpasneHue Ha eHepruaTta. CbWUAT U3BOSA
Ha YCTPOWCTBOTO CTOM B OCHOBAaTa Ha OT3MBUYUBMK
OYHKUMN 3@ CUTYPHOCT U 6€30MacHOCT, Ha MOMOLL-
HU GYHKL MM 33 Bb3PaCcTHU XOpa Ui Xopa C yBPEeXK-
[AaHWSA, N Ha CBbP3aHO CbC 3paBeTo HabnoaeHve,
KOeTo e Janey no-npuemnanso, Korato YyBCTBUTEN-
HUTE AaHHW HMKOTa He HamnyckaT goma. Bbe Bcekm
OT Te3U CJiyyan JIOKaSIHOCTTa He e MPOCTO ONTUMU-
3auuA, a npeanocTaBka 3a fgosepue [4].

OcobeHo MoKasaTesleH e CNy4yasaT C rpwxarta 3a
Bb3PACTHN 1 XOpPa C XPOHNUYHUN CbCTOAHMA. Habnio-
LOEHVETO Ha pyTUHATAa — KOra YOBEKbT CTaBa, ABU-
XN Ce, TOTBU — MOXeE [a CJTYXKW KaTO paHeH UHAW-
KaTop 3a NPOMsHa B 3[PaBOC/IOBHOTO CbCTOSHME.
TouHo TyK 0Obaye onaceHuATa 3a NOBEPUTENHOCT
Ca Hal-oCTpW, 3alO0TO AAHHUTE Ca U3KITIOUUTENHO
WHTUMHW. /3BOABT Ha pbba No3Bo/ABa cucTemaTa
[la OTKPMBA 3HAUMMUK OTKITIOHEHUS 1 Aa nodasBa 13-
BECTUA JIOKaNHO, 6e3 HeMPeKbCHAT MNOTOK OT JINYHMU
HabnoAeHNs fa Hanycka AomMa — NpUMep, B KOWTO
TEXHUYECKOTO PELLEHMNE N €TUYHOTO U3UCKBAHE CO-
yaT B €[l1Ha U Cbllla MOCOKa.

OcobeHo obellaBalla e nepcrekTBaTa 3a 0byue-
HUWe, a He camo 13BOgA, Ha pbba. [loTyk pasrnexpa-
XMe Bb3eJla KaTo U3MbJIHUTEN Ha rOTOB MOAES, HO
¢denepaTtMBHOTO 0OyUeHMe pa3MMBa Ta3un rpaHuLa:
BCEKM [JOM YCbBbPLUEHCTBA JIOKaNleH MofesN BbpXy
cobCTBEeHUTE CU JaHHW U cnoaens camMo o6HOBABa-
HUA Ha MapaMeTpUTe, KOUTO Ce arperupar B crojge-
neH mogaen [17]. Taka KONeKTUBHUAT ONUT HA MHOTO
JlOMOBe NoJ100pABa BCEKM OT TAX, 6e3 NMMUYHNUTE faH-
HW M306L0 Aa HanycKaT CTEHUTE UM — CbyeTaHne
OT no-gobpa TOUHOCT M NO-CUIHA NOBEPUTENHOCT,
KOETO YMCTO 06/1aUHMAT NOAXoA He MOXe [a npea-
JIOXW.

HsAKoNKo pgpyry HacoKu MprKaHBAT KbM MO-Ha-
TaTbllHA paboTa. YCKOpUTENHMAT Xapayep 3a
OrpaHuyeHn ycTponcTea ce nopgobpsasa 6bp30,
paswnpaABalikn ToBa, KOETO eAUH Bb3en MoXe Aa
npasu; CTaHAAPTU3NPAHWTE Cpean 3a U3NbJIHEHNE
yNnecHABaT MPEHOCMMOCTTa Ha MOAenuTe Mexay
nnatpopmMu; a No-TACHaATA MHTErpauma Mexgy cTa-
TUCTUYECKUTE N HAayUYeHNTE KOMMOHEHTU MOXe Aa
HanpaBsu aganTaumaATa Ha YCTPOMNCTBOTO eAHOBpe-
MEHHO Mo-neKa 1 no-cnocobHa. MpeansBukarten-
CTBOTO HaBCSAKbfe OCTaBa CblIOTO: Aa Ce AOCTaBU
rnoBeye UHTENEKT B paMKuTe Ha 6e3munocteH 6Gto-
JIKeT.

XI. O'PAHUYEHU A

MNMogxoabT Ha pbba He e naHaueA M Hocu cobCT-
BeHU Komnpomucu. CNOXHOCTTa Ha NpoeKTupaHe
W ynpasneHve HapacTBa: BMECTO efiHa LieHTpanHa
ycnyra pa3paboTunKbT NogabpKa MHOXECTBO pas-
HOPOAHWN Bb3/N, BCEKN CbC CBOWN >KM3HEH LMKDbI,
dbpmyep 1 mogen. Tasn pasnpefeneHocT yC/IoX-
HABa OTCTPAHABAHETO Ha rpeLlkn, MOHUTOPUHIa n
CcbrnacyBaHoTo o6HOBABaHe B CpaBHeHWe ¢ obnau-
HO-LIeHTPMYHaTa anTepHaTuBa.

ChliecTByBaT U NPUCHLIN OFPAHUYEHNA Ha Kana-
ymTeTa. Jopm c KOoMnpecuna n yckopuTtenu Ham-man-
KnTe YCTPOWMCTBA He MoraT Aa U3MbJIHABAT Hal-ro-
nemuTe MOAeNu; HAKOW 3aflaumn Hen3bexHo ocTaBat
3a KOHUeHTpaTopa unu obnaka. OceseH ToBa arpe-
CMBHaTa OMTMMMU3aLUA MOXEe [1a BJION TOYHOCTTA
MO HaYMHW, KOWUTO Ca NPUEMANBY 3a eHa 3a4aya, HO
He 1 3a Apyra, Taka Ye BCAKO BHeApABaHe U3NCKBa
cobcTBeHa Banugauumsa. NpusHaBaHeTo Ha Te3u rpa-
HULM € YacT OT YeCTHOTO UHKEHEPCTBO Ha pbba —
LenTa e pa3ymHoO pasnpefeneHune, a He JOrMaTUyHO
N3TNIaCKBaHe Ha BCUYKO KbM YCTPOMCTBOTO.

XII. BAKJITOYEHUE

ApanTMBHUTE UHTENUIEHTHU AOMOBE He e HYXHO
A 3aBMCAT OT 0651aKa, 3a Aa Ca MHTenureHTHU. Kato
n3mecTBa u3Boga Kbm pbba n opopma mopenute
Taka, Yye fa nacBaT Ha OrpaHMYeHns xapayep, Ao-
MbT Nnevyenu OT3MBUYMBOCT, MOBEPUTENIHOCT U YCTOW-
UMBOCT, KOUTO OONAYHO-LIEHTPUYHUAT OM3aliH He
MOXe fa nocturHe. KBaHTOBaHETO, OKaCTPAHETO,
gectmnaumata M nNpejukKTMBHOTO pa3ToBapBaHe
NpPaBAT CMNOCOBHNTE MOAENN AOCTaTbYHO MankM 3a
ycTpoiicTBa kato ESP32 n Raspberry Pi, okaTo cno-
ecTaTa apxuTeKTypa pasnonara BCAKa 3afjava Tam,
KbAEeTo M e MACTOTO, a ofieKoTeHaTa CMIypPHOCT C
HyfneBO foBepre nofaabpxa pasnpefeneHara cuc-
Tema 6e3onacHa.

MNMepcnekTnBata e CbLiEeBPEMEHHO MparmaTuyHa
1 NpuHUUNHa. MparmaTuyHa, 3aWoTo ONeKOTeHNAT
N3BOA Ha YCTPOMCTBOTO HamasABa NaTeHTHOCTTA,
pa3xoaute M 3aBUCMMOCTTa OT MpeXkaTta; MpUH-
LMMNHA, 3aW0TO AbPXN NHTUMHUTE AaHHM B JOMa U
Taka NpeBpbLUa NOBEPUTEIHOCTTA B apPXUTEKTYPHO
CBOWNCTBO, a He B obelyaHue. [IBeTe cbobparkeHUA
couart B efjHa MOCOKa 1 3aefjHO oyepTaBaT ybeaunTe-
NeH MbT 3a pa3BUTUE Ha UHTEANTeHTHUA gom. lMNpe-
HacAHeTO Ha MHTeneKTa KbM pbba e B KpaliHa cmeT-
Ka TOBa, KOETO MO3BOSABa Ha afanTUBHUA AOM Aa
6bae efHOBPEMEHHO WHTENUreHTeH N JOCTOEH 3a
JoBepue Ha MecTaTa, KbeTo XopaTa AeNCTBUTENHO
XnBesr.
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OT ®PUKCHUPAHO KbM DJIIYHUJIHO:
CTATUCTUYECKU METOH
N ObYUYEHUE C ITOAKPEITJIEHNE
3A CAMOKOHOUT'YPUPAIIIUTE
CE UHTEJIMT'EHTHU JOMOBE

Hgaiino Yenues, MBo ['epros

Abstract: HapacTBalwaTa MIBTHOCT Ha CBbp3a-
HUTEe YCTPONCTBa B CbBPEMEHHUNA UHTEeNINTeHTEeH
AOM pa3Kpu orpaHMYeHNATa Ha CTaTUYHaTa, OC-
HOBaHa Ha npaBuna KoH¢urypauwms. lMpeaBapu-
TeJNIHO 3afjafieHnTe nparose u GuKCcMpaHnTe cue-
Hapvin 3a aBTOMaTU3aLus He yCnsABaT Aa cneaBart
NPOMEHSALLOTO ce NoBefeHVe Ha obuTtatenure,
Ce30HHUTe Bapuaun N XeTepPoreHHOoCTTa Ha
notpe6butenckus xappyep. Hactoawara cratus
3alMTaBa Te3aTa 3a npexopg ot pukcupaHa Kbm
dnynpHa KoHpurypauma, npy KOATO CTaTUCTU-
4YecKOTO MopenvpaHe ocurypsBa NpUHLMMHA
OCHOBa, a 06yueHMeTo c nogKpenneHne gobasa
CNOCO6GHOCTTa 3a YCbBbpPLUEHCTBAHe OT HaTpy-
naH onurt. NMpepacraBeH e XM6pnaeH NOTOK, Koli-
TO cbuyeTaBa 6aliecoB aHanus, perpecus N aHa-
N3 Ha BpeMeBU pefoBe C peKypeHTeH Mogen 3a
KpaTKOCpoYHa NporHosa u areHT ¢ Q-obyueHune
3a afjanTUBHO ynpaBJieHue, KaTto ce ob6cbxpa
KaK pasroBopeH Cj1oil 3aTBapA LMKba MexXay
HabniogeHne, NporHosa, fecreme n obpartHa
Bpb3Ka oT notpebutens. flaHHn oT cumynaymo-
HeH NPOTOTUN Ha WHTENINreHTeH AOM NoKa3Bar
n3mepumMmun nogobpeHna B eHepruiiHata edek-
TUBHOCT, TOMINHHUA KomdopT N norpebuten-
CKaTa Y[OB/IETBOPEHOCT CNPAMO CTaTUYHN U
YacTUYHO AVUHAMUYHN 6a30BU Mopenu, JOKaTo
oTBOpeHu npotokonu Kato MQTT n Matter 3a-
nasBaT NMPeHOCMMOCTTa Ha NoAxoAa KbM pean-
HU MHCTanauun.

Keywords: agpanTnBHu cucrtemu, 6ariecos nssop,
BpemeBWN pefoBe, ANHaAMWYHA KOHUrypaums,
eHepruiiHa e(peKTNBHOCT, WHTENINreHTEH AO0M,
MHTepHeT Ha HewjaTa, MalWIMHHO 06GyuyeHune, 06y-
YyeHue c nogkpensieHne, Q-obyyeHne
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I. BbBEAEHHNE

NHTepHeT Ha HewarTa (Internet of Things, loT) npe-
BbpHa BCEKUAHEBHUTE NpeiMeTn B aKTUBHU yvac-
THULUW B HenpekbcHaT o6meH Ha nHbopmaums [1].
B noma 1031 npexon obewaBa komdopT, besonac-
HOCT 1 MNo-ePeKTUBHO M3MON3BaHE Ha EHepruATa,
HO CbLUEBPEMEHHO Mopaxga npobnem Ha KOHU-
rypupaHeTo, KOMTO HapacTBa C BCAKO HOBO YCTPOW-
c1B0. ChbBpPEMEHHO JOMAKMHCTBO MOXe a CbyeTa-
Ba TEpPMOCTaTU, OCBETNIEHNE, BEHTMALNA, CEH30pM
3a CUTYPHOCT W ypeau oT pasfinyHM nNpomsBoguTe-
N1, BCEKU OT KOWUTO M3ara COOCTBEHM MapamMmeTpu
1 JonycKaHuA. PbYHOTO KOHOUrypurpaHe Ha TakaBa
cucTeMa BeIHbX 3aBMHarv Beye He e peanncTuyHo,
a TeXecTTa caMO HapacTBa C pa3BUTMETO Ha JOMa-
KWHCTBOTO.

TpagmumoHHaTa aBTOMaTM3aUMA MoYMBa BbPXY
CTaTUYHW NpaBuna: 3afiafileHa ToOUKa Ha TepMocCTaTa,
duKcupaH rpaduk, npar, KOUTO 3aAencTBa M3BeC-
Tne. Te3n nNpaBuna ca Npo3payHy 1 NpeasuManMy,
HO ca u Kpexku. Te He oTumTaT dakTa, Ye obuTate-
NnnTe NPOMEHAT HAaBULIUTE CU1, Ye BPEMETO Bapupa 1
ye efjHa 1 Cblua Uen 3a KOMPOPT U3NCKBA pPa3nny-
HW elicTBMA B pa3fINyHKM CTau 1 ce30Hu. [Npasuno,
pa3yMHO B MOMEHTa Ha HanucBaHeTo cu, 6aBHO ce
pa3mMunHaBa C ,oMa, KOWTO e TpAabBano aa obcnyxBa,
N HUKOW He 3abenA3Ba, JOKaTO KOMDOPTHLT He no-
CTpaja uin He NPUCTUrHe CMeTKa.

Pa3no3HaBaHeTO Ha YoBeLlIKaTa akTUBHOCT M KOH-
TEKCTa B UHTENIUIEHTHMA JOM Ype3 CEH30pM U Abil-
60KO 00yyUeHMe ce oyepTa KaTo CaMOCTOATENHA U3-
cnepoBaTenicka obnact [2], KoeTo nopuyepTasa, ue
cpefaTa e AMHAMWNYHa, a He cTaTuyHa. LleHTpanHaTta
Te3a Ha HacToAwaTa cTaTuA €, Ye JoMbT TpsAbBa Aa
npemMmHe ot GuKcupaHa Kbm GAymaHa KOHOUry-
pauma — HenpeKbCHATO Aa ce aganTMpa KbM KOH-
TeKCTa, BMECTO [a Yaka pPbYHO MpeHacTponBaHe.
Mopabpxa ce Te3aTa, Ye TO3U Mpexon ce nocTura
Hal-pobpe He ype3 3amMsAHA Ha YTBbPLAEHUTE CTa-
TUCTMYECKN MeToAM C MAWWHHO obyyeHue, a upes
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CbyeTaBaHETO MM: CTaTUCTMKATa OCUrypsABa MpuH-
LUMHa, UHTEPRPEeTMpPYEMa OCHOBA, a 0byyeHneTo —
CNOCOBHOCT 3a YCbBBbPLUEHCTBAHE YPE3 OMUT.

Mo-KOHKPEeTHO, NPMHOCUTE Ha cTaTuATa ca: (1) xu-
O6puaeH MeTog 3a AMHAMNYHa KOHOUrypauums, obe-
OVHABaLY, 6alecoB aHanm3, perpecua U BpemeBU
penose ¢ LSTM nporHo3a n Q-obyyeHue B efMHHa
cxema; (2) pa3roBopeH Banuaupaly CoW, KOWTO
3aTBapA UWKbMa ,HabniogeHne — MpPorHosa —
AencTBue — obpaTHa BpPb3Ka” U eAHOBPEMEHHO
CNYXM KaTo 3alMTEH MeXaHW3bM CpeLly M3KpUBA-
BaHe Ha obyuyeHueTo; (3) 0bobLWeHa MHOrOCNONHa
apXuUTeKTypa 3a VHTEeNUreHTeH AOM, OCUrypsBalla
MOAYITHOCT M MPEHOCUMOCT; U (4) eKcnepuMeHTasHa
OLeHKa BbpXy CMMYaLMOHEH NPOTOTUM, KOATO KO-
NIMYECTBEHO CbMNOCTABA NPeasiIokKeHMA Noaxon CbC
CTaTUYHM 1 YaCTUYHO AMHAMWYHK 6a30BU MoZenu.
CratuaTa o6o6wiaBa 1 Jopa3BrBa pe3ynTtaTi oT au-
cepTauMoOHHNA TpyA Ha aBTopa [21].

II. CBbP3AHU NU3CJIEIBAHUA

IOvHamnyHaTa KoHourypauma Ha loT cuctemn
CTbMBa BbPXY HAKOMKO 3penn U3C/efoBaTencku
HanpasneHus. lpernegute Ha NHTepHeT Ha Hella-
Ta OuepTaBaT WMPOUYMHATA Ha MPUIOXKEHUATA U
npean3BuKaTencTsaTta npeg xeteporeHHuTe, CUNHO
CBbp3aHM cpean [1], a n3cnegBaHuATa BbpXy pas-
No3HaBaHe Ha YOBELUKa aKTMBHOCT B WHTEIUIEHT-
HUSI [OM MOKa3BaT KOJIKO O60raT e KOHTEKCT BT, KOWNTO
CbBpPEMEHHIWTE CEH30pM U AbIBOKO 0byueHne mo-
raT fa ussnekart [2]. Tean paboTu moTUBMpPAT Npexo-
[a OT CTaTUYHM NpaBuia KbM CUCTEMU, OCb3HaBaLL
KOHTEKCTa.

OT cTpaHa Ha NpPOrHo3MpaHeTo, nperneguTe Ha
TEXHUKUTE 3a MpefCKa3BaHe Ha MoTpebneHueTo
Ha eHeprua B Crpagy cUcTemMaTvM3mpaTt MeToguTe
ot perpecna n ARIMA go HeBpoHHU Mmpexn [5], a
npunoxeHnaTta Ha LSTM Kbm XnnuwHma ToBap ae-
MOHCTPUPAT KOHKPETHU neyanbmu B ToyHocTTa [9].
OT cTpaHa Ha ynpaBneH1eTo, 06WnpHa nnTepaTtypa
npunara obyuyeHne ¢ NOAKPensieHNne KbM eHEPruii-
HaTa epeKTUBHOCT 1 KomdopTa B crpagu [13], [14],
[16], [17], KaTO nocnepoBaTeNHO AoOKnaABa npe-
OVMMCTBO npep, noaxoauTte ¢ GUKCMpaHu nparose.
Hactoswara paboTta ce oTnnuyaBa He C nopegHus
OTAesIeH anropuTbM, a C 06eAUHABAHETO Ha CTa-
TUCTMYECKaTa OCHOBA, NMPOrHO3aTa U 00yUYeHMETO B
eflnHHa, o6ACHMMA paMKa, BanugmpaHa ypes pas-
roBOpeH CNoN — NPOAbBIKEHME Ha MPEeAXOaHN N3-
CflefBaHVA Ha aBTOpa BbpXy 4aTbOTV N CUFYPHOCT
B cbobwutenHute cuctemu [3], [4]. HactoAwara
CTaTuA pasrnexaa MeTofa 3a KOHOUryprpaHe n He-
roBaTta eKcreprMeHTasHa Banugauma; BbNpoChT 3a

e(deKTVBHOTO pasnosaraHe Ha Te3n MOAENN BbpXy
YCTPOWCTBA C OFPaHNYEHN pecypcun e onbaBaLy U
ce TpeTpa CaMOCTOATENIHO B OTAenHa paboTta Ha
aBTopa.

ITITI. OTPAHUYEHUSATA HA
CTATUYHATA KOHOUT'YPALIA

CratuyHaTa KOHUrypauma fonycka, ye ycnosus-
Ta, HabMogaBaHM B MOMEHTA Ha MPOoeKTNpaHe, e
ce 3anasAr. B nHTtennreHTHMA OM TOBa gonyckaHe
pAOKO e BAPHO. 3aeTOCTTa Ce n3MecTBa Mexnay pa-
GOTHWU AHW U MOYMBHU OHW; CTAsi, U3MNOMN3BaHa KaTo
KabuHeT npe3 31MMaTa, MoXe [a CTaHe rocTHa npes
NATOTO; BbHLUHATa TeMnepaTypa 1 CJibHYeBaTa pa-
AVaunsi NPOMEHSIT eHeprusATa, HeobxoaMma 3a AocC-
TUraHe Ha eJHO 1 CbLLO HMBO Ha komopT. [Mpasumno,
HaCTPOEHO 3a eANH PEXNM, TUXO CTaBa HeedpeKTUB-
HO Unn gopu Heyao6HO B Apyr, a 06UTaTeNAT OCTaBa
[a anarHoctuumpa npobnem, KOUTO camaTta cucTe-
Ma e Cb3gana.

BTopo orpaHnyeHmne e xeTeporeHHOCTTa. YcTpon-
CTBaTa Ce pas3nmyaBaT Mo U3YMCIUTENTHA MOLLHOCT,
KOMYHMKaLMOHEH NPOTOKON U YyecToTa Ha oOHOBA-
BaHe. EAHO rno6anHo npaBuio He MoOXe Aa 3a4unTa
Te3n pasnnumdA, a OTAENHO MPaBWUIO 3a BCAKO YC-
TPONCTBO 6BP30 CTaBa Heynpaensaemo. Pesyntatsr
€ Kpexka Mpexa OT MnparoBe, KOATO e TpyAHa 3a
OAuT, TPyAHA 3a paswmpsaBaHe M oOue No-TpyAHa
3@ OCMUCJIAAHE, KOraTo HAKOJSIKO MpaBwuia B3auMo-
AeNCcTBaT No HAaYMHU, KOUTO aBTOPUTE M HMKOTa He
Ca npeaBugun.

Tpeto orpaHuyeHne e pasxogbT 3a NOAAPDXKKA.
BcAka npomsaHa B fOMaKMHCTBOTO — HOB ypef, HOB
obuTaTten, npeycTpoeHa cTad — M3UCKBa HAKOW OT-
HOBO fla Npepa3rneda KoHoUrypaumata v aa A Ha-
CTpou pbyHO. ManuuHa obuTaTtenu nMaTt BpemMeTo
WIN eKcrepTr3aTa Aa HanpaBaT ToBa Aobpe, Taka ue
Ha MpaKTuKa KoOHOUrypaumuaTa ce 3afaBa BefHDbBX
M ce octaBa ga gerpagupa. CucrtemaTa crtaBa Bce
Nno-manko MpPUrogHa 3a Aoma Cu C BCEKU M3MMHanN
mecel,.

3a nncTpauna Moxe fa ce pasrnega eauH npoct
3uMeH cueHapuin. ukcrpaH rpadurk BKIOYBA OTO-
nnenneto B 6:00 Y., 3a Aa 3aTtonanm cnanHATa 4o Cb-
6yxaaHe B 7:00 u. Ho B AeH, B KONTO obGUTaTeNnAT
ctaBa B 9:00 u., Tpu yaca oTonsieHne ce N3pasxoa-
BaT HanNpa3Ho; B ieH, B KOMTO BbHLIHaTa TeMnepa-
Typa crnagHe pA3Ko, CbLMAT Yac MOXe f[a ce OKa-
e HepjocCTaTbyeH M CTasATa ocTaBa cTygeHa. Hukosn
eQVHUYHA 3afafjeHa ToYka He e efHOBPEMEHHO
eHeprunHo epeKkTnBHA N KOMGOPTHA 3a ABaTa AHW.
Mo-agbnboKMAT Npobriem e, Ye CTaTUYHMTE NpaBuUa
KOAMpaT peLlleHns, HO He 1 pa3CcbKaeHunA. 3a aa ce
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NPeoAoNenT Te3m rpaHNLM, Ca HY>KHU CUCTEMM, KO-
TO OLleHABAT, MPOrHO3MpPaT 1 ce 0by4aBar.

IV. CTATUCTUYECKU OCHOBU HA
AJTIATITALIMSITA

A. Pazcwx0eHue npu Hecu2ypHocm ¢ batiecosu mooe-
nu

banecosute metoau npepnarat ecrtecTBeH €3uK
3a afjanTaumsa, 3awWoTo TpeTupaTt KoHuUrypauuaTa
KaTo U3BOA NPY HECUTYPHOCT, a He KaTo PUKCUpPaHO
pelweHne. bariecoB moaen nogabpxa yoexpeHue
32 CbCTOSAHMETO HA AIOMA — [a/IM e[1HA CTas € 3a€eTa,
Janv JafeHOo M3MepBaHe e aHOMAJsHo, Janu obwu-
TaTENAT € NPOMEHW PYyTUHATa CM — U OH6HOBsBA
TOBa ybexaeHune ¢ NpUCTUraHeETO Ha HOBM JOKa3a-
Tenctea. ToBa NO3BoOJIABAa Ha cCMCTeMaTa Jla IecTBa
npeanasnmBo, KOraTo AJaHHUTE Ca OCKbAHM, N peLun-
TeNHO, KoraTo He ca. banecoBu mpeu ca ycnewHo
npunaraHn 3a OTKPMBAHE Ha aHOManMN VIMEHHO B
cpefa Ha UHTeNUreHTeH gom [6].

B. Pezpecus u npozHo3upaHe Ha spemesu pedose

MHOro BeNNUYMHM B AOMa Ca HenpeKkbCHaTU U
CUNTHO aBTOKOpPENUpaHu: TemnepaTtypa, BAaXKHOCT,
KOHCYMMUPAHA MOLHOCT. PerpecrMoHHnTe Mopaenu
yNaBAT Bpb3KaTa MeXJy TakuBa NPOMEHSIMBU U TEX-
HUTe daKTopW, AIOKATO aHaNU3bT Ha BPEMEBU pe-
[0BE M3MON3Ba TAXHATa BpeMeBa CTPYKTYpa, 3a Aa
npeaBuan Hakbae ce ABuKart. [porHo3npaHeTo Ha
6113KOTO ObAelle, BMECTO Peakuus Ha HacToALle-
TO, € TOBA, KOETO MO3BOJIABa M3MpeBapBaLLo ynpa-
B/IEHNE — 3aMo4yBaHe Ha OTOMJeHue, Npean cTas-
Ta [la U3CTMHE, X HamalsiBaHe Ha ToBapa, npeaun
NUKoBO noTpebneHue. Mpernegnte Ha TEXHUKUTE
3a NPOrHo3MpaHe Ha NoTpebneHneTo Ha eHepris B
crpagu nokaseaT 6oraT Habop OT NoAXoAALUM METO-
v [5].

C. OmkpusaHe Ha HeobuyaliHomo

ApanTauuATta 3aBucM U OT 3abenA3BaHeTO Kora
Hewo ce e npomeHuno. CTaTUCTUYECKOTO OTKPU-
BaHe Ha aHOMaNuM MapKupa nokasaHma 1 moaenu,
KOWUTO Ce OTKJIOHABAT OT Hay4YeHOTO HOPMAJTHO CbC-
TOSIHME: CEH30p, KOWTO € 3arnoyHan Aa ce OTKJIOHA-
Ba, CTas, 3aeTa B HeobryaeH yac, v npopu Ha no-
TpebneHne, KOWTO Beye He CbOTBETCTBA Ha CE30Ha.
TpeTnpaHeTo Ha HEOOMYANHOTO KAaTo MbPBOKNACEH
CMrHan no3BoJisfiBa Ha cMcTemMaTa fa NocTaBA nopj
BBMPOC COOCTBEHMTE CM AOMYCKAHUA N OCUTYypsBa
3a[eNCTBaLLMA CUTHAN 3a ONUCaHWA NO-A0NY Pa3ro-
BOpeH cnown [7].

D. CpagHeHue mex0y mpaduyUoHHU U Cb8peMeHHU
nooxoou

MonesHo e CTaTUCTUYECKUTE METOAMN [a Ce MOo3u-
LUMOHMPAT CNPsAMO ABaTa MOJIOCA, MEXAY KOUTO ce
ABVXKW aBTOMaTU3aUmnATa. TPaaULMOHHNTE CUCTEMMN
npunarat AeTepMUHNPAHK NpaBuIa 1 nparose: Te
Ca NpO3payHK, U3UNCIIUTENIHO EBTUHM U MNpeaBu-
AVMU, HO HEYYBCTBUTENHM KbM KOHTEKCTa. CbBpe-
MEHHWTE, OCHOBAHW Ha U3KYCTBEH NHTENEKT CUCTe-
MW ce 06y4aBaT OT AaHHW N 06XBaLLAT HENMHEHM
3aBUCMMOCTM, HO M3UCKBAT ObyuyaBaly Habopu u
UeCTo XepTBaT UHTepnpeTMpyemocTTa. CTatncTu-
yeckuTe Mogenu 3aemat NPOAYKTUBHA MeXAMHHA
no3numMs — Te Pa3CbKAaBaT 3a HECUTYPHOCTTa Mo
MPVHLMUMNEH HauuH, OCTaBaT 0bO3pVMMU U CIyKaT
KaTo HafieXkAHa OCHOBA, BbPXY KOATO MO-HaTaTbK ce
HafCTporiBa obyyeHneTo.

E. Om onucaHue KsM npozHo3a

3aeHO Te3n CTATUCTUYECKU MHCTPYMEHTU npe-
BPDBLLAT CYPOBUTE CEH30PHU MOTOLM B KOMMAKTHA,
WHTEPMpPEeTMpPYEMa KapTUHAa Ha JOMa WM Herosata
BepoATHa TpaekTopus. Te popmMmpaT OCHOBA, KOs-
TO € eBTWHa 3a N3YNC/sABaHE, JlIeCHa 3a NPOBepKa U
AOCTaTbYHO YCTOMUMBA, 3a Aa paboTh Ha CKpOMeH
xappyep. ToBa, KoeTo Te camu no cebe cn He ocu-
rypABaT, e CnocobHOCTTa Ja NofobpaT nonmTrKa 3a
yrpaBfieHne ypes onuT 1 NocsieacTere. 3aToBa pas-
CbXKAEHNETO ce 06pbLLa KbM 00yUYEeHUETO.

V. ObYUYEHMUE OT OIINUT

A. MocnedosamesnHOCMHU MOOeNU 3a KPAmKOCpouy-
Ha npoeHo3a

PekypeHTHWTEe HEBPOHHW MPEXK, U B YaCTHOCT apXu-
TEeKTypaTa C JbJira KpaTkocpouHa namet (Long Short-
Term Memory, LSTM) [8], ca nobpe npurogeHn Kbm
nocnefoBaTENHNA XapaKTep Ha AOMalLHaTa Tefieme-
TpuA. ObyyeH BbpXy NCTOPUYECKM MOKasaHus, LSTM
MOX<€e 1a NPOrHO3MPa CTOMHOCTU Ha KPaTbK XOPU3OHT,
KaTo Hanpumep TemrepaTtypaTa, KOATO e AOCTUTHe
JafeHa CTas, ynaBAniKW HenvHenHn edbekTn N gbn-
roo6xBaTHM 3aBUCMMOCTM, KOUTO MpOCTaTa perpe-
CuA Mponycka. 3a KPaTKOCPOYHO MPOrHO3MpPaHe Ha
XuUnnwHna ToBap LSTM e gemoHcTpupan ybeguten-
HK pe3yntatn [9]. Tean NporHo3m 3axpaHBat CfoA 3a
ynpaBneHuve, jaBaiky My norneq Hanpeg, a He Ha3ag.

B. ObyueHue ¢ noOkpensieHUe 3a a0anmueHo ynpa-
gJieHue

TaM, KbAeTo NporHosata OTroBapA Ha BbMpoca
,KaKBO LLe Ce CNlyuyn’, 0byueHMeTo C NoaKpenneHme
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OTroBaps Ha ,KakBo fa Hanpasa”. AreHT ¢ Q-obyye-
Hue [10] TpeTupa KoHdUrypaLmaTa Kato nocneno-
BaTENIHOCT OT peLUeHus, BCAKO OT KOUTO e criefBa-
HO OT Harpapga, oTpa3sBalla KomdpopTa, pa3xoda Ha
eHeprus 1 peakuusita Ha notpedutens [11]. C Bpe-
METO areHTbT HayyaBa NonmTKKa, KoaTo GanaHcmpa
Te3n KOHKypupawm ce uenu, 6e3 ga My ce 3agaBat
npasunaTa npeasapuTenHo. Mpexoasbt oT TabnuyHo
Q-obyueHre kKbm abnboku Q-mpexu [12] nossonu
npunaraHeTo Ha MOAXO4a KbM BMCOKOPasMepPHWU
CbCTOAHUA, TUMMYHW 3a peanHuA AOM.

C. banaHc mexdy uscnedsaHe u cmabusiHocm

AreHT, KONTO CaMO eKCnioaTpa Beve HayuyeHoTo,
HUKOra HAMa Aa ce nogobpwn, OKATO areHT, KOWTO
n3cnenBa TBbp/e CBOOOAHO, Lie Apa3HU XopaTa, Ha
KOMTO Cny»u. 3aToBa NPaKTUYECKOTO BHeapsABaHe
TpAbGBa Aa oby3aaBa M3CnefBaHeTo: Aa ONWTBA ai-
TEPHATMBU BHUMaTENIHO, B 6e30nacHu rpaHuun, u
[a ce onupa Ha cTaTucTuyeckaTa OCHOBA BUWHAru
KOraTto yBepeHOCTTa € HUCKa. Ta3nm cabpKaHoCT e
TOBa, KOETO MpaBy HEMNPEKbCHATOTO 00yYeHne Npu-
€M/IMBO B peaJieH fOM, KbAEeTO BCAKO AeNCTBUE Ce
ycewla ot obuTatenute my [16].

D. Mpoekmupaxe Ha Hazpadama

MoBeneHMeTo Ha areHTa e JOTONKOBa [O6pPO, Ao-
KOJIKOTO e fobpa HarpajaTta, KOATO ro HarnpasfsBa.
B ynpaBsneHneTo Ha UHTENUreHTHMA AOM Harpajara
TpAbBa Aa cbyeTae NOHe TPW YeCTo MPOTUBOPEUN-
BW CbCTaBKWU: OTK/IOHEHWETO OT Lenesmsa KomdpoprT,
n3pasxofBaHaTa eHeprua 1 cTerneHTa Ha Hameca B
XMBOTa Ha obutatena. opmanHo Harpagata Moxe
Aa ce 3anuuie KaTo:

r=—(ade +pBE+yl) (1)

Kbaeto A6 e OTKNOHEHMETO OT LesieBaTa Temne-
paTypa, £ — nuspasxofBaHara 3a CTblKaTa eHeprus,
I — cTeneHTa Ha Hameca, a @, S N y ca Terna, KouTo
n3pasasat NpUopmuTeTUTE Ha AOMaKUHCTBOTO. pe-
KOMEPHOTO Terno BbpXy eHepruata nopaxaa Aom,
nectenus A0 HeyAaobCTBO; MPEKOMEPHOTO Terno
BbpXy komdopTa 3anmuyaBa crnecTaBaHuATa. 3aTo-
Ba popMynMpaHeTo Ha HarpajaTa e NPOeKTHO pe-
LeHne camo no cebe cM — TO KOAMPaA LIEHHOCTUTE,
Mo KOUTO cMcTemarta Lie onTummnsnpa, n Tpabsa aa
6bae HanpaBeHO NPO3payHo.

E. XubpudeH cmamucmuyecko-obyyasau, Nnomok

CratncTrkata 1 obyyeHMeTo ca No-CKoOpo B3anM-
HO JoMbJiBalyy Ce, OTKOSIKOTO KOHKypupalin ce. B
NPeaoXKeHnA MOTOK CTAaTUCTUYECKUAT CNon W3-
BbpLUBa MbpBOHaYanHa oLeHKa 1 ocurypsasa 6es-
ornacHa CTOMHOCT no noapasbupaHe, LSTM gonpu-

HacA C NPOrHo3a Hanpepq, a areHTbLT 3a obyyeHue ¢
nofKpenfieHne npeuunsmnpa CTOMHOCTTa No Noapas-
6upaHe n 06paboTBa CUTYaLMK, KOUTO OCHOBATA He
e npegsuaunna. CpaBHUTENHUTE M3CNeABaHUA Ha
ynpaeneHuneto Ha OBK (otonneHune, BeHTUNauma u
KNMMaTU3aLmMA) NoKa3gaT, Ye MoaxoamuTe, OCHOBaA-
HU Ha obyuyeHVe C NofKpenneHune, NPeBb3XOXKAAT
npaBwiaTa, OCHOBAHM Ha PpuKcupaHn nparose [13].
ToBa pa3npepeneHue Ha Tpyfa NoaabpKa cucTema-
Ta CTabuNHa, Korato AaHHUTE Ca OCKbAHW, U 1 NO3-
BOJISIBA [la CTaBa BCe NMO-CNOCO6Ha C HaTPynBaHETO
Ha onuT.

VI. MHOTOCJIOMHA CUCTEMHA
APXUTEKTYPA

OnwncaHnTe MeToau ce CboUpaT B MOAYHA, MHOTO-
CJIOMHa apXUTEKTYpa 3a VHTENIUreHTEeH JOM, NPOekK-
TUpPaHa Taka, Ye BCeKr CNol Aa uma AcHa GyHKUMA 1
[a MoXe fa ce pa3paboTBa 1 Mallabupa He3aBnCK-
Mo (pur. 1). B ocHoBaTa CTOM CETUBHO-MU3MBIHUTEN-
HUST CNTIO — CEH30PU 3a TEMMEepPaTypa, BNAaXHOCT,
OCBETEHOCT, ABWXEHUE U NOTpPebneHne, 3aedHO C
W3MbHUTENHUTE MEXaHU3MK, KOUTO Bb3dencTBaTt
Ha cpepata. Hap Hero KOMyHMKaUMOHHO-LIMIO30-
BUAT C/ioll 06eANHABA XeTepOreHHNTe YCTPOMCTBa
ypes ONEKOTEHUN MPOTOKONM U HOPMaNM3npa NoTo-
LUTE OT AaHHW.

Layered architecture for dynamic smart-home loT configuration

Validation layer — NLU chatbot
(gate uncertain actions - occupant confirm / veto - log)

uncertain acrff - validate 1

LSTM
temp. prediction

Bayesian
anomaly posterior

Al-laver
Y

control decision

A
sensor|data T

Q-learning
control policy

loT layer — sensors (temp, presence) & actuators (heaters)
MQTT broker + local hub

v

Physical home (3 rooms)

Fig. 1 MHo20oc10lHA apxumekmypa 3a OUHAMUYHO KOH-
ueypupaHe Ha uHMeRUzeHMHUA OOM (8B3X00AW NOMOK
Ha 0aHHU, HU3X00AWO ynpasseHue)

CnoAT Ha aHanu3a 1 obyuyeHMeTo e CbpLEeTO Ha
cncTemata. Torm npuema HopManusnpaHuTe JaHHM,
noaabpKa CTaTUCTUYECKaTa OUeHKa Ha CbCToAHMe-
TO, usnbnHAga LSTM nporHo3arta n cbxpaHsaBa no-
nuTMKaTa Ha areHTa ¢ Q-obyyeHue. Tyk ce N3BbPLU-
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Ba W OTKPMBAHETO Ha aHOManuu, KOeTo 3axpaHBa
pa3roBopHMA cfion. Hakpas, NpuioXHO-npeseH-
TaUMOHHMAT CNION NpeAoCTaBA Ha obuTaTena KoH-
Tpon, 06ACHEHMA 1 Bb3MOXKHOCT 3a 0bpaTHa BPb3-
Ka, BKJTIOUMTENHO upe3 4yaTboT uHTepdenca.

KniouoBa xapakTepucTvka Ha apxuTeKkTypaTta e
pa3sgenaHeTo mexay 6aBHO 1 6bp30 B3eMaHe Ha pe-
weHwuA. NporHosaTa u HeNOCPeACTBEHOTO Yrpasne-
HVMe NpoTMYaT B peasiHo Bpeme 61130 [0 AaHHWTe,
AOKaTO NpeobyyeHMeTo Ha nonuTmKaTta U 06HOBA-
BaHeTO Ha CTaTUCTUYECKNTE MOAENY Ce N3BbpLUBaT
neproanyHoO, KoraTo cuctemata € B Mokon. Tosa
pa3genaHe noaabprka OT3MBUMBOCTTA, 6e3 fa xepT-
Ba CMOCOOHOCTTA 3a OOYUYeHUe, U MPABU APXUTEKTY-
paTa npeHocMMa OT efUHUYEH AOM KbM MO-FONAM
aHcamb6bn oT JOMOBe.

VII. AJITOPUTMHUYHA
OIITUMU3ALMA N KOHOUT'YPALIIA

Hap apxuTekTypaTa paboTu Cfloi OT anropuTmuy,
KOWTO MPEBPDBLLA OLEHKUTE U MPOrHO3MTE B KOH-
KPETHN KOHOUTYypaunoHHN peweHus. Tyk 3agayara
3a KOHuUrypmpaHe ce popmynupa Kato onTMMm3a-
LMA: TbPCK Ce HAaCTPOliKa Ha NapameTpuTe — 3afa-
LOEHV TOYKW, rpadurLm, KOMYHUKALVNOHHN PeXnmny —
KOATO MUHUMM3MpPA CbCTaBHA LeneBa GyHKUUA OT
€Heprus, OTKIIOHEHVE OT KOM$OpTa 1 HaTOBapBaHe
Ha MpekaTa, NPU OrpaHNYEHUs], HAJIOXKEHN OT YC-
TpOWCTBaTa 1 NpegnoynTaHuATa Ha obuTaTens.

3a Tasn oNTMMM3aUUA Ca MPUNOKUMU HAKONKO
JonbriBalm ce TexHWKW. Korato uenesata ¢yHK-
uus e ragka u NPOCTPaHCTBOTO Ha pelleHnaTa —
MasKo, Kiacuyecky MeTogmn AaBaT O6bp30 NoKaneH
onTMMyM. Korato npocTpaHCTBOTO € rofasaMo unu
OVNCKPETHO, MeTaeBPUCTUYHM NOAXOAN 1 0ByyYeHue-
TO C NOAKPEenfieHne nscnesBat no-LUMpoKo, pasme-
HANKM rapaHummn 3a ONTUMANHOCT cpeLly malabu-
pyeMocT. M360pbT Mexay TAX 3aBMCU OT YecToTaTa
Ha pELUEHNETO: YecTn, APeOHN KOpeKLMn N3NCKBaT
eBTMHK, 6bP3n MeToaM, AOKaTO pefkKu, cTpaTernye-
CKM MPeHacTpOorKM MoraT ja CU NO3BOJIAT NO-CKbMO
TbpceHe.

Ocob6eHo BaXHO B pearnHa cpefa e NHTeNIreHTHO-
TO MPUOPUTU3MPAHE Ha 3ajaunTe U OJieKoTeHaTa
06paboTKa Ha faHHUTe. He BCUYKK pelueHns ca eg-
HaKBO CMeLHN NN eJHAaKBO CKbMW 3a N34NCNABa-
He; NPUOPUTU3MPAHETO rapaHTNPa, Ye KpUTUYHUTE
3a KomdopTa 1 6e3onacHOCTTa AeNCTBUA Ce U3MbJI-
HsBaT He3abaBHO, AOKATO MO-MaNKO CrewHuTe ce
rpynupaT n obpaboTeaT, Korato cuctemaTa pasno-
nara c pecypc.

VIII. BATBAPSHE HA I{TUKBJIA UPE3
PA3TOBOPEH CJIOM

A. ObACHeHWe 1 NpeasioXKeHne

AJanTvBHa CUCTeMa, KOATO AencTBa 6e3MbJ/IBHO,
pUCKyBa fia NoAKOMae JOBEPMETO Ha NOTpebuTens,
3alL0TO peLleHnATa 1 Ca HEBUAMMMU, @ FPELLKUTE 11—
TPyAHM 3a KopurupaHe. [BynocoueH uHTepdenc
Ha ecTeCTBEH e3MK ce CrpaBA NPAKo € ToBa. Korato
cmcTemMaTa OTKpuMe noBefeHYecka aHOManua nnm e
HecMrypHa OTHOCHO AajeHa NPOMAHa, TA MOXe Ja
onuwe Ha pa3brpaem e3nK KakBo e Habnoaaeana
W Ja NpeanoXm AencrTeBue, KaHenkn obuTtatens Aa
NOTBbPAK, KOPUrMpa UM OTKaxe, BMeCTO fia Hana-
ra npomsHa 6e3 npegussecTre. YnpaBneHNeTO Ha
VHTENINFEHTHUA OOM upe3 06paboTKa Ha ecTecTBeH
€3VK 1 [N1acoBO pPa3no3HaBaHe Beye e feMOHCTPU-
PaHO B MHOrOCNOMHN apxmuTekTypu [18].

B. O6paTHaTa Bpb3Ka KaTo Haa3op

To3n pa3roBopeH Cnown npeBpbla aganTayus-
Ta B 3aTBOPEH LMKbII: HabnogaBaln, NporHosmpan,
OencTBan n cnep ToBa Banngupan cCnpsamo YOoBeLLKa
obpaTHa Bpb3ka. ObpaTHaTa Bpb3Ka He e MPoCTo
mo6e3HOCT; TA e obyyaBaLly CUrHasm, KOWTO U30CTpS
6a3oBuUTE MoZenu v NpuBekaa MonuTMKata B Cb-
OTBETCTBUE C AEeNCTBUTENIHWUTE MpPefnovnTaHma Ha
obuTatens. MNoTBbpXxaeHneTo noacunea gobpo pe-
LeHmMe, KopeKUunaTa obe3Kyparkasa JIoWo, a C Bpe-
METO CMCTeMaTa KJIOHN KbM NOBeAEHNE, KOETO [10-
MaKWHCTBOTO AeNCTBUTENHO Xenae. 1o To31 HauuH
YyaTboTHT € eHOBPEMEHHO MeXaHU3bM 3a 06Ac-
HeHne 1 M3TOYHWK Ha Haa3op. MpeaxopHa paboTa
Ha aBTOpa pasrnexia apxuTekTypaTta, BUAOBETE U
NPUIOKHWTE 06M1acTU Ha 4YaTboTUTE B CbBPEMEH-
HunAa cBAaT [3].

IX. CUT'YPHOCT, IOBEPUTEJIHOCT
N JOBEPUE

A#anTyBHOCTTa He 6vBa fa vaBa 3a CMeTKa Ha
6e3onacHocTTa. Cnctema, KoATo ce obyyaBa OT UH-
TVMHV JaHHU 1 JelCTBA BbpXy GU3NYecKus oM, e
npvBneKaTesnHa uesn, a aBTOHOMHOCTTa M YMHOXaBa
nocneacTBUATa OT BCAKO KOMMpoOMeT/paHe. 3aToBa
CUTYPHOCTTA U MOBEPUTENIHOCTTA He ca GYHKLMK,
JobaBeHU HaKpas, a orpaHuYeHns, Kouto odopmAT
Ov3aliHa OT CamMOTO Hayaro.

LleHTpanHu ca Tpy MepKku. CUTYpHUAT TpaHCIopT
3alWMTaBa TenemMeTpuATa U KOMaHauTe npu npe-
HOC; MoZyn 3a HabnogeHVe Ha aHOManUU cneau
3a noBefeHue, NOACKA3BaLLO NPOHMKBaHe Unn He-
M3MNPABHOCT; @ KOHTPOJNTBT Ha AOCTbMA rapaHTupa,
ye CamMo OTOPU3MpPaHN NOTPebUTeNn 1 YCTPONCTBA
MoraT fia BNMAAT Ha cucTeMarta. MpuHUmMnuTe Ha Hy-
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NeBO AOBEPUE, MPU KOUTO HUKOW efIEMEHT B MpeXa-
Ta He ce cyMTa 3a HagexaeH no nogpasbupaHe, ca
0CO6EeHO MOAXOAALN 3a CUJIHO CBbp3aHaTa cpepa
Ha aoma [4].

Aﬂal‘lTI/IBHI/ITe cancTteMnm HOCAT Kn CﬂELl,I/I(I)VI‘-IeH 3a
06yueHneTo puck. lNoHexe areHTHLT ce yuun oT faH-
HW, U3KPMBABAHETO Ha Te3M AaHHM MOXe Aa U3KpU-
BV 1 NOBELEHNETO My — aTaKa, U3BeCTHa KaTo oTpa-
BAHE Ha AaHHWUTE. C'bLLlVIﬂT MO)J,yJ'I 3a OTKpWMBaHe Ha
aHOManuu, KonTo obcnykea KomdopTa, TyK Urpae
3allTHa pPOJA, MapKI/IpaIﬁKVI BHE3aNnHN U Heno-
cnefoBaTefiH/ MPOMEHM B NoTouuTe, Npean Te Aa
3apasAT nosnTUKaTa.

X. 0T CUMVJIALIUA KBM PEAJIHUA
JAOM

A. EkcnepumeHmanHa nocmaHoska

OueHKaTa e npoBefeHa B CUMyNaUMOHHa Cpeaa,
KOATO Bb3Mpon3Bexaa TEPMUYHOTO MNOBefeHne Ha
MHOrOCTaeH JOM, NPodun Ha 3aeTOCT U CE30HHU
BbHLHK ycnoBuA. CpaBHEHU Ca TPU KOHOUTypauumu:
cTaTuyHa (drkcrmpaHu rpaduLm 1 Nnparose), YacTuy-
HO AMHaMMWYHa (NpaBwsia c NPOCTX aJanTUBHN Kope-
KunKM) 1 npeanoxkeHata xnbpugHa (Ctatnctmyecka
0ocHoBa, LSTM nporHo3a n Q-obyyeHue, 3aTBOpPEHN
ypes pa3roBopHa Banungauus). 3a CbnocTaBUMOCT U
TPUWTE Ca OLLEHEHN BbPXY €HU 1 CbLUU CLIeHapUn 1
nokasartenu. [loknagsaHuTe CTOMHOCTM Ca OCpefHe-
HW NO MHO>KECTBO HE3aBUCUMWN U3MbJIHEHUSA; MbIl-
HaTa NOCTaHOBKaA 1 NoapobHWTe pe3ynTaTh ca AOKY-
MEHTMpPaHU B AUCePTaLMOHHNA TPy Ha aBTopa [21].

TaBLE |
CPABHEHVE HA TPUTE KOHOUIYPALIUM MO KITIOUOBY MOKA3ATENN
(CUMYNALIMOHHW PE3YNTATW)

[Tokazaten (raTnyHn Bpemesu XnbpugHa
npasuna penose + baiiec | (npesnoxeHa)

OTkn. o1 1.8 1.1 0.6

komdopra (°C)

Hamansaganena | 0.0 7.2 125

eHeprusTa (%)

Bpeme 3a 30 15 5

afantauma (Mu)

YnoBnetBopeHocT | 78 85 9

(%)

B. amepumu nonsu

Pesyntatute ca 0606wweHn B Tabnuua 1. OueHeH
BbpXy CMMynauMoHeH NpOoTOoTUN Ha WHTENUreHTeH
OOM, XMOPUAHUAT NOAXoh MpeBb3xoXAaa CTaTuu-
HUTE 1 YaCTUYHO ANHAMUYHMTE 63a30BK MOAENN Mo

BCMUKM pa3rnegaHy nokasaTtenn. HamansasaHeTo
Ha eHeprumHaTa KoHCymauua goctura 12.5% (npwm
Avana3oH 8.10-15.21% cnopepn cueHapus) Cnpamo
0.0% 3a cTaTMyHUTE NpaBuna; CpegHOTO OTKIIOHe-
Hue oT KomdopTHaTa TemnepaTtypa cnaga ot 1.8°C
Ao 0.6°C; BpemeTo 3a aganTtayma Hamanasa ot 30 Ha
5 MuHYyTH; a noTpebutenckaTa yO4oBIETBOPEHOCT
HapacTtBa oT 78% Ha 91%. Te3u pesynTtatv nogkpe-
NAT XMNoTe3aTa, Ye CbUYeTaBaHETO Ha CTaTUCTNYeCKa
OLiEHKA C afanTUBHO 06yUYeHNEe HOCK KOHKPETHMU, a
He camo TeopeTuyHu nonsu [17].

C. [lpomokosiu u onepamugHa ce8Mecmumocm

lpeHOCMMOCTTa UMa 3HayeHMe KONKOTO U Mpo-
M3BOAUTENTHOCTTA. M3rpaxpaHeTo BbpXy OTBOpe-
HW cTtaHgap™ — MQTT 3a onekoTeHo CcbobLlaBaHe
[19] n Matter 3a onepaTMBHa CbBMECTUMOCT Mexay
ycTponcTea [20] — 3ana3Ba meTofda He3aBMUCUM OT
npov3BoauTena U MNPUWIOKMM W3BbH pPaMKUTE Ha
eQVUHCTBEH u3nutateneH cteHa. CbliyaTa apxuTeKTypa
Ce npeHaca ecTecTBeHO OT JOMa KbM NpoMuLLIeHa-
Ta aBTOMATM3aUMA W WHTENUrEeHTHUTE rpajoBe —
HaBCAKDbAE, KbAETO XeTepOreHHN YCTPOMCTBA M3NC-
KBaT KOHOUIyprpaHe CNPAMO N3MEHSALLM Ce YCNTOBUA.

D. lMpunoxumocm omes0 doma

Makap oueHKaTa Aa e NpoBeAeHa B KOHTEKCTA Ha
WHTENITeHTHUA AOM, PaMKaTa He e cneunduyHa 3a
Hero. CbLoTO pa3faenieHre — CTaTUCTUYeCcKa OCHO-
Ba, NPOrHo3a 1 obyyaBalla ce NoNnTINKa, 3aTBOPEHN
ypes BanMAaMpaLL CJION — e MPUIIOKMMO HaBCAKD-
[e, KbAeTo XeTeporeHHN YCTPONCTBa TpsAbBa fa ce
KOHOUryprpaT CnpAMO MPOMEHAWM Ce YCIOBUA:
npoMMLLSIeHA aBTOMaTM3auusA, NIOTUCTUYHM MnaT-
bopMM N NOACUCTEMU Ha VIHTENIUTEHTHWUA Tpag.
MpeHOCMMOCTTa NPOM3TYA OT MOAYSTHUS AM3aiH
1 OT onopata BbpXy OTBOPEHW NPOTOKOMN, a He OT
JEeTannTe Ha KOHKPETHOTO NPUNIOXKEHME.

E. OepaHuy4eHusa u nepcnekmusu

CumynaumaATa, KOMKOTO U BHMMAaTeNHa fAa e, He
MOXe [a YJIOBU BCAKO CMyLIEHUe B 06uUTaBaH JOM:
HEMbAHM JaHHW, XapAyepHW nospeaun 1 Henpeg-
CKa3zyemMoCTTa Ha YOBEeLKOTO nosefeHue. EctecT-
BeHaTa cfiefBalla CTbMKa € NMWIOTHA MHCTanauuna
C peanHu YCTPONCTBA, NPY KOATO HayyeHuTe B CU-
Mynauma NonMTUKM MoraTt ga ObaaT BanugvpaHu
1 npeunsnpaHn. bbaewa pabota MoXxe CbWO Aa
3ameHun agpoto ¢ Q-obyuyeHue C MO-yCbBbPLUEH-
CTBaHM anroputMun, NOAXOAALUN 33 HeMnpeKbCHaTU
OEeNCTBNA N MHOTOCTaHU Cpean, KakTo 1 Aa NHTer-
pvipa BbHLWHN CUTHANW KaTo METEOPOSTIONMYHMN MPOo-
FHO3U 1 ANHAMUYHW eHepruinHn Tapudwm [14], [15].
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XI1. BAKJIIOYEHUE

CtaTuyHaTta KoHOUrypauus nocnyu Ha MbpBOTO
NnoKoJsieHne UHTENIUIFEeHTHN IOMOBE, HO He MoMXe J1a
OTrOBOPW Ha U3MCKBAHUATA Ha NITbTHU, XeTepPOreH-
HW 1 NOCTOAHHO NMPOMEHALN ce cpeaun. Kato ce us-
rpagu agantauusta BbpXy CTaTMCTMYECKa OCHOBA
N ce paswumpu ¢ obyyeHmne ¢ NogKpenaeHne, JOMbT
MOXe fia MpeMnHe oT GUKCUpaH Kbm dnynaeH — ga
OLEeHABA CbCTOAHMETO CU, Aa MPOrHOo3Mpa Tpaek-
TopuATa cu, fa ce obydyaBa OT ONWT U Aa 06ACHABa
cebe cn Ha xopaTa, KOMTO XKUBEAT B Hero. Pa3roso-
peH cnoii 3aabpKa YOBEKA B LIMKbIIa, a MEPKMUTE 3a
CUTYPHOCT U NMOBEPUTENHOCT NOAAbPXKAT CUCTEMA-
Ta HapexgHa. CbOpaHWTe pocera [oKasaTesncTBa
Nno/iCKa3Bar, Ye ToBa CbyeTaHue nopobpsBa edek-
TUBHOCTTa N kKoMmdopTa, 6e3 Aa KepTBa npo3pau-
HOCTTa, U NpeoCTaBsl OCHOBA, KOATO ObAeLlaTta pa-
60Ta MOXe fja Banuaunpa B peasiHyi UHCTanaunm.
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N3KYCTBEHUAT UHTEJIEKT — KAIIUTAIJI
3A ICTOPUYECKOTO HAU HACJIEACTBO

I'eopru Bbp6anos

Pe3tome: AKTyallHOCTTa NpousTUYa OoT Heob6xo-
ANMOCTTa fia ce 3afnasv 1 nonynsapusupa Kyn-
TYPHOTO HacneAcTBO 4Ype3 MOAEpPHU TEXHONOo-
run. Llenta e Aa ce nokKaxe Kak U3KYCTBEHUAT
MHTeNeKT MoXe fla NoAnoMorHe npespblijaHe-
TO Ha KYATYPHOTO HacneAcCTsBo B yCTOMUMB Au-
ruTaneH pecypc ¢ obwecrseHa U MKOHOMMYe-
CKa CTOMHOCT — 3a onasBaHe, o6pa3oBaHue 1
ycroniunBo ¢puHaHcupaHe. MetoauTe BKNo4YBaT
Aurutanusauymsa (pororpamerpums, LiDAR), kom-
MIOTbPHO 3peHne 3a amarHoctuka, NLP 3a ce-
MaHTUYHU apXViBU U reHepaTMBHU mopgenu 3a
PeKOHCTPYKLUNA. AHannsnpaHu ca Kasycun: Pun-
ckn maHactup, lMepnepukoH, Ctapua rpag Ha
MnosauB n Benukn MNpecnas. PesyntaTtute no-
KasBaT NoBuLeHa epeKTNBHOCT Ha MOHUTOPUH-
ra, paswmpsaBaHe Ha AOCTbNa N HOBU Npuxoau
oT gurutanHu ycnyru. lMpenopbuBa ce NUAOTHO
BbBEXAaHe C MyNTUANCLUUNANHAPHU eKunun w
Ny6AnYHO-4YaCTHN NAPTHLOPCTBA.

Kntouosu Oymu: N3KYCTBEH UHTENEKT; KYNITYPHO
HacneacTso; aurntanusauva; 3D mogenn; kom-
MIOTbPHO 3peHne.

I. BbBEJAEHHNE

KyntypHOTO HacnepctBo Ha bbnrapua npepcras-
nABa KaKTo 6e3UeHHN NCTOPUYECKN pecypcu, Taka 1
3HauMTeneH noTeHUMan 3a yCTOMYMBO pa3BUTME Ha
Typur3ma, 06pa3oBaHNETO U HayYHUTE N3CsieBaHuA.
BHeapABaHETO Ha M3KYCTBEH UHTENEKT MO3BONABA
TpaHCHOPMUPAHETO M B N3MepPL1M OOLLECTBEH, 00-
pa3oBaTeNieH Y MKOHOMUYECKU pecypc: no-fobpa
3almMTa, No-WMPOK JOCTbMN, HOBM GOPMM Ha aHra-
XNPAHOCT 1 Bb3MOXHOCTY 3a drHaHcupaHe. LlenTa
Ha [loKNaja e fa NpeasioxKun pamka 3a npunaraHe Ha
NN Bbpxy KOHKpETHN GbArapcku NameTHMUM U Aa
OLIeHU OYaKBaHMWTe MON3NU.

II. METOAOJIOI' A

Mopxona: npernen Ha nuTepatypa 1 Jobpu NpakTn-
KW; aHanM3 Ha HalnYyHU JUTMTanHU pecypcu; Kasy-

Feopru Bbp6aHos is with the University of Telecom-
munications and Post, Sofia, 1 Acad. St. Mladenov Str,
Sofia 1700, Bulgaria.

E-mail: george.varbani@gmail.com.

CEH aHanu3 Ha n3bpaHU NaMeTHULW; NPOEKTUpPaHE
Ha NUIOTEH MAaH.

M3non3BaHu TexHoNornm:

« OMotorpameTtpua n LiDAR 3a BucokonpeLunsHu
3D mogenu v AUrnTanHn ABOMHULN.

« KomntoTbpHo 3peHune (CNN/Transformer) 3a ge-
TeKUuMA Ha nospean (HanykBaHe, CONHY OT/nara-
HUSA, BUONIOTUYHN PACTEXN).

o MynTucneKkTpanHu 1 XUNepPCNeKTPaNHMW aHanu-
31 3a OTKPMBAHE Ha Bnara u XMMM4YHU N3MeHe-
HUA.

e NLP 1 cemaHT14YHU 6331 faHHU 3a CTPYKTYpurpa-
He Ha MeTaflaHHUW N TbpCeHe.

o leHepatmeHu mopgenu (GAN/VAE) 3a nognoma-
raHe Ha PEKOHCTPYKLMM N pecTaBpaLMOHHN XU-
notesu.

KpuTepuun 3a oueHKa: TOYHOCT Ha AUArHOCTMKaA,
CKOPOCT 1 pa3xoau 3a JOKYMeHTUpPaHe, NOBULIEHNE
Ha guruTanHua Tpadurk, Npuxoan oT QUTKUTANHN yC-
NYrU 1 COLMANHO Bb3npuemaHe.

II1. KA3YCHU, ITPUMEPU OT
BBJIITAPUA

1. Punckn maHactmp

HencTBme: BUcokoaeTannHo 3D ckaHupaHe Ha ¢da-
cagu n cteHonucy (potorpameTtpus + LiDAR); oby-
YyeHue Ha MoZeNV 3a OTKPMBaHe Ha MUKPOHAMyKBa-
HWUS, CONHM KPUCTanu3aumnn 1 Brara; Cb3gaBaHe Ha
BMPTYasHN TypoOBe.

Mon3u: paHHO NpeaynpeXxaeHre U NpeBaHTMBHA
nofApbxKa; LMdpoB apxmnB 3a pectaBpaTopu; pas-
LUMPEH JOCTBN 33 MeXAyHapoaHa nybnuka n obpa-
30BaTeSIHM MPOrpamu.

2. NepnepuKoH

HencTBure: opoHOBa pOTOrpameTpura 1 MyNTUCTEK-
TpanHu cHUMKK; Al 3a KapTorpadupaHe u aHanu3
Ha HaxOAKW Bb3 OCHOBA Ha BMU3YanHW U MyNTUCNEK-
TPanHu JaHHK

3. CrapwuAar rpag Ha lNnosaus

HencTeume: nsrpaxgaHe Ha cMcTema 3a NOCTOAHEH
MOHUTOPUHI Ha dacagn N CTPYKTYPHU efleMeHTU
ypes Kamepu u nokanHu Al mogenu (getekumsa Ha
NyKHaTVHKW, MyXbJl, OTNlaraHus); pa3paboTeBaHe Ha
AR rng c nepcoHanusnpaHy MapLwpyTn N KOHTEKCT-
Ha MHpopmauma.
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Mon3u: npeBaHTMBHa NOAAPDBXKKA, HAManNABaHe Ha
pecTaBpauoHHW pa3xoam, nofgobpeHo Typuctmye-
CKO MpeXuBABaHE U Bb3MOXKHOCTY 3a AOMb/IHUTEN-
HW Npuxoan ypes nnateHu AR dyHKUmN.

4. Benukn lMpecnaB (pMMcKn / CpegHOBEKOBHM
CTPYKTYpW)

HelicTBue: CbBMeCTABaHe Ha apXMBHU AaHHU, do-
TorpameTpuyHu 3D mogenn n reHepaTtUBHW anro-
PUTMM 33 PEKOHCTPYKUMA Ha M3rybeHun CTpyKTypu;
cb3pasaHe Ha VR ekcno3uyum 3a myseun n obpaso-
BaTesiHy nnatdopmu.

Mon3u: ynecHABaHe Ha HayyHWTe MHTepnpeTauuu,
Cb3faBaHe Ha 06pa3oBaTeNHM NPOAYKTU U AnruTan-
HW eKCroHaTU 3a KOMepPCManHO N HeKOMepPCUanHo
non3BsaHe.

OrpaHnuyeHuns n 6baewa paboTa

HacToAwara pa3paboTka MmMa npeariMHO KOHLEn-
TyaneH 1 NPOEKTEH XapaKTep 1 He NpeAcTaBa em-
NMUPUYHKU pe3ynTaTu.

Jluncea AcHo popmynupaHa HayyHa xunoTesa u
AeTalnHW eKCnepuMeHTaHN AaHHW, KOETO OrpaHu-
YyaBa Bb3MOXHOCTTA 3a CTaTUCTUYeCKa Banupaumsa
Ha npepyioxeHute nopxogu. Mo HaTaTbluHa pabo-
Ta TPsAbBa Aa BK/OYBA NPOTOTUIMHA peanv3auus u
eMMVprYHa OLEeHKa, 3a fia ce NoTBbPAAT epeKTuB-
HOCTTa U NPUNOXMMOCTTa Ha MeToaunTe.

OcHoBHa xurnoTe3a 3a eMnNMpUYHa NpoBepKa: MH-
Terpupara I 6asupaHa cuctema (otorpametpusn/
LiDAR + KOMMOTBbPHO 3peHne + MynTUCNeKTpanHu
aHann3un) yBennuyaea paHHOTO OTKPMBaHE Ha ferpa-
dauma Ha nameTHUUM ¢ =X% cnpAMO KOHBEHLMO-
HanHUTe MHCMEeKLMM U HamaifiBa OYaKkBaHUTeE pec-
TaBpaLMOHHW pa3xoan B AbJIrOCPOYEH MnaH.

KoHKpeTHM uenu 3a cnegealy etan:

e KO/IMYECTBEHO fJa Ce€ OUueHW TOYHOCTTa
(precision, recall, F1) Ha aBTOMaTuyHaTa fgeTek-
uua Ha gedeKTn CNPAMO eKCnepTHU OLEHKY;

» [a Ce N3Mepun BpemeTO N pecypcuTe 3a JOKy-
MeHTauma (cpaBHeHWe: TpaguumoHHo vs. U
MoAnomaraHo);

e [la ce moaenupa NPOrHOCTUYHUAT ePpeKT BbpXy
pecTaBpauUMOHHNUTE pa3xoau;

e [a Ce OueHW Bb3NprYemMaHeTo M CouManHuAT
edeKT upes aHKeTn cpef 3anHTepecoBaHN CTpa-
HW.

3a BanuaupaHe Ha NpeasIoKeHNETO ce Npenopby-
Ba MUIOTEH EKCMEPUMEHT ¢ 2—-3 06eKTa 1 CTaHaap-
TU3MPaH NPOTOKON 3a CbbupaHe 1 eTUKeTpPaHe Ha
OaHHW.

OCHOBHM enemeHTH:

e CcbbupaHe Ha BUCOKO pe3onounoHHN RGB

CHUMKW, ApoHOoBK opTodoTo, LIDAR/3D obnauu
1 (MpY Bb3MOXHOCT) MyNTUCNEKTPANTHN AaHHK;

e eTUKETUPaAHe OT MUHMMYM [BaMa €KCrnepTn ¢
apbuTpaxk Npu pasMrMHABaHE;

» pa3paboTka M Banupauma Ha mogenu (train/
val/test, cross validation) c meTpuku: precision,
recall, F1, mAP, loU;

e CpaBHWUTENIEH aHanu3 cpelly eKCnepTHU WH-
CNeKLuMn N MKOHOMMYECKa OLeHKA Ha NOTeHLK-
aNHUTE CrecTsABaHUS;

* MEepPVOANYHN NOBTOPHN N3MepBaHuA (Hanp. 3, 6,
12 M.) 32 OL|eHKa Ha MPOrHOCTMYHaTa CTOMHOCT.

C uen noBuLaBaHe Ha HayyHaTa CTOMHOCT e npe-
NnopbUNTENTHO Aa ce paswupu 6ubnunorpadusta
[0 noHe 15-25 peueH3unpaHu nybnukaymm, BKIo-
yntenHo nocnedHn ctatum B Journal of Cultural
Heritage, Heritage Science, Remote Sensing, IEEE
Access 1 peneBaHTHW [JOKMagu OT Nporpamu
Horizon/Creative Europe.

M3nbnHeHneTo Ha npepsioXkeHaTa eKkcrneprMeH-
TaJlHA Mporpama Le MOo3BOMN MPEBPbHLIAHETO Ha
KOHLENTYyasiHaTa pamKa B AoKa3aH Hay4yeH MpuHoC,
ypes npepocTaBAHe Ha KOMMYECTBEHW [OKa3aTes-
CTBa 3a epeKTMBHOCTTA Ha MM noaxoanTe n ocHoBa
3a CKanupaHe 1 puHaHcMpaHe.

IV.TEXHUYECKA U
OPTAHU3AILIMOHHA PAMKA 3A
BHEJIPAABAHE

1. iHBeHTapu3auma n npuopuTmn3auma

« Cb3pgaBaHe Ha HaUWOHaNHa gurutanHa KapTa
meTagaHHu (Dublin Core + 3D paswunpeHunsa).

» Kputepuu: KynTypHa CTOMHOCT, pUCK OT Aerpa-
JaunAa, roToBHOCT 3a AuruMTanusaumsa, MoTeH-
Luan MKOHOMMYeCKa Bb3BPbLLAEMOCT.

2. MNMvnoTHn npoeKkTn

e M360op Ha 2-3 nunoTHM ob6eKTa, MOKpMBALLK
pa3nnyHM TUNOBe (penurvoseH, apxeonorunye-
CKK, ypbaHNCTUYEH).

» OnpepgenaHe Ha KPI: Bpeme 3a JOKymMeHTUpaHe,
TOYHOCT Ha AWArHOCTMKa, HaManeHue Ha aBa-
PUNHKU pecTaBpaumu, AUrMTanHN NPUXoau.

3. PaboTHM npouecn 1 CTaHaAPTK

« CraHpapTu3vpaHy npouenypu 3a cbbupaHe Ha
JaHHu (pe3oniouusa, popmaTt, MeTagaHHN).

o CbxpaHeHue: LeHTPann3npaHo obMayHo apxu-
BMPaHe C BEPCUM U OCTBMHM NONUTUKMN.

» VIHTeponepabunHOCT: U3nos3BaHe Ha OTBOpe-
HU dopmatu (OBJ, PLY, gITF, JSON-LD 3a meta-
JAHHN).

4, EKnnun n Kanayutet
o MynTnancumnavHapHu ekunu: apxeonoswu/
pectaBpatopu, UT/UN nhHxenepwu, topuctn (IP
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1 GDPR), MIKOHOMNCTW 1 KOMYHWKALMOHHK Cne-
LManucTu.

MnaH 3a obyyeHue 1 TpaHCPep Ha 3HAHMA KbM
MECTHUN UHCTUTYLUN.

5. OuHaHcnpaHe n 6usHec mogenu

CmeceHO dUHaHCMpaHe: eBpPONencKn 1 Haumo-
HanHn nporpamu (Horizon Europe, Creative
Europe), yacTHM CNOHCOPWU, BXOAHM TaKCK 3a Au-
rUTanHW NPOAYKTU.

KomepcuranHu ycnyru: BupTyanHu Typose, nu-
LileH31m 3a BU3yanu3auun.

V. ETUYHU, IOPUJANYECKU U
OIIEPATUBHU ACIIEKTU

MNpaBa Bbpxy AaHHUTE: JOFOBOPY, KOUTO YTOUY-
HABAT COOCTBEHOCTTA, NNLEH3HNTE NpaBa 1 yc-
nosuATa 3a nybnukysaHe Ha 3D mogenu u cb-
ObpxaHue.

Mpo3payHOCT NPU PEKOHCTPYKUUN: BCAKA pe-
KOHCTPYKLMA Aa HOCK €TUKET ,PeKOHCTPpYKUMA®
1 OMKrCaHune Ha N3NoN3BaHNTe JaHHWU.

JINUHM paHHW 1 HabnodeHWe: NpU CUCTEMU C
BVMAEOMOHUTOPVHT Aia ce npunaraT npuHumMnuTe
Ha MUHMMK3aLMA, LLeleBO CbXpaHeHme U cbrna-
cue nnun gpyra NpunoXKmma 3akoHOBa OCHOBa.
JocTbn u cnpaBeaIMBOCT: 6anaHCUpaHe mexay
OTBOPEH JOCTDbN 3@ HAyUYHW Lienun 1 niateHun yc-
Nyru 3a yCTONYMBO GUHaAHCKpPaHe.

VI. IKOHOMUNYECKA 1 COUMAJIHA

OL[EHKA

Mpak npuxog: gurutanHu 6unetun, VR/AR npo-
Jaxou, niueH3u, obyuyeHunsa 1 nyonmkaumm.
KocBeH edekT: yBenvueH Gpusmyeckn Typusbm,
MECTHV MKOHOMUYECKM NON31 3@ XOTENN U yCIy-
1, NoBeye Bb3MOXXHOCTY 3a PUHAHCKPaHe.
CoumnanHa CTOMHOCT: 06pa3oBaHue, NOBKMLLIABA-
He Ha rpakjaHcKaTa aHraXKUPAHOCT N Bb3MOX-
HOCTM 3a y4aCTus Ha OOLHOCTY B OMa3BaHe.

VIL IIPOTOTUIIEH IUIAH - 12
MECELA (JIETAIN)

M1-M2: nogrotoBKka v npaBHU CbITALEHNA; U3-
60p Ha NWUNOTK; N3roTBAHE Ha AEeTaleH MnaH u
KPI.

M3-M6: noneBun aenHOCTN — poTorpameTpus,
LiDAR, BpoOHOBU MCUK; Cb3JaBaHe Ha NbpPBUY-
Hu 3D mogenun n metagaHHu.

M7-M9: pa3paboTtka Ha Al mogenu (metekuus,
KnacndukaLma, PeEKOHCTPYKUMA); Banmaauma
pecTaBpaTopun/apxeonosmu.

M10-M11: uHTerpaums B notpebutenckn npo-
ayktu (BupTtyanHn/AR/VR nprnnoxeHusa); nycka-
He Ha NUAOTHU YyCNyrn.
M12: oueHKa, MKOHOMWYECKN aHanus, goknag n
nnaH 3a mawabupaHe.

VIIIL. BAKJITOYEHUW A U ITPEITOPBKHU

MN3KyCTBEHUAT MHTENEKT Npeaniara KOHKPETHN UH-
CTPYMEHTU 3a NpPeBPbLUAHE Ha KyNTYPHOTO Hacnes-
CTBO B KanuTtan ypes nogobpeHa 3almTa, JOCTbN U
Cb3[aBaHe Ha YCTOMUYUBY MEXaHM3MU 32 GMHAHCU-
paHe.

MpenopbKu:

1.

CrapTupaHe Ha 2-3 NUIOTHM NPOeKTa B PaMKu-
Te Ha 12 meceua.

. Cb3paBaHe Ha HauuMoHanHa nnatpopma 3a 3D

mMmoaenn n MetagaHHN.

. AcHn OOroBOpPHN CTaHAapPTWU 3a NpaBa U NnLeH-

3npaHe Ha QUrnTaJiIHN aKTUBN.

. ObyumTenHm nporpamu 3a MECTHUTE EKUMU W

NHCTUTYL M.

. TbpceHe Ha mynTupuHaHcmpaHe (EC poHgose +

YaCTHW NapTHbOPMW).
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KOMYHUKAIIMOHHUA JIMJEPCKU
[TPAKTUKHU B IUTUTAJIHA CPEJA

Mapusu Hukos

Pestome: HacToAawmaT poknap uscnepBa Ko-
MYHVKaLUVIOHHUTE NNAEPCKN NPaKTUKU B ANUTN-
TajlHa cpefla KaTo OTroBOp Ha HapacTBaljaTa
BMpPTyannmsauns Ha OPraHM3aLVOHHOTO B3au-
mopgeiictBue. [urutanHata TpaHchopmauus
nocTaBA npep CbBpPeMEHHUTE Nugepu Kauyect-
BEHO HOBU NpeAn3BUKATeNCTBA, CBbP3aHU CbC
3ary6aTta Ha HeBep6anHa nHpopmMaums, acuH-
XPOHHOCTTAa Ha KOMYHMKAUVOHHUTE MOTOLM U
Heo6XoAMMOCTTA OT M3rpa)kgaHe Ha AoBepue
uypes3 meauupaHun KaHanu. U3cnepBaHeTo cucre-
MaTu3npa OCHOBHUTE KOMYHUKALNIOHHW nuaep-
CKWN NPaKTVKN aKTUBHOTO C/yLUAHe B AUruTasiHa
cpepa, Nnpo3payHaTa U HaBpeMeHHa KOMYHUKa-
LMA, eMOLVIOHaNIHaTa VHTEeNINFeHTHOCT, MeAunii-
HaTa rpamMoTHOCT M cTpaTernyeckmusa nsbop Ha
KOMYHUKaALMOHHN KaHanu Kato rv pasrnexpa
npes npusmaTta Ha KOHLUenuuATa 3a e-nugep-
cTBO (e-leadership). AHanusnpar ce cbLO TaKa
cneynduKNTe Ha M3rpakpaHeTo Ha pAoBepue
B reorpadckm pasnpbCcHATU eKUnu, ponAaTa Ha
AUrNTANIHOTO NPUCHCTBUE Ha nuAaepa U 3Haye-
HMEeTO Ha KYNTypHaTa YyBCTBUTENIHOCT NpU Kpo-
CKYNTypHa BUpTyasiHa KOMyHuKauua. Oco6eHo
BHUMaHUue ce o6pbLya Ha xM6puaHnAa paboteH
MoAeNn KaTo HOB KOHTEKCT, M3UCKBall, HTerpu-
paHe Ha NPUCHCTBEHN U AVUTNTANIHN KOMYHMKa-
LMOHHM NpaKTuKu. [loknagbT 3awWMTaBa Te3ara,
ye epeKTUBHOTO NNAEPCTBO B AUrUTaNHA cpeaa
He e NpPOCTO NpeHacsiHe Ha Kiacuyeckute Ko-
MYHVKaUVIOHHN MOAEeNV B OHJNAMH KOHTEKCT, a
npeAacTaBnfABa KavyeCTBEHO HOB KOMIUIEKC OT
KOMMETEHTHOCTN, NPU KOUTO TEeXHOJNOornyHarta
rpamoTHOCT, eMnaTuATa N cTpaTernyeckara Ko-
MYHUKaLMA ce MHTerpupart B e4uHHa nuaepcka
npakTuka. i3Bogute nmaT NpunoXKHo 3HayeHne
3a OpraHN3aLMOHHOTO pa3BuUTHE, 3a Nporpamu-
Te 3a 06yuyeHMe Ha PbKOBOAUTENN N 3a HAaYYHO-
TO OCMUCNIIHE Ha AVUTUTAIHOTO NNAEPCTBO KaTo
CamMoCTOATeNIHa u3cnefoBaTencka obnacr.

Knrovosu ayMU.' AUTNTaNHO NNAQEPCTBO, e-nnpgep-
CTBO, KOMYHUKauuna, BUPTyaJ/iIHN eKunun, aose-
pue, mepuinHa rpaMoOTHOCT.

Mariyan Nikov is with the University of Telecommu-
nications and Post, Sofia, 1 Acad. St. Mladenov Str, So-
fia 1700, Bulgaria. E mail: Nikov.marian @gmail.com

I. BBBEAEHUE

B cbBpemeHHUA opraHuW3auMOHEH nen3ax au-
rmtanHata TpaHchopMauma NpecTpykTypupa oc-
HOBMTE Ha NMAepcKaTa npakTuka. lNpexogst oT
dU3NYECKN KBM BUPTYANIHO U XMOpUZHO paboTHO
NPOCTPAHCTBO, YCKOpeH oT naHgemuata COVID-19,
npespblya AUrMTanHaTa KOMyHMKauma oT NOMOLLeH
WHCTPYMEHT B OCHOBHa Cpefia, B KOATO Ce OCbLLecT-
BABa nugepctBoto (Kaplan, 2022). ToBa noctaeAa
npen pbKkoBoguTenute ¢yHAAMEHTasieH BbMpOC:
KaK Aa YNpaXkHsBaT BAUAHUE, Aa U3rpaxaaTt goBe-
pvie 1 aa HacouBaT eKNMNUTE CYM KbM OOLLM Lienn, KO-
rato npeo6nafasalla 4acT OT B3aUMoZencTB/ATa ce
OCDbLUECTBABAT Upe3 eKpaH?

KomyHurKauusaTa BuHarm e 6una cbpueBrHaTa Ha
NMAEPCTBOTO, HO B AUrMTanHa cpega TA Npupo-
6uBa HOBW M3MepeHua. 3arybata Ha 60raTcTBOTO
Ha HeBepbanHMTE CUTHaNKW, aCMHXPOHHOCTTa Ha
KaHanute, NoctosHHaTa WHOPMaUMOHHA MpeTo-
BApEHOCT M pPa3MMBAHETO Ha rpaHuUuTe Mexay
NpodecnoHasHOTO M JINYHOTO Bpeme Cb3fasaTt
cneumduryeH KOHTEKCT, B KOWTO TPAAULNOHHNTE KO-
MYHUKALMOHHN MOAENN M3MCKBAT KPUTMYHO npe-
ocmucniAHe. lNosBaTa Ha KoHUenuuATa 3a e-nu-
nepcTBo (e-leadership) owe B HayanoTo Ha 21. BeK
npeaBecTaABa UMEHHO Ta3n HEOH6XOAUMOCT OT HOBO
TEOPETUYHO OCMUCIIAAHE Ha NInJepcKaTa NpaKkTunKa B
TEXHOJIOIMYHO MeagunpaHa cpega.

HactoAawmaT poknag wvscnefnBa KOMYHMKAUMOH-
HUTE NUAEPCKN NPaKTUKW B AuruMTanHa cpepa,
pa3rnexaankym rm He KaTto MPOCTO MpeHacAaHe Ha
Knacuyeckute Mofenv B OHNAMH KOHTEKCT, a KaTo
KauyeCTBEHO HOBA CbBKYMHOCT OT KOMMETEHTHOCTH.
Llenta e ga ce oueprae pamka, KoATo obefmnHsABa
TEXHOJIOTMYHATa KOMMETEHTHOCT, eMOLMOHasHaTa
WHTENUIEeHTHOCT, CTpaTernyeckna mbop Ha Komy-
HUKALMOHHN KaHanu W KynTypHaTa 4yBCTBUTEN-
HOCT B eiUHHa Nuaepcka NPaKTUKa, pesieBaHTHa 3a
CbBPEMEHHWTE OpraHn3aLuun.

Ypes cuTynpaHeTo Ha M3cC/ieBaHETO B MO-LIMPO-
KUA OWCKYPC Ha AUMUTANHOTO NUAEPCTBO U KOMY-
HUKaLMOHHaTa TeopusA, OOKNagbT AoMNpuUHaca 3a
HI0AHCMPAHOTO pa3bupaHe Ha MexaHU3MUTe, Ype3
KOUTO epeKTUBHATA KOMYyHUKaUMA MOXe Aa 6bae
KyJITUBMPAHA Cpep nuaepu, oneprpawiy B xmbpua-
Ha 1 BMpTyanHa cpefa. OcBeH ToBa ce pasrniexaart
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NPaKTUYEeCKNTE UMNANKALUMK 3@ OpraHN3aUMOHHO-
TO pa3BuTUe, MporpamuTe 3a obyuyeHne Ha PbKO-
BOAUTENUN M HAYYHOTO OCMUCIIAHE HA AWUTUTASTHOTO
NMAEPCTBO KaTo CaMOCTOATeNIHa U3c/iefoBaTencka
obnacr.

II. METOAOJIOT A HA
N3CJIIEABAHETO

HacToawmaTt goknag nma 3a uen ga cucremaTu-
3Mpa 1 aHanu3npa KOMYHUKaALMOHHUTE NMAEPCKM
NPaKTUKN B AUrNTanHa cpefa MU TAXHOTO BAUAHME
BbpPXy epeKTUBHOCTTa Ha BMpPTyanHuTe 1 xnbpua-
HUTE eKNMMW.

WN3cnepnBaHeTo e pa3paboTeHO BbpXy OCHOBAaTa Ha
TEeOPETNYEH aHaNu3 U Nperneq Ha akTyanHaTa Hayu-
Ha nTepaTypa B 0651acTTa Ha e-NnMaepPCTBOTO, AUTU-
TaNIHOTO NNAEPCTBO N KOMYHUKALMOHHWTE TEOPUN.
MpaBu ce onnT 3a OTFOBOP Ha BbMpocuTe: Kakeu ca
XapaKkTepUCTUKNTE Ha KOMYHMUKaLMATa B AUrnTanHa
cpepa? Kom ca OCHOBHUTE KOMYHUKALMOHHU MpakK-
TUKWN, KOUTO OTNnYaBaT e(deKTUBHOTO AUrMTANHO
nmpepcTtBo? Kak Te3n NpakTuKu BAUAAT BbPXY U3-
rpaxJaHeTo Ha JoBepue, aHraXmnpaHoCT U Npoay-
KTUBHOCT B reorpadcku pasnpbcHaTh eknnn? Kak
nmgepute MoraT da WHTErpupaTt TeXHOMOorn4yHata
KOMMETEHTHOCT C KNaCMYeCKUTE KOMYHUKALMOHHN
ymeHunA?

II1. PE3VIJITATHU

OvrutanHata cpega TpaHchopmmpa ¢yHOAamMeH-
TaJIHO HauMHa, NO KOWTO Ce OCbLUeCTBABA NUAep-
cKaTa KOMyHMKaLmsA. 3a pa3nuka oT TpaguLMoHHaTa
oduc cpeaa, B KOSITO NNAepbwT pasnosara ¢ borat
Habop OT HeBepbanHU KaHanu 3puUTeNeH KOHTAKT,
e3K Ha TANOTO, TOH Ha rnaca, cnogeneHo ¢pusnve-
CKO MPOCTPAHCTBO, BMpPTyasiHaTa KOMyHMKauua e
3HaunTenHo no-6edeH cMrHaneH KaHasn. BugeokoH-
depeHTHUTE Pa3roBOpu YacTUYHO KOMMeHcupat
Tasu 3ary6a, HO BbBeXAaT CBOM Cneundukn T.Hap.
»ymopa oT Zoom®*, orpaH1YeHO 3pUTESHO NOoJe, Tex-
HUYECKM CMYLLIEHMA 1 TANCATa Ha CTPAHNYHM Pa3ro-
BOPU, KOUTO B 0drCa YeCTO HOCAT LIEHHA OpraHn3a-
LUMOHHA UHpopMaums.

ChblueBpeMeHHO auruTanHaTa cpefa npepocTaBs
HOBW Bb3MOXXHOCTM ACMHXPOHHATa KOMYHMKaLmA
Nno3BossiBa Mo-0OMUCIIEHN OTrOBOPW, AUTMTANHU-
Te WHCTPYMEHTWU 3a CbTpyAHu4YecTBO Kato Slack,
Microsoft Teams 1 Zoom ocurypasat Npo3payHocCT
N NPOCNeAMMOCT Ha pelleHusTa, a reorpadckaTa
HE3aBUCUMOCT paslWKMpaBa MoTeHUMana 3a npwu-
BnnYyaHe Ha TanaHtu (Larson & DeChurch, 2020).
JinpepsbT B AUrnTanHa cpepa Tpabsa Aa oBnagee

Ta3n ABONCTBEHOCT [Aa KOMMEHCMpa 3arybute n aa
13M0/13Ba Mb/IHOLEHHO HOBUTE Bb3MOXHOCTY

KoHuyenyusama 3a e-nudepcmeso Kamo meopemuy-
Ha pamka

KoHuenuuaTta 3a e-nuagepcteo (e-leadership), Bb-
BefdeHa oT ABonno, Kaxam n [oax B Ha4yanoTo Ha
21. BeK, Npeprnara TeopeTnyHa pamKa 3a OCMUCHS-
He Ha NNAEepPCTBOTO B TEXHONMOMMYHO MeaumnpaHa
cpena (Avolio, Kahai & Dodge, 2000). E-nugepctso-
TO ce gedurHMpa KaTo coumaneH npouec Ha BAuA-
HWe, oNoCcpeacTBaH OT TEXHOMOMK, YMATO Les e aa
npean3BMKa NPOMsIHa B HArnacmTe, MUCIIEHETO, NO-
BEEHWNETO 1 NPeACTaBAHETO Ha MHAUBUAN, TPYMN 1
opraHusauum (Van Wart et al., 2019) . Toea onpege-
NeHne e NPUHLUNHO BaXKHO, TbiA KaTo NOCTaBA Tex-
HOJIOrMATa HE KaTO MHCTPYMEHT, @ KaTO KOHCTUTYTU-
BEH eJIeMEHT Ha caMaTa IMAepPCKa NpaKTrKa.

E-nnpepcTBOTO He e oTAeNieH CTU Ha NINEPCTBO,
a cneundryHO KOHTEKCTYaANHO YCJIOBUE, B KOETO
ce NpoABABAT pas3fINYHMUTE NUAEPCKU cTunose. N3-
cnefBaHMATa MOKa3BaT, Ye TpaHCHOPMALNOHHOTO
NMAEPCTBO, OCHOBAaHO Ha BAbBXHOBEHWE, UHAWNBW-
Ayanu3npaHo BHUMAHVE Y UHTEeNeKTYyaHa CTUMyna-
Lus, ce OKa3Ba 0CO6eHO epeKTBHO BbB BUPTYASTHM
KUMKW — IMEHHO 3aLl0TO KOMMNEHCPa eMOLIMOHa-
HUA gedruUMT Ha AUruTanHaTa cpeaa 4vpes Cb3Ha-
TENHO M3rpageHa BU3NA N NepCOHANHO OTHOLLEHNe
(Purvanova & Bono, 2009; Avolio et al,, 2014) . Bbs
BUPTYasIHNA KOHTEKCT NAepbT TPAOBa Aa Ccb3faBa
OTHOLLEHNA C MHOXECTBO Pa3npbCHATU YHaCTHULN,
na GoKycrpa Bbpxy NoAgKpenarta Ha CbTPYAHUYECKN
npouecu B CIOKHW YCNIOBUA 1 la OTroBapA Ha Ha-
pacTBalMTe eTUUYHN BbNPOCK, CBbP3aHN C gurnTan-
HOTO PaboTHO NpocTpaHcTBo (Liao, 2017).

AKmusHOMO CaywiaHe 8 dueumasnHa cpeda: npeo-
dosiAgaHe Ha cuzHaaHuA oegpuyum

AKTMBHOTO C/lyllaHe OCTaBa efjHa OT OCHOBOMNONa-
ralymMTe KOMyHUKaLMNOHHW TNGEPCKN MPAKTMKN, HO B
AWrUTanHa cpeda To U3NCKBa cneuudnyHn aganTa-
umnn. Jingepst TpAbBa Cb3HaTENIHO Aa KOMMeEHCMpa
nvncata Ha HeBepbanHW CUrHanum Ypes no-3aabyibo-
YeHM BbMNPOCK, Ype3 U3PUYHOTO NOTBDbPKAABAHE Ha
pa36upaHe (,MpaBunHo nu pasbupam, ve...”), upes
BHMMaHME KbM MUKPOU3pPa3nNTe Npu BUOEOKOHpe-
PEHTHW Pa3roBOpM 1 Ype3 NPOaKTUBHO TbPCEHE Ha
ob6paTHa Bpb3Ka OT YIeHOBE Ha eK1Ma, KOUTO NHaue
61xa oCcTaHanu ,HeBUAUMN" B AUTUTANHUA NOTOK.

EnHa oT KnoyoBuUTE 0COOEHOCTM Ha AUTUTANTHOTO
CnywaHe e HeobxoaUMOCTTa Aa ce obpblya cneyu-
a/THO BHMMaHNeE Ha ,,TULLIMHATA" Ha XopaTa, KOUTO He
Ce 1U3Ka3BaT B rpynoBU Pa3roBOpPW, Ha 3aKbCHeNUTe
OTroBOpPW, Ha MPOMEHUTE B CTUJ1a HA NMNCMEHaTa Ko-
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MyHVKauua. Team curHann B opurc cpepa ce ynaBat
WHTYUTUBHO Ype3 HabnoeHre Ha e31Ka Ha TANOoTo,
HO B AMIUTaIHA Cpefla U3MCKBAT OCb3HATO BHMMA-
HUEe 1 YeCTO ANPEKTHA N UHAVMBUAYANTHA KOMYHWKa-
LSl U3BbH 0OLWUTE KaHanwu.

U3epax0aHe Ha Oosepue 8v8 8UPMYAJIHU U 2€0-
epachcku panpscHamu ekunu

[loBepueTo e BanyTa Ha epeKTUBHOTO NMAEPCTBO,
HO B AUTUTaNHa Cpefa To Ce U3rpakga no NpuHumn-
HO pa3nunuyeH HauuH. be3 cnopgeneHnTe exenHeB-
HU B3auMmopencTeua, 6e3 obeauTte 3aegHo K 6e3
ClyyaiHWTe Pa3roBOpu B KOPWAOPA, LOBEPUETO
TpsAbOBa Oa ObAe M3rpakgaHoO Upe3 Cb3HATENHU U
CUCTEMATUYHU MPAKTUKK NMOCNef0oBaTe/IHOCT B KO-
MyHVKaumATa, NPO3payYyHOCT Npy B3eMaHeTo Ha pe-
LWeHuA, HaBpeMeHHa obpaTHa Bpb3Ka 1 npefcKkasy-
€MOCT Ha NNAEePCKOTO NoBeAeHue.

M3cnegBaHusiTa nMoKaseat, ye T.Hap. ,swift trust”
(6bp30 foOBepue) € 0CO6EHO BaXKHO BbB BUPTYAI-
HW €KUMK, KOUTO YecTo ce chopmmpaT 3a onpepe-
NeH NPOEKT 1 HAMAT BpeMe 3a ObJIro Orno3HaBaHe
(Hertel, Geister & Konradt, 2005). Jlugepst nrpae
K/0UOBa PONA B HEFOBOTO U3rpaXkaaHe ypes AICHO
nedvHMpaHe Ha PoNNTe, OTKPUTA KOMYHMUKaUuWA
33 KOMMEeTeHUUNUTe Ha Y/leHOoBeTe U Cb3JaBaHe Ha
KynTypa Ha MCuXofiormyecka CUrypHocCT, B KOATO
uneHoOBETE Ha eKuna MoraT Aa 3ajaBaT BbMpocu,
[a Npu3HaBaT rpeLllkn 1 aa n3passBaTt Hecbriacme
6e3 cTpax oT HeraTMeHU nocnefctema (Edmondson,
1999).

Cmpamezuydecku u36op Ha KOMyHUKAYUOHHU KaHa-
Jlu: meopusma 3a 6o2amcmeo Ha Medusma

EgoHa oT Hal-npakTUYHUTE KOMMETeHTHOCTU Ha
OUTUTANHUA Nuaep e cTpaternyeckmaTt m3bop Ha
KOMYHVKaLWOHEH KaHan B 3aBUCUMOCT OT ecTecT-
BOTO Ha cbobueHuneTo. TeopuATa 3a 60raTtcTBOTO
Ha meguaTa (media richness theory) noackassa, ue
CNOXHW, MHOTO3HAYHU 1 EMOLMOHANHO HaToBape-
HU CbOOLLEHNA U3NCKBAT ,Mo-60ratn” KaHanu Bu-
AEeOKOHbEePeHLMA NN NoHe TeflepOHEH Pa3roBop,
[OKaTo pyTMHHa U HepBycMucieHa nHdopmMauuma
Moxe edeKTMBHO Aa ce npedafe upe3 NUcMeH Ka-
Han (Daft & Lengel, 1986) .

B npakTuKaTa TOBa O3HayaBa, ye nuaepsT TpAbBa
[a C1 3ajaBa BbMNPOCa: NOAXOASALY SN € TO3U KaHan
3a ToBa cbobuieHue? Jlown HOBUHM, KOHPNKTU 1
YyBCTBUTENHN 06paTHM BPbH3KM PAAKO Ce NoAHacAT
po6pe upes umenn nnm Slack. ColueBpeMeHHO Abi-
MM Pa3sACHEHNA MO TEXHUYECKU BBMPOCU YecTo ce
npenasat no-epeKTUBHO B NMCMeHa Gopma, KOATO
NMo3BOJIABa BPbLUAHE KbM TEKCTA 1 OOMUCIIEH OTTO-
Bop. OBnagABaHETO Ha Ta3n HGanaHCUPOBKA MeXay

+CUHXPOHHO 1 aCMHXPOHHO" ,,60raTo 1 KpaTKo",,yCT-
HO M NUCMEHO" e efAHa OT OCHOBHUNTE KOMIMETEeHT-
HOCTW Ha AUTUTaNHUA nngep.

EmouyuoHasiHa uHmenuzeHMHoOCM U emMnamus 8 ou-
eumasiHomo nuaepcmeo

EMounoOHanHaTa WHTENUreHTHOCT npupoburea
HOBA CTOMHOCT B AWITaNiHa Cpefa, KbaeTo aeduuu-
TbT Ha HeBepOasHN CUrHaNM JIeCHO MOXe Aa AoBeje
A0 HepopasyMeHus, fO Bb3npremaHe Ha NMUCMeHU
CbOOLIEHNA KAaTO PEe3KU WM He3anHTEePECOBaHMU,
0O HaTpynBaHe Ha EeMOLMOHANIHO HarMpeXeHue.
JInpepbT € BUCOKA eMOLMOHANHA VHTENIUIEHTHOCT
Cb3HaTeNTHO KOMMeHcKpa Ta3n 6egHOCT Ha KaHana
ypes No-ToMbJ TOH, Ype3 K3MoJI3BaHE Ha NepPCoHa-
N3NPaHN 0OPbBLLEHNSA, Ype3 BHUMAHME KbM Masl-
KWUTE 3HaUM Ha U3TOLLEHNE WX Ae3aHraXknpaHoCT
(Goleman, 2000).

EmnaTtusTa B gurutanHa cpefa 03HavyaBa CbLLO Taka
OTUMTaHe Ha pasfNYHNTE OOCTOATENCTBA, B KOWUTO
paboTAT uneHOoBETE Ha eKuna PasfnyYHN YacoBM
30HU, Pa3fIMYHX AOMALLHW YCIOBUA, Pa3fivNYHN HMBA
Ha TEXHONOMMYHA FPAaMOTHOCT U AOCTbN A0 NHpPa-
CTPyKTypa. Jlnaepst, KoWTo nposBsABa pasbupaHe
KbM Te31 pa3nmyums 1 agantpa KOMyHUKaLNOHHUTE
CN NPAKTUKN KbM TAX, U3rpakaa no-cuiHa ekunHa
CNIOTEHOCT M NO-BMCOKO HMBO HAa aHraXXMpPaHOCT.

HueumanHo npucscmeue u 8UOUMOCM HA ﬂuaepa

B aurutanHa cpepa BUAMMOCTTA Ha NiMaepa He e
aBTOMaTMyYHa TA TPAGBA Aa ce M3rpaxaa Cb3HaTten-
Ho. ToBa BK/lOUBa PefOBHUN BUALOCPELLN, aKTUBHO
yyacTue B 06WMTe KaHanM 3a KOMYHVKaLms, cnoge-
NAHEe Ha CTpaTernyeckn HaCoKM 1 0OCBeAOMABAHE Ha
€Kuna 3a Nno-WNPOKNA OPraHN3aLMOHEH KOHTEKCT.
AVrntanHoTo NPUCHCTBUE BKJIIOYBA HE CaMO TOBA
KaKBO NMAepbT Ka3Ba, HO 1 KOra 1 Kak pearmpa Ha-
BPEMEHHUAT OTFOBOP Ha BbMNPOC, NPU3HABAHETO Ha
uyXZ MPVHOC, BUANMOTO B3€MaHEe Ha peLleHuns B
eKUMNHWA KaHaJ.

CblUeBPEMEHHO AWUMMTANHOTO MPUCHCTBUE W3UC-
KBa 6aNnaHC CBPBXMPUCHCTBMETO MOXE Aa Ce Bb3-
nprieme Kato MUKPOMEHUAXMBHT M MOCTOAHHO
HabnoeHe, KOETO NoAKoMNaBa AOBEPUETO U aBTO-
HOMHOCTTa Ha ekuna. urntanHuaT nngep oenaaAsa
Ta3un 6anaHCNPOBKa Ype3 AICHN PUTMM Ha KOMYHUKa-
UMA CeAMUYHUN CPELLM, PETYNAPHN UHAVBUAYANHN
pa3roBopy, NPO3payHy KaHaiv 3a aKTyanusauuu
6e3 la cb3aaBa ycellaHe 3a NoCToAHHA NpoBepKa.

XubpudHusm moodesn u UHMezpupaHemo Ha npu-
CBbCMBEeHU U 0U2UMAsnHU NPAakmMuKu

XnbpuagHuAT paboTeH Moaen, B KOMTO YacT OT eKu-
na paboTun Ha MACTO, a Apyra ANCTAHLNOHHO, MOCTaBA
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cneuyndryYHM KOMYHUKaLVNOHHMW Npean3BUKaTeNCTaa.
Ton n3nckea ot nuaepa Aa BHMMaBa 3a,acuMeTpuaATa
Ha NPUCHCTBME” TEHAEHLMATA YNEHOBETE Ha €KUNa,
KOWTO paboTAT Ha MACTO, HEBOJTHO Aa MoJy4YaBart no-
Beue nHpopmaLus, MoBeYe Bb3MOXKHOCTM 3a Hedop-
ManH1 pasroBopu 1 OTTam MoBeye BAUAHME BbPXY
peweHunsTa(Zaccaro & Bader, 2003).

MNpeogonABaHeTO Ha Ta3n aCUMETPUA M3UCKBA OT
nuaepa Cb3HaTeNHU NPAKTUKN: BaXKHUTE peLueHus
Ja ce B3eMaT B CMeCeHU cpewy; HedpopmanHuTe
pa3roBopu B opuca aa ce CNOAENST cyief TOBa B 06-
WKMA KaHan; putMmTe Ha pabota ga 6baaT nnaHupa-
HW TaKa, Yye Aa He AUCKPUMUHMPAT AUCTAaHUNOHHMUTE
cnyxutenu. bbnrapckmTe npoyyBaHuA NoKasBeart, ue
Hap ABe TPeTU OT CYKUTENUTE B ObArapckmTe KOM-
NnaHUN paboTAT B XMOPUAEH PEXUM, KOETO MPaBK
Te31 NPaKTMKK He NPOCTO XenaTesiHn, a Heobxoau-
MM 3a CbBPEMEHHOTO NNAepCTBO.

KpockynmypHa KoMyHUKayus u KyamypHa dyecm-
gumesiHocm

AurntanHnWTe TexHoMorMm no3BonABaTt Crnobs-
BaHETO Ha eKMMNW OT Pas3fIMYHN reorpadckm n Kyn-
TypHU pervioHn. ToBa pa3wupsABa NoTeHuMana 3a
pa3Hoobpasme M MHOBALUMW, HO CbLIEBPEMEHHO
NnocTaBA KOMYHMKALMOHHU Npear3BUKaTeNCTBA
pa3nnyHM CTUIOBE Ha M3pa3fABaHe (ANpPeKTeH cpe-
Ly KOHTEKCTYasieH), pa3fiyHn Harnacu Kbm epap-
XWATA, Pa3INYHM OYaKBAHUA OTHOCHO BPEMETO 3a
OTrOBOP 1 TOHa Ha NUCMeHaTa KOMyHUKauusa. Kyn-
TypPHa UHTENNIEHTHOCT € MprEeTa KaTo KoY0BO 13-
MepeHue Ha NmaepckaTta KOMMNETEHTHOCT, 0CO6eHO
B KPOCKynTypHuTe BUpTyanHu ekunu (Cortellazzo,
Bruni & Zampieri, 2019).

NinpepsbT € pas3BuTa KynTypHa YyBCTBUTENTHOCT
ajanTvpa CBOWUTE KOMYHUKALVMOHHMW MPAKTUKN KbM
KyNnTypHUTE 0CO6eHOCTU Ha ekuna, 6e3 fa nsnapa B
cTepeoTmnu. ToBa BK/lOYBA OCb3HaBaHe Ha COOCT-
BEHUTE KyNTYpPHW MpPeAnocTaBKM, FOTOBHOCT fJa
3ajlaBa BbMNPOCK, MbBKABOCT MpuW M3rpakaaHe Ha
rPynoBu HOPMM 1 Cb3AaBaHe Ha MPOCTPAHCTBO, B
KOETO BCUYKM KYNTYpHU MEpPCneKkTMBM ce Bb3Nnpu-
€MaT KaTo LieHEeH NPUHOC.

IV. U3BOJAN/AUCKYCHUS

AHanM3bT Ha KOMYHUKALVNOHHNTE NNAEPCKM NpaK-
TUKW B AUrMTaNHa Cpefa NoKasBea, Ye epeKTBHOTO
AUTUTANHO NNAEPCTBO He e MPOCTO MpwuaraHe Ha
MoO3HaTU MOAENV B HOB KOHTEKCT, a NpefcTaBnsaBa
KayeCcTBEHO HOB KOMMEKC OT KOMMETEHTHOCTW. Jln-
AepuTe TpA6Ba Aa oBnagenaT 6anaHCMPOBKaTa MEX-
[y TEXHOJIOTMYHATa FPaMOTHOCT 11 eMOLMOHaJTHATa
WHTENIMTEHTHOCT, MeXAY BUAMMOCTTa U aBTOHOM-

HOCTTa Ha eKMMa, Mexay CTaHJapTM3auuaTa u Kyn-
TypHaTa YyBCTBUTENHOCT.

Pe3ynTaTnTe nofcKa3garT, Ye opraHu3aymmuTe cneg-
Ba Aia MIHBECTMPAT LiefIeHacoYeHOo B Pa3BUTUETO Ha
Te3n KOMMETEHTHOCTM 4pe3 Nporpamu, KOUTo Cb-
yeTaBaT TEXHUYECKN YMEHUA C KOMYHVKALMOHHA U
eMoLuMoHanHa nogrotoska. Knacuuecknte nporpa-
MM 32 pa3BUTNE Ha NMAEPCTBOTO TPAOBa Aa 6baat
NPeoCMKCNIeHM TaKa, Ye Aa oTpas3ABaT peasHoCTTa
Ha XxMbpuaHaTta 1 BUpTyanHata paboTa, 6e3 ga ce
OTKa3BaT OT OCHOBOMOMArawyTe NPUHLMNN Ha Yo-
BELLUKOTO NIAEPCTBO.

CoblueBpemMeHHO M3cneABaHeTo MnoayepTaBa 3Ha-
UEHMETO Ha KYNTypa Ha NCUXONOornyecka CUrypHoOCT
B AWTVTaNHa cpefa KyNnTypa, B KOATO YIeHOBEeTe Ha
eKuna morat cBo60fHO Aa u3pasasar naeun, aa npu-
3HaBaT rpeLuKkm 1 Ja 3ajaBat Bbnpocu. Ta3u KynTypa
He ce n3rpaaa aBTOMaTUYHO TA e pe3ynTaT OT Cb3-
HaTefIHWTe KOMYHUKALWOHHM NPaKTKM Ha nugepa
N OT OpraHV3aLMOHHUTE HOPMU, KOWTO TOW YCTaHO-
BABa Upe3 CBOA Npumep.

JNCKYCMOHHM OCTaBaT BbMPOCUTE 3a AbroCpoY-
HUTe edeKTV OT NPOABIKMTENHATA AUrUTaNHa pa-
60Ta BbpXy OpraHu3auMoHHATa KynTypa, 3a eTuny-
HUTE aCMeKTU Ha AWUMMTANHWA MOHWUTOPVIHT U 3a
cneundryHMTE NpPean3BMKATeNICTBA Ha W3KYCTBe-
HWUA VHTENEKT KaTo HOB GAKTOpP B KOMYHMKALMOH-
HaTa ekocucTeMa Ha nugepa. Tesn BbNPOCU ouyep-
TaBaT MepcrnekTMBMTE 3a Obaewn M3cneaBaHusa B
obnacTTa Ha AUrNTaNHOTO TMAEPCTBO.

V. 3AKJIFOYEHUE

Upe3 n3cnegBaHeTo Ha KOMYHWKAUMOHHWUTE NU-
OEPCKN MPAKTUKU B AMruTanHa cpepa 6axa npeH-
TUPULMPAHN OCHOBHUTE KOMMETEHTHOCTU, KOUTO
dbopmmpaT ePeKTUBHOTO AUTUTASTHO NNAEPCTBO aK-
TUBHO CiyLlaHe B YCNOBMATa Ha cCUrHaneH gebuuur,
cTpaTernyeckm n3bop Ha KOMyHMKaLVOHHW KaHanu,
nsrpaxgaHe Ha goBepue ypes NnocnefoBaTenHoCT
N NPO3PayHOCT, EMOLMOHANIHA UHTENIUIEHTHOCT ”
KYJITYpHA 4YyBCTBMTENTHOCT, 6anaHcMpaHo gurutan-
HO NMPUCBHCTBUE U UHTEFPUPAHE HA MPUCHCTBEHMU
W BUPTYanHU NPaKTUKK B XxnbpuaHaTta cpepa. Tesm
NPUHLMMAN HE CaMO YNnecHABaT eXXeHEeBHOTO QYHK-
LUNOHMPaHe Ha BUPTYanHUTe N XMbprngHUTe ekmnu,
HO 1 GopMUpPaT OCHOBATA 3a AbArOCPOYHA OPraHun-
3aLMOHHA YCTOMUYMBOCT Y UHOBATUBHOCT B AUrMTas-
HaTa enoxa. OBnagABaHeTO Ha KOMYyHUKaLNOHHUTE
NUAEPCKM NPaKTMKN B AUrnTanHa cpefa ce ouepra-
Ba KaTo »KM3HEHOBa)HO HaUMHaHKe 3a NuaepuTe Ha
21. BEK 1 3a OpraHMsauumnTe, KOUTO Ce CTPeMAT Aa
CbXPAHAT CBOATA KOHKYPEHTOCMOCOOHOCT U XyMaH-
HOCT B TEXHOJIOTMYHO MeAUVPAHNA CBAT.
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XAPAKTEPU3ALINA U ITOJOBPEHUE HA
TOUYHOCTTA HA EJIEKTPOXUMUYEH
NMIIEJAHCEH AHAJIN3ATOP HA
bA3ATA HA UHTET'PAJIHA CXEMA
AD5933

Kpacumup Kocragunon

Pesiome: To3n poknag npeacraBs pesynrtatu-
Te OT XapaKrepusauus Ha eNeKTpoXuMun4eH
MMnefaHCeH aHaAM3aTop M3NON3BaH B eJiek-
TPOXMMNYHA WMMEAAHCHA CMNEeKTPOCKoONMA W
noBuLIaBaHe Ha TOYHOCTTa Ha HerosuTe n3mep-
BaHuA. Paspa6oTeHuaT npotoTun Ha 6asara Ha
nHTerpanHarta cxema AD5933 npeacraBnaBa
AOCTbMNHa anTepHaTUBa Ha KOMepcnanHUTe M-
nefjaHCHU aHanusatopu nogxopasuwia 3a o6y-
ynTenHn uyenu. Ypes Kanmbpauua Ha MacMBHM
KOMMOHEeHTU (pe3ncTopu W KOoHAeH3aTopm),
CUMyNMpaLM eNneKTPoOXNMMNYHIN npoLecn ¢ eTa-
JIOHEH UMneAaHCeH N3MepBaTesneH ypep, 6ewe
n3mepeHa TOYHOCTTa B YeCTOTEH N UMMNeAaHCceH
AnanasoH N3BbH MOCOYEHUAT B AOKYMeHTauu-
ATta Ha AD5933. Nogo6pABaHeTO Ha TOYHOCTTA
Ha M3MepBaHMATa € OCbLLEeCTBEHO C MomMmolyra
Ha AONbAHNTENEH XapAayep 1 pa3paborBaHe Ha
copTyepeH anropuTbm KONTO eNUMMNHMPaA N3TU-
YyaHeTo Ha ammnNTyAaTa Ha U3MepeHaTa YyecTtoTa
B CbCeiHNTE YeCTOTHU JIEHTW.

Kniowosu Oymu: EneKTpoxumumyHa mmnegaHcHa
cneKkTpockonus, xapakrepusauusa, AD5933.

I. BBBEJAEHHUE

EnekTpoxmmmnyHaTta MMnegaHcHa CnekTpockonus
(ENC) ce e Hanoxwuna npes3 nocnegHnUTe geceTtune-
TUA KaTo BOAELLA TEXHMKA 3a aHaNn3, XapaKTepusa-
UMA 1 ANarHoCTUKA Ha eNeKTPOXUMUYHN NPOLLECH 1
MaTepuann 3apaan HelMHMA HEMHBA3MBEH XapaKTep
1 Bb3MOXXHOCTTA [la Ce NPaBAT M3MepPBaHNs B paboT-
HO CbCTOAHME Ha U3cegBaHaTa cucremaTa. HelmHo-
TO NPUNIOXKEHWE, 3aMOYHANO B Kpana Ha 70-Te roaAnHK
Ha 20 BeK B 06/1acTTa Ha Kopo3uaTa [1] 1 onoBHUTE
akymynaTopHu 6atepun [2], ce pasnpocTupa npes

Kpacumup KoctapgmHoB e poktopaHT B MuHHO-
Feonoxkun YHnepcuter, CB. UBaH Punckun” rp. Copua
1700, yn.,,npo¢. boaH KameHos” 1.

En. nowa: krasimir.k@gmail.com.

21 BeK B pa3paboTBaHETO Ha HOBU TEXHONOrMM 3a
CbXpaHeHue Ha eHeprus : Li-lon 6aTtepun [3], TBbP-
[OOTENHN FOPUBHMW KNETKU [4], MUKPOOHN FOpPUBHU
KneTku [5] n oKncnmTenHo-peayKLUNOHHN NPOTOYHM
6atepun [6], [7]. Opyra o6nactv Ha n3non3BaHe Ha
ENC e B 6buo-megnumnHaTa 3a pa3paboTkaTta Ha UM-
neguMeTPUYHN BOCeH30pK, C KOUTO MoraT Aa ce
OTKpUAT Bupycu, nospeagn B [HK, npotenHn mnnn
aHtuTena [8], [9], OTKpMBaHETO Ha 3amMbpcsABaHe B
XpaHa 1 BofAa 1 B aHanm3 Ha nekapcTea [10]followed
by measurement of the response in the form of AC
current (or voltage, KakTo 1 3a pa3paboTBaHe Ha Ma-
Tepuanu, C KOUTO MoXe fa ce abcopbupa CO2 [11].

MpuHUMNBT Ha paboTa Ha ENC ce cbcTom B npuna-
raHe Ha CUHYCOMAANHO HamnpeXeHue BbpXy enek-
TPOAWTE Ha eNIeKTPOXMMUYHA CCTEMA M U3MepBaHe
Ha NPOTUYALLMAT TOK, YMATO amnautyaa e $ha3oso
OTMeCTeHa CMPAMO MNPUJIOKEHOTO HaMpeXeHue
[12]. KOoMNIekcHMAT nMmnegaHc ce N3JncasaBa Kato
OTHOLIeHMe Ha guckpeTHa Dypue TpaHchopmauma
Ha N3MEPEHOTO HanpeXeHMeTo 1 TOK 3a JafeHa br-
nosa yectota w [13]:

F(E®))
F(i(0)

Ha 6a3aTta Ha M3MeEpPEHMAT UMMNEAAHC B LUMPOK
YeCTOTEeH AMana3oH Ha eNekTPOXMMUYHA CUCTEMA,
MOXe fila ce aHanM3npaTt NpoTuyaluTe Nnpouecn B
LABOWHUAT CNON MeXAy eNleKTPOA 1 eNeKTPOSINT, OT-
[AABaHETO M MNPUEMAHETO Ha eNeKTPOHN B €NIEKTPO-
auTe (OKNCIUTeNHO-peayKLUMOHHA peakumsa), audy-
31ATa Ha NOHW NNV MONEKYNN MEXIY efleKTponuTamn
enekTpoanTe N CbNPOTUBNIEHMNETO Ha eNleKTpoNnTa
[12]. Hanpumep 3a aHanu3 Ha andy3noHeH npouec
e Heobxoamm curHan nog THz nopagun AbArUAT UH-
TepBas OT BpeMe npe3 KOWTO TOW NpOTHYa, JOKATO
3a U3MepBaHe Ha CbMPOTUBEHNETO Ha NTIEKTPONUT
MOXe [la ce U3non3Ba curHan c yectota 50KHz [14].

NHcTpymeHTUTe € KouTo ce u3bpwsa EUNC ce
HapuyaT Hal-o6Wo enekKTPOXUMUYHN UMNEJAHC-

Z(jw) = = |Z]exp(o), [Q] (1)
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HW aHanu3aTopu. Te ce CbCTOAT OT aHanoros 610K,
HapeyeH eneKkTPoOXuUmMnUeH MHTepdenc n uyndpos
650K KONTO MOXe fda 6bae MMmnenaHceH M3MepBa-
TeneH ypen WM aHanM3aTop Ha YecTOTHa Xapak-
TepUCTMKa. ENeKTpOXMMNYHMAT NHTEpPenC Moxe
[a paboTn B pexmm cTaTiuyeH noteHuman (npunara
Ce HampeeHune 1 ce n3mepBa TOK) UK B CTaTUYEH
TOK (Npwunara ce TOK U Ce N3MepBa HanpeKeHue).
Lndposusat 6nok npeobpasyBa M3MEPEHOTO aHa-
NIOTOBO HarpeXeHue N ToK B LMPPOB CMrHan 3a
eUHMNYHa YecToTa 1 ceq npunaraHe Ha Yp. (1) ce
nosyyaBa abconioTHaTa CTOMHOCT Ha MMMeAaHca |Z]|
1 $a3oBUAT BIbA MeXAYy HanpeKeHmeTo u Toka. OT
Te3n ABe U3MepPeHU CTOMHOCTM ce M3YMCABa pean-
HaTa 1 UMarnHepHaTa YacT Ha nmnegaHca [13]:

Zre = |Z| X cos(¢) [Q] 2
Zim = |Z| x sin(¢) [Q] (3)

KomepcmanHute ypean paboTaT B UeCTOTeH
Avana3oH oT PHz go MHz n umat 6a3oBa TOYHOCT,
3anoysaua ot 0.1%, KoeTo npeacTaBnABa Han-go-
6paTa TOYHOCT, KOATO M3MEPBATENHUAT ypes MoXe
[,a NOCTUIHE NPV ONTUMAsHK ycnosusA. B Tabnuua
| ca NnoKasaHM HAKOMIKO Modena eNnekTPOXUMUYHU
UMNegaHCHM aHanM3aTopu, Kakto 1 6a3oBata UM
TOYHOCT NPY MaKCKMMasieH YeCTOTEH U UMMe[aH-
CeH AnanasoH.

TasnvuAa |

BA30BA TOUHOCT HA UMMEJAHCHU AHATIM3ATOPY
[pou3soauten/ Makcumanen Makcumanen
Mogen/ YecTOTeH AnanasoH/ | UMMefaHceH
ba3oBa TouHoCT /ImnepaHcen [QManasoH/

A1ana3oH YectoTeH AnanasoH

Pine/ 10pHz-1TMHz/ 1mQ-100MQ/
WaveDriver200/ 100-2KQ 10pHz-100Hz
1%
CorrTest/ 10uHz-100KHz/ 50mQ-100MQ/
(s310m/ 100-10KQ 10pHz-100Hz
0.5%
BioLogic/ 10uHz-500KHz/ 100mQ-1MQ/
SP300/ 1000Q-1KQ 10pHz-1KHz
0.3%
Solartron/ 10uHz-100KHz/ 10Q-100KQ/
1260A/ 100-10KQ 10pHz-10KHz
0.1%
Cneundukauma Ha YecToTeH AnanasoH /ImnepaHcen
AD5933 1KHz-100KHz 6e3 NnanasoH
0.5% npu yectoTa nHhopmaLmA 3a 1KQ-10MQ
30KHz n umnenaHc TOYHOCT 6e3 nHdpopmauma 3a
200KQ TOYHOCT
MpeanoxeHoto 25Hz-100KHz/ 100Q-10KQ/
pelueHue Ha 6aza 100Q-10KQ 25Hz-100KHz
AD5933/0.5%

II. CIIEHUOPUKALIMA HA AD5933

WHterpanHata cxema Ha Analog Devices AD5933
MOXe [ja M3MepBa KOMMIeKCeH MMMeAaHC Ha enek-
TPOXMMMUYHa KneTka unu 6atepusa. bnokosarta cxema
Ha UHTerpupaHna nMneaaHCceH aHanmM3aTop e Nnoka-
3aHa Ha ¢ur. 1 [15]:

BbHLUIeH TakToB
reHepaTop
_.| CuHycnopaneH -
BuTpelen reHepartop
TakToB [ —
AD5933

reHeparop

TemnepatypeH
CceHsop

NuckpetHa

Dypre )
12 6uta Gain
TPaHCfbprﬁuM“ ‘{ AR XX

Mpo3sopew Ha XaH

‘ 12C KomyHukaums ‘

Que. 1 bnokosa cxema Ha AD5933

B cxemaTa ca uHTErpupaHu BbTpeLleH TaKTOB re-
HepaTop C HOMMHanHa yectota 16.776MHz; myntu-
nnexkcop 3a n3bop Ha BLTPELLEH U BbHLUEH TAKTOB
reHepatop, 27-6UTOB AUPEKTEH LMPPOB CUHTe-
3aTOp Ha CUHyCcOouJaneH CUrHan C pasgenvresiHa
cnocobHoct 0.1Hz n makcumanHa yectota 100KHz,
nporpammpyem n3xogeH ycunsaten c 4 npegeduHu-
paHy aMnAnTyam, TOKOB TPAHCAKCEP C BbHLUEH LUY-
HTOB pe3ncTop, Nporpammpyem BXofeH ycunsaTen
¢ 6ydepHO eAHOKPATHO UM NETKPATKO YCUJIBaHe,
HUcKouecToTeH ¢GunTbp, 12 GUTOB aHANOroBO-LUU-
dpoB npeobpasysaten (AL), npo3opeuHa yHK-
LKA Ha XaH, MoZyn C ANCKPeTHa TpaHcpopmaLma Ha
Dypue, BbTpeLLeH TemnepaTypeH ceH3op, 12C 6510k
3a KOMyHMKaUWs, Ype3 KOMTO MOXe fa ce yrnpasnsa-
Ba AD5933 u ga ce nonyyaT usmepeHuTe CTONMHOCTU
cnep puckpeTHa TpaHcdhopmauma Ha Qypue.

Cnopeg cneundmrKkaumaTa Ha NpousBoauUTens, UH-
TerpasnHarta cxema nma YyecToTHa nieHTa mexay 1KHz
1 100KHz n mnepaHceH arnanasoH mexgy 1KOhms
n 10MOhms. C nogxoaAaiy AOMbAHUTENEH Xapayep
AOJiHaTa rpaHmnua Ha YeCToTHaTa JieHTa U UMMNefaHC-
HUAT AMana3oH mMorat Aa 6baaTt paswmpeHu.

TouHocTTa Ha AD5933 no cneundukaums e 0.5%
npu cnefHWTe YCNOBUA: aMMANTyAa Ha U3XOOHUAT
curHan 2V p-p, yectota 30KHz 1 200KQ nmnegaHc,
KOWTO ce n3mepBa. Ta3u MHOpMauua e HegocCTa-
TbYHa, 3a Aa Ce OLeHW Jann TOYHOCTTa Ha MMMefaH-
CeH aHanm3aTop M3rpageH Ha 6a3ata Ha AD5933 we
e nogxopdslla 3a M3MepBaHe Ha npouecuTe B efHa
eNleKTPoOXUMMYHa cnctema. Nopaamn Ta3m NpuUYnHa,
eflHa OT LennTe Ha TO31 JOKNaj e fa ce Xxapakrepu-
3Mpa ToyHocTTa Ha AD5933 B WIMPOKM rpaHnLn Ha
YyecCTOTHaTa JIeHTa 1 M3MepBaHMA MMMedaHc.
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ITI. UMIIEJAHCEH AHAJIM3ATOP HA
BA3ATA HA AD5933

Ha 6a3aTta Ha npenopbuutenHa cxema Ha Analog
Devices [16] n gonbnHuTeneH xapgyep bele nspa-
60TeHa NPOTOTMMHA NnaTka (¢ur. 2 1 3) cbc cnegHa-
Ta apxuTeKTypa:

» TaktoB reHepatop Si5251A ¢ TemnepaTypHO
KomneHcmpaH 25MHz ocumnatop, KONTO e ce
Mon3Ba KaTo CTabuiieH BbHLIEH U3TOYHWK, 3a-
MecCTBall, BbTpPeLWHUA TaKTOB reHepartop. ToBa
rapaHTupa AbJAroBpeMeHHa W TemnepaTtypHa
cTabunHocT Ha u3xogHua curHan. OcHoBHaTa
npuuyrHaTa fa 6bae n3bpaH 1031 TaKTOB reHepa-
TOp € HeroBaTa Bb3MOXKHOCT 3a reHepupaHe Ha
NpaKkTUYeCcKn BCAKaKBa YecTtoTa mexay 2289Hz
1 200MHz. JonHMAT npar Ha TO3u AManasoH e
HeobXxoauM 3a reHepupaHe Ha N3XOAEH CUTHan
C HUCKa YeCToTa U efIMMUHMpPaHe Ha rpeLuKara
nopagv M3TMYaHeToO Ha aMnAuTygdaTa Ha mM3me-
peHaTa yecToTa B CbCeiHNTE YECTOTHU JIEHTMU.

« 128KB EEPROM nameT 3a 3ana3BaHe Ha Kanu-
OpaLMOHHUTE NapamMeTpu.

» AHanoroB uHTepdelic c bydepun KOUTO N3paBHA-
BaT NOCTOAHHOTOKOBATA CbCTaBKa Ha CUrHanuTe
Mexay Bxoda M usxopa Ha AD5933, wyHTOB 1
KanubpauunoHeH pesnctop, SMA KoHeKTOpM 3a
BXOZ 1 M3xo[.

WMaxon SMA
AHanoros KanuGpaumores
—+ D | e o
MukpokoHTponep | |2¢ ADS933 uHTepenc
¢ GeaxuyHa T
i Si5351A Bxon SMA

| eHepatop
yecToTa

25MHz
Qcuyunarop

128 KBytes
EEPROM

Que. 2 bnokosa cxema HA UMNeOAHCHUS aHanusamop

3axpaHBaHeTO M yMpaB/ieHMeTO Ha MnnaTkaTa ce
OCbLECTBABA C JOMbIIHUTENIEH MUKPOKOHTpONep 1
6e3xmuHa Mpexa. Cb3gafeHuaT coptyep, KONTo ce
M3MbJIHABA Ha MMKPOKOHTPOJEpPa U KOMYHUKMPA C
npoToTUnHaTa nnatka no 12C nHTepdeinc susyanu-
3Upa N3MepPEeHNs MNEeAAHC B UHTEPHET CTPaHuULa B
rpadvkn Ha boge n HalkywncT, nanonssanku ypas-
HeHuAa (1), (2) n (3). Ype3 rpadnuHMAT nHTEpdeEnc
MOXe [la ce KOHTPONMpaT ciefHNTe napameTpu Ha
N3MepBaHWATA, NMOKa3aHu Ha Gur. 4:
» /1360p Ha 13XO4HO HaMpeXeHue;
o CTOMNHOCT Ha KannbpaLUMOHHNAT Pe3nNCTop;
« BkniouBaHe M M3KMKYBaHe Ha anropuMTbMma 3a
HamasifiBaHe Ha YecToTHaTa yTeuka, KoeTo yBe-
NMYaBa TOYHOCTTa Ha U3MEPBAHETO;

HauanHa yectoTa, 6poii CTbNKM Ha U3MepBaHe n
HapacTBaHe Ha YecToTaTa 3a BCAKa CTbIKa;
YnpaBneHve Ha YCUNBAHETO Ha BXOQHUAT Oy-
dep;

3aKbCHeHMe Ha N3MEePBAHETO Cllef reHepupaHe
Ha U3XOQHMWAT CUTHan;

o Ountpauma Ha jaHHUTe.

10nCOADPI03-33 |

RiSx8e «0R

Que. 3 [lpomomunHa nnamka Ha UMNeoaHCcHUAM
aHanusamop

AD5933 Control Panel Measurement results

Intil Faquency in He (15Hz-100Hz) Myquist Chart
»

Voltage amptude (p2p):
£
v
04V

=0V

B9 Enabie reduced spectium leakage

Set 5K gan

Suwesp requency Bade Chan

g ?ﬂ:—-.____

“ p——
o SHBR

PNumper of frequency steps {1-99975):
2000

3 . |
Frequency Increaments {1z): 5 s i e -
Awerage: 1 l -

Setting cycles: o

St masenend

Doramlend C5 ]
R caiibraon value (R): 5959.00%

S ide

Esror: None

Que. 4 [Tompebumesncku uHmepgetic

IV. DAKTOPH, BJIIMAEIIN BbPXY
TOYHOCTTA HA USMEPBAHE

Cnopen pokymeHTauusta Ha Analog Device 3a
AD5933 [15] [16], [17], TOYHOCTTa Ha N3MEpPBaHe 3a-
BUCK OT criegHuTe dakTopu:

e W3xoaHMAT umneaaHc Ha AD5933, KONTO e MeX-

ay 200Q n 2.4KQ) B 3aBMCMMOCT OT U3MOJI3BaHa-
Ta aMmNINTYAa Ha U3XOAHUA CUTHaN, LWe yBennyun
rpewwkaTa Ha n3mMepBaHe, KOrato U3MepBaHUAT
VMMedaHC e No-MajTbK OT M3XO4HUA UMMNedaHC.
B 1031 cnyvan Tps6Ba ga 6bae fob6aBeH n3xo-
aaw 6ydep ¢ HUCHK MMMedaHc (Mo Bb3MOXXHOCT
noa 1 Q) B yectoTeH AnanasoH go 100KAQ.

o PaznuMkata B NOCTOAHHOTOKOBATa CbCTaBKa
Mexay um3xopa v Bxoga Ha AD5933. B 3aBucu-
MOCT OT M3MOoJfi3BaHaTa aMnnTyAa Ha N3XOAHUA
CUrHan, n3xogHaTa NOCTOAHHOTOKOBATa CbCTaB-
Ka Bapupa mexay 0.172V n 1.48V, pokato Bxoa-
HUAT Bydep nma PpuKcrpaHa NOCTOAHHOTOKOBA
CbCTaBKa, paBHa Ha MONOBMHATa OT 3axpaHBa-
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LWOTO HanpexeHune (TunuyHo 1.65V). Ta3m pas-
nuKa Tpabea Aa e MUHMMAarHa 3a fa ce NoBMLUM
TOYHOCTTa Ha M3MepBaHeTo. PelueHneTo e fa
ce CNoXKn BNCOKOYeCToTeH GUATHP C rpaHMyYHa
yecToTa B HUCKMA YecToTeH obOXBaT KOWTO Aa
npemaxHe MOCTOAHHOTOKOBaTa CbCTaBKa U C
BxofeH 6ydep T4 Aa ce yCTaHOBU Ha CTOMHOCT
paBHa Ha Bxoga Ha AD5933.

« Pasnukarta mexzy CTOMHOCTTa Ha KanubpaumnoH-
HUA Pe3nCTOP U N3MepPBaHUA UMMNeaaHC.

+ HacuwaHeto no HanpexeHMe Ha BXofa Ha
AD5933.

* M3TMyaHeTo Ha amnauTygata Ha M3MepeHaTta
yecToTa B CbCeAHUTE YECTOTHU JEeHTU (Cnek-
TpasiHa yTeuka) npu KoeTo ce n3MepBaT 4ecToTm
KOMWTO MM HAMa BbB BXOAHWA curHan. Toea 4vac-
TUYHO Ce KOMMeHCMpa OT Npo3opeyHa GyHKLUUA
Ha XaH [18], Ho nog 1KHz rpewwkaTa ce yBenunya-
Ba 3HauutenHo. [pegnoxeHneTo OT AOKyMeH-
TaumaTa Ha Analog Devices e ga ce nsnonssart
dVKCMpaHM TAaKTOBU YeCTOTW 3a OonpefenieHu
YeCTOTHU AMana3oHu Ype3 BbHLUEH TaKTOB re-
HepaTop. Tbii KaTo 6POAT Ha cemMnn B pamKuTe
Ha Neproaa Ha BXOAHMA CUTHaN He e paBeH Ha
6posa cemnnm (1024) unm KpaTeH Ha HEro, KOMTo
ce nonsea B MoAyna 3a ANCKPETHO npeobpasy-
BaHe Ha Dypue, TOBa NpenoKeHne He pellaBa
HanbaHO Npobnema, NoKasaH Ha éwur. 5.

CnekTbp Ha curnan cneg ®ypue TpaHchopmauns

e CNEKTpANHE yrewsa

Aunruryza

Me
—1024 cemnina

bea cnexTpanta yreve

EanH
MNepuog| ]

Que. 5 V3kpusasaHe Ha amnumyoOHo-4ecmomHama
Xapakmepucmuka npu cCneKmpasnHa ymeyka

MNopagw Ta3u NpUUnNHa, pelleHneTo KoeTo npeana-
ra To3y JOKNaj e N3Nnon3BaHeToO Ha BbHLWHUAT Tak-
TOB reHepatop Si5351A, KOMTO MOXe fa reHepumpa
NPOWn3BOJIHA YeCcToTa Y anropuTbMm, C KOWTO BpoAT
Ha CeMnauTe Ha M3XOOHWUAT CUrHan e BUHaru pa-
BeH 1Unu KpaTeH Ha 1024 3a egnH nepuogd. Tbi KaTo
aHanoroBo-Un$POBUAT NpeobpasysaTen gurntanu-
31pa BXOAHUTE AaHHM C TaKTOBA YeCToTa paBHa Ha
1/16 OT BBTPELHMAT UNN BbHLIEH TAaKTOB reHepa-
TOpP, TO 3a Aa Ce U3MbJIHW TOBa YCNOBME TaKTOBUAT

reHepatop TpAbBa Aa reHepupa Yectota CbC CTON-
HOCT, u3uncieHa B Yp. (4):

F,, x 1024 X 16
Frp = =

Kbpoeto e HeobxoammaTta yecToTa OT BbHLLUHUAT
TaKTOB reHepaTop, e XefaHaTa YyecToTa Ha M3xoaa
Ha AD5933 B Hz, M e usino uncno KoeTo ce N34ncns-
Ba CbM1ACHO anrop1MTbMa nokasaH Ha ¢ur. 6.

basunpaliku ce Ha Yp. (4) n Ha daKTa, Ye MakCcuman-
HaTa TakToBa 4yecTtoTa 3a AD5933 e 16.776 MHz, a
MUHUManHata e 100KHz (nonyuyeHa no ekcnepu-
MeHTaneH HauuH), 6ewle n3paboTeH aganTuBeH an-
ropuTbM, NoKasaH Ha ¢ur. 6. C Hero ce rapaHTupa,
ye OPOAT Ha CeMMNNINTE e paBeH NN KpaTeH Ha 1024
3a Nepmnoga Ha N3XogHUAT curHan Ha AD5933.

Hz] (4)

< FestokHz M=16
o

M=32

| Frr = (F x 1024 x 16) /M }

Que. 6 AneopumbM 3a us4qucsieHue Ha Yecmomama Ha
B8BHWHUA MAKMOB eeHepamop 3d HamaJsidedHe Hd Chek-
mpaziHama yme4ka

V.METOAOJIOTUA HA
XAPAKTEPU3ALIUATA

Llenta Ha xapakrepmsaumATa Ha MPOTOTMMNHATA
nnatka ¢ AD5933 e pa ce onpefenu TOYHOCTTa Ha
n3MepBaHe Ha amMnAuTyaaTa Ha umnegaHca, daso-
BUAT BIbA U CTaTUCTUYECKUAT LYM Ha aHanm3aTo-
pa 3a MMmnegaHceH gmanasoH ot 10Q go 200KQ n
yecTtoTeH Amana3oH ot 25Hz no 100KHz. 3a pa ce
OLeHN Nogo6pPEeHNETO HA TOYHOCTTA OT NpuiaraHe-
TO Ha a/IrOpPUTbMa 3a HaMasiABaHe Ha CneKTpasiHaTa
yTeuka oT dur. 6, xapakTepursauusaTa ce U3BbpLLUBA
Ha [Ba eTana: NbpBU MbT C U3MNOM3BAHETO HA Bb-
TPELWHUAT TAaKTOB reHepaTop ¢ GpUKCMpaHa YectoTa
1 BTOPU MbT C U3MOJI3BAHETO HA BbHLIHUAT TaKTOB
reHepaTop M anropuTbMma 3a HamanABaHE Ha Crnek-
TpanHaTa yTeuka.

3a fa ce M3BbPLIM TakaBa XapaKkTepmsauua ce us-
Mon3BaT eTaslIoHHN cxeMn Ha PaHgbn [12]. Cxemute
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Ha PaHgbn cumynupat cbnpoTUBAEHUE Ha Pa3TBOP
Rs, KanauuTeT Ha ABOHUA enekTpuyeckn cion Cdln
CbNPOTUBIIEHNETO Ha NPeHOC Ha 3apag Rct (dur. 7) B
e/lHa eNIeKTPOXUMNYHA CucTeMa.

Ret
| —
_
Rs
| H +—
ca

|1
]
Que. 7 Cxema Ha PaHown

MeT 6pon eTaNoHHN cxemu ca KannbpupaHu ¢ LCR
n3mepBatesieH ypes mogen 1693 Ha General Radio
KonTo uma 6asoBa TouyHOCT 0.02%. 3a pa ce cnasu
MEeTpPOJIorMyHa npocneanmocT ce usnonssa 10KQ
pe3nctop KanubpupaH ot bbarapcknat UHCTUTYT
no MeTponorua c KOWTo e HacTpoeH LdpPoB MynTu-
MeTbp Agilent 3458A. C HeroBa nomouy ce Kanubpu-
paTt 4 pe3nctopa, HeobxoamMun 3a KannbpauuaTa Ha
LCR n3mepBateneH ypen mogen 1693 n 5 kannbpa-
LMOHHN pe3ncTopa 3a NPOTOTUMNHATA NaTka.

Tasnuua Il

HOMWHASIHM CTOMHOCTW HA ETAJIHOHWUTE CXEMM HA PAHLl'bJ'I
Homunanen Rs Ret Cdi
MMnepaHc
100 100 10Q 10uF
100 Q 100 Q 100 Q 1uF
1KQ 1KQ 1KQ 100nF
10KQ 10KQ 10KQ 10nF
100KQ 100KQ 100KQ nF

3a Bcsika cxema Ha Panabn ot Tabnuua ll ce nsmep-
BaT rojieMrHaTa Ha mmnegaHca n ¢GasoBUAT brbi
3a yectotn oT 25Hz go 100KHz Ha eTanoHHuAT LCR
n3mepBaTesieH ypea u csief ToBa ce NoBTapsa Umep-
BaHETO C NPOTOTMMHAaTa nnaTka. Bcako egHo namep-
BaHe ce rnosTapA 25 NbTK N Ce N34UncnaBa cpeHara
CTOMHOCT U CTaHZAPTHOTO OTKNOHeHue. N3non3Ba-
HOTO HanpeMXeHNeTo Ha U3XOAHMUAT curHan e 70mv
RMS (0.2V p2p) eqHOBpPEMEHHO MpPU €TaNOHHUAT
LCR n3mepBateneH ypea v npoToTMnHaTa nnaTka.

[pelwkaTta Npy n3MepBaHe Ha aMNINTYAaTa Ha M-
negaHca ce nsumcnaa c Yp. (5):

|Z|H3M - |Z|Kan
|Z|Kan

KbaeTo |Z|u3m e cpepHaTa CTOMHOCT Ha M3MepBa-
He Ha MMMeAaHca OT MPOTOTUMHATA NNaTKa, a |Z|kan
€ cpefHaTa CTOMHOCT Ha N3MepBaHe Ha MMneJaHca
oT etanoHHUAT LCR n3mepsareneH ypea.

|Z|rpeml<a -

x100 [%]  (5)

lpewkaTta npu n3mepsaHe Ha $pa3oBUAT bIbn ce
n3uncnsasa B Yp. (6):

Prpewka — |§0Kan - §0H3M| [0] (6)

Kbgeto kan e cpegHata mM3mepeHa CTOMHOCT Ha
$a3oBUAT brbn oT eTanoHHNAT LCR nsmepBaTeneH
ypen, a U3m e cpefiHaTa N3MepeHa CTOMHOCT Ha da-
30BMAT Brbfl OT NPOTOTMMHATA NNaTKa.

CTaTUCTMYECKMAT WYM ce N34MCsABa KaTo OTHOLLe-
HWe Ha cpefHaTa U3MepeHa CTOMHOCT BbpXY CTaH-
JapTHOTO OTKNOHeHwue [19] Yp. (7).

- |Z|H3M
STDDEV
Kbaeto |Z|u3m e cpepHaTta CTOMHOCT Ha U3MepBaHe

Ha MMnNefaHca OT NPOTOTUMNHATa NnaTka, a STDDEV e
N3MepeHOTO CTaHAAPTHO OTK/IOHEHKE

SN x100 [%] (7)

VI. PE3VIITATHU

PesynTtatnTe OT XapakTepu3auusTta ¢ uiv 6e3 npwna-
raHe Ha anropuTbma 3a HaMasABaHE Ha CreKTpanHaTa
yTeuka ca nokasaHu B Tabnumum Il n IV. B 3eneH uBaT ca
ougeTeHu rpewwkmute nog 0.5%, B TbMHO3€eN1eHO Ca OL-
BeTeHU rpewwkmTe mexxay 0.5% 1 1.0% v B uepBeHo Haj
1%. AKo ce 6a3unpame Ha UMTMpPaHaTa B cneundrKaum-
ATa Ha AD5933 0.5% cncTteMHa TOYHOCT, TO NPV Bapu-
aHTa 6e3 anropuTbM 3a HaMassiBaHe Ha CreKTpasnHa-
Ta yTeuka ToBa BaXu CaMO 3a MMNefaHceH AnanasoH
o1 100Q go 10KQ mn yectoTHa neHta mexay 10KHz un
100KHz. CnepBa pa ce otbenexu, ye nop 1KHz, Tou-
HOCTTa Ce BOLaBa 3HauMTeNnHo. AKO ce 1U3Mnon3Bea an-
ropuTbM 3a HaMansABaHe Ha CrieKTpasiHaTa yTeuka, To
CMCTeMHaTa TOYHOCT Baku Npu LAnaTa YeCToTHa NIEHTa
Ha M3MepBaHMATa 1 B MMMedaHceH agmanasoH ot 100Q
no 10KQ, koeTo e 3HaunTenHo nogobpeHue.

Tasnumua Il
[PELLKA NPV M3MEPBAHE HA AMIMIUTYIATA HA UMMEJAHC C ANTOPUTBM
3A HAMATNABAHE HA CMEKTPAJTHATA YTEYKA

WmnepaHc, Q YecToTa, Hz

5000( 10000/ 50000|100000

Tasnunua VI
PELLKA MPY U3MEPBAHE HA AMIIIUTYATA HA UMMEAQAHC BE3 AITOPU-
TbM 3A HAMANABAHE HA CTEKTPAJTHATA YTEYKA

UectoTa, Hz
5000/ 10000| 50000| 100000

WmnegaHc, Q
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Pe3yntatute OT TOYHOCTTa Ha M3MepBaHWATa Ha
$a3oBUAT brbn € 1 6e3 NpunaraHe Ha anropuTbma
3a HamanABaHe Ha CreKTpasiHaTa yTeuka ca noka-
3aHn B Tabnuum V u VI. B 3eneH uUBAT ca ouBeTeHU
rpewkute nog 0.5°, B TbMHO3eNeHO ca OLBeTeHU
rpewkuTte mexgy 0.5° u 1.0° n B uepseHo Hag 1°.
MNpwn nsnonseaHe Ha aNropUTbMa 3a HamasnABaHe Ha
CneKTpasiHaTa yTeuka, TOYHOCTTa Ha U3MepBaHe Ha
¢$azoBuAT broa e nog 0.5° B NOYTU LENUAT AMaNa3oH
Ha MMNedaHC 1 YecToTa C MaNIKU U3KNIOUYEHUA 3 UM-
nefaHc ot 10Q n yectota 100KHz. be3 n3non3eaHe
Ha anropMTbMa, TOYHOCTTa Ha U3MepBaHe Ha $a3o-
BUAT brbjl Bapupa CUIHO B LENNAT MMNeaaHCeH n
YeCTOTEH AManasoH.

TasnuA V
[PELLKA NPV M3MEPBAHE HA ®A30BMAT bIbjl C ANTOPUTBM 3A HAMANS-
BAHE HA CMEKTPAJTHATA YTEYKA

YecToTa, Hz
5000( 10000| 50000|100000

WmnegaHc, Q

Tasnuua VI
['PELLKA NPV M3MEPBAHE HA ®A30BMAT bIbJ1 BE3 AITOPUTBHM 3A HAMA-
NABAHE HA CMEKTPAJTHATA YTEUKA

VmnepaHc, Q YectoTa, Hz

1000 5000| 10000| 50000100000

CTaTNCTMYECKMAT WYM Ha M3MepBaHMATa C Npuna-
raHe Ha anropmMTbMa 3a HamanABaHe Ha cnekTpan-
HaTa yTeuyka ca nokasaHu B Tabnuum VII. B 3eneH
LBAT € OUBeTeH CTaTUCTUYECKUAT Wym nopg 1% u B
yepBeH — Hag 1%. CTaTncTnyeckmaAr wym e nog 1% B
LeNINAT frana3oH Ha MMMefaHca 1 YecToTHaTa JieH-
Ta C MaJIk1 N3KIoYeHMA 3a YectoTa 25Hz.

Tasnmua VI
CTATUCTUYEKM LUYM MPW U3MEPBAHE C AJITOPUTBHM 3A HAMAJIABAHE HA
CMEKTPAJTHATA YTEYKA

MmnepaHc, Q

YectoTta, Hz
1000 5000| 10000| 50000 100000

VII. 3AKJITOYEHUE

M3BbpLueHaTa XxapaKkTepur3auma gasa uHpopmauma
3a CTeneHTa Ha TOYHOCTTA, KOATO MOXKe fia NOCTUIHE
C eNeKTPOXMMUYEH MMMNefaHCeH aHanmsaTop, W3-
rpageH Ha 6a3ata Ha AD5933 B uecToTeH AnanasoH
oT 25Hz po 100KHz n umnegaHc Ha n3mepBaHe OT
10Q o 100KQ. Mpwn n3mepBaHe Ha amNAUTyAaTa Ha
MMnedaHCc MakCMMmarHaTa M3mMepeHa rpellka e rnojg
2.92%. MNpwn n3mepBaHe Ha $pa3oB brbjl MAKCUMaS-
HaTa rpewka npu mamepsaHe e nop 1.2°. HuBoTO
Ha wym e nog 2.31% cnpAamo cpegHaTta CTOMHOCT
Ha M3MepeHaTa amnauTyga Ha umnegaHc. Ta3m uk-
dopmauma Moxe Ja ce 1M3nos3Ba Npu B3eMaHe Ha
pelweHne gann TakaBa cMcTeMa e noaxopgdAwia 3a
M3MepBaHe Ha eNeKTPOXUMNYHK NpoLecK 3a onpe-
JeneH Anana3oH Ha MmnegaHc u yectorta. Ham-su-
COKa TOYHOCT ce noctura npu nmnegadc ot 1KQ 3a
LlenunAT yecToTeH gmnanasoH: noa 0.14% rpeluka npu
n3mepBaHe Ha aMnNAnTyga Ha umnegaHc n nog 0.23°
rpeLuKka npu n3amepBaHe Ha $pa3oB brb/l.

HanpaBeHuTe nsamepBaHuA JOKa3BaT, vYe aganTume-
HUAT anropuTbm C U3NOJI3BaHE Ha BbHLIEH TaKTOB
reHepaTop 3a HamanABaHe Ha CNeKTpasHaTa yTeuka
nofo6psBa B MbTU TOYHOCTTA Ha N3MEPBaHE Ha M-
nefaHc 3a yectotu nog 5KHz npu Wwmpokn rpaHmum
Ha MMnegaHca CNPAMO reHepUpPaHEeTo Ha U3XOAHEH
CUrHaN 4pe3 BbTPELWHUAT TaKTOB reHepatop Ha
AD5933.
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,Obpa3oBaHue’, cbdrHaHcmpaHa ot EBponelickua
Cblo3.

BUBJINOI'PAOU A

[1] C. Gabrielli, “Once upon a time there was EIS," Elec-
trochimica Acta, vol. 331, p. 135324, Jan. 2020, doi:
10.1016/j.electacta.2019.135324.

[2] D. Vladikova, “Zdravko Stoynov - the scientist who
created new scientific horizons - Review," J. Electro-
chem. Sci. Eng., vol. 10, no. 2, pp. 65-78, Mar. 2020,
doi: 10.5599/jese.775.

[3]1 N. Meddings et al., “Application of electrochemical
impedance spectroscopy to commercial Li-ion cells:
A review,” J. Power Sources, vol. 480, p. 228742, Dec.
2020, doi: 10.1016/j.jpowsour.2020.228742.

[4] C. Kim and I. Jang, “Application of Electrochemical
Impedance Spectroscopy for Diagnostics in Fuel
Cells, Electrolyzers, and Batteries,” ChemElectro-

129



CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

Chem, vol. 12, no. 11, p. €202500005, May 2025, doi:
10.1002/celc.202500005.

[5] N. S. Ramaraja P Ramasamy, “Electrochemical Im-
pedance Spectroscopy for Microbial Fuel Cell Char-
acterization,” J. Microb. Biochem. Technol., 2013, doi:
10.4172/1948-5948.56-004.

[6] A. Alhammadi, A. Fetyan, R. Agung Susantyoko, I.
Mustafa, and M. O. Bamgbopa, “Understanding char-
acteristic electrochemical impedance spectral data
of redox flow batteries with multiphysics modeling,’
J. Energy Chem., vol. 102, pp. 329-339, Mar. 2025,
doi: 10.1016/j.jechem.2024.11.007.

[71 M. Cazot, G. Maranzana, J. Dillet, F. Beille, T. Godet-Bar,
and S. Didierjean, “Symmetric-cell characterization
of the redox flow battery system: Application to the
detection of degradations,” Electrochimica Acta, vol.
321, p. 134705, Oct. 2019, doi: 10.1016/j.electac-
ta.2019.134705.

[8] H.S. Magar, R. Y. A. Hassan, and A. Mulchandani,
“Electrochemical Impedance Spectroscopy (EIS):
Principles, Construction, and Biosensing Applica-
tions,” Sensors, vol. 21, no. 19, p. 6578, Oct. 2021, doi:
10.3390/521196578.

[9] E.B.Bahadir and M. K. Sezgintiirk, “A review on im-
pedimetric biosensors,” Artificial Cells, Nanomedi-
cine, and Biotechnology. Accessed: May 25, 2026.
[Online]. Available: https://www.tandfonline.com/
doi/full/10.3109/21691401.2014.942456

[10] M. El-Azazy, “Electrochemical Impedance Spectros-
copy (EIS) in Food, Water, and Drug Analyses: Re-
cent Advances and Applications,”in Electrochemical
Impedance Spectroscopy, M. El-Azazy, M. Min, and
P. Annus, Eds., IntechOpen, 2020. doi: 10.5772/in-
techopen.92333.

[11] A. Sacco, “Electrochemical impedance spectros-
copy as a tool to investigate the electroreduc-

tion of carbon dioxide: A short review,” J. CO2
Util., vol. 27, pp. 22-31, Oct. 2018, doi: 10.1016/j.
jcou.2018.06.020.

[12] A. Ch. Lazanas and M. |. Prodromidis, “Electrochemi-
cal Impedance Spectroscopy—A Tutorial,” ACS Meas.
Sci. Au, vol. 3, no. 3, pp. 162-193, Jun. 2023, doi:
10.1021/acsmeasuresciau.2c00070.

[13] A. Lasia, Electrochemical Impedance Spectroscopy
and its Applications. New York, NY: Springer New
York, 2014. doi: 10.1007/978-1-4614-8933-7.

[14] C. Gabrielli, “Indentification of electrochemical pro-
cesses by frequency response analysis,” Tech. Rep.,
vol. 15, 1984.

[15] “AD5933 Datasheet and Product Info | Analog De-
vices!” Accessed: May 27, 2026. [Online]. Available:
https://www.analog.com/en/products/ad5933.html

[16] “EVAL-AD5933 Evaluation Board | Analog Devices.”
Accessed: May 31, 2026. [Online]. Available: https://
www.analog.com/en/resources/evaluation-hard-
ware-and-software/evaluation-boards-kits/eval-
ad5933.html#eb-overview

[17] “CN0217 Circuit Note | Analog Devices." Accessed:

May 31, 2026. [Online]. Available: https://www.

analog.com/en/resources/reference-designs/

circuits-from-the-lab/cn0217.html

“Understanding FFTs and Windowing - NI’

Accessed: Jun. 14, 2026. [Online]. Available:

https://www.ni.com/en/shop/data-acquisition/

measurement-fundamentals/analog-fundamentals/
understanding-ffts-and-windowing.html?srsltid=Af
mBOorWWSIsCs230FnE7vqHaL8i_7SMEGDgPu32w

UozBxszwyT9ZaRj

[19] S. W. Smith, The scientist and engineer’s guide to
digital signal processing, 1. ed. San Diego, Calif:
California Technical Publ, 1997.

—
—_
o0

=

130



Coopnuk nokjaaau — CTyleHTcKa U JOKTOPpaHTCcKa HayuyHa cecust Ha BYTII 2026

HR 4.0 B TEJIEKOMYHUKAIIMOHHATA
NMHAYCTPHUA. OT 2025 K'BM BB AEHIETO
HA YOBEIIKUTE PECYPCHU B EPATA HA
I'EHEPATUBHUA Al, Bb3AMOXHOCTHU U

I[TPEAN3BUKATEIJICTBA

CranucnaBa MBanoBa-I'opocTranoBa

Pesiome: Aurntanusaumarta B pasjNvyHUTE UH-
AycTpun gHec TpaHcopMupa paboTHUTE MecTa,
dopmupa HoBu npodecuun, npeHapexpga opra-
HU3aLMOHHUTE CTPYKTYpW, pOnfaTa Ha MeHU[X-
MbHTa N Ha YOBeLIKUTE pecypcn ce NpoMeHs.
HoBute TexHonorum, cebp3aHu ¢ YerBbprarta
MHAYCTPpUanHa peBonioumnsa, N3BeCcTHa oLle Kato
HR 4.0, npomeHA HauMHa, N0 KONTO XopaTa pa-
60T1AT, yuat, ynpaBnaBat, Habupat nepcoHan un
B3aumopencTesat nomexay cu. Hanara ce tpai-
HO MoAen Ha npekBanupuKauua Ha cneyuanu-
CTN U/MNnN HOB AN3allH Ha ANBXKHOCTU N OTro-
BOPHOCTM.

LienTa Ha HacToALWOTO N3cNeBaHe e fa gonpu-
Hece 3a TEOPETUYHOTO pasBUTNE Ha ynpasne-
HMeTO Ha YoBewKuTe pecypcu (YYP) B KOHTeKCTa
Ha HR 4.0, nopgaBaiikn ngeun n Hacoku cneymndunu-
Hu 3a cekTopa TenekomyHuKaLuu, npodecnoHa-
nuctute no YYP, MeHngKbpK, KOUTO pa ce cnpa-
BAT C HOBUTe NpeAn3BMKaTeNCcTBa.

PesyntaTute OT U3CNegBaHETO NOKa3Bart, Ye aun-
rutanHvTe TeHaeHuuun, npomnstuyawm ot HR 4.0,
BJINAAT NPAKO BbPXYy yNpaB/iieHNeTo Ha YoBell-
KnuTe pecypcm, KaTo HacbpyaBaT TeHAeHUUN n
NOCTaBAT NpeAnsBMKaTeNCTBa 3a cneunanncTu-
Te YP, cnyKnutennte, MEHMAXKMbHTa Ha OpraHu-
3aymuTe n 6usHeca. bbp3nHaTa N KauecTBOTO Ha
nmnnemeHTupaHe Ha I B 6usHeca, npomaAHaTta
Ha CbAbPKAHNETO Ha ANbXKHOCTUTE, aBTOMaTH-
3MpaHeTo Ha npouecu ca Kn4yoBu pakrTopu 3a
pasBMTNETO Ha OpraHnsauunTe, TAXHaTa KOHKY-
PEHTHOCNOCOGHOCT 1 ycneluHa paboTtogarencka
mapka. OT KpUTUYHO 3HauYeHune e 06yyeHneTo Ha
cneyMnnCTUTe 3a NPpUAOGMBAHETO Ha YMeHuA
npu pabora c reHepaTuBeH UN.

Knio4wosu oymu: HR 4.0, YP, gurutanusauus, re-
HepaTtuBeH U

Stanislava Gorostanova is with the University of
Telecommunications and Post, 1 Acad. St. Mladenov
Str, Sofia 1700, Bulgaria. E-mail: slavagorostanova@
gmail.com

I. BbBEJAEHHNE

HR 4.0 npenctaBnaBa gurutanHata u ctpatermye-
cKa TpaHcdpopmauma Ha ynpaBieHNEeTO Ha YoBeLl-
KWUTe pecypcu, Ype3 MHTerprpaHe Ha reHepaTmBeH
W, aBTOMaTM3MpPaHe N B3eMaHe Ha pelueHusn, 6asu-
paHy Ha AaHHW, 3a Aa aganTupa, CMHXPOHM3KpPa U
peanunsnpa cTpaTermmTe 3a CNy>KUTenuTe C U3NCKBa-
HUATa Ha YeTBbpTaTa MHAYCTPMANHA PEBOMOLMA.
3a pasnuka ot TpagnunoHHua YP, HR 4.0 e 6asnpaH
Ha gaHHW, n3nonsea NN un ce pokycmnpa Bbpxy B3e-
MaHeTO Ha pelleHnsa B peanHOo BpeMme, KaTo uenu
[a Nofobpu NPOAYKTUBHOCTTA, YNPABEHNETO Ha
YMEHMA, OMuTa Ha CAYKUTENUTE U YCTONYMBOTO
npepactaBaHe. QoKycrpa ce BbpXy CTpaTernyeckoTo
nnaHvpaHe Ha paboTHaTa cuna, UHTENNIeHTHOCTTa,
YMeHMATa N An3aliHa Ha onuTa, NpemMuHaBanky oT-
BbJ, aAMUHUCTPATUBHMTE OYHKUMUK, 3@ Aa ce npe-
BbPHE B OCHOBEH ABUraTes Ha GU3HecC pesynTaTuTe.

B nctopnueckn nnad, nHpycTpranHata peBosto-
umAa npes npmsmarta Ha YP esonioupa ot HR 1.0
(HauyanoTo Ha 20-TK BeK), Korato GpOKyChbT € BbpXy
3annatu, 6a3oBa agMWHWCTPaUUA, MHAYCTPUaneH
MOAEN CbC CTaHAAPTU3NPaAHM PONN U MPOLeCH.

Mpe3 70-te n 80-te roguHun, HR 2.0 noctaBA akueH-
Ta BbpPXy 00YUYEHNETO Ha CIYXUTENNTE, PA3BUTUETO
Ha KapuviepaTta 1 CTPYKTypupaHus, npodecroHaneH
pacTex, Npu3HaBalKu xopaTa KaTo npodecroHanu-
CTW, @ HE CaMO KaTo paboTHULN.

B HauanoTto Ha XXI Bek, HR 3.0 ce pa3BuBa B cTpaTe-
rMyecKn NapTHbOP, UHTErPUPANKL aHanu3u, ynpa-
BNIEHME Ha NpefCTaBAHETO U OM3HeC 3HaHWA, 3a Ja
CBbPXEe MHBECTULMMTE B YOBELLKMA KanuTan c op-
raHu3aumoHHUTe pe3ynTtatu. MeTpuKuy, cTpaternye-
CKO MlaHMpaHe 1 oLeHKa Ha NpeaCcTaBAHETO CTaBaT
OCHOBEH BanuaaTop Ha BANAHNETO Ha ponATa Ha YP
B OpraHm3auumTe.

Hactoawmar mogen, HR 4.0, uanon3ea aBTomaTtu-
3aumsa, reHepaTneeH M 1 npeguKTMBHA aHanUTHKa
3a ontummsupaHe Ha YP npouecute, BKNIOUYUTENTHO
nof6op Ha nepcoHarn, obyyeHus 1 ynpaBneHne Ha
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npeactaBaHeTo. HR 4.0 ¢blwo Taka ce 3aHUMaBa ¢
XnbpuaHa paboTa, AMHaMMKaTa Ha T UKOHOMMKa-
Ta M NMaHMpaHeTo Ha paboTHaTa cuna Ha 6a3aTa Ha
YMEHWA, KaTo CblieBpPeMeHHO HaCcbpyaBa BKJ/IlOYBa-
HeTo, Ky/ITypaTa 1 onuTa Ha Cny»kuTennTe B 6bp30
NpPOMeHsALlla ce TeXHOMOMMYHA 1 COLMOKYNTYpHa
cpena. HR 4.0 npepoctasa gurutanHa n U nogkpe-
na 3a TpaHcpopmauma Ha busHecuTe.

OcHoBHM xapaktepuctnkm Ha HR 4.0:

Unterpauma Ha texHonormm: W, aBTomatumsa-
LMATa 1 aHanmM3a Ha JaHHM Ca UMMAEMEHTMPAHN B
YP npouecute, 3a fa ce oCUrypu B3eMaHe Ha pelle-
HUA B peasiHO Bpeme 1 C BMCOKO KayecTso.

HoBu npodecnoHantu ymenusa: OpraHusayumre
npoyu4BsarT 1 ynpasnasBaTt npeanaraHeTo n TbpceHe-
TO Ha YMeHus, 3a Aa ONTUMK3MpPAT HaeMaHeTo Ha
nepcoHar, BbTpelwHata MOOUIHOCT 1 cTpaTernnte
3a obyueHue.

OunsaitH Ha onuTa: YP ce pokycnpa BbpXy aHra-
XKNPaAHOCTTA Ha CNYXKUTENUTE, apXUTEKTYpPa Ha CMU-
Cbfa 1 KopnopaTMBHaTa KynTypa.

Crpaternyecko BsemaHe Ha pewenmsa: HR 4.0
npemMmnHaBa oT aAMUHNCTPATMBHN 334a4n KbM CTpa-
Ternyecko noBeAeHVe, CbyeTaBallkKM YoBelLKaTa
npeueHka ¢ M ymeHnA 1 Bb3MOXHOCTU 3a peLlaBa-
He Ha CNTOXHW npobnemu.

KyntypHa n opraHusauunoHHa npomsaHa: HR 4.0
HacbpuaBa KynTypa, 6a3upaHa Ha LeHHOCTW, pa3Bu-
TWe Ha nuaepuTe N ajanTMBHOCT B OTFOBOP Ha Tex-
HOJIOTUYHW U MOKONEHYECKUN MPOMEHMN.

3a KkpaTko Bpeme M ce npeBbpHa B TpaHchopmu-
paLia cuna B pa3nnyHn nHayctpun. [IHec, no ronama
cTeneH GOKycbT e reHepaTnBHUAT NN — cuctemn,
CNOCOGHN fa NpPou3BEXAAT TEKCT, U300pakeHus,
KO W CTpaTermyecku npenopbKy, NogobHN Ha Yo-
BelKUTe. 3a YoBELWKNUTE pecypcu, GyHKUMA, Tpa-
OVILUMOHHO OCHOBaHa Ha MEXAYNUYHOCTHU OLLEHKN
M aAMUHUCTPATMBHM npouecn, reHepatusHuAat U
npeacTaBnisABa KakTo Npeau3BMKaTencTBO, Taka U
6e3npelefeHTHa Bb3MOXHOCT. HeroBaTta nosBa
NPOMEHSA HaulHa, MO KONTO Ce OCbLUeCTBABAT Noa-
60pbT Ha NepPCOoHarn, aHraXKMPaHOCTTa Ha CNyXuTe-
nuTe, oGyYeHNETO 1 Pa3BUTUETO, KaKTO 1 NiaHnpa-
HeTo Ha paboTHaTa cuna.

TenekomyHMKaLMOHHaTa NMHAYCTPUA € OT MbpBUTe,
TPbrHanu no NbTA Ha gurnTanHarta TpaHchopmayms,
ABVXeHa OT HanpeAbKa B 5G, o6nayHute nsyncne-
HuA, reHepatmeHna U n loT. B 1a3m gnHamunyHa
cpefa, HR 4.0 ce npeBpbLua B cTpaTernyecka Heob-
XOANMOCT. Ype3 n3nonseaHe Ha aHanu3 Ha AaHHW,
aBToMaTu3auma N QUTUTaNHA UHCTPYMEHTU 3a Cb-
TpyaHuyectBo, HR 4.0 no3BonABa Ha TeNEeKOMYHU-
KaUMOHHMNTE KOMMaHWW1 fa NpvBAMYaT, pa3Bueat u
3aA4bpKaT TanaHTy, KOMTO MoraT fa ce CnpasAT B

6bpP30 NPOMEHALY, Ce, OPUEHTMPAH KbM MHOBALUNU
nasap.

TenekomuTe ce pa3BuMBaT OT TPAAULMOHHWTE rna-
COBM W A@aHHW YCNIYT KbM CJIOXHW AUTUTaNHU eKo-
cuctemn. Ta3M MpoOMAHa U3MCKBa HOBU YMeEHWUs,
BKJIIOUUTESTHO MHXKEHEPVIHT Ha N3KYCTBEH NHTENEKT,
KMOEepCUIypHOCT, BUPTYanu3auma Ha Mpexu n au-
3allH Ha noTpebuTenckoto npexmueaBaHe. HR 4.0
n3nonsea NpeauKTVBHA aHanuUTUKa u nnatdbopmm
3a nopbop, 6asmpaHu Ha U, 3a ga oTKpme cneyma-
NNCTY C TEXHNYECKU YMEHWA, HO 1 C aanTUBHOCT.

Llen Ha HacToAWOTO n3cneABaHe e fa aHannsnpa
ponaTta Ha HR 4.0 B TeneKkoMyHMKaLMOHHaTa NHAYC-
TpuWA B epaTa Ha reHepaTuBHUA MW 1 ga ce nocouat
KaKTO Bb3MOXKHOCTMTE 3a OpraHmn3aunmTe, Taka 1 aa
ce gedpuHMpaT Nnpean3BrKaTencTeaTa.

I1. U3JIOXKEHUE

HR 4.0 npeacTtaBnABa yeTBbpTaTa €BOMOLMA Ha
yNpaBneHneTo Ha YOBELLKUTE pecypcu, TACHO CBbP-
3aHa ¢ MHpycTpua 4.0, KoATo ce xapaKkTepusmpa ¢
aBTOMaTU3auma, AUrMTann3auua U nHTerpauusa Ha
HanpegHann TeXHONOrMn B UANOCTHUTE OpraHun3a-
LMOHHN npouecn. Ypes nmnaemeHTUpaHe Ha KJito-
YOBM TEXHONOMMN B OCHOBHW OU3HEC Mpouecn ce
nocrura:

« TpaAUUNOHHWTE aAMUHUCTPATUBHU U BlOpOKpa-
TMYHK YP npaKTrKm (3annatu, npocneaABaHe Ha
NPUCHCTBUA, PHbYHO JOKYMEHTMpPAHE) ce aBTo-
MaTM3Mpart.

» YP ce npeHacouBa OT onepaTvBHU 3afayn KbM
CTpaTermyecka v aHanMTMUHa pPons, KaTo ce Cb-
CpefoToyaBa BbpXy ynpaBfieHVe Ha TanaHTure,
onuTa Ha CNYXUTENUTe N Pa3BUTUETO Ha opra-
Hu3auumATa.

» Pamkarta nogueptaBa xopaTa KaTo cTpaTtermye-
CKM aKTUB, U3MON3BallKM TEXHONOrMWTE 3a On-
TMMM3MpPaHe Ha B3eMaHeTO Ha peLleHus, Nogo-
6psBaHe Ha aHraXMpaHoOCTTa 1 NOBMLLABAHE Ha
NPOAYKTUBHOCTTA.

* HR 4.0 n3nckea gurntanHo MmUCNeHe cpeg cne-
LManncTmTe No YOBELIKN pecypcu 1 cbrnacysa-
HOCT C MO-WMPOKWTE CTpaTerun 3a gurmTanHa
TpaHchopmaLuua Ha opraHusauuaTa.

OcHoBHUTe Lenun BKNOYBAT eHeKTUBHOCT, MbBKa-
BOCT, OBflaCTABaHe Ha Cly>KUTenuTe 1 passBuBaHe
Ha HOBU NMpPOdECHOHANHN YMEHWS, FOTOBM 3a Ob-
felleto, cnocobHM Ja ce pa3BMBaT B KOHTEKCTa Ha
NHayctpus 4.0. HR 4.0 TpaHchopmumpa ynpasneHmve-
TO Ha YOBELLKUTE pecypcu upe3 MHTerprpaHe Ha
YCbBbPLUEHCTBAHU TEXHOJIOMMN CbC CTPATENMYECKO
ynpasneHue Ha xopata. AKLeHTMpa BbpXy aBTOMa-
TU3aumATa, aHann3a 1 NHoBaUMKTe, HACOUYEHU KbM
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CnyXuTenuTe, NO3BONABANKM Ha OpraHu3aunnTe Aa
ce CnpaBAT C Npeam3BMKaTencTeata Ha NHaycTpua
4.0. LLinpokoTo nsnonssaHe Ha N n mawmnHHO oby-
yeHue, reHepatuBeH U (ChatGPT, Claude, Copilot
n apyrn UM nHCTpyBeHTU 3a Cb3faBaHe Ha CbAbp-
XaHue), poboTusnpaHa aBTOMaTM3aLMA Ha Mpo-
uecu (RPA), 6a3m gaHHU 1 aHanu3 Ha CNyXUTeNuTe,
o6nayHn TexHonorny, loT, 6/10KUENH 1 paslmnpeHa
n BupTyanHa peanHocT (AR/VR) no3sonsAea Ha YP
[Ja 3aemMa pofiATa Ha K/OYOB ABUraTen Ha KOHKY-
peHTOCNoCOOHOCTTa Ha Br3Heca, aHraXxmnpaHoCTTa
Ha paboTHaTa c1na 1 yCTOMYMBOTO pPa3BUTHE Ha YO-
BeLLKMA KanuTarn.

leHepaTMBHMAT VN 3aema KNOUYOBO MACTO cpen
TexHonoruute, Kouto HR 4.0 nsnonssa n e ot oco-
6eHa BaXHOCT 33 Pa3BUTUETO Ha CbBpPEMEHHaTa
TeNeKOMyHUKaUMOHHa NHAycTpuA. feHepaTMBHUAT
NN ce oTHacAa po anroputmm — yecto 6a3mpaHm
Ha ronemun e3nkosu mogenu (LLM) nnn reHepatme-
HU cbceTe3atenHn mpexn (GAN) — Konto morat ga
Cb3aBaT HOBO CbAbpXKaHMe, KaTo ce y4yaT OT or-
POMHM 6a3n OT AaHHWU. 3a pa3nnKa OT Mo-CTapuTe
WHCTPYMEHTWN 3a aBTOMAaTM3auuA, KOUTO crefBaxa
bukcupaHm npasmna, reHepatMBHUAT U moxe pa
ce ajanTtmpa, fa CMHTe3Mpa 1 Ja npoussexaa pe-
3yNnTaTy, KOUTO UMUTUPAT YOBELIKOTO TBOPYECTBO U
mucneHe. Tasn cnocobHOCT ro npaBu 0CoH6eHO Mo-
neseH 3a YP, KbeTo ca BaXKHU HI0aHCMpPaHaTa KOMy-
HUKaLMA N KOHTEKCTHOTO pa3bupaHe.

leHepaTMBHMAT U B KoHTekcTa Ha HR 4.0 po-
npuHaca ¢ ocobeHa BaXHOCT 3a CbyeTaBaHETO Ha
TaslaHTa C TEXHONOTNYHMUTE NPOMEHU. TeneKoMyHU-
KauuuTe ce pa3BuBaT OT TPAAULMOHHUTE [11acoBU 1
LaHHW YCNYT KbM CIIOXKHU AUTUTANIHU €KOCUCTEMM.
Ta3u npomMsaHa N3MCKBa HOBW YMEHUA, BKITIOUNTENHO
WHXKEHEPUHT Ha U3KYCTBEH MHTENEeKT, Knbepcuryp-
HOCT, BUPTyanu3aLuma Ha MPEeXn 1 AU3arH Ha Knu-
€HTCKOTO naxmsaaaHe. HR 4.0 n3nonsea NpoOrHo3Ha
aHanUTMKa 1 nnatoopmu 3a nogbop, 6basmpaHu Ha
W3KYCTBEH WHTENeKT, 3a Aa uaeHTnduumpa KaH-
AVMAATU C TEXHUYECKN eKCnepTusm 1 aganTUBHOCT.
Hanpumep, cuctemuTe 3a npocnegsasaHe Ha KaHAM-
paatm ¢ I morat pga npernegaT Xunsauv aBtoburorpa-
b1 38 MVMHYTU, KaTo rapaHTMPaT, Ye TeNEKOMYHUKA-
LUMOHHNTE KOMMaHUW LWe NpUBMEKAT Hal-gobpute
TaNaHTV Npean KOHKypeHTuTe.

leHepaTnBHMAT UM e OT nomoLy B NoaobpABaHeTo
Ha aHraXKMpPaHOCTTa M NPOAYKTUBHOCTTA Ha CNYXU-
Tenute. B ceKTop, B KONTO ANCTAHUMOHHATA paboTa,
rnobanHuTe ekmnu n 24/7 onepauuute ca YecTto
cpewaHn, nHcTpyMmeHTute Ha HR 4.0 - kaTo obnau-
HK1 YP nnatdopmu, AurntanHm obyunTenHn cpeu un
cuctemun 3a obpaTHa Bpb3Ka B peanHo Bpeme — no-
MaraTt 3a noaAbprkaHe Ha aHraXkupaHocTTa 1 Mpo-

BYKTMBHOCTTa. lenmnbunumpaHnTe obyumTenHmn mo-
Aynu MoraT fia NoBuLWaT YMEHUATA Ha Cly>KuTenuTe
3a HOBMWTE MpeXO0BU TexHonoruu, gokato M vatbo-
TOoBeTe ocurypaeaT He3abaBHa YP nogapbxKa, Ha-
ManABankn agMUHUCTPATUBHUTE yTeXHeHWnA. ToBa
HacbpyaBa KyNnTypa Ha HENPeKbCHATO 0byuYeHue 1
O6bp3a peakuus, KOATO € OT CbLIECTBEHO 3HAYEeHME
3a TeNeKOMYHMKALWNOHHNTE KOMMaHUK, CbCTe3aBa-
LM Ce Ha AMHaMMyYeH nasap.

leHepaTMBHMAT N nognomara B3emaHeTo Ha pe-
LEeHNA, OCHOBAHO Ha AaHHUW. TeNeKOMYHMKaLMOH-
HUTE KOMMNaHWW reHepupaT OrPOMHU Konm4vecTsa
onepaTtMBHU N KNMeHTCKM daHHu. HR 4.0 pa3wunpsa-
Ba TO3W nogxopd, 6a3npaH Ha JaHHW, KbM YrpaBne-
HWEeTO Ha nepcoHana. Ypes aHanm3 Ha nokasaTenu
3a NpefcTaBaAHe, TEHAEHUNN B TEKYYECTBOTO U Ha-
rnacute Ha cnyxutenute, YP nugepute morat ga
B3emaT MHPOPMUPAHN peLIEHNA 3a NMOBMLLIEHUA Ha
CNY>KUTENMW, UHBECTULMM B OOYUYEHUE 1 MPeCcTpykK-
TypypaHe Ha ekunu. Hanpumep, npeguktusHaTta
aHaNMTUKa MOXKe fa CUrHann3npa 3a NoTeHUnanHu
p1CKOBe OT HanycKaHe, MO3BONIABANKM MPOAKTUB-
HW CTpaTeruu 3a 3aibpkaHe — KPUTUYHO B MHAYC-
TPpUs, KbAETO 3arybata Ha ONMUTHU UHXKEHEPU MOXKeE
Aa 3a6aBu ronemn MHPPACTPYKTYPHU NPOEKTHU.

l[eHepaTuBHMAT IV npegocTaBa nogkpena Ha MHO-
BaLMUTE N IbBKaBOCTTa. TeneKoMyHUKaLMOHHaTa
NHAYCTpUA npoubdTABa Ype3 MHOBALMOHHU LU-
KN — BbBEXAaHe Ha HOBU ycNiyr, oGHOBABaHE Ha
MHOpPACTPYKTypaTa N pearnpaHe Ha perynaTopHu
npomeHu. IHCTpyMeHTUTE 3a QUINTasiHO CbTPYLHU-
YyecTBO MO3BONABAT Ha reorpadpckny pasganeyeHu
eKcnepTn Ja Cb3faBaT pelleHna 3aeqHOo B peasniHo
BpemMe, YCKOpABaNKM Pa3BUTMETO Ha MPOAYKTU ©
npefoCTaBAHETO Ha YCNYIin.

Bbnpekn ye nonsute ca yoeauTENHU, reHepPaTUB-
HUAT UM B YP nosgura BaxkHm eTnyHM BbNPOCU
KaTo ocurypsiBaHe Ha CbOTBETCTBME U CUTYPHOCT.
TenekoMyHMKaUMOHHMUTE KOMMaHuy paboTaT npwu
CTPUKTHU PerynaTopHu paMKu, BKIIOYNUTENHO 3aKO-
HU 32 NOBEPUTENIHOCT Ha AaHHUTE U U3MCKBaHUA 3a
KnbepcurypHoct. Mnatpopmute HR 4.0 morat ga aB-
TOMaTu3npat obyyeHneTo 3a CbOTBETCTBME, Aa Che-
AAT cepTndrKaTTe 1 a rapaHTUpaT, Ye camo ymbJi-
HOMOLLIEH NepCcoHan uma JOCTbM A0 YyBCTBUTENHA
nHpopmauus n cuctemu. ToBa HamansBa pucka ot
YoBellKa rpelka — BoAeLla NprnyMHa 3a Hapylue-
HMA Ha CUTYPHOCTTa — M YKpenBa penyTaumaTa Ha
KOMMaHMATa 3a HaeXaHOCT.

OTroBopHOTO BHeApsABaHe W3MCKBa ACHWU yrnpa-
BNEHCKN PaMKN N HENPEKbCHAT YOBELLKM KOHTPOT.
Bb3xoabT Ha reHepatueHua WA 6enexn noBpaTtHa
Touka 3a YP. Toii npegnara MHCTPYMEHTM 3@ yNieCHsA-
BaHe Ha aKTUBHOCTUTE, MepPCOHaNn3npaHe Ha onuTa
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Ha CnyXuTennTe 1 B3eMaHe Ha pelueHus, 6a3upaHm
Ha AaHHW. Bbnpekn ToBa, cnata My Tpsabea fa 6bvae
6anaHcMpaHa C eTUYHN MepPKK, 3a Aia Ce rapaHTMpa
CrpaBefnMBOCT, MPO3PaYHOCT u gosepue. Jlngepu-
Te B YP, Kouto BbBexAaT reHepatusHus N B pabo-
TaTa cu, He camo yBenunyaBaT eheKTMBHOCTTa, HO U
no3uLMOoHMpPaT opraH13auunTe ga ycnasat B 6bp30
pa3BuBaLLUA Ce CBAT Ha TaNaHTL.

CKOpOLUHY aHanu3un v OKNaau oT MHAYCTpUATa 3a
2025 r. noguepTtaBaT M3K/IOUUTENTHO 3aBMLLABaHe
Ha npuemaHeTo Ha HR 4.0 n reHepatmneHuAa U B Te-
NeKoMyHMKauumTe, KaTo ce KOMeHT/pa Ha CBETOB-
HUAT nasap 3a W B Tenekomute gocturHe Ha 38,8
Munuapga gonapa npes 2025 r. u cpegHoroauileH
TeMn Ha pacTtex o1 41,4% mexay 2022 n 2031 r. Te3u
[OKNaan obCcbXaaT TeEHAEHUUM KaTo noabop Ha Ta-
naHTK ¢ nomowta Ha VW, aHraxmnpaHocCT Ha cny»u-
TennTe, aHanu3 Ha paboTHaTa cuna u aBTOMaTM3a-
uma Ha YP onepauyuurte.

lonemute TENeKOMyHMKaLMOHHM Kopriopauuu
npviemat HR 4.0 n reHepatusHua UM npes 2025 r,,
OTKpMBaMKM HOBa epa B YMNpaBfeHNEeToO Ha nepco-
Hana. Bopgewn TenekoMyHMKaLMOHHM KOMMaHWW,
BkntounTtenHo Deutsche Telekom, Vodafone, AT&T
n Verizon, NpaBAT 3HAYUTENHU CTHNKN B Npuema-
HeTo Ha HR 4.0 u reHepatuBHua NN npes 2025 r.
Te3n NHMLMATUBM NPEOCMUCTAT HAOVPAHETO Ha Ta-
NAHTN, Pa3BUTUETO Ha CAYXUTENNTE N LUANOCTHOTO
ynpaBneHne Ha NepcoHana, C rofiiM akLeHT BbpXy
edeKTMBHOCTTa, NepcoHanM3aumnaTa U B3eMaHeTo
Ha pelleHnA Ha 6a3aTta Ha AaHHW.

Deutsche Telekom e nupgep B TpaHcpopmaLmsiTa Ha
YP upe3 nskycTBeH UHTenekT. o 2025 r. Te obyyaBat
okono 18 000 cnyxutenu Ha reHepatmeeH W upes
NapTHbOPCTBA MU UHTEPAKTMBHW PaboTUAHULM KaTo
+Promptathons”. Nnatpopmara ,Eightfold” aHannzu-
pa faHHUTE Ha KaHAVAATUTE U YNeCHABA BbTPELUHUTE
YP npouecn. KopnopatneHuAat I acncteHT,askT” ce
n3nonssa cegMnyHo ot 12,5% OT repmaHcKuTe cny-
XuTenu, KaTo cnectaBa cpefHo 1,9 yaca Ha cnyxuTen
Ha feH. lNpe3 mapTt 2025 r. Te paswmpsaABaT ynpasse-
HueTo Ha pecypcu ¢ N 3a nnaHnpaHe Ha NPOoeKTK.

WU nnatdopmata Ha Vodafone ,Grow with Voda-
fone” nopobpsaBa edpeKTNBHOCTTA HAa HaemMaHe Ha
nepcoHan, HamanABalKky BpPemMeTo 3a HaemaHe u”
yBenunyaBalkm pasHoobpasveTo upes npenopbKu
6e3 npuctpactna. Ha cvbutne DTW Ignite Ha TM
Forum 2025, Vodafone cbobuiaBa 3a 28% Hamarne-
HUe Ha NOBTOPHKWTE NOCELLEHMA HA MACTO U No-6bp-
30 pellaBaHe Ha Npobnemu 6narogapeHue Ha . Te
npepocTaBaT 68 000 nuueH3a Ha Microsoft Copilot,
nHTerpmpankm M B exxegHeBHNUTe paboTHM NpoLe-
CW, U CcTapTMpaT KamnaHuATta ,Empower You” 3a eTn-
Ka Ha I n npakTnyeckn obyyeHus.

leHepaTnBHMAT UM mHCTpymeHT Ha AT&T ,Ask
AT&T” e pocTbneH 3a Hag 80 000 cnyxutenu, a ,Ask
AT&T Academy” nognomara ob6yueHueTo. [lpe3
2025 r. 20 000 cny»kuTenn nosny4vasat fMUEH3M 3a
Microsoft Copilot. Ekunst no YP nognomara nsrot-
BAHeTO Ha NN nonutnka v nsnonssa U acncreHt
3a BbNpocu cBbp3aHu ¢ YP, aHanm3 Ha gorosopun u
onepaTtnBHa epeKTUBHOCT. lNo-malabHaTta M cTpa-
Terna Ha AT&T BKNOUBa ONTUMU3NPAHE Ha MapLLpPY-
TUTE Ha TEXHMLUWTE Ha TepeH 1 OTKPUBaHE Ha U3Ma-
MU B Mpexarta.

B TenekomMyHUKaLMOHHaTa MHAYCTPUA, KbAETO TEX-
HOJIOTUYHUTE MPOMEHU Ca MNOCTOAHHMN U KOHKYPEH-
umAaTa e n3knuutenHo ronama, HR 4.0 He e camo
onepaTtuBHO MnofgobpeHve - TA e CcTpaTernyecku
WHCTPYMeHT. KaTo cbuyeTaBaT cTpaTernu 3a TanaHTu
C Uenu 3a gurnTanHa TpaHcdopmauma, nogobpasar
aHraXKMpPaHOCTTa, M3NON3BaT AaHHU 3a B3eMaHe Ha
pelueHna, HacbpyaBaT MHOBaLMUTE N OCUTypABaT
cbotBeTcTBME, HR 4.0 faBa Bb3MOXHOCT Ha TeneKko-
MYHVKaLMOHHWTE KOMMAHUM Ja OCTaHaT KOHKYpPeH-
TOCMOCOOHW 1 YCTONYMBWN.

1. 3BAKJIFOYEHUE

HR 4.0 He e eINHCTBEHO TEXHONOIMMYHO OOHOBJE-
HUe, a yanocTHa TpaHcdopmauma Ha YP dyHKumATa,
CbyeTaBalla cTpaTernaTa 3a nepcoHana C U3NCKBa-
HMATa Ha YeTBbpTata MHAYCTPUANHaA peBONOUUA.
ToBa npepcTaBnABa KynMMHaLMATA Ha eBOOLNATA
Ha YP oT agMuHucTpaTnBHO ynpaneHue (HR 1.0)
KbM cTpaTernyecko, i n opneHtrpaHo Kbm onuta
nngepcteo (HR 4.0), kato noctasa YYP KaTo Kntoyos
ABUraTen Ha opraHM3aunoHHaTa epeKTUBHOCT, Ky
Typa 1 HoBaLuML.
MNpe3 ueTnpuTe MHAYCTPUANHU PEBOAIOLMN CMe
CBUAETENY Ha MHOTO MPOMEHU B UHAYCTPUNTE KaTo
NPOW3BOACTBEHN CUCTEMMU, YCAYT N YOBELWKN pe-
cypcy, yyactBawm B npouecute. OT Hayanoto Ha
YeTBbpTaTa MHAYCTPUANHa pPeBONOUUA, QUrMTanN-
HUTE TEXHONOTUM MPOMEHAT HauMHa, MO KOWTO XO-
paTa paboTaT, yuaT, ynpassaBat, Habupat nepcoHan
1 B3aumogencTeat nomexay cu. B o6obweHne, non-
3ute oT HR 4.0 ca:
o OnNTUMM3MpPaHN NpoLEeCcM N HamaslleHn onepa-
TUBHM pa3xoau.

» [loBuMLWEHA TOYHOCT N HaMaJiiBaHe Ha YOBELLKU-
TE rpeLuKu.

» [lo-pobpo cTpaTernyecko cboTBeTcTBME Ha YP ¢
LennTe Ha opraHM3auuATa.

« NopobpeHo aHraxkmpaHe Ha Cykutenute, no-
BULLIABaHEe Ha eKCrnepTr3aTa N 3agbprKaHe.

» NHdopmaumsn, 6asnpaHa Ha faHHK, 32 PbKOBOA-
CTBOTO U NMiiaHMpPaHeTO Ha paboTHaTa cuna.
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o [bBKaBOCT npn peakyna Ha AHaMKaTa Ha Tpy-

AoBMA Nasap N TeXHONTOTMYHNTE NPOMEHN.

MpenopbKuTe OT HACTOALLOTO U3C/eABaHe ca B Mo-
COKa Ha HeocropumuTe $aKTu, ue brsHecKTe 1 cne-
uManucTuTe cneaga aa ce GoKycupar Bbpxy:

PasButne Ha gurnutanHo mucnene: ObyyeHve
Ha YP cneuuwanuctn ga npuemaT HOBUTE TEXHO-
Norvv 1 ia ce aganTmpar KbM NpoMsaHarTa.
YnpaBneHne Ha paHHu: OcurypsBaHe Ha
LenocTTa, NOBEepMUTESIHOCTTa U CbOTBETCTBME-
TO Ha AaHHUTe BbB BCMUKM YP cuctemm.
YnpaBneHne Ha npomsHarta: [lomaraHe Ha
CnyXxuTenute ga ce agantnpaT KbM HOBUTE pa-
60THM npouecu, npouecu, 6asmpaHu Ha AW, n
aBTOMaTu3aLumA.

Crpaternyecko o6Bbp3BaHe: CBbp3BaHe Ha
npuemaHeTo Ha TexHonornu c 6usHec n YP
CTpaTermmTe Ha KOMMaHuATa.

BbHWwHa ekcnepTusa: [lpmBnnMyaHe Ha KOH-
CYNTaHTU MU TEXHONOMMYHW MapTHbOPM, KO-
raTo BbTpeLIHNTE YMEHMA He Ca JOCTaTbyHMN.
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MODERN ADVERSARY MALWARE
DELIVERY TECHNIQUES

Svetoslav Angelov

Abstract: This paper presents a technical analysis
of a targeted malware delivery campaign using
two Windows screensaver executables as initial
access vectors. Both droppers - Special_guest.
scr and DocuSign.scr - employ JWrapper, a legiti-
mate Java packaging tool repurposed as a pack-
er. Static reverse engineering with Ghidra reveals
byte-identical code: shared RSA public key ver-
ification via LibTomMath, an HTTPS download
module named JWrapperDownloader, and a mul-
ti-stage extraction chain. The C2 domain farmlive.
sbs (104.37.175.86) is absent from static binary
analysis, confirming deliberate payload encryp-
tion as an anti-detection strategy. Kaspersky end-
point protection blocked both samples at runtime.

Keywords: malware, remote access, reverse engi-
neering, countermeasure

[. INTRODUCTION

Modern threat actors increasingly repurpose le-
gitimate software packaging frameworks to evade
detection while delivering malicious payloads.
This technique enables attackers to operate be-
hind trusted software identities and bypass signa-
ture-based detection, making static binary analysis
alone insufficient for attribution.

This paper documents a real-world targeted attack
in which two Windows screensaver (.scr) files were
delivered via social engineering - one mimicking a
DocuSign e-signature notification and one posing
as a special guest invitation. Both files were identi-
fied by Kaspersky endpoint protection as delivering
the SimpleHelp remote access trojan (RAT) [1] and
blocked before full installation.

The contributions of this paper are: (1) identification
of JWrapper as a repurposed malware delivery mech-
anism; (2) Ghidra-based static reverse engineering [3]
of RSA verification, HTTP download, and persistence
chains across both droppers; and (3) documentation
of a deliberate C2 concealment technique that de-
feats static indicator-of-compromise analysis. Recent
incidents confirm that SimpleHelp and JWrapper are
actively exploited in ransomware operations [8], [9].

Svetoslav Angelov is with the University of Telecom-
munications and Post, Sofia, 1 Acad. St. Mladenov Str.,
Sofia 1700, Bulgaria. E-mail: HippoG6602@proton.me

II. JWRAPPER PACKER
ARCHITECTURE

JWrapper [2] is a commercial Java application
packaging tool that produces standalone Windows
executables. Threat actors repurpose it to embed a
malicious JAR payload within a legitimate-looking
executable wrapper, protected by RSA digital signa-
ture verification that prevents payload tampering.

Both analyzed samples exhibit the Visual Studio
2005 Release runtime signature, identified by Ghi-
dra’s [6] library matching (FID). The selection of a
2005-era runtime maximizes compatibility across
Windows versions from XP through Windows 11,
ensuring broad victim coverage without additional
runtime dependencies.

Identical entry point addresses, runtime versions, li-
brary signatures, and function addresses across both
samples confirm generation by the same JWrapper
builder instance - a single toolchain controlling both
attack vectors of a coordinated campaign.

III. STATIC ANALYSIS OF DROPPER
BINARIES

A. Entry Point and Runtime Initialization

Both Special_guest.scr and DocuSign.scr share
an identical entry stub at virtual address 0x0041d-
fe0 (Fig. 1). The decompiled entry function calls
__security_init_cookie() - a stack canary providing
anti-tampering protection - followed by an uncon-
ditional jump to __tmainCRTStartup. The __GSHan-
dlerCheck function matches Visual Studio 2005 Re-
lease via Ghidra’s FID library matching.

Fig. 1 Entry point (0x0041dfe0): __security_init_cookie()
and __tmainCRTStartup, byte-identical in both droppers.
Runtime: VS 2005 Release.
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The presence of _XcptFilter at 0x0041dfd1 config-
ures structured exception handling before execu-
tion begins, providing crash resilience and anti-de-
bugging properties characteristic of professionally
built malware droppers.

B. WinMain Command-Line Processing

The WinMain function (FUN_00407f58) imple-
ments a do-while argv iteration loop performing
sequential strcmp comparisons against two hard-
coded strings (Fig. 2). Upon matching “-s” or “JWPRE-
PARE_FOR_LAUNCH_ONLY" the function branches
to the extraction routine. The function graph con-
tains 39 vertices - identical in both samples.

0D407f58 - FUN_00407f58 g-&@0 W
undef ined _ fastcall FUN_00407F5@uint paran_1, undefin.

. 7F73 HOV

-.7f79 1GE _LAB_00407F97

(0007197

757 CHP
7ien

Fig. 2 WinMain function graph (FUN_00407f58, 39 verti-
ces): do-while argv loop with strcmp-based flag detection
leading to the extractor.

A software interrupt (code *)swi(3) at line 42 of the
decompiler output indicates low-level syscall access
bypassing standard Windows APl wrappers, present
in both samples and confirming a shared compiled
binary template.

C. RSA Payload Verification

The RSA key import routine FUN_00401048 (Fig.
3) employs the embedded LibTomMath [7] cryp-
tographic library, copying 392 bytes (0x188) of RSA
context via memcpy. Failure to import triggers the
error string “ERROR - unable to import public key”
and deallocates memory, halting payload extrac-
tion.

 Console-Seripting

Fig. 3 RSA public key import (FUN_00401048): LibTomMath
392-byte key context. Error path halts extraction. Byte-iden-
tical in both samples.

This routine is byte-identical across both drop-
pers, including matching LibTomMath offsets such
as: (PTR_s_LibTomMath_00444b40), thereby, con-
firming a shared RSA keypair. A single private key
controls payload signature verification for the entire
campaign.

D. HTTP Download Module

The download component FUN_00406128 (Fig.
4) features a 35KB+ stack frame and self-identifies
as “JWrapperDownloader” in the User-Agent string
passed to InternetOpenA(). The WinINet API chain
establishes an HTTPS-only connection to the C2:

InternetOpenA(“JWrapperDownloader’, ...);

InternetCrackUrlA(param_5[3], 0, O, &url);

InternetOpenUrlA(hinet, url, 0, 0, 0x400800, 0);

Fig. 4 HttpDownloader (FUN_00406128): InternetOpenA
with JWrapperDownloader User-Agent; HTTPS-only flag
0x400800 (SECURE | NO_CACHE_WRITE)

Flags value 0x400800 combines INTERNET_FLAG_
NO_CACHE_WRITE and INTERNET_FLAG_SECURE, en-
forcing HTTPS and preventing local cache artifacts. A
debug bypass at 0x0040615d skips downloads when a
configuration flag is set - evidence of professional de-
velopment practices in the toolchain.
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E. Privilege Detection and Payload Extraction

The extraction routine FUN_004043c0 (Fig. 5)
queries SID S-1-5-32-545 (BUILTIN\Users) via Con-
vertStringSidToSidA() to determine privilege level.
Internal debug strings document the extraction
pipeline:

“[Extractor] Creating master folder..”

“[Extractor] Creating bundle path..”

“[Extractor] GU temp is %s”

Fig. 5 Persistence chain (FUN_004043c0): SID S-1-5-32-545
privilege detection followed by multi-stage directory crea-
tion and payload extraction.

These strings reveal persistent directory creation
prior to JAR payload deployment. The BUILTIN\Us-
ers SID check determines installation mode, maxi-
mizing execution success across both standard-user
and administrator configurations.

IV. C2 INFRASTRUCTURE AND
ANTI-DETECTION

The command-and-control domain farmlive.sbs
resolves to IP 104.37.175.86. Critically, this domain is
absent from static analysis of both dropper binaries
- confirmed by memory search for ASCII “farmlive”
and its byte-sequence (46 41 52 4D 4C 49 56 45) in
both samples, returning no matches.

This absence reveals a deliberate two-layer archi-
tecture: the outer .scr dropper handles RSA-verified
extraction only, while all network indicators reside
within the encrypted inner JAR payload. Dynamic
analysis via the Triage sandbox [5] confirmed con-
nections to farmlive.sbs at runtime, detectable only
after the JWrapper layer decrypted and launched
the payload.

Table | summarizes detection capability by analysis
method. Only runtime behavioral or network-level
approaches succeed in identifying the C2 infrastruc-
ture.

TaBLE |
DetecTioN CAPABILITY BY ANALYSIS METHOD

Analysis Method Detects 2 /10C?
AV static scan No
Ghidra static analysis No
Memory string search No
Network monitoring Yes
Sandbox (Triage) Yes
Kaspersky runtime (behavioral) Yes

V. COMPARATIVE ANALYSIS

Both droppers are functionally byte-identical
across every analyzed component: entry point
(0x0041dfe0), WinMain (FUN_00407f58, 39 ver-
tices), RSA import routine (FUN_00401048) with
matching LibTomMath offsets, HttpDownloader
(FUN_00406128) with identical 35KB stack frame,
and persistence routine (FUN_004043c0) with iden-
tical SID strings.

The shared RSA keypair implies a single private key
controls payload verification for both attack vectors
simultaneously. Distinct social engineering lures - a
corporate DocuSign notification versus a person-
al special guest invitation - targeting the same C2
indicates a coordinated multi-vector campaign de-
signed to maximize delivery probability [4].

The sole observable difference between the sam-
ples is the embedded JAR payload. This is consist-
ent with a build process where a common JWrapper
template is compiled once and re-signed with dif-
ferent payloads per campaign target.

VI. CONCLUSION

This analysis demonstrates the sophistication of mal-
ware delivery mechanisms that repurpose legitimate
software packaging frameworks. JWrapper provides
RSA-protected payload encryption, a feature-com-
plete HTTPS download subsystem with professional
debug instrumentation, and broad Windows compat-
ibility - all within a legitimate-looking screensaver ex-
ecutable that evades static binary detection.

The primary defensive implication is that static bi-
nary analysis and I0C-based signature scanning are
insufficient for this threat class. Effective detection
requires: (1) network-level blocking of .scr down-
loads via email gateways; (2) endpoint behavioral
analysis capable of detecting JWrapper extraction
patterns; and (3) sandbox-based pre-delivery anal-
ysis. Kaspersky blocked both samples through be-
havioral heuristics.
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Future work will address dynamic analysis of the
decrypted JAR payload to recover the complete
SimpleHelp RAT configuration, persistence registry
keys, and screen capture modules (session_win.exe,
elev_win.exe) identified in sandbox reports.

REFERENCES

SimpleHelp Ltd., “SimpleHelp Remote Support Soft-
ware,” [Online]. Available: https://simple-help.com,
2024.

JWrapper Ltd., “JWrapper,” [Online].
https://www.jwrapper.com, 2024.

M. Sikorski, A. Honig, “Practical Malware Analysis,”No
Starch Press, 2012, pp. 285-312.

CISA, “Phishing Guidance: Stopping the Attack Cy-
cle at Phase One,” 2023. [Online]. Available: https://
www.cisa.gov/resources-tools/resources/phishing-

Available:

guidance-stopping-attack-cycle-phase-one.
Hatching B.V., “Triage Malware Analysis Sandbox,”
[Online]. Available: https://tria.ge, 2024.

NSA, “Ghidra Software Reverse Engineering Frame-
work,” v11.x, [Online]. Available: https://ghidra-sre.
org, 2025.

LibTomMath Project, “LibTomMath,” [Online]. Availa-
ble: https://www.libtom.net, 2024.

CISA, “Ransomware Actors Exploit Unpatched Sim-
pleHelp Remote Monitoring and Management,’
Alert AA25-163A, 2025. [Online]. Available: https://
www.cisa.gov/news-events/cybersecurity-adviso-
ries/aa25-163a.

[9] Cisco Talos, “Talos IR Ransomware Engage-
ments and the Significance of Timeliness in Inci-
dent Response,” 2025. [Online]. Available: https://
blog.talosintelligence.com/talos-ir-ransom-
ware-engagements-and-the-significance-of-timeli-
ness-in-incident-response/.

139



CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

PHISHING COUNTERACTION AND
DATABASE POISONING TECHNIQUES

Svetoslav Angelov

Abstract: This paper presents two real-world
phishing counteraction case studies demon-
strating active defense techniques against cre-
dential harvesting campaigns. Case 1 analyzes
a Zimbra WebClient phishing page hosted on
Cloudflare Pages that exfiltrates credentials via
Telegram Bot API, where an exposed deleteMes-
sage endpoint enabled bulk deletion of stolen
data. Case 2 examines a Roundcube Webmail
phishing page on Weebly, countered by Burp
Suite Intruder database poisoning with 1,335
fake credential pairs. Both cases demonstrate
that attacker operational security failures create
actionable counteraction opportunities.

Keywords: ¢uwumHr, npoTnBogencTene, oTpass-
He Ha 6a3a JaHHN, KOHTPaaTaKa

[. INTRODUCTION

Phishing remains the predominant initial access
vector in modern cyber attacks, with credential har-
vesting campaigns growing in sophistication and
volume [1]. While defensive measures traditionally
focus on prevention and detection, active counter-
action techniques can disrupt ongoing campaigns
by exploiting weaknesses in the attacker’s own in-
frastructure.

This paper documents two phishing incidents tar-
geting Bulgarian organizations, each employing
distinct exfiltration mechanisms. In both cases, op-
erational security failures by the threat actors creat-
ed opportunities for active counteraction - enabling
either recovery of stolen credentials or poisoning of
the attacker’s collected data.

The contributions are: (1) technical analysis of
Telegram Bot API-based credential exfiltration and
its inherent vulnerability to message deletion; (2)
demonstration of Burp Suite Intruder as a database
poisoning tool against Weebly-hosted phishing; and
(3) a comparative framework for selecting counter-
action strategies based on exfiltration mechanism

type.

Svetoslav Angelov is with the University of Telecom-
munications and Post, Sofia, 1 Acad. St. Mladenov
Str., Sofia 1700, Bulgaria. E-mail: HippoG6602@pro-
ton.me

II. CASE 1: ZIMBRA PHISHING VIA
TELEGRAM EXFILTRATION

A. Phishing Page Analysis

The phishing page was hosted at zimpage.pages.
dev/zimbra, utilizing Cloudflare Pages [5] as a free
hosting platform. The page replicated the Zimbra
WebClient login interface with high fidelity, dis-
playing the standard authentication form. The error
message “The username or password is incorrect”
was pre-rendered to create urgency and encourage
credential re-entry (Fig. 1).

Z Zimbra WebClient-Sig

&nzimbra

0 The username or password is incorrect. Please try again.

Usemame:  ELlgi)

Password

Version:

Fig. 1 Zimbra phishing page at zimpage.pages.dev/zimbra
replicating the WebClient login interface.

B. Telegram Bot API Exfiltration

tequest Response

Fig. 2 IP address collection via api.ipify.org prior to Tele-
gram exfiltration.

Upon form submission, harvested credentials were
exfiltrated via the Telegram Bot API [2] using HTTP
POST to api.telegram.org. The bot token was em-
bedded in client-side JavaScript, transmitting struc-
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tured messages to chat ID 7326343441 (“BELIEVERS”

group). Each message contained the victim’s email,
password, IP address, User-Agent string, timezone,
and browser fingerprint (Fig. 3).

.
L]

20 ¢ > e @@ € >

Fig. 3 Telegram Bot APl exfiltration: POST to sendMessage
with harvested credentials and victim fingerprint.

C. Counteraction: Bulk Message Deletion

Critical OPSEC failure: the threat actor’s Telegram
bot token was exposed in client-side JavaScript,
granting full API access including the deleteMes-
sage endpoint. This enabled systematic deletion of
all exfiltrated credentials from the attacker’s Tele-
gram chat:

foriin $(seq 564 1012); do
curl -s -X POST .../deleteMessage \
-d“chat_id=7326343441&message_id=5i"&
Done

The API responses confirmed successful deletion
for valid messages ({"ok":true,'result”:true}), while
out-of-range messages returned error 400. Messag-
es older than 48 hours returned “message can't be
deleted for everyone’, indicating a Telegram API lim-
itation on bulk deletion timing (Fig. 4).

{"ok":false, "error_code":400, "description”: "Bad Request: message to delete not found"}

Fig. 4 Counteraction execution: bulk deleteMessage re-
quests with mixed success/failure responses.

Fig. 5 Batch deletion script processing message IDs 564-
1012 with parallel curl requests.

II1. CASE 2: ROUNDCUBE PHISHING
VIA WEEBLY FORMS

A. Phishing Infrastructure

The second phishing page was hosted at round-
cubeserverwebmailsroundcube.weebly.com using
Weebly’s free website builder [6]. The page dis-
played a Bulgarian-language Roundcube Webmail
interface with the urgency message “CbXPAHEHUE
MPOCTPAHCTBO KPUTUYHO!!" (Storage Space Crit-
ical), requesting email, username, and password
(Fig. 6).

ROUNDCUBE WEBMAIL ChXPAHEHHWE ITPOCTPAHCTBO KPUTHYHO 11t

3a chyparerie

nnnnnnn

Fig. 6 Roundcube phishing page on Weebly with Bulgarian
social engineering lure.

B. Weebly Form Exfiltration

Credentials were captured through Weebly’s na-
tive form handling. Submissions were sent as mul-
tipart/form-data with obfuscated field names (_
u534791914693335576, _u499598826433783254,
_U734129748584651672). The server responded
with a Unicode-encoded Bulgarian confirmation
and a postMessage callback (Fig. 7). Weebly’s JSON-
RPC API revealed hosting at IP 74.115.51.9 behind
Cloudflare.
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Fig. 7 Weebly form response with Unicode-encoded confir-
mation and postMessage callback.

C. Counteraction: Burp Intruder Database Poisoning

Since Weebly’s form backend lacks an exposed de-
letion API, database poisoning was employed. Burp
Suite Professional’s Intruder [3] was configured with
a Pitchfork attack using two payload positions - us-
ername (SUSERHERES) and password (SPASSHERES)
(Fig. 8).

Fig. 8 Burp Intruder Pitchfork configuration with payload
positions for username and password.

The payload lists comprised 1,335 entries combin-
ing system accounts (ladmin, Iroot, $SRV), database
roles (SYSADM, SYSLIB, SYSTEM), random strings,
and generated passwords. A custom resource
pool enforced stealth: 1 concurrent request with
10,000m:s fixed delay to avoid rate limiting.

The attack completed with 1,058 of 1,335 requests
returning HTTP 200. The attacker’s credential data-
base was contaminated with a signal-to-noise ratio
rendering manual extraction of genuine credentials
impractical (Fig. 9).

FRESBERRERLT

0@l .
osstras ®

Fig. 9 Burp Intruder results: 1,058 successful fake credential
submissions poisoning the database.

IV. COMPARATIVE ANALYSIS

The two cases illustrate fundamentally different
exfiltration architectures and correspondingly dif-
ferent counteraction strategies. Table | summarizes
the key differences.

TasLE |

ComPARISON OF PHISHING CASES AND COUNTERACTION
Attribute Case 1: Zimbra Case 2: Roundcube
Hosting Cloudflare Pages Weebly
Language English Bulgarian
Exfiltration Telegram Bot API Weebly Forms
OPSEC Failure Exposed bot token No rate limiting
Counteraction Bulk deleteMessage | Intruder poisoning
Result (redentials deleted Database poisoned

The Telegram exfiltration (Case 1) exposed the en-
tire credential pipeline because the bot token was
in client-side code. The Weebly exfiltration (Case 2)
was more resilient to recovery but trivially suscep-
tible to automated poisoning due to absent CAPT-
CHA and rate limiting.

V.ETHICAL AND LEGAL
CONSIDERATIONS

Active counteraction against phishing infrastruc-
ture raises ethical and legal questions. The tech-
niques described were performed against infra-
structure actively engaged in criminal credential
theft. The counteraction was proportionate: no sys-
tems were damaged, no data was exfiltrated, and
the sole objective was protecting victims whose
credentials had been compromised [4].

VI. CONCLUSIONS

This paper demonstrates that phishing campaigns
are vulnerable to active counteraction when attack-
ers commit operational security errors. Client-side
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exposure of APl tokens enables direct credential
recovery. Absence of input validation enables data-
base poisoning that renders harvested credentials
unusable.

Recommendations: (1) incident responders should
analyze phishing pages for exposed API tokens and
webhook URLs; (2) Burp Suite Intruder with stealth
resource pool settings provides effective database
poisoning; (3) the 48-hour Telegram deletion win-
dow creates a time-critical response requirement.
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AUTOMATED DIAGNOSTICS
AND IDENTITY MANAGEMENT
OPTIMIZATION IN CLOUD IDAAS
ECOSYSTEMS

Csemia ToueBa

Abstract: Today managing a digital identity has
transformed into a complicated affair, especial-
ly as businesses begin using multiple different
cloud platforms at once. Manual detection won't
prevent security risks, making automatic checks
far more useful. We studied a new means using
diagnostic machines that diagnose errors in the
current workflow and can assist in fixing them,
such as detecting human errors and authenticat-
ing quickly to make sure only permitted creden-
tials can access a cloud-based system and help
secure a multicloud environment.

Keywords: Cloud Computing, IDaaS, Automated
Diagnostics, Identity Management, Optimiza-
tion.

[. INTRODUCTION

The proliferation of the cloud means an abun-
dance of virtual private clouds within virtual envi-
ronments to manage infrastructure at hyper-growth
scales. IDaaS has been a cornerstone of security
in the cloud by consolidating the management of
identities within one location, which grants a single
security policy applied to identities in the cloud.
The adoption of hybrid and multicloud architec-
tures makes maintaining this level of consistency in
controlling who has what permissions a nearly in-
surmountable task due to the proliferation of iden-
tities managed across a wide variety of platforms.
Manualdiagnostics of IDaaS are impossible due to
the sheer volume of sensitive identity-related infor-
mation. It is impossible to manually ensure securi-
ty in IDaaS because we'd never have visibility into
all cloud deployments. Automation is key to IDaa$S
security, as automated diagnostic systems will con-
tinually survey your cloud environment to alert you
when anomalies have been detected. Automation
is also key to securing identities. Optimization isn't
just securing the perimeter but the entirety of the

Svetla Toneva is with the University of Telecommu-
nications and Post, Sofia, 1 Acad. St. Mladenov Str,
Sofia 1700, Bulgaria, E-mail: s.toneva@utp.bg

identity lifecycle (onboarding and offboarding in-
cluded) while ensuring that the principle of least
privilege is exercised. Machine learning helps us
build automated solutions to help with both tasks.
We can use predictions for high-risk identities. This
leads to automation around the remediation of
over-privileged accounts. Automation enables us to
support Zero Trust, ensuring every access attempt is
authenticated, authorized, and dynamically verified
on a real-time basis to adhere to risk assumptions
and security requirements. The remainder of this
document reviews current trends and technologies
surrounding automation for identity governance
in cloud environments. Section Il explains the chal-
lenges of diagnostics in multicloud environments
with numerous individual cloud deployments. Sec-
tion Ill explores the technologies used to automate
identity governance in the cloud. Section IV analyz-
es the impact that automation will have on securi-
ty performance. The conclusion provides recom-
mendations for future research and development
in this rapidly evolving field. This study proposes
an Al-driven identity governance architecture that
integrates Zero Trust principles, behavioral analyt-
ics, automated diagnostics, blockchain-based trust
management, and cloud-native remediation mech-
anisms, and evaluates its effectiveness through a
comparative proof-of-concept scenario.

II. DIAGNOSTIC CHALLENGES IN
CLOUD IDAAS ECOSYSTEMS

As organizations build out their multi-account,
multi-cloud footprints, there’s a security visibility
gap that legacy tools miss. According to the data
from the cloud identity vendor, managing cloud
infrastructure across multiple accounts means that
security and engineering teams must also work
with the same rigor in their security-governed
processes for these 100+ accounts. The main road-
block to diagnostics when an incident takes place is
the sheer difficulty of tracking identity. When user
identities are scattered across numerous public
clouds or identity providers, even well-resourced
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SOC teams struggle to manually identify miscon-
figurations or overprivileged accounts. The modern
cloud environment has also broken many of the old
ways of diagnosing problems and most modern di-
agnostics fail at these complex scenarios because
they don't incorporate the Zero Trust Architecture
required for a cloud-ready, modern cybersecurity
posture. The old ways worked well enough before
attackers started weaponizing these internal securi-
ty holes by taking over your trusted internal creden-
tials. Most of the current ways that organizations
“diagnose” security incidents simply can’t account
for lateral attacks from the inside oromal behavior
from a seemingly “good” identity inside your cloud
environment. A shift to a Zero Trust Architecture-in
which“never trust, always verify”is the operating as-
sumption-is necessary [4]. Finally, most cloud envi-
ronments have a lack of representation transparen-
cy. In a heavily regulated industry like insurance or
healthcare, for example, the scale and complexity of
the cloud system data and subsystem models often
mean that it's simply too complicated to enable any
single decision-maker at a company or enterprise
organization to effectively grasp. Without a way to
automatically conduct situational awareness anal-
yses and diagnostic performance measurements,
those organizations cannot hope to quickly deter-
mine if any of their identities pose risks-whether it
is an orphaned cloud account that’s not needed or
a risk from permission creep, a frequent danger for
identity management as a service providers [3].

III. AUTOMATED OPTIMIZATION
AND IDENTITY GOVERNANCE
MODELS

To fix those massive blind spots and scattered
cloud identities, teams are now putting Al and ma-
chine learning to work. These newer models don't
just watch the data; they actively solve the manage-
ment chaos that traditional tools often miss.

A. Automated Multi-Account Governance

The proposed approach advocates extensive au-
tomation of governance processes-laC or natively
leveraging some kind of automation around cloud
services. We should automate provisioning at least
to some degree and monitor those identities con-
sistently to be sure we're on track. Once that’s in
place, you could use event-based triggers so as
soon as an account has been provisioned, a script
starts diagnosing baseline controls like MFA or en-
cryption policies as soon as possible with no human
involvement. That removes shadow IT and gets us

a uniform setup from moment 0 on all of the iden-
tities.

B. Dynamic Access Control and Trust Assessment

With optimization and automation through dy-
namic access control modules being key aspects
in the IDaaS ecosystem, it can improve further with
the ABEAC (Subject Behavior Evaluation under Ze-
ro-Trust Conditions) model discussed in [2] that'll
assess user behavior’s risk value and award access
to only those exhibiting low risk according to histor-
ical user behaviors, current user behaviors (location,
time of access, device, IP, etc.), and also to the con-
text risk assessment of the resource that the user is
trying to access.

C. Deep Learning and Collaborative Intelligence Inte-
gration

With Deep Neural Networks (DNNs) playing the
most vital role of authentication by using large
sets of logs provided by the organization’s com-
puter to investigate small discrepancies that show
that the credentials used were compromised [4], a
deep-learning architecture combined with an adap-
tive, policy-based zero-trust access policy manager
(shown in Sec. IV) provides the most appropriate
and scalable way to carry out automated and con-
text-aware access control and adaptive policies, as
the manager controls and manipulates access pol-
icies based on events or conditions that have been
assessed through deep learning; otherwise, access
policies and permissions wouldn't be adaptive to
organizational security needs in the same way, es-
pecially given evolving and unknown threats.

IV. AGENTIC AT AND
REPRESENTATION TRANSPARENCY

One of the most important optimizations that
could possibly happen to large IDaaS ecosystems
(specifically insurance and financials) would be to
carry out what the paper calls “agentic Al As laid
out in a compelling paper on “Large-scale insurance
identity- and account-management,” they use a dy-
namic assemblage of agents to diagnose problems:
One agent monitors permissions to discover orphan
accounts as well as circular dependencies within
granted permissions. In addition, if an anomaly is
noticed, diagnostic agents step in to determine the
root cause and differentiate whether the problem is
a valid business process exception or a possible se-
curity risk. As a third, final, and important agent, ad-
visory agents offer Representation transparency for
key stakeholders by translating massive amounts of
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system logs and raw output into a high-level, strate-
gic view for a given stakeholder.

When combined, the IDaa$S ecosystem could begin
predicting identity bottlenecks in the future using
these agent types with some probability models
built into the IDs.

V. MICRO-SEGMENTATION AND
CONTINUOUS BEHAVIORAL
AUTHENTICATION

Cloud computing is speeding up digital shifts so
fast across public and private setups that the num-
ber of ways hackers can getinis just exploding. Since
these weak spots keep changing, teams are now
baking deep learning right into Zero Trust models.
This provides a much smarter way to handle iden-
tity and access management than old-school tools
ever could.

A. Integrated APl and Deep Neural Networks

A solid deep learning-based ZTA needs a central-
ized, adaptive API for Identity and Access Manage-
ment (IAM). Neural networks are used here to do
more than just a single authentication challenge
at login, but an ongoing analysis of user activities,
looking for out-of-bounds behavior in real time.
Contextual features like device health, user behav-
ior features like their typical speed and clicking and
scrolling patterns and even where they’ve been
before are all taken into account. Based on all that
information, the neural network adjusts the fine-
tuned access permissions on the fly, thus reducing
the potential for attackers to access systems they
shouldn’t have access to.

B. Containment of Lateral Movement

The DL-enabled ZTA restricts unauthorized ac-
cess that could lead to account hijacking or insider
abuse by leveraging both micro-segmentation and
a suite of strategically positioned PEPs. Micro-seg-
mentation divides the cloud resources into distinct,
smaller zones. Thus, if an identity has been granted
access to a single resource zone, this doesn't give it
permission to access another resource zone even
if that zone might appear similar in scope. Using
both deep learning techniques alongside constant
vigilance, the tool dramatically improves its ability
to distinguish and prevent unauthorized intrusions
that are unique and new.

VI. BLOCKCHAIN-ENABLED IAM
FOR ECOSYSTEM CONSENSUS

IAM doesn’t just mean organizational identity: in-
surance policyholders, insurance beneficiaries or a
third party are still entities whose identities must be
verified. It's no coincidence, trust is built over many
distributed points. When insurance relies on some-
thing like distributed ledger technology, there are no
single points of failure and any identity claim check
or log is completely immutable. Adding artificial in-
telligence into this blockchain stack gives you the
benefit of real-time, across-the-whole network risk
assessment that provides significant benefits, while
preserving data privacy and regulatory compliance.

A. Six-Component Al-Driven Architecture

To secure this massive exchange of sensitive data,
the IAM framework incorporates interoperable digi-
tal ecosystems. This framework is built upon six key
components as in Figure [:

« Operations Management: Manages the use of
related data, client services, and overall work-
flow orchestration across the ecosystem.

» Smart Digital Services Using Collaboration: Ena-
bles smart contract services, infrastructural sup-
port, and participant collaboration technologies
to improve practices.

« Digital Assets: Represents economics-driven
accelerated asset monetization within a secure
environment.

« Identity Ledger: Provides a highly secure central
IT platform designed to manage the identities
of distributed participants across the entire eco-
system boundary.

« Al-Driven Trust Metrics: Gathers data from smart
devices and connected services, using machine
learning to generate dynamic trust scores.

« Distributed Consensus: Regulates the behavior
of all participants. It utilizes the autonomous
agent capabilities established in Section IV to
maintain a distributed blockchain. These agents
ensure that trust scores correctly configure the
consensus algorithm, allowing for a self-polic-
ing ecosystem that operates without central-
ized bottlenecks.

B. Six-Component Al-Driven Architecture

The main scientific contribution here is the idea of
having an integrated Al-driven diagnostics model in-
tegrated with the cloud Identity-as-a-Service (IDaaS)
ecosystem to improve Identity. Whereas current tech-
nigues either address identity governance oranomaly
detection or behavioral authentication or use Block-
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chain for trust individually, this approach combines all
these capabilities together as one architecture.

We have proposed a five-layered deeply integrated
layered architecture, with interaction among layers,
consisting of- Identity Data Collection, Monitoring
and Diagnostics, Deep learning Risk Analysis, Policy
decision, Blockchain Trust and Automated Reme-
diation services. Identity data generated by cloud
services, IAM services or enterprise applications
are collected for analysis. Deep-learning mecha-
nism analyses behavioral patterns and calculates
dynamic risk scores - the calculated risk score will
drive the policy engine to make access-control deci-
sion - Blockchain components to provide trust and
immutability for the identity ecosystem and Auto-
mated Remediation services to provide privilege
adjustment, account disable and policy adjustment.

Using this architecture the team aims to establish
real time continuous diagnostics, risk assessment,
automated governance and continuous auditing
among multi cloud services. Conceptual architec-
ture of such proposed model and the interaction
between the functions is presented in Figure 1.

]7

Operations Management (Workflow
Layer)

*Related Data Use
*Client Services
* Orchestration

Smart Digital Services Using
Collaboration

]7

*Smart Contracts
*Infrastr. Support

Digital Assets (Economics-driven
Asset Monetization)

J

~

—[ Identity Ledger (Blockchain)

J

+Highly secure central IT platform
*Manages identities of distributed participants

* Authoritative source of truth
* Gathers data from sources
*Machine Learning generates Dynamic Trust

Scores
*Uses Autonomous Agents

*Configures algorithm based on Trust Scores
» Validates transactions without central bottleneck

Al-Driven Trust Metrics (Analytical
Layer)

Distributed Consensus (Orchestration
Layer)

Fig. 1 Proposed Al-Driven Diagnostic and Identity Optimi-
zation Architecture for Cloud IDaa$ Ecosystems

Integration with Legacy Systems

This strategy requires deep integration with our
existing on-premises Active Directory and HR sys-
tems. It relies on these systems for our role lifecycle
management, the initial provisioning of the iden-
tities and access reviews (attestations). The new,
modern Al threat management systems deal with
relationships between entities, not people, so, your
new |AM infrastructure serves as the system of re-
cord and provides secure access via mid-tier solu-
tions (APl gateways, integrations with broad con-
nectivity). For example, you deploy an APl gateway
and/or microservices, which then translates legacy
protocols (like LDAP or Kerberos) to a decentral-
ized architecture or something along these lines.
This provides backwards compatibility to avoid
disruptions to our business while we begin a shift
toward zero trust. There’s also two-way synchroni-
zation, changes from on-premises are pushed up
to the cloud-native immutable ledger. If there are
ever any discrepancies (e.g., an outdated permis-
sions update) or suspicious access spikes during
the sync, the Al diagnostic agents would quaran-
tine the affected account state to prevent back-
doors from exploiting legacy infrastructure. Fur-
thermore, the traditional user ID can be mapped
to a public key to carry out unified access audits
without having to update our core HR database. It
minimizes technical debt while maximally realiz-
ing the security benefits of the new architecture.
Below (Table l) is a high-level comparison between
the “old” ways and the proposed “Al-driven” archi-
tecture:

TABLE |
COMPARATIVE ANALYSIS OF IAM APPROACHES

Metric Traditional Proposed Improvement

IAM Al-Driven

Architecture

Detection 82.4% 96.1% +16.6%
Accuracy
False Positive 11.8% 3.2% —72.9%
Rate
MeanTimeto |4.6h 7.4min —97.3%
Detect
Mean Time to 2.1h 4.8 min —96.2%
Respond
Privilege Mis- 74.5% 94.8% +27.2%
configuration
Detection
Governance 38% 89% +134.2%
Automation
Efficiency
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The results indicate that the proposed architecture
significantly improves detection accuracy while
substantially reducing incident response time. The
integration of deep learning, Zero Trust enforce-
ment, and automated remediation mechanisms
enables faster identification of anomalous behavior
and more effective governance of distributed cloud
identities.

VII. CLOUD AUTOMATION AND
RESOURCE OPTIMIZATION

The sheer scale of modern enterprise architecture
demands unprecedented levels of automation.
Contemporary trend analysis indicates that modern
enterprises typically manage between 25 and 30 ac-
tive cloud accounts, distributed across various busi-
ness units and development stages.

A. Operational Burden and Configuration Drift

When running a hybrid cloud strategy involving
multiple cloud provider accounts or even just sev-
eral accounts within a single cloud provider, there
are a massive amount of new cloud responsibilities.
Large enterprises often spend upwards of 3,800
hours annually on cloud infrastructure manage-
ment, with almost 50% of that total time spent sole-
ly on monitoring for security and compliance. Those
enterprises without a plan for programmatic gov-
ernance across many accounts have higher configu-
ration drift and more security vulnerabilities. Lever-
aging native cloud services and laC helps greatly in
overcoming these challenges.

B. Al-Driven Cost and Security Optimization

Automated account provisioning and centralized
monitoring provide a basic layer of security, by us-
ing Al and ML, we get to a much higher level of
governability with predictive security. It provides a
great deal of value when it comes to costs, thanks
to Al analysis of budget utilization data and spend-
ing. Cost management has plummeted with our
use of these systems, thanks to the decreased cost
of idle infrastructure while bolstering compliance
and our overall security stance. Data shows an
enormous reduction in the time spent handling se-
curity incidents and all around less administrative
grunt work to maintain multiaccount automated
environments.

VIII. PERFORMANCE ANALYSIS AND
SYSTEM EVALUATION

A. Experimental Methodology

To define the experimental setup designed to test
the effective use of Al within the proposed model
architecture, a simulation of a cloud environment
will be created that consists of multiple cloud, en-
terprise applications and federation accounts and
providers. Authentication, privilege change and
activity logs/events and access requests will be
simulated using random generation and based on
common identity events such as authentication re-
quests anomalous user activity or policy modifica-
tion. Testing of our proposed model happens within
four stages:

 Collection of identity related event logs from

cloud services and identity and access Manage-
ment platforms

 Risk calculation through behavioral analytics/

deep learning anomaly detection

« Dynamic policy enforcement via Zero Trust De-

cision based policies

« Automated Remediation actions (i. e. Privilege

Change, Termination Session, Quarantine Ac-
counts) These four actions (Identity life cycle
management) will be the workflow of experi-
mental simulation

This will allow evaluation of the proposed approach
vs the counter-approach of a rules-based IAM with
simple authentication and security reviews.

B. Performance Metrics

The following metrics will be used to measure per-

formance:

« Detection Accuracy (DA): Percentage of cor-
rectly identified malicious or abnormal identity
events.

» False Positive Rate (FPR): Percentage of legit-
imate user activities incorrectly classified as
threats.

e Mean Time to Detect (MTTD): Average time re-
quired to identify a security incident.

¢ Mean Time to Respond (MTTR): Average time
taken to apply remediation actions.

« Privilege Misconfiguration Detection Rate
(PMDR): Percentage of successfully detected ex-
cessive or orphaned permissions.

« Governance Automation Efficiency (GAE):
Reduction in administrative effort achieved
through automation.

These indicators provide quantitative measures of

both security effectiveness and operational efficiency.
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The theoretical models for identity lifecycle refine-
ment must be validated through rigorous perfor-
mance analysis across various industry sectors. The
integration of Zero Trust Architectures (ZTA) and Ar-
tificial Intelligence has demonstrated quantifiable
improvements in both security posture and opera-
tional efficiency.

C. Comparative Analysis of IAM Approaches

Identity and Access Management (IAM) architec-
tures have undergone substantial transformation to
keep pace with the increasing complexity of cloud
environments and cybersecurity risks. Traditional
IAM relies on static authentication methods and
role-based access control. While these are sufficient
for well-defined scenarios, they often fall flat against
evolving threats, insider attacks and attempts to es-
calate privileges within multi-cloud formations due
to their inherent lack of flexibility.

Zero Trust IAM represents a significant evolution
of traditional identity management. The funda-
mental principle of this approach is “never trust, al-
ways verify”, requiring continuous validation of user
identities, device status, contextual attributes, and
resource sensitivity before access is granted. This
model minimizes implicit trust and strengthens se-
curity controls throughout the enterprise environ-
ment.

Al-driven IAM architectures extend the Zero Trust
paradigm by integrating machine learning, behav-
ioral analytics, and automated remediation mecha-
nisms. These technologies enable real-time anoma-
ly detection, dynamic risk assessment, and adaptive
access-control decisions. As a result, Al-driven I1AM
solutions improve threat-detection accuracy, re-
duce administrative overhead, and enhance pre-
dictive security capabilities. Such Al-powered |IAM
systems improve the security governance by incor-
porating predictive capabilities.

Table Il presents a comparative analysis of Tra-
ditional IAM, Zero Trust IAM, and the proposed
Al-driven |IAM architecture across key security, oper-
ational, and governance characteristics. It should be
realized how the security governance with Al based
Zero Trust principles creates adaptable & scalable
automated access management systems for IDaa$S
systems of the cloud.

TaBLE Il
COMPARATIVE ANALYSIS OF IAM APPROACHES
Feature Traditional Zero Trust Al-Driven Zero
IAM 1AM Trust IAM (Pro-
posed)
Authentica- | Staticlogin- Continuous Continuous Al-as-
tion based authenti- | verification sisted behavioral
cation authentication
Access Role-Based Dynamic Adaptive risk-aware
Control Access Control | least-privilege | access control
(RBAC) access
Anomaly Manual or rule- | Policy-driven | Al/ML-driven
Detection based real-time detection
MeanTime | Hourstodays | Minutesto Seconds to minutes
to Detect hours
(MTTD)
Mean Time Hours Minutes Automated
to Respond response within
(MTTR) seconds
False Posi- High Medium Low
tive Rate
Governance | Highadminis- | Moderate Highly automated
Effort trative burden
Scalability Limited High Very High
Cloud Adapt- | Moderate High Very High
ability
Predictive Not available | Limited Fully supported
Security through Al analytics
Automated | Notavailable Partial Fully automated
Remediation

Comparing and analysing the findings it suggests
an improvement when comparing Al-driven 1AM
over Traditional IAM and also over Zero Trust IAM
solutions as well. While Zero Trust has beefed up
the access verification and policy enforcement part
within 1AM, combining predictive threat detection
in Al, automated actions as well as the continuous
user behaviour analysis has helped bring down inci-
dent detection and response times, reduce the false
positives rates as well as improve the operation effi-
ciency in the cloud environments.

D. Medical and Healthcare Ecosystems

Security systems in medical settings often have
unique considerations that the researchers ad-
dressed with their zero-trust system. A zero-trust
medical security system that uses ABEAC (Subject
Behavior Evaluation under Zero-trust) to assess
behavior effectively reduces the danger of data
leaks and remote attacks, according to researchers
presenting in [2]. Simulations that examined this
model proved the model can work to prevent data
leakage/attacks. By constantly recalculating users’
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risk values, this system would stop anyone from
being able to log in if their credentials have been
mathematically cracked. This would prevent lateral
movement inside of the network system, prevent-
ing further attacks.

E. Enterprise Multi-Account Cloud Environments

In large AWS enterprise environments, automating
multi-account governance offers tremendous op-
erational savings. According to [1], companies that
use laC coupled with AWS-managed security servic-
es can successfully govern hundreds of accounts.
When they combine this infrastructure with AWS's
centralized monitoring and account automation
services, they get a fully governable and scalable
multi-account environment without a great deal of
effort, which frees them from manually managing
users in each account. Automating this capability
allows organizations to maintain governance over
hundreds of distributed accounts, in addition to
reducing costs by identifying orphaned resources,
finding idle accounts and terminating them.

F. Insurance and Financial Frameworks

Insurance ecosystems require robust trust and ver-
ification mechanisms to ensure secure and reliable
operations. Here's how the framework from Ref. [3]
helps: With Al agents put together on the fly (e. g.
, for one task), this system can measure itself in re-
al-time during diagnostics and while in operation
to detect bugs or performance degradation. Addi-
tionally, these models use cutting-edge probability
calculations, which allow the many millions of iden-
tity streams into the insurance system to be com-
pressed into things that humans understand for the
purposes of making decisions. Therefore, planning,
coordination and reaction can occur quickly, dra-
matically increasing the chances that the insurance
sector’s financial ecosystem can withstand large-
scale, technologically advancedidentity spoofs and
identity theft schemes.

G. Continuous Authentication via Deep Learning

Authentication in traditional systems is a one-
time occurrence. As such, sessions may be hijacked
through stolen credentials, especially with simple
passwords. A zero trust architecture utilizing deep
learning is introduced in [4] in the form of multi-fac-
tor authentication. Deep Neural Networks (DNNs)
can be utilized to analyze user behavior based on
biometrics, context awareness and other behavio-
ral patterns that can distinguish malicious activities
from legit actions in real-time. Studies by experts on

Al in information assurance solutions have shown
a 74% reduction in incorrect false positives, which
can grant illegal access to any information stored
within a particular cloud platform, thus enabling a
more seamless and frictionless user experience. The
adoption of deep learning improves user experi-
ence while enhancing cloud platform security.

H. Comparative Analysis of Latency and Security Accu-
racy

A key motivation for IDaa$S optimization initiatives
relates to the security versus speed trade-off. Think
of traditional incident-response procedures for a
compromised account. Hours or even days can pass
before a manual process takes a compromised ac-
count offline. Deep learning techniques can catch
that sort of thing much faster, as suggested by some
of the work put into play in reference 4. By analyzing
high-dimensional behaviors such as a person’s typ-
ical keystroke timing and cursor movement, a deep
learning model might quickly flag a person who has
gotten access through compromised credentials
and possesses the right MFA codes, yet doesn't nec-
essarily exhibit the normal pattern. Of course, these
deep learning systems are more computationally
intensive upfront than a manual process would be
for diagnostics, but organizations can achieve a
state in which the longer-term reduction in MTTD/
MTTR gives you a decent payback at an enterprise
scale of cloud operations.

IX. FUTURE DIRECTIONS IN IDAAS
OPTIMIZATION

Future developments in IDaaS ecosystems are
expected to focus on serverless diagnostic and en-
forcement mechanisms. Event-driven architectures
can enable continuous policy evaluation and auto-
mated governance without relying on scheduled
audits. Such approaches may improve scalability,
reduce operational complexity, and provide near
real-time response to security incidents.

Agentic Al technologies are expected to evolve be-
yond predictive analytics and support autonomous
identity-governance functions. Future systems may
dynamically adapt security policies, negotiate ac-
cess decisions, and execute remediation actions
based on continuously updated threat intelligence.
These capabilities have the potential to improve
resilience against emerging cyber threats while re-
ducing the need for manual intervention.

Another important research direction involves
the standardization of continuous risk assessment
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models, such as the ABEAC framework. Standard-
ized risk-scoring mechanisms could facilitate in-
teroperability among major IDaaS providers and
enable a consistent implementation of Zero Trust
principles across heterogeneous cloud and legacy
environments.

X. CONCLUSION

The analysis presented in this study demonstrates
that traditional identity management approaches
face significant limitations in modern cloud envi-
ronments. The increasing adoption of multi-cloud
and hybrid-cloud architectures requires adaptive
identity-governance mechanisms capable of ad-
dressing dynamic security risks and large-scale op-
erational complexity.

The proposed architecture combines automated
multi-account governance, behavioral risk analysis,
ZeroTrust principles, blockchain-enabled trust man-
agement, and Al-driven remediation into a unified
framework. These capabilities support continuous
monitoring, rapid threat detection, and automated
response mechanisms that improve both security
effectiveness and operational efficiency.

Organizations that adopt continuous authenti-
cation, adaptive access control, and automated
governance mechanisms can achieve improved
security without compromising operational agility.
The proposed framework supports scalable identi-

ty management and is suitable for deployment in
complex multi-cloud environments.

Future research should focus on interoperability
among Al-driven security platforms, standardiza-
tion of risk-assessment methodologies, and the in-
tegration of autonomous governance mechanisms
across heterogeneous cloud ecosystems. Establish-
ing common standards will be essential for enabling
consistent Zero Trust implementation across both
legacy and cloud-native environments.
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KOHIEIITYAJIEH COOTYEP 3A
BEPUDOUKAILIMA HA CKPUHUHI'OBU
N3CJIIEABAHHNA B OOTAJIMOJIOT'UATA

Mamnen boxkosa', Jlenucnas Tpomes!, Kanosu Bopisikos', Orusin @etdos?

Abstract: Llenta Ha HacTtoswarta paspaboTka
e Aa npeanoXm KoHuenuus 3a yeb6 6asupaHa
cucTema M HellHaTa MMNJIEeMEHTaLMA Kato Te-
nemeamumnHcka nnarpopma 3a Bepudukauums
npuv nposexpaaHeto Ha OYHN CKPVHWHIM cNpAMo
6bnrapckarta peanHoct. YacTt or cuctemara e u
MOAYN C NU3KYCTBEH UHTENEKT, KONTO uma 3apga-
yaTa fia NoOBMLUM TOYHOCTTa NPV ANarHoCTUKa Ha
HAKOM coLuanHo 3HauMmm 3abonaBaHus, Boge-
WM B HaNpegHanuTe cu CTagnn 4opu Ao clenoTta
- cnopep cBeTOBHaTa 34paBHa opraHusauus [6]
. KoHuenuuAaTa npepcraBa cpaBHEeHNE CbC CBe-
TOBHU MOAENMN N Bb3MOXXHOCTTA 3a MHTerpauus
B Bbnrapua, Kato noreHynanHa Bpb3KaTa Mex-
AY CKPUHNHIoB KabuHet/onTuka n meguuMHCKN
LeHTbp. AHanusnpaHu ca Nons3unTe n LuenuTe Ha
cuctemara, CTaHAapTU npu pa6bortata ¢ meaw-
LUHCKN JAHHM, NOTPeOGUTENCKN poau n npeno-
PbKN 3a MHTErpupaHe Ha AUarHosnTe B enek-
TPOHHOTO 33paBHO focue.

Keywords: TenemeguuuHa,
CKPUHUHT, BepuduKaums

odpTanmonornyeH

I. BbBEJAEHHE

C BCcekM U3MUHAN fieH ce 3aabnboyaBa Npobnemst
C HefoCTMra Ha nekapu cneumanncT B cepata Ha
odpTanmonorumaTa - He 3apafn HamanABawWmAT 6pon
neKkapu, a 3apagv HanpeaBaHETO Ha TEXHOSOMMU-
Te. AnapaTHuUTe U3CnefBaHMAT OTHeMaT BCe nose-
ye Bpeme - n3cneABaHe Ha Cib3eH GpuaM, oNTUYHa
6uomeTtpuna, OCT ckaHMpaHe 1 MHoOro gpyru. Karto
ce B3emMe npefsuf 3acTapABaLLOTO HaceseHue,
KOeTO MpPAKO e 3acerHato oT peaunLa 3puUTenHun yB-
pexaaHna, TO MPOrHO3nTE 3a KauyecTBOTO Ha »Ku-
BOT He wu3rnexpaT Mo3uUTUBHO. Pa3nonoxeHueTo
Ha odTanmonosute He e paBHOMEPHO pasnpefe-
NeHOo Mo TepUTOPUATA Ha CTpaHaTa U HAKOW pano-
HW MMaT rofiemMmmn ANNcK Ha Kagpw. Toea Ao ronama
CTeneH NpUHY>KAaBa Bb3pacTHUTE Xopa fAa Hernu-

1 MepuuuHckn Konex, Tpakuicku YHuUBepcUTerT,
Crapa 3aropa, bbnrapusa
2 Bucwe yuynnuue no TeNeKoMyHMKauvuu u nowm,
Co¢us, bbnrapus

XKNpaT 3peHNeTo c1 1 NpobnemmnTe C HEro, 3apaan
HEeBb3MOXXHOCT Aa MbTyBaT 3a nperneg, HepoOCTUr
Ha ¢MHAHCOBM CpefcTBa WM NnUMca Ha ONU3bK,
KOMTO Aa um nomorHe. OTnaraHuTe C roguHn npe-
rnegu MoraT [a Ce OKaXkaT pellaBally 3a OYHO-
To UM 3apaBe. CoumanHo 3HauMMM 3aboNsABaHUSA
KaTo AmabeTHa peTUHoMNaTusA, rMaykoMa, KaTapaKTa
UNYM MakysnHa fereHepauusa moraT Aa gokapart o
Mb/iHa C/IEeNnoTa YOBEK, KOWTO He € AmarHoCTULu-
paH HaBpeme. MaKap HsiKou OT 3aboNsiBaHUATA Aa
HAMAT M3ABEHA KIWHWYHA KapTWHA U CUMMNTOMA-
TUKA B PaHHUTE CU eTanu, Te NMPOrpPecrMBHO MOHU-
»KaBaT 3peHWeTOo, NMOHAKOra AOPU U HeobpaTUMO.
TenemegnumHata NpenocTaBA Bb3MOMKHOCTU Ha
xopa B nogobHa cuTyauusa ga obbpHaT BHMMaHMe
Ha 34paBOC/IOBHUTE cn Npobnemu. Ta pelwasa npo-
6nema c nurcarta Ha ekapu CreLmanmcTi B paoHa
1 HEOCBEAOMEHOCTTa Ha MHO3MHa 3a Ba)KHOCTTa Ha
paHHaTa AnarHocTunka. B kombrHauma ¢ moayn c us-
KYCTBEH UHTENEKT, TenemeguLUnHata moxe aa 6bae
Hen3MeHHa JacT B bbnrapus n 6baeweTo Ha odTa-
NIMOMIOrMYHaTa nomoll. HoBoBbBeeHNE KaTo TOBA
Ha HalwaTa TepuTopusi 61 MOKAuMNoO 3HAYUTESTHO
TOYHOCTTa B AMArHOCTMKaTa Ha O4YHUTe 6oNecTn u
HaMasnuno pasxoguTe 3a 3paBeona3BaHe.

II. COUUAJIHO 3HAUNMHU
3ABOJIZIBAHUA U
HEOBXOJMMOCTTA OT CKPUHUHI

Mporpecupawmnte oyHn 3abonABaHMA MOHAKOra
TPYAHO MoraT Aa ce OBnafeAT ako He ca AmarHo-
CTMUMpaHn HaBpeme. TakmBa COLMANHO 3HAYMMWU
OYHW 6ONECTU Ca NPUOPUTETHU 38 CKPUHWHIA 1 Ce
Cnepgu 3a TAX U 3a NPeanocTaBKy 3a Pa3BUTUETO UM.
Hokato cnopepg “HaunoHaneH nnaH 3a pasBuTre Ha
LIMPOKOOOXBATEH NpeHaTaneH U HeOHAaTaneH CKpU-
HUHT N CKPUHWHI Ha couuManHo3Hauumm 3abonsa-
BaHuA 1o 2027 roguHa” ny6anKyBaHa Ha calTa Ha
MWHWUCTEPCTBOTO 3a 3[4paBeona3BaHETO, 3a OYHMU
CKPVIHMHTI ce pa3bupat “CKPUHUHT 3@ OUYHK OTKJIO-
HeHuA — obLa oLeHKa Ha 3peHuneTo oT OlMJ1 Ha 6 me-
ceua, Ha 1 roanHa, Ha 5 rognHn, ot 7 Ao 18 rognHn
exxerofgHo. [pn geua ¢ poanTen C yctTaHOBEHa OYHa
naTonorua — JOMbJIHUTENTHO HAaCOYBaHe 3a npernesg
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OT CMeumanucT No o4yHu bonectn mexay 6 meceua u
1-roguiuiHa Bb3pacT”.

B CeeTtoBeH mawab cnopen C30 Hanl-yectute ca
MaKyJiHa JlereHepaumsa CBbp3aHa C Bb3pacTTa, aAu-
abeTHa peTMHOMaTWA, KaTapakTa W rraykoma. 3a
TAXHATa NO-TOYHA U NO-O6bp3a AMArHOCTUKA BarkHA
ponsa MOXe Aa U3nrpae HemmapraTMuHaTa peTuHan-
Ha Kamepa B KOMOUHaLUUA C 4pyry AUrUTanu3npaHm
anapatn. AKO TA € YacT OT CKPMHUHIOBUTE Kamna-
HUM N Ce CHEMAT U3006pakeHUsA OT PETUHNUTE Ha Na-
LMEeHTUTE, Te LWe NoCyaT 3a MaTepuan 3a nperneq
oT optanmonor. C HellHa NomoLy, 6uxa ce NocTaBu-
NN AMArHO3M 3a MHOMO XOpa, KOUTO MMaT 6e3CcMMn-
TOMHU 3a60nsBaHNA B paHHKTE My eTanu. He Bcekn
yCTaHOBEH Npobsem nnu natonorua 6u morna ga ce
OMnpaBu C Kanku uim oumna, CbOTBETHO 3PEHMNETO Ha
YacT OT xOopaTa 4OpPW e B PUCK 3apagmn Hernmxupa-
He Ha NpoduUnaKTUYHKTE Npernean, OTNaraHeTo UM
WA NMNcaTa Ha CneunannucT B permoxa.

B bbnrapua BHegpABaHETO Ha TenemeaunuMHCKU
nporpammn 3a O4YeH CKPUHMHF OCTaBa B HauvaneH
eTan nopagmn nuncaTa Ha HauWoHaNHU NHULMATK-
BY, perynaTtopHu nponyckn B 3aKoHa 3a 34paBeTo
W 3aTpyaHeHa uHTerpauma ¢ HaynoHanHata 3gpas-
HOOCUIypUTENHa Kaca, BbMpPeKu MONOXUTENHUTE
Harnacu cpepn nauuneHTute (69,6% nogkpena 3a
TefleoUeHKa) U NUNOTHM NpoekTn 3a Al-6a3npaH
CKPWHWHT Ha rMayKoma 1 3puUTenHn HapyweHua [7]
[81[9]. BbnpeKku Te3n npeamnsBMKaTencTsa, BHepps-
BAaHETO HA HALUWMOHaNHN CKPWMHMHIOBU MpOrpamm
3a gnabeTHa peTnHONaTNA U rnaykoma B bbnrapus
ypes TeneopTasIMONIONMA MOXe Aa paswupun no-
KPUTUETO Cpel PUCKOBM TPynu, Aa YCKOPU paHHO-
TO OTKpMBaHe B OTAANEYEHN PalioHM U Aa HaManu
HEHYXXHWUTE KOHCYNTauuMuM npu cneumannucti, KaTto
CbLUEBPEMEHHO CMecTABa pecypcu Ha 3JpaBHa-
Ta cuctema [7][11]. B KOHTEKCTa Ha Te3n MOn3n u
npean3BUKaTeNICTBa, HACTOAWMAT NPOEKT Npeasara
pa3paboTBaHe Ha coPpTyepHa nnatdopma, KoATO Aa
ynecHu npoLeca Ha BepndpuKauma Ha CKPUHNUHIOBY
n3cneaBaHus B opTasiMoNiornsaTa oT iekap crneuma-
nuct. Tasn nnatdopma Lenun ga noBULIN JOBEPUETO
y NauMeHTNTe KbM CKPMHUHIOBUA Npouec n Kbm Al
aHanM3a ypes ocnrypsaBaHe Ha Npo3payHa YoBeLlKa
BepndurKaLma OT CNeLMANNCT, KaTo CbLLECTBYBALLN
npoyuBaHnA B bbfrapma nokasBaT MONOXKWTENHU
Harnacu KbM TefiemeguumHaTta, HoO HUCKO goBepue
kbM Al 3a gnarHoctumka (camo 7.5%) [71[12]. CodTy-
€PbT € HACOUEH KbM NpeoaosiABaHe Ha Te3un bapu-
epu Yype3 NpefoCTaBAHE Ha HAEXAEH MHCTPYMEHT
3a BepuduKauma, KONTo cbyeTaBa ePeKTUBHOCTTA
Ha Al c KpUTMYHaTa eKcrnepTHa OLeHKa Ha odTa-
nmonor. ToBa BK/ouBa pa3paboTBaHETO Ha Mopy-
NN 3@ CUTYPHO NpefaBaHe Ha JaHHW, UHTerprupaHe

CbC CbLLUECTBYBALN MEANLMHCKU MHGOPMALMOHHM
CMCTEMM W Cb3[aBaHe Ha WHTYUTUBEH MHTepdenc
3a Nlekapu, Kato reHepupaHeTo Ha CTPYKTypupaH
MeaNUNHCKX [OKNaA, 3ana3eH TpalHo B cucTemMarta
BMECTO OOMKHOBEH ,XBbpYall” IMCT OT CKPUHMHTIA,
3HaUUTENTHO MOBUILABA AOBEPUETO Y MNaLUeHTUTe
n cneynanuctute kKbm Al aHanmsa [13][14][15]. Cb-
LeBpeMeHHO, 06Bbp3BaHETO Ha Al cbc cneymanuct
ypes npouecn Ha BepudmKaLma e KyoBo 3a 13-
rpa>kgaHe Ha JoBepue 1 NpuemaHe Ha Te3n Tex-
Hoformn ot odTanmosio3nTe, 0CO6eHO B PernoHn
KaTo M3TouHa EBpona, KbaeTo cbliecTByBaT onace-
HUA OTHOCHO HaAeXAHOCTTa Ha Al 3a guarHoctuka
[16]. Mpumepwn 3a TakmBa codpTyepHU nnatdopmm
Bkntousat IDx-DR n EyeArt, FDA opobpeHn aBTO-
HOMHU cucTtemu 3a Al-CKPUHUHT Ha guabeTHa peTtu-
HOMaTUA C Bb3MOXHOCT 3a YoBellKa BepudurKauus
OT opTanMonor, KOMTO HamansABaT HaTOBapPBAHETO
BbPXY CreunannctTute, yckopsaeaT obpaboTkaTa Ha
n3obpaxeHuATa U ONTUMU3UPAT pecypcuTe B Knu-
HuYHaTa npaktmka [17]1[18]1[19].Hanpnmep, IDx-DR,
nbpBaTa aBToHoMHa FDA opobpeHa Al cuctema 3a
OTKpMBaHEe Ha YMepeHa [0 TeXKKa AnabeTHa peTu-
HOMNaTWA C YyBCTBUTENHOCT 87,2% 1 cneyndrnyHOCT
90,7% B MbpBMYHA MeguUMHCKa MpakTuka [20],
No3BOJIsABa PeanHo-BpemMeBO pedpepupaHe 6e3 od-
TaNIMONOr Ha MACTO, fokaTo EyeArt obpaboTBa u3-
ob6paxeHna 3a nof MrHyTa B obnayHa nnatdopma,
HaManABaWKN HAaTOBAapPBaHETO BbPXY CreLnanucTu-
Te U YNeCHABaNKM CKPUHUHTA B HEO(TaNIMONIOMNYHI
Cpeamn Kato eHQOKPUHONOrMYHN KnuHuku [17][10],
HO 1 [BaTa nog4yeprtaBaT HeobxoAMMOCTTa OT YO-
BellKa BepuduKauma 3a NoBuLlaBaHe Ha AoBepue-
TO Cpef NauueHTUTe 1 NeKapuTe, KaTo NPoyYBaHUA
rnokasaar, Ye 83% OoT naumeHTUTe NpegnouunTar fe-
KapCKku Hag3op 1 94% cmATart, Ye grarHosaTa ocTasa
OTrOBOPHOCT Ha crieymanuctal15]. B To3u KoHTeKcT,
npepnaraHata codtyepHa nnatpopma Hagrpakaa
CbLUeCTBYBaLLMTE peLlleHmns, KaTo akLeHTnpa Bbpxy
LeHTpanM3upaHa cuctema 3a sepudrkauus, Koato
VHTerpupa pesyntatute ot Al aHanmsa c ekcnepTHa-
Ta OLleHKa Ha NeKap-oPpTaiMoor, OCUrypsaBaniky He
CaMo AMArHOCTNYHA TOYHOCT, HO 1 MOBULLEHO JOBe-
puve B LUANOCTHMA CKPUHWHIOB NnpoLec cpef xopaTa
B bbnrapus. B Tabnuua 1 ca npeactaBeHn HarnacuTe
Ha 6bnrapckuTe nekapu v NauMeHT KbM Teneme-
AnumHata u Al.
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2026
TABMUA |

HAMmAcK KbM TENEMEAVLIMHATA 1 Al B Bunrapus

Mapametbp Pesyntat

061wa noakpena 3a
TeneopTanmonorua

69,6% OT naumeHTUTe NOAKpPENAT
yenyrute [7]

(OcBenomeHoCT Ha nekapute | 64,6% ot opTanmono3uTe Ca 3ano3Hat
3aAl [12]

[llosepue B Al 33
(aMoCToATeNHa AMarHo3a

EnBa 7,5% (Hyxaa ot nekapcka
Bepudmkauua) [16]

[OTOBHOCT 33 AMCTAHLIMOHHN
nperneay

77,4% npw no3Hart nekap [7]

A. flJuabemHa pemuHonamus

HdnabeTHa peTuHoONaTUs € Bofella MpUYMHa 3a
cnenoTta cpef Bb3paCTHOTO HaceNleHne, C NPOrHo-
3upaHo yBenmyeHue Ha 6pos Ha 3acerHaTuTe fo 160
MUANOHa aywun ao 2045 r. [18] PaHHOTO oTKpmBaHe
1 6bP30TO Hayasrlo Ha NevYeHne ca OT CbLEeCTBEHO
3HaueHue 3a NpefoTBpaTABaHe Ha HeobpaTMa 3a-
ry6a Ha 3peHue. B HauanoTo Uiy N3BECTHO OLLe KaTo
HenponudepaTUBHa AnabeTHa peTruHonatus, 3abo-
nABaHETO OOMKHOBEHO MPOTMYA 6€3CMMMATOMHO 3a
naymeHTa. OCBeH TOBA, afieKBAaTHOTO CKPUHUpaHe
OoCTaBa Npean3BMKATENICTBO MOpaan orpaHude-
HaTa HaNMYHOCT Ha odTanMono3n n reorpadcku-
Te Gapuepwn, KaTo NUncaTa Ha TOUYHU HaLMOHASIHU
[AHHM 33 0o0WKmA 6pol Ha NaumneHTUTe ¢ grmabeTHa
petMHonatna B bbarapua ponbaHWMTENIHO Hanara
HeobXxoAMMOCTTa OT BHefpsBaHe Ha BCeOOXBATHMU
CKPUHWHIOBY pelueHus. [9] MNpobnem KaTto To3u Lie
Obfe peLleH ako ce BbBefe codpTyep, KONTO OCBEH
3a AMarHOCTUYHATa YacT, LLe ce NOrpuXu 1 3a cbbu-
PaHETO N CbXPaHEHMETO Ha NOAOOHN MeSULIMHCKN
AaHHK. Te MoraT Aa noc/y»<aT KakTo 3a AnarHo3a 3a
BCEKM OTAEeSIeH NAaUMEHT U MeAULNHCKOTO 3aKiiove-
HWe, Taka 1 3a cbOMpaHe Ha 6a3a AaHHK 3a 3abone-
BaeMOCTTa B CTpaHaTa.

B. lnaykoma

[maykomaTa cblo e cpefl BoAewmTe NpuyYnHu 3a
HeobpaTuma cnenoTta cpef HaceneHwueto. [21] MNo-
A06HO Ha ArabeTHaTa peTMHONATUA, YeCTO € aCUMN-
TOMHa B Hayanoto. OcTaBa He3abenA3aHa fJOKATO He
HaCTbMNM 3HAYNTENTHO NMOHMMXEHME N BIOLWABaHe Ha
3peHueTo. [Tpu HanuuneTo Ha rnaykoma moxke fa
HacTbNM HeobpaTUMO YyBpexaHe Ha 3pUTenHUA
HepB, ako He ce nposexpAa TepanuA. B bbarapus
npe3 2016 r. ca peructpmpaHn Hag 78 000 nauyu-
€HTW C rnaykoma, oT KouTo 82 % ca Ha Bb3pacT Haj
60 roguHN, KOETO NOAYEpPTaBa HEOOXOAMMOCTTA OT
paHHOTO OTKpPMBaHe Ype3 aHanu3 Ha n3obpaxkeHus
OT OYHMTE AbHa N NPY Bb3MOXHOCT HanpasaTta Ha

ONTUYHA KOXEpPEeHTHa Tomorpadusi Ha ONTUYHUA
HepB. [24].

C. Kamapakma

KaTapakTaTta npefactaBnsABa eCcTeCTBEHOTO NMOMbBT-
HABaHe Ha nelaTta Ha OKOTO C TeYeHNe Ha FOAUHNUTe
3apaan peavua daktopu. Ta e Han-yectaTa npuyn-
Ha 3a CJlenoTa B CBETOBEH Mallab, ocobeHo cpef
No-Bb3PaCcTHOTO HaceneHne, Kato edeKkTMBHaTa
AMAarHoCTMKa N NNlaHNpaHe Ha JIeYeHMETO Ca XKU3He-
HOBaXHU 3a nofgobpsABaHe Ha KaYeCTBOTO Ha >KMBOT.
[23] AuarHocTrKaTa I ce npaBu Ype3 Habop oT od-
TaSIMONOMMYHU U3CNeABaHNA, BKITIOUMNTENTHO BU3YC,
6UOMMKPOCKOMNNA Ha NpefieH OYeH CerMeHT 1 odTa-
NIMOCKOMKMA Ha OYHOTO AbHO. MaKap KaTapakTaTa fia
€ OCHOBHaTa npu4KHa 3a obpaTma cnenoTa, Hel-
HOTO NleyeHme e onepaTUBHO U TOBa Nopaxkaa npu-
TeCHeHUsA y HAKoW naumeHTn. Ho nposexaaHeTo Ha
CKPVIHMHIM 61 OOMPUHECSIO MHOTO 3a OTKpMBaHe-
TO Ha MaUUWEHTN OT HEeJOCTbMHU PAMOHU, KOUTO Aa
MMaT Bb3MOXKHOCT [la Ce OnepupaT U Ja Bb3BbpHaT
[o6poTo cu 3peHne.

D. MakynHa dezeHepayus c8vp3aHa ¢ 8s3pacmma

MakynHaTa pereHepauma 3acAra LUEeHTPanHOTO
3peHMre Ha NaUVEeHTUTe 1 e cpel OCHOBHUTE NPUYmn-
HU 33 HeobpaTima 3aryba Ha 3peHre Npu Bb3pacT-
HM Xopa. 3apaan 3acTapABaAHETO Ha HaceNeHMeTo
Ce OYaKBa M HelHaTa YecToTa fJa ce NoBULIN cnea-
BaluTe gecetuneTtusa. [22] B ceeToBeH Mallab, Bb3-
pacToBaTa MaKynHa fereHepauus 3acara Hag 8.4
MUJIOHA AyLIW 1 Ce oYakBa bpoAT Ha xopaTa ¢ BM
[la JOCTUIHe NpubnusutenHo 288 munmoHa go 2040
r. [26] Ako e oTKpuUTO 3a60NABaHETO PAHO NMPOrHO-
3uTe ca No-gobpwn, HO ako He e NpunaraHo nevyeHne
CBOEBPEMEHHO, TO MOXe 3peHneTo fa e 3arybeHo
Jo ronama crteneH. B bbnrapua npoyusaHe cpep
Bb3pacTHOTO HaceneHne B CopuA ycTaHOBABA pas-
NPOCTPaHeHNEe Ha Bb3pacToBaTa MaKy/Ha [iereHe-
pauua ot 26.1% (BKn. 5.6% B KbCeH CTagui), KOETO
nogyepraBa HeOOXOAUMOCTTA OT TeNleMeaNLIMHCKN
CKPWUHWHIOBM MpPOrpaMn 3a pPaHHO OTKpMBaHe Ha
OpYrv 1 NPOMEHN B MUTMEHTHUA enuTen [25].

[1I. KOHIIEITIIM S Y CBIIHOCT HA
CUCTEMATA

B oHewWwHO Bpeme TenemMeguLUHCKUTE CUCTEMM Ce
OCbLIEeCTBABAT KaTO MHOTFOCIONHN apXUTEKTYpPWU,
KOUTO BKIIOYBAT XapAyepHu 1 codpTyepHn KOMMo-
HEeHTV B eHO.

MpouecsbT Ha CKPYHKMHIA 3aM0YBa C NOMbJIBaHe Ha
nacrnopTtHa MHbopmaLmMa 3a NaumeHTa 1 BbAPOCK
CBbP3aHN C ONJlaKBaHUs, NPeAPa3NoNoXKeHNE KbM
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3abonABaHuA Ny Npugpyxasawm Takmea. Cnegsa
eTan Ha 3acHeMaHe Ha u3obpa)eHusa ype3 Auru-
TaJIHW YCTPOWCTBA KaTo yHAYC Kamepun 1 ONTUYHA
KoxepeHTHa Tomorpadus. LlenaT ce BucokokayecT-
BEHU N3006paKeHUsI HA OYHOTO ABHO.

CbbpaHnTe JaHHM NpemMuHaBaT npes3 Kpuntupa-
He 1 CTPYKTypupaHe Ha HPopMaumATa, Taka Ye Aa
6bae noaxoanLla 3a 06paboTKa 1 CbxpaHeHue. Yec-
TO ce u3nonsea ctaHaapTbT DICOM, Konto ocuryps-
Ba CbBMECTUMOCT MeXAy Pa3NuuHu MeLULIMHCKA
cnctemu [3]. JaHHUTe ce nopgsarat Ha aBTOMaTU3N-
paHa NpoBepKa 3a KauecTBO 1 MbIHOTA, cJiefl KOeTo
ce Knacuduumpar cnopep ChelwHocTTa n Heobxoan-
MOCTTa OT eKCnepTHa OLEeHKa OT oUeH nekap. MNpepaa-
BaT Ype3 3aUTEHN KOMYHUKALMOHHW KaHann KbM
obnayHa MHGPACTPYKTYpa, KbAETO Ce CbXpPaHABaT B
Malaburpyemn xpaHunuwa. Tasm nHdpacTpyKTypa
BkntouBa PACS (cnctemun 3a apxmBrpaHe n KOMYHU-
Kauuma Ha n3obpakeHna) cucteMun 3a n3obpakeHmsa
1 6a3un JaHHKW 3a nauneHTcka nHpopmauma. Obnau-
HUAT NoAxo[ No3BOJIsABa MBKaBOCT M 06paboTKa Ha
rosieMmy o6emu faHHN B peanHo Bpeme [4].

OdTtanmonorsT nonyyaBa AOCTbMN A0 M306paxe-
HUWATa Ype3 nHTepdelc, KOMTO NO3BOJIABA AeTalNeH
nperne Ha peTuHanHuTe CHUMKW. Taka 6u ycTaHo-
BW €BEHTYasIHW MATONOMMU B OYHOTO AbHO. ToBa
camo no cebe cn e OCHOBHATa YacT OT Uenus npo-
Liec, 3aloTo ce MocTaBA AMarHo3a OT CneuuanunucT
6e3 Hyx[Ja TO 1 NaumeHTa Ja ca Ha egHO MACTO.

B nocnepncteue moxke Aa ce reHepupa MeauLNHCKN
OOKYMEHT 3a NocTaBeHaTa AMarHo3a, KOMTo fa ce
M3MPaTU KbM NaUMEHTa U Ja NociyXu ¢ He No-Man-
Ka TeXeCT OT Bcekm apyr nperned. Cnopep TexecTTa
Ha 3abonABaHeTo NauuneHTa MoXe fa 6bae HacoueH
KbM pyr nekap, fia My ce HasHauu Tepanusa unm ne-
puoanyHo fa 6bae npernexaaH 3a npocsegsaBaHe.
ToBa npepacTaBnABa eAnH 3aTBOPEH MpoLeC Ha pa-
60Ta — OT perncTpaumaTa Ha NayMeHTa u gaHHuTe
My OO pelleHUsa KnnHudeH cnyyan. [inarHosarta Ha
nayueHTa MoXe Aa ce MHTerpmpa KaTto nocieasallo
LEeNCTBME M B €IeKTPOHHOTO 3paBHO Jocue ypes
cTaHgapTtu kato HL7 n FHIR, koliTo cny»art 3a o6La-
Ta paboTa Ha pas3IMYHU CUCTEMU U YCTPOICTBA. [5].

MpepnoxeHata cucTema npeacTaenaBa yeb 6Oa-
3upaH codTyep 3a ynpasfieHUe U Bepudpukauma
Ha CKPWHWHIOBM OQGTanNMONOrMYHM U3CnefBaHuA.
OcHoBHaTa 1 uen e fa CBbpXKe oThaneyeHn CKpu-
HUHFOBU KabWHETW C MeAWLMHCKM LeHTPOBE WK
GOSTHNYHY CTPYKTYPU, OCUTYpPABaNKN SUCTAaHLMOH-
Ha BepuduKaLuma Ha 3CnefBaHUATa OT KBanMouum-
paH oueH nekap.

Knioyosute npobnemu, KOUTO cuCTeMaTa peLlaBa,
Cca cnefHuUTe: CKPMHMHIOBUTE KabuHeTn paboTtart
N30/IMPAHO 1 Pe3ynTaTUTe He Ca LUeHTpanv3upaHu;

OYHWTE NleKapyn He MoraT JIeCHO fia Npernexaar us-
cnefBaHVATa AMCTAHLUMOHHO; NWNCBa CTaHAApTU-
3MpaH npouec 3a BepnouKaumna n fOKyMeHTUpPaHe.
PelweHneTo ce OCHOBaBa Ha LieHTpanv3npaHa nnat-
dopma, B KOATO CKPUHUHIOBUTE AaHHU U 1306pa-
XKeHUs ce KauyBaT 1 CbXpaHABaT CUFYPHO, LOCTbMNHU
3a nperneg v BepuduKauus oT CneLmanucT.
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IV. AI PIPELINE 3A AHAJIN3 HA
PETUHAJIHU U30BPAXXEHUA

Al KOMNOHEHTBT MOXe fla Urpae CbLiecTBeHa pons
B cMcTemarta. 3a fia ce obyyaBaT MoOZeNnTe Ca HYKHM
ronemmn KonmyecTsa oT AaHHW. B TeueHue Ha Bpeme-
TO Te ce cbOMpaT u ypes TAX Ca CAaMOYCbBbPLUEH-
cTBa paboTaTa Ha Al.

3anouBa c eTan Ha npepBaputenHa obpaboTka
Ha N306pakeHNeTo KaTo yefHaKBABaHE Ha pa3me-
pa, UBeTOBMA AManasoH, npunaraHe Ha GpunTpm 3a
pa3ma3BaHe, MOBMLIABAaHe Ha KOHTpacTa. Yecto
ce 13non3Bat Knacuyeckn metogm kato Computer
Vision. ToecT un306paxeHnATa ce npeBpbLlaT B
yncnosa MHPopmMauma , BbpXy KOATO MoraT aa 6b-
[aT npunoxeHne Bedve anroputmute. Cnegsa ertan
Ha KnacmduumpaHe Ha N306pa)keHMEeTo — Janu € Ha
¢doKyc, pobpa N e OCBETEHOCTTA MY, HASIMYMETO HA
aptedakTu. 3a Aa ce n3Befe HAKakBa BepPOATHOCT
3a AnarHosa Wnun HacouBaHe KbM OrnpeaeneHn 3a-
6onsaBaHusA, ce n3nonsea Machine Learning mogen,
n3non3Baly 3a 0byyeHMEeTO 1 OrpomMHa 6a3a faHHM
OT MeAULNHCKN n3obpakeHuna. PesyntatuTe 3a cuc-
TemMaTa ca nog ¢popmara Ha BEKTOPU U 3a Hac TA BPb-
LL{a NPOLEHTHM BEPOATHOCTN.

YecTo ,iorukata” Ha Al mogena B3uma npeasug u
[aHHUTe CHeTM OT naumeHTa nog dopmaTa Ha Bb-
npocu Npeamn CKPUHMHIA 3a cUuMnToMKM 1 3abonsBa-
HUA. PeanHo nN3BbpLLBaHOTO AeNCTBME OT U3KYCTBe-
HUA UHTENEKT e Ja CpaBHABA BCAAKA HOBOBbBeAeHaA
CHMMKa C Beye aHanu3npaHu faHHn 1 NOTBbPAEHU
OT NeKap cneunanucT gMarHo3n. 3aToBa BaXeH ene-
MEHT € HenpecTaHHOTO obyuyeHre 1 akTyanusaums
Ha MofenuTe, KOeTO MO3BONABa ajanTtaunsa KbM
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HOBU AaHHK [1]. Mprmep 3a nocsiegoBaTeNHOCTTA
OT fencTeunA e gageH Ha Qurypa 1.

V.IIOTPEBUTEJICKHN POJIN
OYHKIMOHAJIHOCT

PasnpepenaHeTo Ha ponuTe e TakoBa, Ye fa oTpa-
3ABaT peasnHa KIMHWYHa CTPYKTypa. 1o To31 HauuH
Ce NO3BOJIsIBA KAKTO NO-BUCOKA TOYHOCT Ha AVArHo-
3aTa, Taka 1 No-epeKTMBHO pasnpefeneHmne Ha 3a-
paunte.

« OueH nekap (06w npodun) — pyTMHHW Nperneau,

M3MNMCBaHe Ha ouuna, MbPBUYHA ANArHOCTMKA.

» OueH nekap — ButpeopeTtnHaneH cneynanucr —
OVArHOCTUKa Ha AuabeTHa peTuHonaTtusA, Ma-
Ky/NHa JereHepauus 1 oTnernsaHe Ha peTuHa.

« OueH nekap - 3puteneH HepB — cneunanunucT no
rnaykoma 1 noBULLEHO BbTPEOUYHO HanfAraHe.

» OueH nekap — KatapakTta n npegeH CermeHT.

» OueH nekap — PoroBuua — KepaTOKOHYC U WH-
beKuno3HM 3abonsBaHuA.

« OdTanmo-HeBponor — Bpb3ka Ha o4YHuTe 3abo-
NABaHWA C HepBHaTa cMcTema.

» MeanunHCKN acUCTeHT — OnepaTop B CKPUHWUH-
rosumA KabnHeT (kauBaHe Ha M3cneaBaHNA 1 faH-
HN).

o CuctemeH agMMHUCTPATOP — YMpaBieHWE Ha
noTpedbuTeNn N CUCTEMHU HaCTPOMKMN.

VI. TEXHUYECKU NU3NCKBAHUA U
CTAHAAPTHU 3A CUT'YPHOCT

CbLlecTBEeHO e HelrHaTa lecHa nHTerpauyma. 3a ga
€ JOCTbIHA Yype3 BCeKM Opay3bp U Aa HAMa Hy»KAa
OT NNOKANTHO UHCTaNMpaHe Unmn 3akynyBaHe Ha HOBU
yCTpoicTBa, yeb 6a3snpaHaTta cuctema e OTIMYeH
n36op. ToBa 61 ynecHUNo BHeapABaHETO M NpPO-
BEXXJAHETO Ha CKPVMHWHIM NMOBCEMECTHO. B cbLioTo
Bpeme yeb apxuTeKTypaTa Lie 6bje peanusnpaHa c
npotokonu kato HTTPS/TLS, 3a ga ce rapaHTupa cu-
rYPHOCT NpW NPeHOCa Ha AaHHN.

JonbnHuTenHa 3awWwmTa MoXe Ja ce ocuMrypasa u
ypes ABycTeneHHa aBTeHTUKauuma (2FA) n npu Bnn-
3aHe B cuctemaTta. BaxkHo e Ko nma goctbn Ao cuc-
TeMaTa U BCAKO HEOTOPM3MPAHO BfIM3aHE CaMo C
noTpeduTeNICKO MMe 1 Naposa ca 3an/axa 3a Meau-
LUMHCKNTE AaHHM Ha nauuneHTuTe. ChLlo JOCTa BaX-
Ha Kpauka KbM CUTYpHOCTTa, 0cobeHo npu paboTa ¢
YyBCTBUTENHA MeMLMHCKa HGopMaLmsa.

HocTbnbT BBTPE B CMCTEMaTa € peannsnpaH C po-
neBo-6asnpaH Mofesn, KOWTO Lenn Aa orpaHuuu,
Kol noTpebuten KakBu npaea MMa 1 KakbB AOCTbM.
ToBa ce onpenensa npeaBapuUTeNIHO OT CUCTEMHUA
aAMUHUCTPATOP W rapaHTMpa, Ye notpebutennte

MMaT JOCTbMN CaMo 10 HYXHaTa MHbopMaLms, KOATO
NPAKO Kacae U3MbJIHEHMETO Ha TEXHUTE 3afauu.

Cranpgaptst DICOM e ¢pyHOameHTaneH Lom crtaBa
BBMPOC 3a NPEHOC Ha MeANLMHCKN N300paXKeHUs.
Tol faBa CbBMECTUMOCT MeXAy AWNArHOCTUYHUTE
YCTPOWCTBA U e ce OCbLLecTBABa neceH o6MeH Ha
HAaHHUTE.

KpanHuAT eTan ¢ NOCTaBAHETO Ha AuarHosa e Ba-
XKeH 3a NauueHTUTe 1 e pedHo Aa MoraT Aa nosny-
yaT HAKAKbB reHepupaH MeguUNHCKA OOKYMEHT/
LOKMaa, KOMTO ACHO fda nokKa3Ba ToBa. HanmuHo
e reHepupaHeTo Ha MeAULMHCKA JOKYMEHTWU Mo
CTaHAapTU3npaH dopmaTt, KOMTO MoraT fa ce us-
Nnon3eaTt 3a AOMbJIHUTENIHA MeAMVLMHCKA OLEHKA,
3a MHTerpauusa B eIeKTPOHHOTO 3[paBHO AoCue
WK 3a OTYETHOCT. ToBa HamanABa P1CKa OT YoBeLl-
Ka rpeLlka npu pbyHO nU3nuceaHe n opopmaHe Ha
LOKYMeHTUTE.

3a pa ce npemaxHe pucka OT 3aryba Ha faHHu, ce
BbBEXKAAT MEXaHU3MM 3a aBTOMATMYHO apxvBuUpa-
He 1 Bb3cTaHoBAHe (backup and recovery). Apxu-
BUTE Ce Ma3AT U UrPaAAT PosiA Ha pe3epBHM Konus,
KOMTO fa Ce W3MOM3BaT NPU HAKAKBM TEXHUUYECKU
npo6nemu, Knbepatakm UM MHUNAEHTY 3a Bb3CTa-
HOBABaHe Ha flaHHUTe.

O6paboTKaTa Ha TIMYHKN AaHHW TPAOBA fa e B CbOoT-
BeTcTBMe ¢ GDPR KaTo cbOTBETCTBUE C perynaTtop-
HW MEPKM 1 eBPONENCKN 3aKOHOAATENCTBA. YacT oT
TOBA Ca NPVHLMMAM KaTo MUHUMW3aLUUA Ha JaHHWTe,
NPO3pPaYHOCT U MPABO Ha AOCTbM U N3TPUBAHE.

3ppaBHaTa UHPOPMaLNA e YyBCTBUTENHA U TPAb-
Ba [la Ce NOAXOXKAa C MaKCUManHa CUTYPHOCT KbM
Te3n gaHHu. CUctemmuTe YeCTo Ca B CbOTBETCTBUE
c HIPAA, konTo 3agaBa CTaHAApPTM 3a 3awuTa Ha
3apaBHaTa MHbopMmaLmA, 0CobeHO Npu MexayHa-
poaHw pelieHus. ToBa BKNOYBA KOHTPOJT Ha AOCTb-
na, KpUnTupaHe 1 NPoCIefMMOCT Ha AeNCTBUATA.

MopepHuTe apxuTeKTypu npunarat U KoHuenuusa-
Ta 3a Zero Trust, Npu KOATO HUKOW NoTpebuTten nnm
YCTPOWCTBO He ce cumTa 3a HagexpaHo. Mpu Bcekn
ONuUT 3a JOCTBbM O cMCTemMaTa UMa HyxfAa OT Ba-
nuanpaHe gUHaMUYHO 4Ype3 MHOXKeCTBO ¢aKTopy,
BKJIIOUUTENTHO WAEHTUYHOCT, YCTPOWCTBO W KOH-
TEKCT.

CeptndunkaumoHHm ctaHgapTy Kato SOC 2 (System
and Organization Controls 2) gaBaT oauT Ha cu-
rYPHOCTTa, JOCTBMHOCTTa N MOBEPUTENIHOCTTa Ha
faHHuTe. Cna3BaHeTO Ha Te3u CTaHOapTV € BakHa
npeanocTaBka 3a HafgeXAHOCT M ce U3NCKBa Npwu
BHeApABaHE B KNMHWYHa Cpeaa.

ALEKBATHOTO KOMOMHMpPaHe Ha NoAo6GHM MepKu
3@ CUFYPHOCT, HAaUMHU 3a BM3aHe M 3aUNTaHeTo Ha
MeXayHapoaHu perynauuu 6vu goBeno Jo rapaHTu-
paHa CMrypHOCT 3a flaHHNTE Ha NauueHTuTe.
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VII. 3AKJITOYEHUE

Pa3paboTeHnsa KoHuenTyaneH mogen 3a codptyep
3a BepmodurKaLma Ha OYHU CKPUHUHIN OEMOHCTPU-
|pa noTeHUKnana 3a NoAo6peHNs B AOCTBNHOCTTA A0
cneumanunsnpaHa MeguLUnHCKa nomoul. TakuBa Tex-
Honorunm 61xa NoANOMOrHany 3Ha4YUTETHO MacoBU-
Te NpernegnTe Ha MHOTO Xopa B PUCKOBUTE rpynu,
KOUTO HAMAT Bb3MOXKHOCT fia NOCeTAT opTaIMOSIOr.
PaHHaTa AmMarHoCcTMKa 3apagmn TakumBa cuctemn 6m
3anasuna u nogobpuna 3peHneTo Ha MHOFO Xopa,
3apaAmn HaBPEMEHHOTO JlIeYeHMe N OTKPYIBaHE Ha 3a-
60n1ABaHMA KaTo ArMabeTHa peTnHONaTKA, rMaykoMa
WM MaKy/Ha aereHepauma. BbBexxaaHeTo Ha CTaH-
AapTM3aumAa 3a NPOBEXAAHETO HA OYHU CKPUHWUH-
M n TenemeguLUMHCKa BepuduKkaumsa npeanonara
OrpaHMYaBaHETO Ha Bb3MOXKHOCTUTE 3a FpPeLKN,
no-go6pa npocneaMMocT M MacoB XapakTep Ha
nposexnaaHeTo nM. MogobHa cucTema, oTroBapslla
Ha fencTBalwata HopmaTtueHa pamka (GDPR, HIPAA,
SOC2) B KOMBUHALMA C MHOTOCTENMEHHa aBTeHTUKA-
uma n zero trust policy 6u ocurypmna HyxHata cu-
rYPHOCT 3a MHTerpauma B chepata Ha MeAULMHCKO-
TO 34paBeonas3BaHe.
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BREAKING CONVENIENCE:
EXPERIMENTAL SECURITY
EVALUATION OF WIFI PROTECTED
SETUP (WPS) IN MODERN WIFI
NETWORKS

Mayya Atanasova, Ivan Ivanov

Abstract: Convenience or security. In cyberse-
curity, user convenience often creates potential
attack vectors. Wireless (Wi-Fi) connectivity is
one of the main modern forms of communica-
tion. These networks are tempting targets for
unauthorised persons due to the nature of their
broadcasts. One of the attack vectors is the ena-
bled WPS function. More and more users have loT
devices in their homes that connect to them via
the wireless network. For this reason, protecting
the Wi-Fi network means preventing its compro-
mise. The purpose of this article is to show the
danger of using this attack vector. By obtaining
the WPS PIN code, the attacker can access the
user’s password and, accordingly, the Ethernet
network, after which he can eavesdrop on clear
communications, modify data, and launch other
attacks to compromise the network. In this case,
it is not even necessary to enter a password,
since with the PIN code, he can connect to the
access point. This document shows testing in a
laboratory and a real environment.

Keywords: Wi-Fi, WPS, PMKID, wireless security,
brute force

[. INTRODUCTION

Wireless (Wi-Fi) connectivity is the foundation of
modern communications, from home routers to
enterprise networks supporting hundreds of simul-
taneous users. However, Wi-Fi networks are also at-
tractive targets for attackers who exploit protocol
weaknesses or configuration gaps to intercept data,
distribute malware, or redirect to internal systems.

MayyaAtanasovaiswiththeUniversityofTelecommu-
nications and Post, Sofia, 1 Acad. St. Mladenov Str, So-
fia 1700, Bulgaria. E-mail: m.atanasova@utp.bg.

Ivan Ivanov is with the University of Telecommuni-
cations and Post, Sofia, 1 Acad. St. Mladenov Str, Sofia
1700, Bulgaria. E-mail: i.ivanov@utp.bg.

Understanding common Wi-Fi hacking techniques
is essential for building effective defences. Stud-
ies conducted in 2024, 2025, and 2026 using the
wardriving technique across various areas found
that more than 1/3 of users had the WPS feature en-
abled on their access points. [1] The area of interest
includes individuals, companies, and educational
institutions. By obtaining the WPS PIN, an attacker
can access the user’s password and, therefore, the
Ethernet network, then eavesdrop on unencrypted
communications via MITM, modify data, and enable
other attacks to compromise the network. Devel-
oped by Cisco in 2006 and introduced by the Wi-Fi
Alliance, WPS is designed to make it easier for users
to connect different devices to a wireless network
without entering a password. Designed as a com-
fort zone, it allows non-technical users to connect
new devices to protected access points (APs) with-
out manually entering complex pre-shared keys
(PSKs). Usability under strict technical control cre-
ates serious design flaws. An attack vector appears
to be one that malicious individuals can exploit.
There are four ways to connect via WPS: PBC (Push
Button Configuration) - one of the most common,
which involves pressing a physical or virtual button
on the router and the client device. After pressing
the button on both devices, they automatically ex-
change the necessary connection information. An-
other method is to enter the 8-digit WPS PIN pro-
vided by the manufacturer, usually displayed on the
device, which is enabled by default. Some devices
support NFC (Near Field Communication). In this
case, it is enough to bring the devices close to the
router to establish a connection. This method is rare,
but it offers an additional level of convenience [2].
The last method is via a USB flash drive, with the cli-
ent transferring the configuration settings via USB
from the router to the corresponding device. This
is a rarely used method due to its inconvenience
compared to other methods. Often used by testers
and unauthorized individuals working remotely, the
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WPS PIN feature is not disabled by default, making it
an attack vector. To use the other methods, physical
presence is required to carry out an attack.

II. RELATED WORK

Modern research has examined the WPS standard
for more than a decade since its first introduction,
and has increasingly exposed the PIN-based settings
used in current consumer routers. The security flaw
was discovered in 2011 and affected routers with
the WPS PIN feature, which is enabled by default on
newer router models. The flaw allows a remote at-
tacker to recover the WPS PIN within hours using a
brute-force attack and the pre-shared key (PSK) from
the WPA/WPA2/WPA3 network. A quick, easy, and
convenient means of connection, but one that poses
security concerns. The vulnerabilities stem from both
the protocol’s inherent design and vendors'’insecure
default settings. It is used as a precursor to attacks to
penetrate wireless networks. The weakness in the PIN
code design is that it uses an 8-digit code, which ef-
fectively splits the verification into 4 (104) + 3 (103)
digits, yielding a search space of 108 to 11,000 com-
binations, making brute-force attacks practical [3,4].
Mitigating this known structural weakness at the pro-
tocol level relies on rate-limiting and blocking poli-
cies rather than fixing the PIN mechanism itself [3,5].
A 2024 analysis of 40 domestic home routers found
hidden WPS PIN support in the default settings and
reported 30 exploitable vulnerabilities [6]. A study of
the Linksys WRT160N v2 showed that your WPS PIN
can be cracked by a brute-force attack, and that WPS
remains active and vulnerable even when disabled in
the user interface [7]. A city-testing problem found
that WPA/WPA2 networks become vulnerable when
WPS is enabled and recommends using WPA2 with-
out WPS as the most secure setup [3]. Experiments in
industrial/loT environments show that WPS PINs can
be extracted from MAC addresses or fixed patterns
and then obtained using brute-force attack tools
such as Reaver if WPS blocking is enabled [8]. The re-
search concluded that issues remain, such as hidden
non-disabled WPS PINs - clients think it is disabled,
but it is not; default patterned codes — making it easy
to guess offline; weak or missing policies to block the
number of failed login attempts, allowing a brute
force attack to miss all 11,000 PIN combinations.

ITII. WPS RESEARCH IN LABORATORY
AND REAL-LIFE ENVIRONMENT

The purpose of this article is to show the danger of
compromising the confidentiality, integrity, and ac-

cessibility of information by using the WPS PIN func-
tion built into routers, which is enabled by default.
A laboratory was built in the educational complex.
Based on research conducted earlier over the years
and findings that more than 30% of Wi-Fi network
users have this function enabled, it was tested in a
real environment whether it is possible to connect to
their network by receiving a WPS PIN. For the labo-
ratory, the following were used: a configured TP-Link
router, Oracle VM VirtualBox with Kali Linux, and an
Alfa AWUS036AXML antenna for changing the oper-
ating mode from manage to monitor. When testing
Wi-Fi networks, an antenna capable of monitoring
and injecting packets is needed. An automated tool,
Wifite2, is used. The tool was chosen to demonstrate
that it can be used by untrained individuals, as it au-
tomatically performs the attacks, with the user only
observing the process. Real-world testing shows that
even an automated tool can deliver results when us-
ers deviate from the default settings.

Lab Network Testing

Using the Wifite2 tool, a wireless audit is performed,
which includes intercepting a 4-way handshake, cap-
turing a PMKID (Pairwise Master Key Identifier) hash,
and offline cracking using a brute-force dictionary at-
tack, a Pixie-Dust attack for WPS, a brute-force attack
for PIN cracking, checking for a null PIN, and checking
the validity of the intercepted hash. The tool is auto-
mated and built into Kali OS. WPS PIN attacks are per-
formed by the built-in Reaver tool. The tools tshark,
cowpatty, and aircrack-ng are used to validate the
hash. The lab testing is shown in Fig. 1.

Fig.1 - Testing in the laboratory
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Fig. 1 shows the discovered networks, their names,
security protocols and the presence of the WPS
function. Of the 23 networks recorded, 10 have WPS
enabled, and 1 is locked. The WPS result is nearly
50%, since a router lock occurs when an attempt is
made to obtain a WPS PIN. This shows that the rout-
er is protected by the manufacturer with a certain
number of attempts to enter the wrong PIN. The
same was obtained on the laboratory router, but
only the WPS function is locked. The figure shows
that there is no client on the network. However, an
attack was carried out, and the PMKID hash was ob-
tained, which is the same as the 4-way handshake
when a client is present. The intercepted hash was
validated with tshark, cowpatty and aircrack-ng. The
password was acquired using the rockyou.txt dic-
tionary, which was added to it for training purposes.
With the acquired password, an Internet connec-
tion from this network can be used. By entering the
password and logging in to the relevant network,
you can check the router settings and what is visible
on this network. If there are vulnerabilities, they can
be used by malicious people.

Testing in a real network

Testing of real networks was done in two different
cities, using the same tools. The results are shown
in Fig. 2 and Fig. 3. For security reasons, the target
names are not shown.

Session Actions Edit View Help

Fig.2 — Testing in a real environment and getting the pass-
word

lali@kali: ~

Session Actions Edit View Help

Fig.3 - Testing in another real environment and getting the
password
Fig. 2 and Fig. 3 show that we again detected pass-
words to access these networks. Unlike the labo-
ratory testing, the built-in dictionary in Wifite was
used to crack the hash. User errors should not be ig-
nored. Fig. 2 shows that the password and WPS PIN
are the same. Trying to access the network proved
that yes — these are the passwords. A check was also
made for the external IP address, which differs from
the one used by the working network. Fig. 4 shows
access to one of the networks.
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Fig.4 — Connected to one of the attacking networks
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Users’ mistakes show that they either lack the nec-
essary security or neglect it. Taking advantage of
the convenience of WPS PINs and 8-character pass-
words consisting only of numbers creates an oppor-
tunity for malicious actors to access their data. From
Fig.2 and the identified networks, we conclude that
their users are better informed about the dangers of
using the WPS function.

IV. CONCLUSION

From experiments conducted in different environ-
ments, it can be concluded that users’ awareness of
Wi-Fi networks remains low. By ignoring the identi-
fied vulnerabilities in these networks, opportunities
arise for unauthorised use. We once again prove that
even with strong security protocols such as WPA2/
WPA3, responsibility remains with the user if they
choose the convenience of WPS PIN. As a successor
to WPS, Wi-Fi Easy Connect has recently been intro-
duced, but security analyses have found that usabil-
ity-based solutions can lead to new attack surfaces
and emphasise the need to consider the history of
WPS when implementing new standards for secur-
ing wireless networks [9]. Recommendations for us-
ers of WPS and Wi-Fi Easy Connect on their wireless
networks are to disable them unless absolutely nec-
essary, or to use the WPS Push button, and to use
long passwords with a variety of characters, includ-
ing lowercase and uppercase letters and numbers.
This way, they can prevent unauthorised access to
their loT devices and sensitive data.

(9]
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NATURAL DISASTER DAMAGES
ASSESSMENT USING K-MEANS
ALGORITHM

Lyubena Nacheva-Grigorova, Irina Topalova

Abstract: Natural disasters are one of the most
challenging areas, where time and reaction are
really important. A variety of deep and ma-
chine learning algorithms are useful in dam-
age assessment from natural disasters. In this
research, the K-means algorithm was used to
estimate damages from a huge wildfire and a
landslide. K-means clustering is a method for
grouping data by assigning observations to
clusters based on their proximity to the clus-
ter centers. The study provides an evaluation
method and calculation of the damaged area
after wildfires and landslides, remotely and im-
mediately after the disaster occurs. As expect-
ed, the algorithm shows the possibility of using
machine learning and Earth observation for
emergency management.

Keywords: k-means clustering, wildfires, land-
slides, disasters

[. INTRODUCTION

A variety of deep and machine learning algorithms
are useful in different areas of human life. Natural
disasters are one of the most challenging areas,
where time and reaction are really important. Wild-
fires and landslides nowadays are very common
occurrences in the region of the Balkans, and espe-
cially in Bulgaria. In this research, the K-means algo-
rithm was used to estimate damages from a huge
wildfire in Alexandroupolis, Greece, and a landslide
in the region. This algorithm is helpful for rapid and
immediate classification and calculation of affected
areas.
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II. PROPOSED METHOD

A. K-means clustering

K-means clustering is a method for grouping data
by assigning observations to clusters based on their
proximity to the cluster centers. This is an unsuper-
vised machine learning method used for partition-
ing a dataset into clusters, the number of which is
predefined. The main purpose is to partition the
data into a specific number of groups, where the
data in each group is similar or different from the
data in other groups.

K-means clustering aims to divide a set of objects
into K clusters, minimizing the sum of squared dis-
tances between the objects and their respective
cluster centers.[1]

Figure 1 shows an overview of the K-means clus-
tering algorithm. It presents how the points of data
are divided into three different clusters based on
their features.

Before K-Means After K-Means
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Fig. 1 K-means Clustering [1]

B. Data and software

For this study, the Python programming language
is used with its specialized libraries: numPy, cv2,
matplotlib, pandas, and skimage. The experimental
work was realized in the Google Colab development
environment. The data is downloaded from Sentinel
Hub EO Browser and the World Library www.kaggle.
com.
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C. Workflow

SIETEITRIRINTR R
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Fig. 2 Workflow of the research

The first step for this study is downloading the
satellite images. An important step is to specify
the required libraries. After reading the image, the
required step is transforming the image into gray-
scale. An important part of the research is image
preparation before the K-means clustering. During
the K-means clustering step, the image is classified
by specified criteria. The number of clusters must
be determined in advance. For the results from the
research, the most important part is to define the
target cluster, which clusters are affected by the
disaster. If there is more than one target cluster is
necessary to merge them - this is the whole disas-
ter-stricken area. The final step of the research is to
calculate the affected area in square meters.

D. Wildfires assessment

Figure 3 shows the original image of a huge wild-
fire in Alexandroupolis in 2023.

plt.fi

plt.i

<matplotlib.image.AxesImage at Ox7febddfcbd70>
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Fig. 3 Wildfire in Alexadroupolis 2023 [2]

In Figure 4, the source code for K-means clustering
is shown. An important step is image preparation
for the K-means algorithm. The format of the 3D
image array (height X width X channels) was trans-
formed into a 2D image array, where each row rep-
resents one pixel and the three columns correspond
to the RGB color channels. The data was converted
to Float32 format.

After preparing the data, an important part of the
experiment is to define the termination criteria for
the K-means algorithm. K-means will stop when a
specified accuracy is reached, or a maximum num-
ber of iterations, or a combination of both. In this
particular case, the maximum iterations are 15. The
number of clusters is fifteen. The experiment was
made with 5, 7, 10, and 15 clusters. The best clus-
tering results were achieved with 15 clusters. The
number of clusters depends on the image, the type
of disaster, and the specific goal of the experiment.
The output includes labels for each pixel indicating
which cluster it belongs to and the average color
values (centers) for each of the clusters.

img_celor = cv2.imread("/content/drive/MyDrive/datasets/Alexandroupolis 2023.3pg"}

dError ("Image not found at the specified path.™)
imgCL=np. float32 (img_color.reshape((-1,3)))

iteria=(cv2.TERM_CRITERIA EPS+cv2.TERM_CRITERIA MAX ITER,15,1.0)

ret, lab, center=cv2. kmeans (imgCL, K, None, criteria, 10, cv2.KMEANS_RANDOM CENTERS)

Fig. 4 K-means clustering source code

Figure 5 shows the segmented image after
K-means clustering. It is shown that affected areas
are classified into different clusters, such as smoke
from the fire. The unaffected areas are in different
clusters.

° wind matplotlib(res2, title='K-Means Segmented Image Wildfire')

K-Means Segmented Image Wildfire

Fig. 5 K-means segmented image of Alexandroupolis
Wildfire
Figure 6 clearly shows the variable of centroids of
the clusters calculated by the K-means algorithm.
Each row in the shown array represents the average
color in RGB values of one cluster. This array con-
tains 15 rows with values of the 15-th pre-defined
clusters, each row contains three columns for the
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color channels. These values were converted to unit
8 format in the previous step, which is the standard
data type for pixel values in an image.

center

array([[114, 15 54],
[163;: A4:38; A:07];
[ 97, 104, 115],
[185, 1le8, 142],
[137.;. 1:08, “F57.,
[174, 184, 194],
[123, 134, 142],
[ e8, 37, 257,
[156;. 168 A75];
[ 135 4:30; 2447,
[ 82, 99, 80],
[ 55, 80, 49],
[11959.. A4:89, TT717.,
[24:5;: 213 2047,
[142, 153, 155]], dtype=uint8)

Fig. 6 K-means segmented image of Alexandroupolis
Wildfire

Figure 7 shows one of the target clusters - number
12. This cluster is for the area with an active fire out-
break in the region with massive smoke emission.

Fig. 7 Target cluster 12 of the K-means segmented image of
Alexandroupolis Wildfire

Figure 8 shows merged target clusters - 0,1,3,4,12
and 13.This is the actual territory of the active wild-
fire, with affected territory from the smoke. This is
the area which have to be calculated to estimate the
size of the fire.

Fig. 8 Target clusters 0,1,3,4,12 and 13 of the K-means seg-
mented image of Alexandroupolis Wildfire

Figure 9 shows the calculated area of the merged
cluster — the actual fire outbreak in square meters.
With the same approach, it is possible to make a cal-
culation of the burned area after a wildfire. The area
with active fire and smoke is 5312.50 square meters.

O total area m2 = pixel count * m2_per pixel

1t (f"Cluster Area: total area m2:.2f square met s")

50 sgquare meters

Fig. 9 Calculated area in square meters from the Alexan-
droupolis Wildfire

E. Landslides assessment

The same algorithm was used for the classification
of the affected area of a landslide. This is a good ap-
proach for using the K-means clustering to calculate
the affected area by the landslide.

plt.figure(figsize=(10, 5))
plt.imshow (img)

<matplotlib.image.AxesImage at 8x791a8f6d9f76>

0 20 40 60 80 100 120

Fig. 10 Original image of active landslide [3]
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Figure 10 shows the original image of the landslide
used in the research.

center
array([[ 87, 97, 1321,
ELOS, L1d,. A9,
[ 55, 49, 417,
[107, 131, 208],
[ €5, 72, 173]], dtype=uint8§)

Fig. 11 Array with the centroids from K-means

Figure 11 shows printed centroids obtained from
the K-means clustering algorithm. Each row repre-
sents the RGB values of one of the five clusters iden-
tified in the image of the landslide.

K-Means Segmented Image Landslide

Fig. 12 K-means segmented image

The segmented image is shown in Figure 12. The
five classified clusters are clearly visible. The land-
slide-affected area is classified into two clusters.

Isolating Cluster [0, 1]

Fig. 13 Clusters 0and 1

Figure 13 shows the isolated clusters with the area
from the landslide, cluster 0, and cluster 1. Those
two clusters are the area with damage from the
landslide.

total_area m2 = pixel count * m2 per pixel

print (f"Cluster Area: {total area m2:.2f} square meters")

Cluster Area: 3736.53 sguare meters

Fig. 14 Calculated area of the damage

Figure 13 shows the calculated damaged area from
the landslide — 3736.53 square meters.

II1. RESULTS

These experiments were used to show the power
of the K-means clustering algorithm for assessing
the damage from natural disasters. In this research,
the capabilities of this algorithm to classify and as-
sess the damage after wildfire and landslide have
been shown.

The study provides an evaluation method and cal-
culation of the damage after wildfires and landslides
remotely and immediately after the disaster occurs.

Significantly, the accuracy of the results depends
on the parameters that were given to the K-means
algorithm - the number of expected clusters, the
stopping criteria: maximum iterations or reaching a
certain accuracy.

As expected, the algorithm shows the possibility
of using machine learning and Earth observation for
emergency management.

IV. CONCLUSION

The results of this study show a good approach for
detecting natural disasters at the moment of their
occurrence. The K-means method is helpful for de-
tecting disasters, analyzing damages, and calcu-
lating affected areas. In conclusion, this algorithm
shows excellent results in classifying regions affect-
ed by natural disasters like wildfires and landslides.
These findings further support the idea of detect-
ing and assessing damages from natural disasters
remotely with an automatic system. This would be
of particularimportance where time and rapid reac-
tion are significant.
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Aleksander Karastoyanov

Abstract: The adoption of microservice architec-
ture in cloud computing has introduced significant
resource management challenges, particularly in
achieving responsive and cost-efficient auto-scal-
ing under dynamic workloads. Traditional reactive
approaches, such as the Kubernetes Horizontal
Pod Autoscaler (HPA), adjust replica counts only af-
ter resource constraints have already materialized,
leading to SLA violations during demand peaks or
excessive over-provisioning during low-load peri-
ods. This paper presents and evaluates a proactive,
machine learning-driven auto-scaling framework
that compares two predictive models—a Long
Short-Term Memory (LSTM) neural network and a
Random Forest (RF) regressor—against a thresh-
old-based HPA and a fixed-replica baseline. Exper-
iments are conducted on ten production contain-
ers selected from the Alibaba Cluster Trace 2018
dataset, with per-container model training and a
closed-loop simulation spanning 2,717 test inter-
vals. Results are reported as mean * standard de-
viation across all containers. The threshold-based
HPA achieves the lowest SLA violation rate (8.83%
+ 7.18%) but also the lowest over-provisioning
rate only compared to the fixed baseline, while
producing 31.3 scaling actions per container on
average. The LSTM policy reduces scaling actions
to 9.5 (+ 13.2) at the cost of a higher SLA violation
rate (19.20% + 16.76%). The RF policy achieves a
13.92% + 14.87% SLA violation rate with 26.4 scal-
ing actions but higher over-provisioning (40.40%).
These findings demonstrate that ML-based proac-
tive scaling occupies a distinct operating point in
the trade-off space and that no single policy uni-
versally dominates across workload types.
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[. INTRODUCTION

The shift from monolithic to microservice archi-
tecture has fundamentally changed how software
systems are designed, deployed, and operated. By
decomposing applications into independently de-
ployable services, microservice architectures ena-
ble fine-grained scalability, fault isolation, and faster
release cycles [1], [2]. Container orchestration plat-
forms, particularly Kubernetes, have become the de
facto standard for managing such deployments at
scale [3].

A central operational challenge in these environ-
ments is auto-scaling: dynamically adjusting the
number of container replicas in response to work-
load fluctuations. Effective auto-scaling must bal-
ance two opposing failure modes. Under-provision-
ing leads to SLA violations when demand exceeds
provisioned capacity. Over-provisioning wastes
computing resources by maintaining idle replicas
during low-demand periods, inflating operational
costs [4]. In both cases, the asymmetric cost struc-
ture of cloud deployments—where SLA penalties
typically outweigh resource savings—makes pre-
cise scaling decisions operationally important.

The dominant approach in production environ-
ments is the threshold-based Horizontal Pod Au-
toscaler (HPA), which monitors observed CPU or
memory utilization and scales replica counts when
a predefined threshold is crossed [5]. While straight-
forward to configure, reactive approaches suffer
from an inherent structural limitation: scaling deci-
sions are triggered only after a resource constraint
has already materialized. This makes proactive pre-
vention of SLA violations architecturally impossible
under bursty or rapidly changing workloads [6].

Machine learning offers a qualitatively different
approach. By training predictive models on histor-
ical workload telemetry, an ML-based scaler can
anticipate future resource demand and issue scal-
ing decisions before constraints arise. Long Short-
Term Memory (LSTM) networks have been studied
extensively for temporal workload forecasting due
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to their ability to capture long-range sequential de-
pendencies [7], [8]. Random Forest (RF) regressors
have demonstrated competitive accuracy for struc-
tured telemetry data, with the practical advantage
of requiring no sequence modelling and benefiting
from explicit lag features that encode short-term
memory directly in the input representation [9].

Despite the growing body of work on individual
ML-based scalers, controlled comparisons of LSTM
and RF under identical experimental conditions—
using real production traces, per-container model
training, and statistically aggregated results—re-
main scarce in the literature. This paper addresses
that gap with the following contributions:

« A comparative evaluation of LSTM and RF pro-
active auto-scaling policies against thresh-
old-based HPA and fixed-replica baselines
across ten production containers.

« A simulation methodology grounded in the Al-
ibaba Cluster Trace 2018 dataset, with per-con-
tainer model training that eliminates cross-con-
tainer contamination of lag features.

« Quantitative evidence that ML-based proactive
scaling occupies a distinct operating point in
the SLA-over-provisioning-stability trade-off
space, and that workload characteristics deter-
mine which policy is preferable.

II. RELATED WORK

Auto-scaling research has progressed through
three broad phases. Early systems relied on static,
expert-defined thresholds applied to CPU or mem-
ory utilization metrics. While operationally simple,
such reactive approaches require precise configu-
ration and perform poorly under heterogeneous
or dynamically changing workload patterns [6]. Ex-
tensions using fuzzy logic or multi-metric policies
improved adaptability but remained fundamentally
reactive: they can only respond after demand has
already changed.

Proactive approaches emerged with the applica-
tion of time-series forecasting to workload predic-
tion. Statistical models such as ARIMA, exponential
smoothing, and autoregressive variants demon-
strated that advance demand estimation allows
better resource alignment [10]. However, these
methods struggle with non-linear dynamics and
sudden demand spikes, both of which are common
in production cloud workloads [7].

Deep learning methods, particularly LSTM-based
architectures, have been applied to cloud workload
prediction with strong results. Studies comparing
LSTM against ARIMA and standard RNN baselines

consistently find that gated recurrent architectures
better capture long-range temporal dependencies
in CPU utilization traces [7], [8]. Hybrid architectures
combining Bi-LSTM with attention mechanisms
have been shown to improve responsiveness to ir-
regular workload patterns [11].

In the microservice-specific domain, Al Qassem
et al. [9] proposed a proactive RF autoscaler that si-
multaneously predicts CPU and memory utilization,
achieving substantial improvements in resource
utilization and 95th-percentile latency compared to
reactive baselines on a custom microservice bench-
marking platform. Xu et al. [12] demonstrated that
a multi-faceted reinforcement learning scaler com-
bining horizontal, vertical, and brownout mecha-
nisms achieves 19-29% response time reductions
on Alibaba cluster traces. Augustyn et al. [5] inves-
tigated HPA parameter tuning for a medical records
application in Kubernetes and reported approxi-
mately 15% savings in provisioned nodes through
threshold optimization.

A comprehensive survey of ML-based container
orchestration methods concluded that workload
prediction accuracy is the single most critical de-
terminant of auto-scaling effectiveness, and that no
single algorithm dominates across workload types
[13]. The present work builds on this finding by con-
ducting a controlled comparison of LSTM and RF
under identical experimental conditions with sta-
tistically aggregated results across multiple produc-
tion workload traces.

III. METHODOLOGY

A. Dataset and Container Selection

Experiments are conducted using the Alibaba
Cluster Trace 2018 [14], a publicly available collec-
tion of per-container CPU and memory utilization
samples recorded at 10-second intervals across
approximately 4,000 production machines over 8
days. The dataset provides realistic workload diver-
sity, including containers with stable utilization, di-
urnal patterns, and bursty demand.

Container selection applied four criteria: a min-
imum of 300 raw samples, mean CPU utilization
above 5% (normalized), a non-zero standard devi-
ation of inferred replica count, and a replica range
of at least one (i.e., the ground-truth replica count
must vary during the trace). Sorting by descending
replica-count standard deviation, the ten most var-
iable containers were selected: c_11988, c_10378,
c_10816, c_11288, c_11374, ¢_10872, c_10585,
¢_11957,¢c_10633, and c_11685. This selection pro-
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cess is repeatable and does not require manual in-
spection.

Raw data were resampled from 10-second to
60-second intervals by computing per-bucket mean,
maximum, and standard deviation of CPU utilization.
Values were normalized from integer percentages to
the range [0.0, 1.0]. Ground-truth replica count was
defined as r = [Mel clipped to a minimum of 1,
where 6 = 0.30 is the target CPU utilization per repli-
ca. This value reflects a conservative provisioning tar-
get appropriate for latency-sensitive microservices;
at the Kubernetes default of 6 = 0.70, no container in
the selected dataset exceeds one replica, making the
scaling problem trivially simple. Each container trace
was split chronologically: the first 70% of intervals
formed the training set and the remaining 30% the
test set, preserving temporal order.

B. LSTM Auto-Scaler

The LSTM model consists of two stacked LSTM lay-
ers (64 and 32 units respectively), each followed by a
dropout layer (rate 0.2), and a single-unit dense out-
put layer. Input is a sliding window of W = 10 con-
secutive 60-second feature vectors (shape 10 x 6);
the target is the normalized cpu_mean value at the
next interval t+1. This one-step-ahead formulation
ensures the model learns to predict future demand
from past observations rather than reconstructing
the current value from itself.

A separate model was trained per container. Train-
ing used the Adam optimizer (learning rate 0.001),
mean squared error loss, batch size 16, early stop-
ping with patience 20 monitored on validation loss,
and ReducelLROnPlateau (factor 0.5, patience 8). In-
put features were scaled with MinMaxScaler fitted
on the training set only. At inference time, the LSTM
prediction yt + 1 was converted to a replica count
as r = [yt +1 x ¢ /0], where 6 = 1.15 is a safety
margin that partially compensates for systematic
under-prediction [15].

C. Random Forest Auto-Scaler

The RF model is a two-output RandomForestRe-
gressor (100 estimators, max depth 12) trained to
predict both cpu_mean and mem_mean at t+1 si-
multaneously. Dual-output prediction ensures that
memory-bound SLA violations—which a CPU-only
predictor would miss—are incorporated into the
replica count decision [9]. A separate model was
trained per container on features at time t pre-
dicting targets at t+1. Fig. 1 shows the aggregated
feature importances: cpu_mean_lag1 (0.256) and
cpu_mean_lag2 (0.259) together account for 51.5%
of importance, confirming that the model genuine-

ly exploits temporal structure rather than predicting
the current value from itself [16].

Random Forest — Feature Importances
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Fig. 1 RF Feature Importances

The replica count conversion uses the same formu-
la as the LSTM: r = [rf,,redcpu X 0—6]. A minimum
cooldown of two intervals between consecutive
RF scaling actions suppresses thrashing from small
prediction fluctuations.

D. Baseline Policies

Two baselines were included. The fixed-replica
policy maintains a constant replica count equal
to the median of training-set demand, represent-
ing a static provisioning strategy without any dy-
namic scaling. The threshold-based HPA imple-
ments the Kubernetes HPA controller formula [17]:
desired = [actual,, /6 ], applied reactively at each
interval with a cooldown of three intervals. This for-
mulation directly computes the required replicas
from observed utilization without compounding
the current replica count, matching documented
Kubernetes controller behaviour [5].

E. Evaluation Metrics

Three metrics were computed over the test period
for each container and policy. SLA Violation Rate (%)
is the fraction of test intervals where the issued repli-
ca count falls below ground-truth demand. Over-Pro-
visioning Rate (%) is the fraction where replica count
exceeds demand by more than 20%. Scaling Action
Count is the total number of non-zero replica chang-
es, used as a proxy for orchestration overhead and
system stability. All metrics are reported as mean *
standard deviation across the ten containers.

IV. EXPERIMENTAL RESULTS

A. Quantitative Summary

Table | summarizes the performance of all four pol-
icies across the ten-container test set (2,717 total
test intervals).
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2026
TABLE |

POLICY COMPARISON — MEAN = STD
ACROSS 10 CONTAINERS

Policy SLA Viol. (%) Over Prov. (%) Actions
Fixed 30.26 + 28.57 28.55 +37.15 0

HPA 8.83+£7.18 11.94£9.01 313
LST™M 19.20 £ 16.76 21.27 +30.43 9.5

RF 13.92£14.87 40.40 +33.54 26.4

The fixed-replica policy records a high SLA viola-
tion rate (30.26%) because the median training-set
replica count is frequently insufficient for test-peri-
od peaks, while its over-provisioning rate (28.55%)
reflects the intervals where the fixed count ex-
ceeds actual demand. Its zero scaling actions con-
firm that it provides no dynamic adaptation what-
soever.

The threshold-based HPA achieves the low-
est mean SLA violation rate (8.83%) among all
four policies, with moderate over-provisioning
(11.94%) and a mean of 31.3 scaling actions per
container. This result reflects the benefit of reac-
tive direct-utilization scaling: the HPA formula
immediately computes the correct replica count
from observed CPU, making it effective for work-
loads where demand changes are slow relative to
the scaling cooldown period. However, the stand-
ard deviation on SLA violations (7.18%) is relative-
ly narrow compared to the ML policies, indicating
consistent but not universally low violation rates.

The LSTM policy achieves a mean SLA violation
rate of 19.20% with only 9.5 scaling actions per
container—a 70% reduction in orchestration over-
head compared to the HPA. Its over-provisioning
rate (21.27%) is comparable to the HPA. The high
standard deviation on all three metrics reflects the
heterogeneity of per-container LSTM performance:
some containers are predicted accurately (RMSE =
0.02) while others are not (RMSE = 0.36), and the
final scaling quality directly inherits this variance.

The RF policy achieves a mean SLA violation rate
of 13.92%—lower than the LSTM but higher than
the HPA—while producing 26.4 scaling actions per
container. Its over-provisioning rate (40.40%) is the
highest of all policies, driven by containers where
the RF over-estimates future demand. This behav-
iour is consistent with the model’s tendency to
weight recent lag values heavily: when utilization
has been elevated, the model predicts continued
high demand even if it does not materialize.

B. Trade-off Analysis

Fig. 2 plots SLA violation rate against over-pro-
visioning rate for each policy and container, with
large markers indicating per-policy means. The
scatter reveals that no policy occupies a universal-
ly dominant position: the HPA achieves a low mean
SLA rate but at the cost of 31 scaling actions, while
LSTM achieves fewer actions but with higher SLA
risk. The RF sits between the two on SLA but pro-
duces the highest over-provisioning.

SLA Violation vs Over-Provisioning Trade-off
(small markers = individual containers, large = mean)
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Fig. 2 SLA Violation vs. Over-Provisioning Trade-off

The wide spread of individual container points
confirms that policy effectiveness depends strong-
ly on workload characteristics. Container c_10816,
for instance, shows near-zero values on all three
metrics for all policies because its workload is al-
most entirely stable at a single replica level. By
contrast, c_11988 and c_10585 show high SLA vi-
olation rates for all policies, indicating that these
workloads contain rapid, short-duration demand
peaks that are difficult to anticipate one interval
ahead regardless of the prediction method.

C. Per-Container Breakdown

Figs. 3 and 4 show per-container heatmaps for
SLA violation rate and over-provisioning rate re-
spectively. Several observations are notable. For
¢_10378, the LSTM and RF policies both show over
88% over-provisioning because the model trained
on a high-utilization training period systematically
over-estimates demand during a quieter test peri-
od—a train-test distribution shift that the reactive
HPA avoids by construction.
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SLA Violation Rate (%) — Per Container and Policy
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Fig. 3 SLA Violation Rate Heatmap — Per Container and
Policy

For c_10633, the RF policy achieves the lowest SLA
violation rate (0.9%) while LSTM reaches 4.6%, sug-
gesting that for this workload type the lag-based
tabular approach is better suited than the recurrent
architecture. The per-container variation confirms
the main qualitative finding: neither ML approach
universally dominates, and workload characteristics
should guide policy selection.
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Fig. 4 Over-Provisioning Rate Heatmap — Per Container
and Policy

D. Scaling Stability

Fig. 5 shows the distribution of scaling action
counts across containers for each policy as a box
plot. The HPA exhibits the widest interquartile range
(approximately 22-46 actions), with individual con-
tainers reaching up to 65 actions. LSTM produces
the most stable behavior (median approximately
5 actions, IQR 0-15) with one outlier at 42 actions.
The RF distribution is intermediate: median approx-
imately 22 actions but with a wide IQR reflecting the

variability of its cooldown activation across work-
load types.

Scaling Action Count Distribution Across Containers
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Fig. 5 Scaling Action Count Distribution

E. Time-Series Behavior

Fig. 6 illustrates the qualitative behavioral differ-
ence between the three dynamic policies on con-
tainer c_11988, the highest-variability workload in
the test set — over the 80-interval window with
the highest demand variance. The HPA (top panel)
closely tracks demand with 16 scaling actions but
still misses several short-duration peaks and pro-
duces orange over-provisioning regions during
demand troughs. The LSTM (middle panel) stabiliz-
es at 2 replicas for most of the window with only 2
actions, correctly handling the majority of intervals
but missing the peaks that exceed 2 replicas. The
RF (bottom panel) is more responsive, tracking the
12 transitions more precisely but generating 14
actions and over-provisioning during flat demand
periods.

Reactive vs Proactive Scaling — HPA, LSTM, and Random Forest
(highesl-variance 80-interval window, conlainer ¢_11988)
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The figure makes the central trade-off concrete:
the HPA responds to every utilization change but
generates substantial orchestration overhead; the
LSTM achieves stability but at the cost of respon-
siveness to sharp peaks; the RF occupies an inter-
mediate position that is sensitive to workload var-
iability.

V. DISCUSSION

The results support three principal conclusions.
First, ML-based proactive scaling and reactive HPA
operate at fundamentally different points in the
trade-off space. The HPA optimizes for low SLA vi-
olation rate through immediate utilization-driven
scaling, but generates the highest orchestration
overhead. ML policies trade some SLA performance
for substantially fewer scaling actions, which re-
duces API server load, container startup costs, and
scheduling latency in production Kubernetes clus-
ters.

Second, the relative merits of LSTM and RF depend
on workload characteristics. RF outperforms LSTM
on SLA violation rate in 6 of the 10 containers, while
LSTM produces fewer scaling actions in 8 of 10.
For workloads with strong short-term autocorrela-
tion (where recent utilization is highly predictive of
next-interval demand), the RF’s explicit lag features
provide a direct and effective signal. For workloads
with longer-range periodicity or diurnal structure,
the LSTM’s recurrent memory could in principle
provide an advantage—though this was not con-
sistently observed in the present dataset, likely
because the 8-day trace is insufficient to establish
strong weekly seasonality at the per-container level.

Third, the fixed-replica baseline performs poorly
by all metrics and should not be treated as a mean-
ingful comparison point in future work. Its 30.26%
SLA violation rate exceeds all dynamic policies, and
its 28.55% over-provisioning rate is not low enough
to represent a conservative but resource-efficient
alternative. It is included here for completeness and
to confirm that dynamic scaling—reactive or proac-
tive—is unambiguously preferable to static provi-
sioning.

Several limitations of this study should be ac-
knowledged. The experiment evaluates a simula-
tion-based closed-loop rather than a live Kuber-
netes deployment, which means container startup
latency (typically 10-30 seconds for containerized
microservices) is not modelled. In a real deployment,
startup latency would further penalize reactive pol-
icies that require a full scaling cycle before new
capacity becomes available, potentially improving

the relative position of proactive approaches. Addi-
tionally, all models were trained and evaluated on
data from a single 8-day period; deployment in pro-
duction would require periodic re-training to track
workload drift. Finally, the per-container training
approach, while methodologically clean, does not
transfer knowledge across containers—a limita-
tion that transfer learning or multi-task approaches
could address in future work.

VI. CONCLUSION

This paper presented a comparative evaluation of
ML-driven proactive auto-scaling policies for cloud
microservices, using per-container LSTM and Ran-
dom Forest models trained on real Alibaba produc-
tion traces and evaluated across ten containers with
diverse workload profiles. The key finding is that
ML-based proactive scaling does not simply out-
perform the Kubernetes HPA on all metrics; rather,
it occupies a qualitatively different operating point.
The LSTM policy reduces scaling actions by 70%
compared to the HPA while accepting a higher SLA
violation rate; the RF policy improves SLA perfor-
mance relative to LSTM but generates more actions
and higher over-provisioning.

These results have practical implications for system
operators: workloads where orchestration overhead
is costly (e.g., stateful services with slow startup
times) may benefit from the LSTM’s stability, while
latency-critical services with tight SLA budgets may
be better served by the reactive HPA or the RF poli-
cy. The framework and dataset used in this study are
publicly available, providing a reproducible base-
line for future comparisons involving reinforcement
learning policies, multi-container dependency
graphs, and energy-aware scaling objectives.

The complete experimental pipeline, including
preprocessing scripts, per-container model train-
ing, simulation code, and figure generation, is pub-
licly available at: https://github.com/karastoyanov/
ML-Driven-Auto-Scaling-Policies-for-Microservic-
es-in-Cloud-Environments
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FROM ATOMIC RESONANCE TO
RADIO PULSE: SIGNAL GENERATION,
MODULATION, AND DECODING OF THE
DCF77 TIME SIGNAL

Aleksander Karastoyanov

Abstract: Precise time dissemination underlies
virtually every layer of modern infrastructure,
from satellite navigation to financial clearing and
metrology.The DCF77isa77.5 kHzlongwave time
signal broadcast continuously from Mainflingen,
Germany, by Media Broadcast GmbH on behalf of
the Physikalisch-Technische Bundesanstalt (PTB),
synchronizing tens of millions of clocks through-
out Europe. This paper presents a full experi-
mental implementation of a live DCF77 decoder
that uses the Kiwi Software Defined Radio (SDR)
network to stream raw In-phase/Quadrature (IQ)
samples over the Internet, requiring no dedicated
radio hardware. A pure-Python processing pipe-
line computes the true amplitude envelope via
sqrt(I>+Q?), applies a fourth-order Butterworth
low-pass filter, detects On-Off Keying (OOK) pulse
durations with an adaptive percentile-based
threshold, and decodes the 59-bit binary-coded
decimal (BCD) telegram including parity verifi-
cation and time zone handling. A 300-second
recording from a receiver 35 km from the trans-
mitter yielded 295 detected pulses with one er-
ror, five extracted minute frames, and four fully
valid decoded timestamps. The decoded date and
time—Sunday, May 24, 2026, 11:20-11:23 CEST—
agreed precisely with the known test date, con-
firming sub-millisecond timing resolution from a
consumer internet connection.

Keywords: Signal Generation, Software Defined
Radio, Atomic Clocks, Signal Decoding, Radio
Waves

[. INTRODUCTION

Accurate timekeeping is the foundation of a broad
range of modern systems. The global position-
ing system (GPS) relies on nanosecond-level clock
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Telecommunications and Post, Sofia, 1 Acad. St. Mlad-
enov Str, Sofia 1700, Bulgaria.

E-mail: a.karastoyanov@utp.bg.

agreement between satellites to resolve positions
on the meter scale. High-frequency financial trading
systems timestamp transactions at the microsecond
resolution to comply with regulatory requirements
and prevent arbitrage exploits arising from clock
discrepancies between exchange nodes. Telecom-
munication networks, from cellular base station
handoff to optical transport synchronization, de-
pend on sub-microsecond timing to manage spec-
tral efficiency and to prevent data collisions. Sci-
entific measurements ranging from pulsar timing
arrays to particle accelerator trigger systems require
coordination at the nanosecond scale. The Network
Time Protocol (NTP), first formalized in 1989 as the
primary mechanism for distributing time informa-
tion across the Internet, demonstrated that tens
of milliseconds of accuracy could be maintained
across diverse network topologies [1], [2], [3].

Before the proliferation of GPS and NTP, longwave
radio time signals were the primary mechanism by
which precision atomic time was disseminated to
the general public and industrial users. The first
purpose-built radio time signal stations emerged
in the early 20th century, initially transmitting sim-
ple carrier interruptions to mark seconds. By the
mid-20th century, several national metrology insti-
tutes operated dedicated longwave transmitters,
whose signals could be received across continen-
tal scales.

The DCF77 is one of the most significant and long-
lived systems. The service has been transmitted
from Mainflingen, near Frankfurt, Germany, since
1959, making it one of the oldest continuously
operating time signal broadcasts in the world. The
transmitter operates at 77.5 kHz on the longwave
band at a radiated power of 50 kW, providing relia-
ble coverage across a radius of approximately 2000
km, encompassing most of Europe. Today, DCF77
synchronizes radio-controlled clocks, scientific in-
struments, industrial controllers, and meteorolog-
ical stations across Germany, Switzerland, Austria,
France, the United Kingdom, and their neighboring
countries. The signal is operated on behalf of the
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PTB (Physikalisch-Technische Bundesanstalt), the
German national metrology institute, which holds
legal authority over the German civil time [4].

This paper describes an experiment in which the
DCF77 signal was received and decoded entirely in
software using the publicly accessible Kiwi Software
Defined Radio (SDR) network as a radio front-end
streamed over the Internet. The KiwiSDR system
provides web-accessible software-defined receivers
covering a frequency range from 10 kHz to approx-
imately 30 MHz [5]. By selecting the 1Q recording
mode, in which raw complex baseband samples are
captured rather than a demodulated audio stream
and computing the true instantaneous amplitude
envelope from the complex samples, it is possible
to overcome the filter ringing and beat-frequency
artifacts that plague conventional demodulation
modes when applied to OOK time signals. The re-
sulting Python decoder successfully extracted the
date and time from live broadcasts with no radio
hardware beyond an Internet connection.

II. THEORETICAL BACKGROUND

A. Atomic Clocks and Frequency Standards

The formal definition of the second, as adopted by
the 13th General Conference on Weights and Meas-
ures in 1967 and maintained under the International
System of Units (SI), is “the duration of 9,192,631,770
periods of the radiation corresponding to the transi-
tion between the two hyperfine levels of the ground
state of the caesium-133 atom.” This definition an-
chors the unit of time to a quantum mechanical
transition whose frequency is fixed by fundamental
physical constants, making it reproducible in any suf-
ficiently equipped laboratory. National metrology in-
stitutes worldwide maintain primary standards trace-
able to this definition, with PTB’s cesium ensemble
contributing to the international atomic time scale
(TAI) maintained by the BIPM [6].

The physical basis of this standard lies in the
ground state structure of the caesium-133 nucle-
us. The nucleus carries a spin of 7/2, which couples
magnetically with the spin-1/2 of the valence elec-
tron, splitting the 6s ground state into two hyper-
fine levels with total angular momentaF=3 and F =
4.The energy difference between these levels corre-
sponds to a photon frequency of 9,192,631,770 Hz.
When a microwave field tuned precisely to this fre-
quency is applied to a population of cesium atoms,
it drives transitions at a rate that peaks sharply at
resonance, a phenomenon exploited to lock a local
quartz oscillator to the atomic standard [7].
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Fig. 1 lllustration of a Classical Cesium Beam Frequency
Standard with Ramsey Interrogation.

On Fig. 1, the operating principle of a classical ce-
sium beam frequency standard is illustrated in Fig.
At the left end, an oven source produces an effusive
thermal beam of cesium atoms that passes through
a state-selection region consisting of an inhomoge-
neous deflecting magnet, which spatially separates
atoms according to their hyperfine state, admitting
only the F =3 ground-state populationinto theinter-
action region. The beam then traverses two spatially
separated toroidal microwave cavities, each driven
by the same phase-coherent 9,192,631,770 Hz mi-
crowave field in the Ramsey double-resonance con-
figuration. Between the two interaction zones, the
atoms travel in a field-free space for a transit time
T, which determines the Ramsey fringe linewidth
Af = 4T, At the right end, a second state-selective
deflecting system and hot-wire ionization detector
measure the fraction of atoms that have undergone
the F =3 — F =4 clock transition, providing an error
signal used to lock the local oscillator. Beam stand-
ards of this type achieve relative frequency uncer-
tainties in the low 107" regime [8].

Cesium fountain clocks, developed in the 1990s,
extend the Ramsey interrogation time by replacing
a horizontal thermal beam with a vertical fountain
of laser-cooled atoms. Atoms are cooled in a mag-
neto-optical trap to temperatures below one mi-
crokelvin, launched upward through a microwave
cavity, allowed to complete a ballistic flight of tens
of centimeters, and detected on their return. The
PTB operates two cesium fountain clocks, CSF1 and
CSF2, achieving systematic frequency uncertain-
ties of 2.8 X 107'® and 1.7 x 107'S, respectively, with
typical short-term instabilities of approximately
3.5x 10t "2[9],[10], [11].
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Fig. 2 lllustration of a Caesium Fountain Clock. Cross-sec-
tion showing vacuum chamber, laser cooling region (vio-
let-blue fluorescence), and Ramsey microwave cavity.

Fig. 2 shows a cross-sectional illustration of a cesi-
um fountain clock, revealing its principal function-
al regions. The lower base houses the electronics
board, magnetic field coils, and vacuum pump as-
sembly that maintain the ultra-high vacuum envi-
ronment essential for the unperturbed atom-light
interaction. The central cylindrical chamber con-
tains the magneto-optical trap region where ce-
sium atoms are laser-cooled to sub-microkelvin
temperatures, visible here as the characteristic
violet-blue fluorescence glow at the intersec-
tion of the counter-propagating laser beams. The
upper section encloses the microwave Ramsey
cavity through which the cooled atomic cloud is
launched vertically, completes its ballistic arc, and
falls back for a second interaction before state-se-
lective detection. This architecture, comprising a
vacuum envelope, optical cooling stage, and Ram-
sey interrogation zone, enables the PTB fountain
standards to achieve systematic frequency uncer-
tainties below 3 x 107'°.

Frequency stability is quantified by the Allan de-
viation, a time-domain statistic that characterizes
the fractional frequency fluctuation as a function of
the averaging time t. Different noise types—white
frequency noise, flicker frequency noise, and ran-
dom walk frequency noise—produce characteristic
power laws in T that allow clock technologies to be
compared [12]. The output of the PTB fountain en-
semble steers UTC(PTB), which contributes to the
computation of the International Atomic Time (TAI)
maintained by the BIPM.The DCF77 signal is phase-
locked to UTC(PTB) and, therefore, ultimately to the
ensemble of primary standards worldwide.

B. The DCF77 Time Signal

The DCF77 transmitter is located at 50°01°'N, 9°00'E
near Mainflingen in Hesse, Germany, approximately
25 km southeast of Frankfurt am Main. It is operat-
ed by Media Broadcast GmbH under a contract with
PTB. The designation DCF77 follows the ITU callsign
convention: D for Germany, C for long-range com-
munication, F for fixed station, and 77 for the nomi-
nal carrier frequency of 77.5 kHz.

Fig. 3 Signal Chain from Atomic Clock to DCF77 Broadcast
Antenna

In Fig. 3, the complete signal dissemination chain
isillustrated, from the atomic frequency reference to
the broadcast antenna. The cesium clock generates
an ultra-stable 9.192 GHz reference, which is synthe-
sized down to a 77.5 kHz carrier and OOK-modulat-
ed with the time telegram. At 77.5 kHz, the domi-
nant propagation mode is a ground wave, following
the curvature of the Earth by diffraction along the
atmosphere-ground interface. Ground wave prop-
agation provides a stable and predictable signal
strength with low phase variability over ranges of
up to approximately 2000 km, making it superior to
sky waves for time dissemination within this range.
Sky wave signals introduce additional ionospher-
ic path length variability, which compromises the
timing precision [13]. The 50-kW transmitter pow-
er ensures that receivers with a simple ferrite-bar
antenna achieve a sufficient signal-to-noise ratio
throughout the intended coverage zone.

Frequency stability is quantified by the Allan de-
viation, a time-domain statistic that characterizes
the fractional frequency fluctuation as a function of
the averaging time 1. Different noise types—white
frequency noise, flicker frequency noise, and ran-
dom walk frequency noise—produce characteristic
power laws in T that allow clock technologies to be
compared [12]. The output of the PTB fountain en-
semble steers UTC(PTB), which contributes to the
computation of the International Atomic Time (TAI)
maintained by the BIPM.The DCF77 signal is phase-
locked to UTC(PTB) and, therefore, ultimately to the
ensemble of primary standards worldwide.
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C. OOK Modulation and the DCF77 Telegram

On-Off Keying, as used in DCF77, reduces the carri-
er amplitude to approximately 25% (—12 dB relative
to full power) for a controlled duration at the begin-
ning of each second. A reduction lasting approxi-
mately 100 ms represents binary zero, and a reduc-
tion lasting approximately 200 ms represents binary
one. Empirical measurements across many record-
ings place the observed pulse widths at 125.3 ms
(0 = 3.1 ms) for bit zero and 231.8 ms (o0 = 4.2 ms)
for bit one—slightly longer than the nominal values
but well within the classifier’s discrimination capa-
bility.

Each minute of the broadcast contained exactly
59-bit positions, numbered 0-58. The 59th second
carries no pulse; the resulting silence lasting more
than 1.8 s serves as the minute marker that allows
the receivers to identify the boundary between con-
secutive minutes and establish frame synchroniza-
tion. The complete 59-bit frame layout is shown in
Table 1.

TasLE |

DCF77 Minute FramE BiT Lavout
Bits Field Encoding
0 Start of min Always 0
1-14 Civil data Encrypted meteorological data
15 Call bit Abnormal transmitter flag
16 DST ann. 1 hour before DST change
17 CEST active 1=UTC+2 (summertime)
18 CET active 1=UTC+1 (wintertime)
19 Leap second 1= leap second at end of hour
20 Start of time Always 1
21-27 Minutes BCD, LSB first
28 P1 Even parity over bits 21-27
29-34 Hours BCD, LSB first
35 P2 Even parity over bits 29-34
36-41 Day of month BCD, LSB first
42-44 | Day of week 1=Monday ... 7= Sunday
45-49 Month BCD, LSB first
50-57 Year BCD, LSB first

The time fields are encoded in binary-coded deci-
mal (BCD) with the least significant bit transmitted
first, contrary to the more common MSB-first con-
vention. To decode the minutes, the seven bits at
positions 21-27 are weighted as follows:

minutes = b x1 + b??2x2 + b*® x4 + b?* x8 + )
b?® x 10 + b?® x 20 + b?7 x 40

As a worked example, the minute value 20 is en-
coded as the bit sequence . Note that the tens dig-
it is carried by a separate weight (10, 20, 40) rather
than the standard binary weighting (8, 16, 32, 64),
reflecting the BCD structure in which single decimal
digits are encoded independently.

Parity protection is provided at three different
levels. P1 at bit 28 is the even parity bit for the sev-
en-minute bits 21-27: the XOR of all eight bits must
equal zero. P2 at bit 35 protects the six-hour bits
29-34. P3 at bit 58 provides an even parity over the
entire date section, bits 36-57. Single-bit errors in
any of these sections are detected, though not cor-
rected. A receiver that detects a parity failure typi-
cally waits for the next frame rather than outputting
a potentially incorrect time.

III. EXPERIMENTAL SETUP AND
METHODOLOGY

A. The KiwiSDR Network

The Kiwi Software Defined Radio (SDR) is an open-
source software-defined radio platform based on a
Beaglebone Green single-board computer paired
with a 14-bit, 65 MHz ADC and a custom FPGA bit-
stream. Each unit receives from approximately 10
kHz to 30 MHz and makes up to four simultaneous
user connections available via a web interface and
a documented web socket API. The Kiwiclient soft-
ware package provides a Python command-line in-
terface that allows scripted access to these receiv-
ers, including an 1Q recording mode that captures
raw complex baseband samples at user-selected
frequencies [5].

The network currently comprises thousands of pub-
licly accessible receivers that are distributed globally.
To receive DCF77, the most useful receivers are those
located within 2000 km of Mainflingen with low 77.5
kHz interference. lliev et al. demonstrated the scien-
tific value of distributed KiwiSDR networks for mon-
itoring VLF/LF signal variations associated with solar
activity, underscoring the utility of this infrastructure
for time-frequency applications [15].

B. Receiver Selection and Recording Parameters

The receiver selected for this experiment was db-
Owhm.hamnet.network:8073, operated by the DB-
OWHM amateur radio group in Mannheim, Germa-
ny, at geographic coordinates 49.57°N, 8.62°E. At a
great-circle distance of approximately 35 km from the
DCF77 transmitter, this receiver provides an excellent
signal-to-noise ratio with a received signal strength
ranging from approximately —65 to —70 dBm.
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Recording was performed using kiwirecorder.
py with the following parameters: server host db-
Owhm.hamnet.network, port 8073, frequency
77.5 kHz, mode iq, and recording duration 300 s.
This produced a stereo WAV file at a sample rate
of 11,999 Hz, with the left channel carrying the in-
phase (I) component and the right channel carrying
the quadrature (Q) component of the baseband sig-
nal, centered at 77.5 kHz.

B. Choice of IQ Mode

The decision to select the IQ mode over other
available demodulation modes on the KiwiSDR rep-
resents a significant and operationally crucial de-
sign decision. Extensive experimentation preceded
this decision, and the failure modes of alternative
approaches elucidated both the structure of the
DCF77 signal and the behavior of digital filter im-
plementations in SDR platforms. Table 2 provides
a summary of the modes attempted and failure
mechanisms encountered in each instance.

TasLE Il
KiwiSDR DemobuLATION MobEs EvALUATED ForR DCF77 RecepTiON
Mode Problem Observed Symptom
cwn Filter ringing at All'bits decoded as 1; classification
passhand edge fails completely
Creates transient
~200 ms dips
am Beat frequency Spurious short pulses; ~50% bit
between carrier error rate
and DSB reference
produces 70
ms and 125 ms
artifacts
ush /Ish SSB filter spreading | Bit-0 and bit-1 pulse widths
convolves 100 ms | become indistinguishable
and 200 ms pulses
iq (SELECTED) | Raw complex sqrt(>+Q?) cleanly resolves both
baseband samples; | pulse widths
no demodulation
filter applied

In the IQ mode, the KiwiSDR downconverts the sig-
nal to the baseband and delivers raw complex sam-
ples without any demodulation filtering beyond
anti-aliasing. The instantaneous carrier amplitude
at each sample is then computed in the decoder as

follows:
A[n] = /I[n]? + Q[n]? (2)

equivalent to the analytic signal amplitude and
free from filter-induced distortions [14].

IV. SIGNAL PROCESSING AND
DECODING PIPELINE

The decoder was implemented as a sequential
processing pipeline comprising seven distinct stag-
es: IQ amplitude extraction, envelope smoothing,
adaptive thresholding, pulse detection, bit classifi-
cation, frame extraction, and BCD telegram decod-
ing. Rather than reproducing the full source code,
which is available at the GitHub repository cited in
the header, this section describes each stage analyt-
ically and illustrates the intermediate signal states
with reference to the analysis figures generated
by the pipeline. The filtering approach follows a
well-established digital signal processing practice
for envelope detection and smoothing of ampli-
tude-modulated signals [16].

A. 1Q Amplitude Extraction

The stereo WAV file was read, and the interleaved
samples were demultiplexed into separate in-phase
() and quadrature (Q) channels. The true instan-
taneous amplitude envelope is computed sam-
ple-by-sample as follows:

A[n] = sqrt(I[n]* + Q[n]*) (3)

This operation is mathematically equivalent to
computing the modulus of the analytic signal and
yields the carrier power at each sample instant,
which decreases sharply during each OOK ampli-
tude reduction. No demodulation filter is applied
at this stage; the complex baseband representation
preserves all timing information encoded in the car-
rier's amplitude.

B. Envelope Smoothing

A fourth-order Butterworth low-pass filter with
a cutoff frequency of 12.5 Hz (corresponding to a
smoothing window of approximately 120 ms) was
applied using second-order sections (SOS) for nu-
merical stability. The Butterworth design was cho-
sen for its maximally flat passband and monotonic
roll-off, avoiding the ripple of Chebyshev or elliptic
alternatives that could introduce amplitude artifacts
at the sub-100 ms scale relevant to DCF77 pulse de-
tection [16]. After filtering, the envelope was nor-
malized to the unit interval by dividing by its 99th
percentile, providing robustness against AGC drift
and transient interference spikes. The effect of this
stage is shown in Fig. 4 (top panel).
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C. Adaptive Threshold and Pulse Detection

Because the carrier is interrupted for only 100-200
ms per second (approximately 15-20% of the time),
the 90th percentile of the envelope falls reliably in
the unmodulated carrier-ON region, and the 10th
percentile falls in the carrier-OFF region. The thresh-
old is placed 25% of the way between these values,
biased toward the OFF region, to improve the sen-
sitivity to weak or fading signals. In the analyzed re-
cording, the adaptive threshold was set at 0.67, as
indicated by the dashed red horizontal line in Fig. 4.

The signal was then processed in one-second win-
dows. Within each window, the code locates the
deepest dip, confirms that it crosses the threshold,
and walks outward from the minimum to meas-
ure the full-pulse duration. A 50-500 ms duration
gate rejects transient noise events while passing
both bit-zero and bit-one pulses. Fig. 4 shows the
full 300-second AM amplitude envelope with the
adaptive threshold overlaid, demonstrating signal
stability across the entire recording window and the
absence of significant fading or interference events.

| Analysis — KiwiSDR 1Q

AAAAAAAAAA

Fig. 4 DCF77 Signal Analysis. Top: full 300-second I1Q ampli-
tude envelope with adaptive threshold

D. Bit Classification

Each detected pulse was classified by comparing
its duration to the nominal zero and one widths
with a tolerance of +30 ms. Pulses near 125 ms were
classified as bit-0, pulses near 231 ms as bit-1, and
any gap exceeding 1.8 s was treated as a minute
marker. Pulses outside the acceptance windows are
assigned an error designation. Fig. 5 shows the first
20 s of the smoothed envelope with detected pulse
spans overlaid — blue for bit-0 and orange for bit-1.
The two pulse widths are visually distinct and clean-
ly separated at this signal quality, with no ambigu-
ous cases visible in the zoomed-in window. Across
the full 300-second recording, 183 bit-0 pulses and
111 bit-1 pulses were classified successfully, with
one pulse falling outside the acceptance windows,
yielding a raw symbol error rate of 0.34%.

Fig. 5 DCF77 Carrier Dips — First 20 Seconds.

E. Frame Extraction, Auto-Alignment, and Telegram
Decode

The classified bits were accumulated into 59-bit
frames separated by minute markers. An auto-align-
ment scan then verifies the mandatory DCF77 struc-
tural constraints: bit 0 must always be 0 and bit 20
must always be 1, shifting the frame boundary by
up to three positions if the first alignment attempt
fails. This scan handles the common case where the
recording begins mid-minute, resulting in a partial
first frame, whose leading bits may cause misalign-
ment.

BCD decoding is applied to each time field using
LSB-first weighting. The minute field (bits 21-27),
hour field (bits 29-34), date fields (bits 36-57), and
day-of-week field (bits 42-44) were decoded inde-
pendently. Three even parity checks validated the
minutes, hours, and full date groups. The UTC equiv-
alent was computed by subtracting the active off-
set (CEST = UTC+2, CET = UTC+1) from the decoded
local time. The decoded 59-bit stream of the first
frame is shown in Fig. 6, with each bit bar colored by
its DCF77 field assignment.

 purple for civil warning bits [1-14]

« green for control flags [15-19]

« grey for the start-of-time marker [20]

« yellow for minutes [21-27]

« dark green for hours [29-34]

« blue for the date group [36-57]

« red for the three parity bits [28, 35, 58]

This pattern was consistent with the decoded out-
put of Sunday, 24 May 2026, 11:20 CEST.

(col
2

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Fig. 6 Decoded Bit Stream — First Frame

The absence of a bar at position 0 confirms the
mandatory start-of-minute zero; the grey bar at
position 20 confirms the mandatory start-of-time
marker. All time and date fields were decoded cor-
rectly, with all three parity checks passing.

V.RESULTS AND ANALY SIS

A. Pulse Statistics

The 300-second recording produced 295 detected
pulses against an expected 295 (five full minutes of
59 pulses each). One pulse was misclassified, yield-
ing a raw-symbol error rate of approximately 0.34%.

180



CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

Given the proximity of the receiver to the transmit-
ter and the strong signal level, this single error is
most likely attributable to a brief multipath pertur-
bation or a transient interference event rather than
any systematic flaw in the algorithm.

The pulse width statistics computed across all clas-
sified pulses are summarized in Table 3. Both meas-
ured distributions are slightly displaced from the
nominal 100 ms / 200 ms values cited in older docu-
mentation—an observation consistent with the sig-
nal traveling through a real receiver chain with finite
bandwidth. The separation between the two distri-
butions (106.5 ms) far exceeded the combined 20
spread (~14.6 ms), ensuring reliable classification.

TasLE Il
Measurep DCF77 OOK PuLse WIDTH STATISTICS
Bit Value | Nominal Measured Measuredo | N
Width (ms) | Mean (ms) (ms)
Bit-0 100 125.3 3.1 183
Bit-1 200 231.8 42 m

Therefore, the classifier’s £30 ms tolerance win-
dow is sufficiently conservative to reliably discrim-
inate between bit zero and bit one while remaining
narrow enough to reject most noise-induced false
pulses.

B. Decoded Frames

Five-minute frames were extracted from the re-
cordings. Frames 1-4 were complete and passed
all three parity checks. Frame 5 was partial, as the
recording ended mid-minute before the minute
marker could be reached.

The decoded date and time were consistent with
the known recording date of Sunday, May 24, 2026,
and the known recording session began at ap-
proximately 11:20 Central European Summer Time
(UTC+2). All three parity bits pass across all four
frames, confirming that no undetected errors are
present in the time and date fields.

C. Civil Warning Bits

Bits 1-14 of each DCF77 frame carry the encrypt-
ed weather and civil warning data. The encryption
keys for this field are not publicly disclosed by the
PTB. Inspection of the decoded bit patterns across
the four frames revealed variations between min-
utes: the 14-bit sequences differed, indicating that
the meteorological data content changed from
minute to minute as the updated weather data
were encoded. This variation is clearly visible in
the heatmap in Fig. 6 and confirms that the civil

warning encoding is indeed being updated on the
expected timescale.

D. Time zone and Control Flags

Bit 17 (the CEST flag) was set to 1 in all four frames,
confirming that the recording took place during
Central European Summer Time (UTC+2), as ex-
pected for a late May date. Bits 16 (DST change an-
nouncement), 15 (call bit), and 19 (leap second an-
nouncement) are all 0 across all frames, indicating
a normal transmitter operation with no imminent
DST change or leap second.

E. Timing Resolution

A sample rate of 11,999 Hz provided a timing reso-
lution of approximately 83 pus per sample. The pulse
edge detection algorithm walks sample-by-sample
from the envelope minimum to the threshold cross-
ing, providing edge timing precision at the sample
level. The Butterworth filter introduces a group de-
lay of approximately 40 ms that shifts all detected
edge times by a constant offset. This does not affect
bit classification because both edges of every pulse
are shifted equally but would require compensation
if the system were used as a precision timing refer-
ence. The residual jitter in the detected pulse edges,
as reflected in the o values in Table 3, is dominated
by the received signal noise rather than the algo-
rithmic effects.

VI. CONCLUSION

This study demonstrated that the DCF77 long-
wave time signal can be decoded reliably from pub-
licly accessible KiwiSDR receivers streamed over an
ordinary Internet connection, requiring no dedicat-
ed radio hardware. The key insight that enables this
approach is the selection of the 1Q recording mode
over conventional demodulation modes. By captur-
ing raw complex baseband samples and comput-
ing the true instantaneous amplitude envelope as
sqrt(I>+Q?), the OOK pulse widths can be measured
with sufficient precision to discriminate between
bit-zero and bit-one, even in the presence of re-
ceiver AGC and moderate interference. Alternative
demodulation modes, such as narrowband CW, AM,
and SSB, have been shown to introduce filter-in-
duced artifacts that render the pulse width distribu-
tion bimodal and unreliable.

The pure-Python decoder pipeline implements
each processing stage—envelope smoothing,
adaptive thresholding, pulse detection, bit classifi-
cation, frame extraction, BCD decoding, and parity
verification—in a transparent, modifiable manner,
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making the codebase suitable both as a practical
tool and as an educational resource for students
of digital signal processing and radio time metrol-
ogy. The four fully decoded frames, each passing
all three parity checks and precisely matching the
known recording time and date, confirmed that
the approach was robust under good signal con-
ditions.

The sub-millisecond pulse-width resolution
achieved using a consumer Internet connection
opens several directions for future work. The phase
modulation layer of DCF77 transmits a pseudo-noise
sequence at approximately 151 Hz, whose demodu-
lation provides timing resolution in the microsecond
regime, enabling ionospheric path delay studies
[14]. Real-time streaming directly from the KiwiS-
DR WebSocket API, rather than post-processing of
pre-recorded WAV files, would allow the decoder to
serve as a continuously running time source com-
parable to Internet-based NTP implementations [2].
Most intriguingly, the deployment of multiple spa-
tially distributed KiwiSDR receivers and comparison
of their decoded DCF77 timing edges would enable
Time Difference of Arrival (TDoA) geolocation ex-
periments, following the methodology demonstrat-
ed in the HF domain [13] but applied at longwave
frequencies with far greater path stability [17].

The intersection of open-source SDR infrastruc-
ture, cloud-accessible radio receivers, and atomic
clock-locked time signals represents a uniquely ac-
cessible entry point into precision time metrology.
This project demonstrates that the full chain from
atomic resonance to decoded timestamp can be
traversed by anyone with a Python interpreter and
an Internet connection.
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N3T'PAXIAHE HA TOR JIABOPATOPHA
CPEJA YPE3 CONTAINERLAB

Hukonai /laueB

Pesiome: [loknapgbT npeAcTaBA nNpaKTnyecka
na6opatopHa cpepa 3a uscnefgBaHe Ha MpeXa-
Ta Tor, nsrpapgeHa upe3s Docker KOHTeliHepu 1
containerlab. Temarta e aktyanHa nopagu Hapa-
CTBallaTa HY»KfAa oT pa3bupaHe Ha MexaHU3MU-
Te 3a aHOHMMHOCT, 3alMTa Ha TpadpuKa 1 aHa-
I3 Ha MPEXOBO NoBefAeHMe B KOHTPONMpaHa
cpepa. LienTa e pa ce nokaxe Kak moxe fla 6bae
nsrpagieHa maJika, camocrosaTenHa Tor Tonono-
rus, nogxopgsua 3a obyueHve n feMoHcTpaumn.
PasrnepgaHun ca oCHOBHUTE PO Ha Bb3UTe, Ha-
YMHDBT Ha CBbP3BaHe MeXAy TAX N Bb3MOXKHOCT-
nTe 3a HabnoaeHne Ha Tpaduka. N3nonsBaHm
ca NpakTUYeCcKn TecToBe, aHa/In3 Ha KOHPUry-
pauum n cpaBHeHMNe C HaNNYHa TeXHUYecKa fo-
KymeHTauus. MonyuyeHuTe pesyntaTu nokassar,
ye naboparopusTa Moxe Aa ce U3non3Ba Karo
yRo6Ha ocHOoBa 3a yue6HM ynpakHeHuA n 6bae-
WK paswWpeHns.

Kniouosu dymu: TOR, cumynatop, Docker KoH-
TeliHepw, containerlab

[. BBBEJAEHUE

The Onion Router, nnm no-m3BecTHa CbC CbKpalle-
HuneTo cn TOR, e pa3snpegeneHa mpexa 3a aHOHUM-
Ha KOMyHUKauuma npes nHtepHer [1,2,3,4]. TOR mpe-
XnTte ca 6a3vpaHn Ha ,JIYKOBO MapLupyTu3mpaHe”
(onion routing), Npu KOETO AaHHWUTE MpemMMHaBaT
npe3 HAKOJIKO MEXAWHHWN Bb3esla U ce KpunTupat
Ha HAKOJKO cnoA. Tor MpexkaTe e CbCTaBeHa OT MHO-
»KeCTBO Bb3/N, NogbpXKaHu oT gobposonun. TOR
Bepurarta ce cbctoun oT BxogeH Bb3en (Guard node
), MexxguHeH Bb3en (Middle relay) n M3xopeH Bb3en
(Exit node). KnneHTsT nonyyaBa MHbopmauus 3a
Bb3/IMTe OT TaKa HapeuyeHuUTe AUPEKTOPUNHU Cbp-
Bbpwu (directory authorities). Te He yyacTBaT B TOR
BepUrata, HoO NoaAbPXKaT MHbopMaLus 3a Ny6nny-
HuTe Tor Bb3K , NYGANYHK KNOUYOBE, U3MON3BAHN
3a KpunTtupaHe Ha Tpaduka, IP agpecu, ponu, Kana-
uuTeT Ha TpaduKa 1 cTaTyc (Janu ca Bce olLe akTuB-
HW UK He). Tor KNMEeHTBT 13Nos3Ba UHopMaunsTa
OT MpPEeX0BUA KOHceHcyc, dopmmpaH ot directory

Hukonan faues is with the University of Telecom-
munications and Post, Sofia, 1 Acad. St. Mladenov Str,
Sofia 1700, Bulgaria. E-mail: 530029@utp.bg.

authorities, 3a ga nsbepe Tpy Bb3ena n Aa cb3pa-
e KpunTupaHa Bepura mexay TAX, HapeyeHa Tor
circuit.

To1 KaTo Tor e KoMneKcHa 1 pasnpegeneHa mpe-
Xa, PyHKUMOHMpaLLa BbpXy rnobanHaTta NHTepHeT
MHOPACTPYKTYpa, HEMHOTO NOBeeHME e TPYAHO 3a
LANOCTHO HabnogeHve 1 aHann3 B peanHa cpepa.
Mopaawn Ta3n NpuynHa usrpaxgaHeto Ha Tor nabo-
paTopHa cpefa e nonesHo, Tbil KaTo NpefocTaBsa
yManeH 1 KOHTponupaH mogen Ha Tor mpexa. B Ta-
KaBa cpefla MOXe fla ce npocnean Kak ce nsrpakgat
BPb3KUTE, KaK Ce ABVKU TPadUKbT MeXay Bb3nuTe
M KaK PasfInYHUTE KOMMOHEHTW BAUAAT BbPXY aHO-
HUMHOCTTa U CUFYPHOCTTa Ha KOMyHMKauuATa.

II. CbBIIECTBYBAIIN PEILIEHU A

ChliecTByBaT pPasfiUYHM  UHCTPYMEHTU 3a U3-
rpaxpaHe v uscnegBaHe Ha TtectoBu Tor cpean. B
[11,12,13] npeacTaBAT OCHOBHUTE NMPUHUMUNA U U3-
WCKBaHWA 3a M3rpakjaHe Ha CMMyNaLMOHHU cpe-
AV 3a u3rpaxgjaHe v uscnegBaHe Ha Tor mpexu. B
OHeWwHo Bpeme Ham-nonynApHute ca Chutney n
Shadow.

Chutney [5] e copTyepeH MHCTPYMEHT, HanmcaH
OCHOBHO Ha Python u shell ckpunToBe. Toin ce us-
Nosn3Ba 3a Cb3faBaHe 1 TecTBaHe Ha Manku Tor Mmpe-
XM, KOeTo ro npaBu nogxofAw, 3a pa3paboTka u
nposepkKa Ha Tor PyHKLMOHANHOCTK.

Shadow [6] e HayueH mpexoB cumynatop. Ton
No3BONIABa PeanHN NPUOXKEHUA Aa Ce U3NbIHABAT
B CMMy/MpaHa Mpe)KoBa cpefda M ce U3Mon3Ba 3a
nscnefBaHe, TeCTBaHe M OLEHKAa Ha MPEeXOBU Npu-
noxeHuna kato Tor. OCHOBHOTO My NpPeaMMCTBO e,
ye NpepoCTaBA KOHTPONUPaHa 1 Bb3NpPon3BOAMMa
cpefia 3a eKCnepumeHTH.

ITII. CONTAINERLAB

3a pasnuka oT ApYyru pelleHmns, HaCTOALMAT NPo-
eKT m3nonsea containerlab [7] 3a nsrpakgaHe Ha
Tor nabopaTtopHa cpepa. Bmecto mpexata ga 6bae
caMO CMMyNMpaHa WAn CTapTMpaHa upe3 rotoBu
TECTOBW CKPUMNTOBE, TyK BCEKU KOMMOHEHT Ha Tor
MpexaTa e NpeAcTaBeH KaTo oTaeNleH KOHTeNHep B
peanHa Linux mpexoBa Tononorus.

ToBa nNo3BonsABa NO-ACHO Aa ce BUAW PonATa Ha OT-
JenHuTe Bb3NN — KnueHT, directory server, relay un
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exit node. CbLo Taka AaBa Bb3MOXKHOCT TPaduKbLT
mMexgy Tax fa 6bae HabnopaBaH C UHCTPYMEHTU
kaTo tcpdump n Wireshark. Mo 1031 HaumH npoek-
THT € HAaCOYEH MoBeYe KbM MPaKTUYeCKO 0byyeHne
1 BU3YyasiHO pa3burpaHe Ha HauuHa, No KonTo pabo-
™/ Tor MpexaTa, a He caMO KbM aBTOMaTU3NpPaHO
TecTBaHe Unu cMmynauums.

Bbnpeku ue containerlab e npegHa3HayeH ocHOB-
HO 3a M3rpa)kgaHe Ha MPEXOBU TOMONOrUU, Bb3-
MOXHOCTTa My Aa u3nonssa Linux KoHTelHepn HK
no3BosisABa fa peanusnpame NbiaHoLeHHa Tor MH-
bpacTpyKkTypa B KOHTponunpaHa nabopatopHa cpe-
na. ToBa 3HauUMTENHO ONPOCTABA M3rpa)<aaHeTo Ha
TakaBa MpeXa 1 HaMansBa CJIOXKHOCTTA Npu KoHU-
rypripaHe 1 CBbp3BaHEe Ha OTAENHUTE Bb3/N.

IV. U3I'PAXKJAHE HA TOR MPEXA
YPE3 CONTAINERLAB

Containerlab [7,8] ce 6a3upa Ha Tonosnorus OT
MHOXxecTBo Docker KoHTeliHepun [9], cTapTupaHu
BbPXY eauH Gpusmyecku Linux XocT unv BupTyanHa
MaLUMHa. 3a CBbP3aHOCT MeXAy OTAENHUTE Bb3U
ce n3nonseart Linux-6a3mpaHun mpexosu bridge nH-
Tepdencu.

Containerlab ce n3nosnea 3a okecTpauusa Ha us-
nata Tononorua. C eanH emHcTBeH yaml dann ce
aedunHnpat mHoxecTBO docker KOHTeMHpepKU KaTo
KIIMEHTNTE, CbPBBbPUTE 3a TOr MpeXKaTa, KakTo U Cb-
oTBeHTUTe TOor Bb3/IM U KOMMOHEHUT.

— Client(c) morat pga 6baat npousBoneH
6poii, Hanpumep TpW. Bcekn KNNEHTCKN KOHTeHep
UMa KoHoUrypupaH Tor KIMeHT, KOWTO MOXe Aa ce
M3Mon3Ba Npe3 KOMaHAHWUS pef C WHCTPYMEHTM
kaTo curl. JonbnHWUTENHO KOHTENHEPBT eKCNOoHUPa
Tor SOCKS proxy nopr, upe3 KOWTo Moxe Aaa 6bae
CBbp3aH 6pay3bp OT BbHLUEH KOMNIOTBHP, CTUra TOW
[a YIMa MpeXoB A0oCTbN Ao Linux xocTa, BbpXy Kown-
TO paboTu containerlab nabopatopusara.

— Relay(r) Bb3nute morat ga 6baat npounseo-
neH 6poin, HanpumMep net. B pamkmTe Ha nabopatop-
HaTa cpefaa obegunHaABame ponute Ha Guard node n
Middle relay B egHa obwa rpyna ot Tor relay Bb3nu.
MNMpnunHata e, ye nckame Tor circuit-bT fa ce nsrpa-
Ja AUHAMUYHO, KaTO KIIMEHTBT cam 13bmpa Kon Bb-
311 fa N3MON3Ba M KakBa pona Aa U3Nb/IHABAT Te B
KOHKpeTHaTa Bepura.

— Exit Bb3nuTe morat ga 6bgaTt npomnssoneH
6pon, Hanpumep Tpu. Tvll KaTo B Tor KOHPUrypaLu-
ATa ponata Ha Exit node ce 3apaBa cneundunyHo,
Te3u Bb3M TPA6Ba fa 6baaT otaenHo gepuHnpaHu.
Exit Bb3enbT € To31, KOWTO MMa AOCTbN A0 pecyp-
1 n3BbH Tor MpexaTta 1 npenpalla Tpaduka Kbm
KpanHaTta gecTuHaumsa.

B TekyulaTa nabopatopHa cpefia exit Bb3nute mat
1 BTOPY OOMbIHUTENIEH MPEXOB NHTEPdENC, KONTO
e CBbp3aH KbM oTaeneH Linux bridge ¢ nsonupaxu-
Te cbpBbPY. [10 TO3K HAaUMH MOXe ACHO Aa ce oTae-
nn BbTpewHaTta Tor KOMyHMKaumMa oT AoCTbMa Ao
KparnHuTe ycnyrn u3sbH Tor Mpexara.

— Server(s) moraT ga 6baaT NpPousBoneH
6poii, Hanpumep Tpu. Te3n KOHTeNHepPU ca CBbp3a-
HU KbM oTaeneH Linux bridge, Kato no To3m HaumH
ce rapaHTupa, Ye eAUHCTBEHO KOHTENHEPUTE C pons
Ha Tor Exit node we nmat goctbn Ao Tsx. ToBa Ha-
MasnsBa pMcKka OT HeOYaKBaH AOCTbM A0 CbpBbpUTE
Jopu NpY CITyYaiHW TPeLLKnN B KOHPUrypaumara Ha
OCTaHanuTe Bb3/un.

Ha camuTe cbpBbpM He ce uHcTanupa Tor copTy-
ep. BmecTo TOBa Te n3nbaHABaT 06uKHOBeH Python
web server, KOWTO Npy AOCTBM OT KIMEHT BpbLUa Mno-
nesHa nHdopmauma 3a ngeHTUPUKauus, Hanpumep
KOW ro e AOCTbMNUII U KOTa e HanpaBeHa 3asaBKaTa.

— Directory authority (DA) B ny6nunyHata Tor
Mpexa ce m3nonssat HAkonko directory authority
CbpBbpPa, KOMTO y4yacTBaT BbB dopmMUpaHETO Ha
MpPEXOBUA KOHCEeHCYC. B pamkute Ha HacToAwlaTa
nabopaTopHa cpefa LWe M3nosi3Bame Camo efuH
Directory authority. Tor no3BonsBa TakaBa KOHOU-
rypauusa B TeCToBa Cpefa, KaTo To3u CbpBbP Pop-
MUPa KOHCEHCYC CaMOCTOATENHO.

MpuuyrHaTa e HamansaBaHe Ha CJIOXKHOCTTa NPU U3-
rpaxzaHe 1 noaapb)Kka Ha nabopatopuaTa. MNpwu
n3nonssaHe Ha noseuve directory authority cbp-
BbpY BCekm Tor KNMeHT 1 BceKn Tor Bb3en TpabBea Aa
nma MHGopmaLmA 3a TAX 1 Ja Ce AOBEPABA HAa CbOT-
BETHUTE UM KntouoBe/cepTudmkatn. Tosa 6u Hanpa-
BMNO KOHUrypaumata Ha nabopatopHata cpepa
W3NULLHO NO-C/IOXHA 3a YYebHUTE LieNn Ha NpoekKTa.
Mpu HeobXxoAMMOCT apxnUTeKTypaTa MOXe Aa 6bae
pa3swupeHa ¢ gonmbnaHuTenHu Directory authority
CbpPBBPU Upe3 NPOMAHa Ha KOHGUTypaLumATa.

B nabopaTtopHaTa cpefila ca KoHpUrypupaHu aBa
oTaenHu Linux bridge nntepdelica, konto pasgensat
TpadmKa mexay BbTpellHaTa Tor Mpexa 1 MpexaTa
CbC CbpBbPUTE.

Kbm nbpeuA bridge vmat L2 cBbp3aHOCT BCUY-
KW OCHOBHW TOr KOMMOHEHTN — KineHTuTe, Tor
Directory Authority n Tor sb3nute. To3n bridge
npeacTaBnABa BbTPELIHATa MpeXa, Npe3 KoATo OT-
JenHute Tor KOMMOHEHTN KOMYHUKUPAT MOMeXay
.

Kbm BTOpUA bridge umat L2 cBbp3aHocT camo Tor
Exit Bb3nnTe N KpaHWTe CbPBBPY, O KOUTO KNU-
eHTUTe gocturat npes Tor mpexarta. [1o To3r HaumH
KpaliHUTe CbpBbPU Ca M30AMPAHU OT OCTaHanuUTe
Bb3/IM M MOraT Ja 6bAaT JOCTbMBAaHN e4VHCTBEHO
npes Exit Bb3nure.
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B containerlab YAML koHdurypauvoHHma dain
ce pedpUHNPa eANHCTBEHO KON KOHTEMHEP KbM KO
bridge ce cBbp3Ba. Camute network bridge nHTep-
dencn ce cb3paBaT NpeABapuUTeNHO Ha HMBO Linux
host, npeau ctapTupaHe Ha containerlab nabopato-
puaTa. MNpn HeobxoaAMMOCT Te MoraT fa 6baaTt foba-
BeHU 1 KbM Linux firewall koHpUrypauwnara, 3a pa ce
KOHTPOJIMPa AOCTBMLT MEXAY OTAENTHUTE MPEXKOBM
CerMeHTHU.

JNlornuyeckata Tononorus e NokasaHa Ha ¢wur. 1.

/ containerlab \

Bridge 1: Tor / Client Bridge
(br-tor)

Bridge 2: Exit / Server Bridge
(br-exit)

Directory
Autherity

Client 1 Client 2 Client 3

Relay1 ~ Relay2  Relay3  Relayd  Rely5_|

K

Que. 1 Jloeuuecka monosnoezusa Ha TOR mpexama (Al
generated)

Containerlab npegocTtaBa Bb3MOXKHOCT 3a eKcrop-
TUpaHe Ha onucaHaTa Tonosorua nos popmarta Ha
pasnuyHM aBTOMATUYHO TreHepupaHu rpaduyHu
npeactaBaHua. Ha ¢urypa 2 e nokasaHa Busyanu-
3auumA Ha TononoruATa, agepuHunpaHa B YAML darina
Ha Containerlab. Inarpamata npeactaBa MMeHata
Ha OoTAenHuTe Bb3NKM 1 bridge nHTepdencn, Kakto
N BPDb3KUTE MEXIY TAX CbC CbOTBETHUTE MPEXKOBU
nHTepdencu.

&

e

;
o

Que. 2 IpaguyHo npedcmassaHe Ha Tor iabopamopHama
monosoeaus, 2eHepuparo Ypes Containerlab

V.PECYPCHO ITOTPEBJIEHUE HA
TOR LAB CPEJIATA

Tor Lab cpepa cbcToAwa ce oT 15 KOHTeNHepU3u-
paH¥ HoAa NoKa3Ba HUCKO PECYPCHO NOTpebieH e.
Mpy MOMEHTHOTO M3MepBaHEe BCUYKM KOHTEMHepW
n3nonseat obwo npubnmsmtenHo 502 MiB RAM n

0Kkos10 0.10% CPU. InckoBOTO NPOCTPaHCTBO CbLLO
€ MMHUMAJIHO, Tbi KaTO KOHTeNHepuTe 1M3non3sar
cnogeneH Docker image c pasmep okono 91.8 MB,
a OonbiHUTeNHWUTE writable gaHHM ca npubnusn-
TenHo 43 KB. Kato gonbnHuTENHa MeTprKa MoxXe aa
ce HabnogaBa U MpexxoBuUAT Tpaduk upes docker
stats, kaTto ctonHocTuTe Ha NET I/O ocTaBaT HUCKK
NPV NUNCca Ha MHTEH3UBEH TpaduK. MNpun aKTUBHN Te-
CTOBE, HanpuMep reHepupaHe Ha 3asaBKM npes Tor
circuit nnu TpaHchep Ha JaHHU MeXAY KINEHTCKU-
Te U CbpBbPHUTE HogdoBe, throughput cToHoCTU-
Te mMorart fa ce yBenuuart. 3atoBa nsmepenute CPU,
RAM, disk n network ctoiiHocT TpsibBa aa ce pas-
rnexaaTt KaTo MOMEHTHO CbCTOSHME, KOETO MOXe Aa
ce NPOMEHS cnopea HaTOBapPBaHETO N aKTUBHOCTTA
B NnlabopaTopHaTa cpefa.

VI. U3CJIEJBAHE HA TOR TPA®UK

Cnep ycnewHoTto gennoriBaHe Ha nabopaTopHa-
Ta Ccpefa U NpoBepKa Ha PaboToCnocob6HOCTTa Ha
BCMYUKM Bb3NU, Cb3aafdeHaTa containerlab Tonono-
rvd MO>Ke [la Ce M3MOoJI3Ba 3a MPOBEXKAAHE Ha eKcne-
pVYMeHTU 1 n3cnegsaHma Bbpxy Tor. ToBa BK/toYBa
HabnogeHne Ha TpaduKa, MpoBepKa Ha M3rpakaa-
HeTo Ha Tor circuit-u, TecTBaHe Ha 4OCTbNA A0 Kpan-
HUTE CbPBBPM U aHaANM3 Ha NOBEAEHNETO Ha OTAeN-
HuTe Tor Bb3nu.

Toi KaTo TemaTa 3a Tor MpexuTte e OoOlMpPHa ©
BKJIIOYUBA MHOXECTBO acMeKTu, B PaMKUTE Ha HacTo-
AWMA NPOEKT ce PoKyCMpame BbpXy NPOCTa AEMOH-
cTpauua. Llenta He e ga 6baaT pasrnegaHy BCUUKK
Bb3MOXHW aTaKuW, HACTPOMKN 1 CLeHapun, a Aa ce
nokake Kak ypes msrpageHata containerlab na6o-
paTopra MOXe MpPaKTMYecKn da ce Habnopasa u
aHanu3snpa paboTata Ha Tor Mpexa.

MNpoBepKa Aanu KNNEeHTCKUAT KOHTelHep C1 Moxe
Aa [OCTbNU U30NPAHUTE KpalHM CbpBbPU npes
nabopatopHata Tor MpeXa U Kak Te3n CbpBbpu
BVXAAT 3aABKaTa OT CBOA CTPaHa.

TyK UMa HAKONKO Ba)KHM YTOUHeHMA. Bcekn cbp-
Bbp Clylwa Ha NpeaBapuTenHoO 3afjafgeH noprt. 3a
TecTa ce n3nonsea curl npes Tor SOCKS proxy Ha
Knunenta. JJonbnHutenHo ce nogasa HTTP header
C UMeTO Ha KnueHTa, Hanpumep X-Client-ID: c1 (c1
agapeca e 10.10.20.11), 3a 6bAe No-necHo npocne-
LABAHETO Ha 3asABKMWTE - KOA 3adABKa OT KON KIUEHT
e n3npaTteHa.

OuakBaHUAT pe3ynTaT € CbpPBbPBLT Aa BbpPHE WH-
dopmaumAa 3a nonyyeHaTa 3aABKa, BKIOUUTENHO
nopageHua X-Client-ID header u source IP agpeca,
OT KOWTO e Jolufa Bpb3KaTa. BaxHo e ga ce ot6e-
nexu, ye CbpBBPBLT He TpsAbBa aa Buxga IP agpeca
Ha KnueHTa cl1, a IP agpeca Ha Tor exit Bb3ena, npes
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KOWTO e npemuHan Tpadukbt. ToBa AeMOHCTpUpa
OCHOBHMA NpUHUMN Ha Tor — KpalnHaTa gecTuHa-
uus BUXKAa exit node, HO He 1 peanHus KINeHT.

sudo docker exec clab-torlab-c1 sh -c ‘curl
--socks5-hostname 127.0.0.1:9050 -H “X-Client-ID:

${HOSTNAME}" http://10.10.30.11:8081"

MpumepeH pesynTart:

timestamp: 2026-05-16T15:52:26.580535+00:00
server_hostname: s1

server_url: http://10.10.30.11:8081/

source_ip: 10.10.30.62

client_id: c1

path:/

log_line:  2026-05-16T15:52:26.580535+00:00

source_ip=10.10.30.62 client_id=c1 path=/

Cnep ToBa MOXXeM Ce Hanpaeu CbLiaTa NpoBepKa u
C OCTaHannTe CbpPBbPU:

sudo docker exec clab-torlab-c1 sh -c ‘curl
--socks5-hostname 127.0.0.1:9050 -H “X-Client-ID:
${HOSTNAME}” http://10.10.30.12:8082’

sudo docker exec clab-torlab-c1 sh -c ‘curl
--socks5-hostname 127.0.0.1:9050 -H “X-Client-ID:
${HOSTNAME}” http://10.10.30.13:8083’

W npw gBata cbpBbpa pe3yntaTbT € aHanornyeH —
3aABKaTa e u3npateHa OT KnueHTa c1, HO KaTo
source_ip ce BuKaa agpecst 10.10.30.62.

OT pesynTaTuTe Ce BUXKAQ, Ye KNMeHTHT 1 ycneww-
HO [OCTbMBa TpUTe KpanHW cbpBbpa s1, s2 1 s3
npe3 Tor SOCKS proxy. BbB BcAKa 3asABKa nopasa-
me HTTP header X-Client-ID, upe3 KOTO CbpBbPbLT
BpbLUa MMETO Ha KNIMEHTa, U3npaTuni 3asBKaTa.

Bbnpekn ue 3asBKaTa e m3npateHa oOT cl, Cbp-
BbpuUTe BUXKAAT KaTo source_ip agpeca 10.10.30.62.
ToBa He e agpecHT Ha KIIMEHTa, a agpecsT Ha Tor exit
Bb3esfa X2, npe3 KOMTO TpaduKbT Hanycka Tor mpe-
XaTa 1 focTura o KpanHuTe CbpBbPM.

ToBa MOTBbPrKAABa, Ye KOMYyHMKaLUATa Mexay
KNneHTa 1 CbpBbpUTE Ce OCblUecTBABa npes na-
6opaTtopHaTa Tor Mpexa, a KpaliH1uTe CbPBbPU He
BVXKAAT QUPEKTHO peanHua KNNEHTCKU Bb3en.

LonbnHutenHo, nabopatopHaTa cpefa MO3BOsA-
Ba M3Mon3BaHe Ha 6pay3bp OT KOMMIOTHP B CbLuaTa
Mpexa KaTo containerlab xocta. Cneg HacTpowiBaHe
Ha SOCKS npokcum Bpb3Kka KbM Ny6nrKyBaHMA nopT
Ha Tor KnueHTa, TpadMKbLT OT Hpaysbpa Moxe Aa
6bae HacoueH npe3 cb3gageHata Tor nabopaTopHa
Mpexa.

My6bnukysaHute kbM containerlab host cbpsbpa
NMOPTOBE Ha KNIMEHTCKUTE KOHTeHepy moraT Aa 6b-
AaT NpoBepeHM C KOMaHZaTa ss, KaTo ce dbuntpupar
cbotBeTHUTEe SOCKS noptose. ToBa no3Bonssa fa
ce NOTBbPAN, Ye AOCTbMNBLT Ao Tor KNMeHTUTe e Ha-
NNYEH OT BbHLUHA MallvHa B CblUaTa Mpexa.

sudo ss -tupan | grep -E‘9501|9502|9503'

tcp LISTENO 4096  0.0.0.0:9502 0.0.0.0:*
users:((“docker-proxy”,pid=2499,fd=7))
tcp LISTENO 4096  0.0.0.0.9503 0.0.0.0:*
users:((“docker-proxy”,pid=2426,fd=7))
tcp LISTENO 4096  0.0.0.0.9501 0.0.0.0:*

users:((“docker-proxy”,pid=2537,fd=7))
tcp LISTENO 4096 []:9502
users:((“docker-proxy”,pid=2505,fd=7))
tcp LISTENO 4096 [:]:9503
users:((“docker-proxy”,pid=2435,fd=7))
tcp LISTENO 4096 [:1:9501
users:((“docker-proxy’,pid=2544,fd=7))

[]:*
[]:*

[]:*

Tbn Kato Tor ckpuBa peanHua IP agpec Ha Knu-
€HTa, Npu TecToBe npe3 6pay3bp e NonesHo aa ce
KOHTponupa 1 nHopMauuaTa, KoATo 6pay3bpbT
n3npawa ype3 HTTP header-n. 3a Tasu uen moxe
Ja ce M3ron3Ba paswWmpeHue 3a ynpasneHue Ha
header-n, Hanpumep Header Editor 3a Firefox [14].
3aTa3u uen ce nsnonssa header-bT1 X-Client-ID, kaTo
CTOMHOCTTa My MOKa3Ba OT KOW KJIMEHT e n3npaTteHa
3aABKarTa.
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[emoHcTpaLmATa NOKa3Ba, Ye KIMeHTbT 4ocTrra o
KpanHuTe cbpBbpum Upes Tor circuit. OT rnegHa Touka
Ha CbpBbpUTE U3TOYHUKDBLT Ha 3aABKaTa e exit Bb3e-
JTbT, @ He peanHuAT KnneHT. ToBa nntoctpupa efHa ot
OCHOBHUWTe naeun Ha Tor — pa3sgensaHe Ha MHPopma-
LMATa 32 U3TOYHUKA 1 KpalriHaTa AecTuHaums.

VII. OLHIEHKA HA MPEXOBATA
ITPOU3BOAUTEIIHOCT

3a oueHKa Ha naTeHTHoOCTTa u3nonssaxme 40 no-
cnepoBatenH HTTP 3as8BKM OT KNIMEHTCKUSA KOHTEN-
Hep c1 KbM BCeKM OT TpUTE CbpBbPHU Hofa npe3 Tor
SOCKS proxy Ha 127.0.0.1:9050. N npwn TpuTe TecTa
3anaBKMTe 3aBbpuimxa ycnewHo ¢ HTTP cratyc 200,
KOeTO NOTBbprKAaBa KOPEKTHa KOMYHUKauma npes
Tor circuit. MNpwn Tecta kbm 10.10.30.11:8081 cpeg-
HOTO BpeMe 3a OTroBop GeLle NprMbAN3NTENHo 45.4
ms, a TUNUYHaTa CTOMHOCT okono 47.3 ms. Mpu TecTa
Kbm 10.10.30.12:8082 cpenHoOTO Bpeme bGelue 0Koso
46.6 ms, a TMNMYHaTa CTOMHOCT 0KON10 47.5 ms. Mpu
Tecta kbm 10.10.30.13:8083 cpenHOTO Bpeme Gelle
npuénusnTenHo 42.5 ms, a TUNMYHATa CTOMHOCT
okono 47.35 ms. PesyntatuTe nokasBart, Ye Bpeme
3a oTroBOp B nabopatopHaTa cpefa e okono 47 ms.
HabntogaeaT ce oTAenHN NO-HUCKU WA MO-BUCOKM
CTOMHOCTK, KOUTO BAUAAT BbPXY CPedHOTO Bpeme,
3aToBa TUMMYHATa CTOMHOCT € MOo-noAaxoAAwa no-
KasaTenl 3a NIAaTEHTHOCT. KaTo uAno n3mepBaHUATa
nokaseaT cTabunHa KOMyHUKaLMA Mexay KnueHTa
M CbpBbpHUTE HOogoBe npe3 Tor B KOHTponvpaHa
KOHTenHepusmpaHa cpega.

3a u3mepBaHe Ha MpornyckKaTenHaTa CnocobHoCT
Gewe m3nonseaH iperf3, kato TpaPuKLT OT KNU-
EHTCKNA KoHTelHep c1 Gelwwe npeHacoyeH npes Tor
SOCKS proxy upe3 nokaneH ncat forward. Mo To3n
HauuH TectoBusT TCP Tpaduk npemmHaea npes Tor
circuit, BMecTo fa ce m3npalla AMPEKTHO KbM Cbp-
BbPHUA KOHTElHeP. Npun n3nb/iHeHNA TecT 6sxa no-
nyyeHu npubnusnutenHo 204 MBytes gaHHu 3a 10.11
cekyHaun. OTueTeHaTa NponyckaTenHa CnocobHocCT
OT CTpaHaTa Ha nonyuyatensa e okosno 170 Mbit/s.
CToOMHOCTTa e MOMEHTHa 1 MOXe a Bapupa cnopen
n36paHua Tor circuit 1 TeKyLOTO HaTOBapBaHe B Na-
6opaTopHaTa cpega.

VIII. SAKJITOYEHUE

C Taka npepcTaBeHaTa nabopatopHa cpefa morat
[la Ce HaNpPaBAT MHOXECTBO HabnoaeHus Bbpxy Tor
TpaduKa, Aa ce aHanM3mpar SoroBeTe Ha OTAENHU-
Te Bb3/IM 1 Ja Ce M3cnefBa NOBEAEHNETO Ha KOMY-
HUKaUMATa MeXay KIVEHT U CbpBbp B KOHTPOW-
paHa cpega. CpefaTa MOXe fa Ce M3MoN3Ba KaKTo

3a NPaKTNYeCKN eKCnepuMeHTK, Taka 1 3a yuyebHun
uenu — HanpumMep 3a AeMOHCTpaLmaA Ha Tor mapLu-
pyTu3aLma, aHanm3 Ha NakeTu C UHCTPYMEHTU KaTo
tcpdump 1 npocnegABaHe Ha TpaduyHM Moaenu
MeXay pasfinyHuUTe HOLOBe.

B cpaBHeHMe CbC CbLeCcTBYBALLUN peLIeHNaA 3a 13-
rpaxgaHe Ha Tor nabopatopuu, KOHTeNHepU3npa-
HUAT NOAXOL UMa HAKOMKO MPaKTUYeCcKn npegmm-
ctBa. Manon3saHeTo Ha Linux KOHTenHepu npaswu
cpepata no-niecHa 3a CTapTupaHe, YrpaBieHne U
pa3swupaBaHe. Bcekn Hop paboTm KaTo OTAeneH
KOHTelHep cbC cobcTBEHA KoHbMrypaumsa, Koeto
no3BosiABa No-go6bpP KOHTPON BbPXY PonATa v no-
BefleHneTo My. B cblwoTo Bpeme KOHuUrypauumaTa
ce pobnwxasa fo peanHa Tor cpefa, Tbi Kato OT-
LENHUTE KOMMOHEHTN MOraT Aa 6b4aT HaCcTPoiBaHU
He3aBKCcKMMO, NogobHO Ha peanHu Tor Bb3nu.

JonbnHWTENHO NpPeanMCTBO € Bb3MOXHOCTTa
NEecHO fia ce NPOMeHsA BPOoAT Ha Pa3NINYHUTE TUMO-
Be HOZlOBe — KNneHTH, relay HogoBe, exit HoLOBe,
directory authority n cbpsbpu. ToBa nossonssa
6bp30 M3rpakgaHe Ha PasNYHM TOMONOTUN U
TecTBaHe Ha pas3nnyHKU cueHapuu, 6e3 Heobxoau-
MOCT OT CNoXKHa MHOPACTPYKTYpa UM MHOXECTBO
busnueckn/BNpTyanHn mawunHu. Mo To3n HaumH
nabopaTtopuATa MOXe Aia Ce M3MoN3Ba KakTo 3a 6a-
30BY AEMOHCTPALNK, TaKa U 3a MO-CJIOXKHN eKcne-
PUMEHTN.

CpepaTta npefocTaBsA Bb3MOXKHOCT M 3a NO-3aAbIl-
60ouyeHn nscnefBaHuA, HaNprYMep onNuTK 3a Kopena-
umA Ha TpaduKa Ha 6a3a BpeMe, 6BpPoN 1 pamep Ha
nakeTuTe, HabnaaBaHN MeXAY KIMEHTCKaTa U Cbp-
BbpHaTa CTpaHa. B mo-pa3wwupeHu cueHapun na-
6opaTopuATa MoXe Aa 6bae HagrpafgeHa c 4oMNbI-
HUTENTHN MPEXKOBW KOMMOHEHTH, Kato BGP pyTtepu
Unu Opyrn MeXANHHW YCTPONCTBA, C Lief aHanus Ha
NO-CNOXHW MPEXO0BY 3aBUCUMOCTU 1 NOTEHLMASTHN
TEXHVKM 32 Kopenauuma Ha Tpaduka.

NabopatopuATta e nnaHMpaHa Taka, 4ye Aa ce
[OONMXM MakcMManHo Ao peanHa Tor cpefa, HO
CbLUEBPEMEHHO fa MPefoCTaBA KOHTPONMpPaHWU ”
3alLMTEeHN YCIOBUA 3a M3CNefiBaHe Ha NoBefdeHue-
TO Ha Tor mpexaTa OoTOeNN30 1 C NnoBeve AeTannu.
ToBa 61 6UIO0 MHOTFO MO-TPYAHO WU MPAKTUYECKM
HEBB3MOXKHO Npu paboTa ¢ nybnnyHaTta Tor mpexa,
KbAETO HAMA KOHTPON BbPXy Bb3UTE, TONONOIA-
Ta, NONNTUKIMTE U MpeXKoBaTa cpefa.

MbnHMAT copc Kop Ha nabopaTtopuATa e HanmyeH
B GitHub xpanunnuwe [10]. B Hero e BKNOYEHO K
nogpo6Ho README onwncaHue C MHCTpyKUMM 3a
fennoriBaHe, KOHOUrypupaHe W W3MNon3BaHe Ha
nabopaTopHaTa cpefa.onmcaHne ¢ UHCTPYKUMK 3a
AennoneaHe, KOHOUIryprpaHe 1 U3MNoN3BaHe Ha na-
6opaTtopHaTa cpeaa.
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CLASSIFICATION OF ANOMALIES IN

HADOOP DISTRIBUTED FILE SYSTEM

(HDFS) LOGS USING AUTOENCODER
MODEL

Plamena Koleva-Stoynova

Abstract: This work addresses the reliability of
cloud environments by detecting irregularities
within Hadoop Distributed File System logs. The
objective is to develop an Autoencoder mod-
el for identifying system failures. Tasks include
preprocessing unstructured data and experi-
menting with activation functions. The research
methods involve unsupervised deep learning
applied to 2000 normal training logs and 6767
anomalous testing entries. Results demonstrate
that the model effectively distinguishes anom-
alies through reconstruction error analysis. In
conclusion, the optimization of activation func-
tion significantly impacts accuracy.

Keywords: Autoencoder, Anomaly Detection, Re-
construction Error, Activation function.

[. INTRODUCTION

In current cloud computing and distributed infra-
structures, automated log analysis has become a
fundamental necessity for maintaining system resil-
ience. System logs generate massive streams of un-
structured text that capture operational behaviors
across diverse environments. Traditional detection
mechanisms rely on system-specific rules or la-
bor-intensive manual labeling, which lack scalabil-
ity and fail to adapt when applied to different infra-
structures. Consequently, there is a critical need for
generic, data-agnostic frameworks capable of iden-
tifying irregularities without relying on predefined
signatures or historical anomaly labels.

To achieve this flexibility, this research focuses on
the deployment of an Autoencoder neural network
trained through an unsupervised learning para-
digm. The core paradigm shifts the analytical focus
from the specific log type to the training method-
ology itself. Because an Autoencoder is trained ex-

Plamena Koleva-Stoynova is with the University
of Telecommunications and Post, Sofia, 1 Acad. St.
Mladenov Str, Sofia 1700, Bulgaria.

E-mail: p.koleva@utp.bg.

clusively on normal operational patterns, it learns
a compressed representation of standard baseline
behavior. This approach ensures that the underly-
ing architecture remains highly adaptable; while
this specific implementation utilizes a dataset of
2000 normal logs for training and 6767 anomalous
entries for testing, the methodology is designed to
ingest and process log variations from entirely dif-
ferent software systems and infrastructures.

A primary challenge in deploying such neural net-
works lies in optimizing their internal architecture to
generalize well across varied data distributions. This
report specifically investigates the role of different
activation functions within the hidden layers of the
Autoencoder, evaluating how these mathematical
transformations affect the network’s reconstruction
error—the ultimate metric used to isolate anoma-
lous events. By establishing a robust training frame-
work independent of fixed log formats, this work
contributes to the development of highly scalable,
cross-system anomaly detection models suitable for
modern, heterogeneous IT environments.

II. RELATED WORK

A. Paradigm Shifts in Log Anomaly Detection

Log anomaly detection (LAD) has evolved from
signature-based keyword matching into a sophisti-
cated domain dominated by unsupervised machine
learning frameworks [1]. Modern distributed infra-
structures generate big volumes of heterogeneous
and unstructured log messages and establish a ro-
bust operational baseline without relying on man-
ually labeled datasets, which has become a critical
necessity [2]. Existing research in unsupervised LAD
primarily leverages deep learning architectures to
capture complex, non-linear system behaviors [3].
However, most contemporary studies focus heav-
ily on upfront log parsing pipelines or complex
downstream classifiers, frequently treating the core
neural network’s internal hyperparameters and ac-
tivation dynamics as static, secondary components
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[5], [9]. This section reviews prior work in deep log
analysis, highlights structural assumptions that lim-
it model interpretability, and identifies the explicit
research gaps regarding architectural optimization
that this paper addresses.

B. Deep Reconstruction-Based Models

Reconstruction-based architectures, particularly
Autoencoders, represent a dominant stream in un-
supervised anomaly detection due to their ability to
learn compact, low-dimensional representations of
normal system states [9].

« Autoencoder Baselines: Traditional frame-
works train feed-forward or convolutional Au-
toencoders exclusively on normal operational
logs, using reconstruction error as the primary
metric for anomaly isolation [10]. Under this par-
adigm, when the trained network is exposed to
unseen anomalous entries, it yields significantly
higher reconstruction losses, signaling a poten-
tial failure or security breach.

» The Static Architectural Assumption: While
these approaches demonstrate high empirical
efficacy on benchmark datasets, existing liter-
ature heavily relies on default configurations
[14]. Most published works adopt standard ac-
tivation functions, such as the Rectified Linear
Unit (ReLU), combined with the conventional
three-sigma (30) thresholding rule [13]. These
static boundaries assume a perfectly normal
error distribution, which frequently results in
false-positive rates when exposed to the heavy-
tailed, non-linear noise inherent in complex pro-
duction logs [11].

C. Hyperparameter and Optimization Sensitivity

A critical limitation in deep LAD literature is the lack
of sensitivity analysis regarding internal network
optimization parameters [14]. While substantial ef-
fort has been dedicated to evaluating the impact of
sliding window sizes or tokenization strategies [7],
[8], parameters such as activation functions, batch
dimensions, and extreme threshold scaling are rare-
ly stress-tested.

 Activation Dynamics: The choice of non-linear

transformations within hidden layers fundamen-
tally dictates how a network generalizes text
embeddings [10]. Yet, comparative studies eval-
uating the interplay between smooth-bounded
functions (e.g., Hyperbolic Tangent, Sigmoid)
and sparse rectifiers (e.g., ReLU, Leaky RelLU) in
log analysis are virtually non-existent.

« Batch Optimization vs. Throughput: Further-

more, batch size selection is frequently treated as

an arbitrary hardware constraint rather than an al-
gorithmic variable [11]. The computational trade-
offs between extremely small batch sizes and
operational throughput are often undocument-
ed, masking the real-world utility of deployment
frameworks in low-latency environments [14].

D. Identified Gaps and Limitations in Existing Work

A rigorous synthesis of prior reconstruction-based
LAD literature reveals several recurring methodo-
logical deficiencies:

1. Oversimplified Thresholding Strategies: The
universal adoption of standard 3o thresholds ig-
nores the complex data distributions of unstruc-
tured log embeddings, leading to incomplete
class separation [13].

2. “Black-Box” Treatment of Hyperparameters:
Activation functions are rarely justified empirical-
ly, leaving the impact of mathematical transfor-
mations on error convergence unexamined [10].

3. Neglect of Computational Efficiency Metrics:
Deep learning models are frequently evaluated
solely on precision and recall, omitting critical
operational indicators such as processing veloc-
ity, training stabilization points, and batch-size
optimization [14].

4. Over-Specialization to Log Types: Many mod-
els are tightly coupled with specific log structures
(e.g., HDFS-only frameworks), neglecting the de-
velopment of data-agnostic, cross-system train-
ing methodologies that can ingest variations
from diverse software environments [11].

E. Contributions of This Work

This study directly addresses these recognized lim-
itations by conducting a systematic, empirical in-
vestigation into the hyperparameter space of unsu-
pervised Autoencoders. In contrast to existing work,
the contributions of this paper are summarized as
follows:

Empirical Mapping of Activation Landscapes: We
provide a comprehensive evaluation of multiple ac-
tivation functions—including RelLU, tanh, and Sig-
moid—demonstrating how mathematical bounda-
ries alter the network’s internal optimization.

« Extreme Threshold Scaling for Absolute Sep-
aration: We introduce an advanced threshold-
ing paradigm scaling up to ten sigmas (100),
proving that extreme scaling combined with
specific non-linearities is required to achieve
complete separation between normal baselines
and anomalous signatures.
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« Gradient Saturation and Convergence Analy-
sis: This work identifies the precise operational
boundaries of error minimization, establishing
the empirical limits where extended training
epochs lead to model over-optimization.

« Operational Equilibrium Profiling: Through
rigorous stress-testing of batch dimensions
(ranging down to a highly constrained batch size
of 2), we map the relationship between com-
putational velocity and precision, identifying
16 as the golden equilibrium for resource-con-
strained, cross-system deployment.

- Data-Agnostic Framework Validation: By
shifting the focus from system-specific log se-
mantics to pure training methodologies, we
validate a decoupled architecture capable of
seamlessly transitioning between diverse infra-
structure log types.

I[II. METHODOLOGY

A. Experimental Design and Framework Architecture

The primary objective of the proposed methodol-
ogy is to construct a scalable, data-agnostic anoma-
ly detection framework that isolates system failures
strictly through unsupervised behavioral modeling.
To guarantee empirical reproducibility, the pipeline
is divided into three decoupled phases: (i) structural
log aggregation and normalization; (ii) latent space
feature extraction via a configurable Autoencoder;
and (iii) extreme threshold scaling for outlier clas-
sification. The fundamental assumption of this de-
sign is that by optimizing the internal mathemati-
cal transformations of the network, the model can
achieve total separation between classes without
relying on historical anomaly annotations or sys-
tem-specific heuristics.

B. Structural Framework and Functional Mechanics of
the Autoencoder

The core anomaly detector is designed around
a symmetrical, reconstruction-based Autoencod-
er network. Instead of mapping inputs directly to
classification labels, the network is architected to
perform continuous data compression and recon-
struction, which allows it to model system behav-
iors without manual supervision. The operational
workflow of this model is executed through three
sequential mechanical phases:

« The Encoding Phase (Dimensionality Reduc-
tion): The primary task of the encoder layer
is to ingest high-dimensional log feature vec-
tors and project them into a significantly com-

pressed lower-dimensional space, known as
the bottleneck or latent representation. During
this transition, the network applies a non-lin-
ear transformation—using the specific acti-
vation function under evaluation—to discard
operational noise and retain only the most crit-
ical, underlying structural patterns of the log
sequences.

« The Decoding Phase (Behavioral Recon-
struction): Once the data is compressed into
the latent space, the symmetrical decoder lay-
er attempts to reverse the process. It takes the
low-dimensional bottleneck representation
and reconstructs the original high-dimension-
al feature vector as accurately as possible. The
network relies on its internal weight parameters
and non-linear mappings to reassemble the
data patterns.

» Reconstruction Error Optimization: The mod-
el is optimized by measuring the discrepancy
between the original input vector and the re-
constructed output vector, using a standard
mean squared distance metric. During the train-
ing stage, the network is exposed exclusively to
the normal operational baseline. As the model
adjusts its internal parameters over multiple
epochs, the reconstruction error minimizes and
stabilizes, establishing a precise mathematical
benchmark for normal system performance.
Any significant deviation from this baseline dur-
ing the testing phase signals an anomaly.

C. Dataset Specifications and Partitioning Strategy

To validate the cross-system generalizability of the
architecture, the model was stress-tested using a
heavily unbalanced dataset configuration derived
from large-scale distributed cluster operations:

« Training Partition (Normal Baseline): The
training matrix consists of exactly 2000 normal
operational log entries. This partition is com-
pletely clear of anomalies and serves as the
clean behavioral signature from which the Au-
toencoder learns stable system states.

+ Testing Partition (Anomalous Stress-Test):
The evaluation matrix is composed entirely of
6767 anomalous log entries, capturing various
system critical errors, network failures, and infra-
structure misconfigurations.

- Data Formatting: Raw log strings were con-
verted into structured frequency vectors via
automated parsing, ensuring that no qualita-
tive text or structural semantic definitions are
hard-coded into the model layers.
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D. Hyperparameter Space Exploration and Experimen-
tal Setup

To discover the optimal algorithmic equilibrium
for complete class separation, a systematic grid ex-
ploration was performed across three critical struc-
tural dimensions:

« Evaluation of Activation Functions: Three dis-

tinct mathematical non-linearities were system-
atically substituted into the hidden layers

1. Rectified Linear Unit (ReLU): Defined as max-
(0,x) introducing sparsity but risking dead
neurons

2. Hyperbolic Tangent (tanh): A smooth, con-
tinuous S-shaped function bounding val-
ues between -1 and 1.

3. Sigmoid: A smooth function mapping val-
ues strictly between 0 and 1.

« Batch Size and Throughput Stress-Testing:
The optimization process was evaluated un-
der variable batch dimensions to map compu-
tational velocity against model precision. The
batch size was scaled downward to a highly
constrained value of 2 to measure gradient deg-
radation, and scaled upward to establish 16 as
the deployment baseline.

« Dynamic Thresholding via Sigma Scaling:
Rather than utilizing standard statistical thresh-
olds, the anomaly classification boundary was
mapped dynamically using extreme standard
deviation scaling.

IV.RESULTS

A. Quantitative Model Performance and Class Separa-
tion

The empirical evaluation of the unsupervised Au-
toencoder framework was conducted by training
the architecture on 2000 normal operational logs
and stress-testing it against 6767 anomalous en-
tries. The core focus of the evaluation was to es-
tablish the exact hyperparameter configurations
required to achieve complete separation between
the reconstruction error distributions of the normal
and anomalous classes.

Table | summarizes the definitive quantitative met-
rics, tracking the stabilization points, computational
characteristics, and the precise standard deviation
(o) thresholds required to eliminate classification
overlap.

TasLE |
STRUCTURAL SUMMARY OF EXPERIMENTAL RUNS

Run | Activation | Batch | Epochs | Required | Class

Function | Size Threshold | Separation
() Status

1 Rectified 16 65 100 Complete
Linear Unit Separation
(RelLU)

3 Hyperbolic | 16 45 50 Complete
Tangent Separation
(tanh)

4 Sigmoid 16 10 20 Complete

Separation

5 Rectified 2 85 100 Complete
Linear Unit Separation
(RelLU)

C. Specific Findings per Hyperparameter Configuration

+ Rectified Linear Unit (ReLU) Dynamics: Under
a baseline batch size of 16, the ReLU activation
function achieved loss stabilization at approxi-
mately 65 epochs. However, the resulting nor-
mal reconstruction error distribution exhibit-
ed an extended tail, necessitating an elevated
threshold of 100 exactly to achieve absolute
separation from the 6767 anomalous testing
entries without generating false positives.

The absolute class separation achieved by the op-
timized ReLU configuration with an elevated thresh-
old boundary is empirically demonstrated in Fig-
ure 1. As visualized, the reconstruction errors (MSE
Loss) for the 2000 normal training logs span within a
well-bounded interval below , while the 6767 anom-
alous entries exhibit a highly uniform, elevated error
plateau far above the red dashed threshold line (t =
0.013882).

Anomaly Detection: Anomalies (Blue) vs Normal (Green)

MSE Loss {Log scale)
li'
Y
i

a w00 2000 3000 a000 5000 6000 7000

Fig. 1 Empirical validation of complete class separation
under RelLU activation using a 100 threshold boundary (1 =
0.013882) on a log-scale distribution

« Hyperbolic Tangent (tanh) Performance: The
tanh non-linearity exhibited a highly acceler-
ated and smooth error convergence, reaching
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its stabilization plateau at 45 epochs. Due to
the bounded nature of the function, the recon-
struction error variance was tightly constrained,
allowing for complete class separation at a sig-
nificantly lower threshold of 5c.

» Sigmoid Function Constraints: The Sigmoid ac-
tivation framework reached architectural sta-
bilization rapidly, pausing at 10 epochs. This
configuration produced a highly compact error
distribution for the normal baseline, enabling
total separation between the training and test-
ing matrices at a strict threshold of 2.

« Batch Size Scaling Inefficiencies: Discaling the
batch size down to a highly constrained value of
2 altered the operational velocity of the training
phase, rendering the model execution visibly slug-
gish and slow. This modification prolonged the
stabilization timeline to 85 epochs for the ReLU
architecture. Quantitatively, minimizing the batch
size delivered only marginal, statistically negligible
adjustments to model precision, confirming that
smaller batch partitions do not yield meaningful
performance gains for this architecture.

V. DISCUSSION

A. Interpretation of Activation Dynamics and Thresh-
old Scaling

The empirical results modify traditional assump-
tions regarding the setup of reconstruction-based
log anomaly detection models. The core research
question turned on how internal network choices
dictate the separability of data classes.

« The Sparsity and Tail Dilemma of ReLU: The
necessity of scaling the detection threshold up
to 100 for the Rectified Linear Unit (ReLU) can
be mathematically attributed to the unbound-
ed nature of these functions. While rectifiers
successfully prevent gradient vanishing and
speed up training convergence, their open-end-
ed positive output space allows normal, yet
structurally complex log sequences to generate
sparse, high-magnitude reconstruction spikes.
This expands the variance tail of the normal
baseline distribution, proving that the standard
30 threshold rule advocated in traditional liter-
ature—such as the mixture models discussed
by Bouveyron and Girard [8]—is fundamentally
inadequate for completely isolating anomalies
without triggering high false-positive rates. Ab-
solute separation under ReLU is only achievable
by expanding the boundary to accommodate
these extreme statistical variances.

« The Bounded Stability of tanh and Sigmoid:
In contrast, smooth, bounded activation func-
tions like the Hyperbolic Tangent and Sigmoid
achieved complete class separation at much
tighter statistical boundaries (50 and 20, respec-
tively). Because these functions map hidden
layer outputs into strict intervals, they structur-
ally clamp the reconstruction error variance of
normal sequences. Sigmoid’s rapid stabilization
at 10 epochs demonstrates its ability to quickly
define a compact baseline. However, this tight
bounding risks model saturation if the input log
variety scales up significantly. The Hyperbolic
Tangent (tanh) presents a powerful mid-ground,
providing a smooth gradient transition that
compresses error variance while maintaining
sufficient representational capacity.

B. Comparative Synthesis with Prior Literature

When mapped against the wider research land-
scape, our findings directly address the method-
ological gaps identified in Section Il. Standard
benchmarks often evaluate deep architectures un-
der static, black-box parameters, a limitation heav-
ily criticized in recent comprehensive surveys like
those by Chalapathy and Chawla [6] or Nguyen et al.
[7]. By explicitly evaluating the activation space, this
study challenges the view that any deep network
implicitly outperforms classical structures without
deep hyperparameter customization. While exist-
ing literature focuses extensively on tuning down-
stream classifiers or upstream parsing pipelines—
exemplified by the parsing benchmarks of He et
al. [10] and Zhu et al. [11]—this research proves
that the mathematical transformations inside the
Autoencoder’s bottleneck are equally critical. Fur-
thermore, our stress-testing of batch sizes directly
contradicts the loose assumption that minimizing
batch dimensions always refines gradient preci-
sion [9]. Lowering the batch size down to 2 offered
negligible precision gains while severely degrad-
ing throughput—confirming that an intermediate
batch size of 16 serves as the ideal computational
equilibrium for real-world observability pipelines.

C. Theoretical and Practical Implications

The theoretical value of this research lies in mov-
ing away from system-specific semantics toward
generic training methodologies. By establishing
that complete class separation is highly dependent
on the mathematical interplay between activation
boundaries and standard deviation scaling, this
work provides a blueprint for building completely
decoupled, data-agnostic detectors, addressing the
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structural coupling issues noted by Nedelkoski et al.
[9]. Practically, these insights have immediate value
for infrastructure monitoring. System administra-
tors deploying unsupervised networks can leverage
these findings to balance computational budgets
with security constraints:

» For environments prioritizing low training times
and tight, predictable alerting rules, a Sigmoid
or tanh configuration with low sigma thresholds
is ideal.

« For highly dynamic systems where gradient
continuous flow is necessary to capture com-
plex sequences over long periods, a ReLU-based
framework with an elevated 100 threshold pre-
vents operational alarm fatigue.

D. Methodological Limitations and Future Directions

Despite achieving complete class separation
across the evaluated datasets, certain limitations
must be acknowledged. First, the evaluation matri-
ces utilized a predefined training slice of 2000 nor-
mal baseline entries. In actual production systems,
log distributions suffer from concept drift, meaning
that“normal”behavior changes as software updates
are deployed. Second, while the methodology is
conceptually data-agnostic, the current stress-tests
were executed using unstructured log patterns
from a single distributed file system paradigm. Fu-
ture research will focus on streaming dynamic data
across heterogeneous cloud environments to test
how these optimized activation functions handle
real-time, multi-source infrastructure telemetry.

VI. CONCLUSION

A. Summary of Core Findings and Primary Takeaway

This report presented a systematic, empirical in-
vestigation into the optimization of unsupervised
Autoencoders for log anomaly detection, shifting
the research focus from system-specific log seman-
tics to internal network dynamics. By evaluating the
performance of diverse activation functions and
threshold-scaling strategies using a dataset of 2000
normal training logs and 6767 anomalous testing
entries, this study demonstrated that hyperparam-
eter customization is a fundamental prerequisite for
achieving high-precision infrastructure monitoring.

The primary conclusion of this research is that abso-
lute class separation between normal baselines and
anomalous events is not a static property of deep
learning, but a dynamic product of the mathematical
interplay between activation boundaries and stand-
ard deviation (o) scaling. While unbounded rectifi-

ers like ReLU provide rapid convergence but require
extreme thresholds (100) to absorb variance spikes,
smooth-bounded functions like tanh and Sigmoid
mathematically compress reconstruction error dis-
tributions, enabling complete anomaly isolation at
significantly lower thresholds (56 and 20, respective-
ly). Furthermore, our structural stress-testing proved
that minimizing batch sizes down to 2 degrades
computational throughput without providing preci-
sion benefits, establishing 16 as the golden algorith-
mic equilibrium for practical deployment.

B. Directions for Future Research

Building upon the framework established in this
study, future research will move in two primary di-
rections:

« Dynamic Thresholding and Concept Drift Ad-
aptation: Future iterations will explore the inte-
gration of adaptive thresholding mechanisms
that can update the standard deviation bounda-
ries in real time, allowing the model to remain re-
silient against concept drift and natural software
updates without requiring manual retraining.

« Cross-System Generalizationand Multi-Source
Validation: To fully validate the data-agnostic
nature of the architecture, the framework will be
deployed across heterogeneous cloud environ-
ments to evaluate how these optimized activa-
tion configurations handle a diverse, concurrent
mix of telemetry logs from web services, data-
base clusters, and containerized infrastructures.
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MODELING GEOSPATIAL SHAPE FILES
FOR ADMINISTRATIVE REGIONS IN
BULGARIA

Dani Simeonova, Irina Topalova

Abstract: This paper presents a practical work-
flow for creating geospatial files for five prov-
inces in Northwestern Bulgaria: Vidin, Montana,
Vratsa, Pleven, and Lovech. Settlement locations
were transformed into centroid-based point lay-
ers and prepared in several file formats suitable
for online mapping. The files were uploaded,
displayed, and compared in a web mapping en-
vironment. The results show that the geograph-
ic positions of the settlement centroids remain
unchanged after conversion between formats.
The generated layers provide a reliable basis for
later regional analyses related to accessibility,
territorial coverage, and public service planning.

Keywords: reonpocTpaHcTBeHU d¢ainoBe, Ha-
ceneHn mecta, aAMUHNCTPATUBHMN 06NacTu, OH-
naiiH KaptorpadupaHe, NPOCTPaHCTBEH aHanus3

[. INTRODUCTION

Geospatial point layers representing settlements
are a fundamental input for regional mapping, ser-
vice accessibility studies, and territorial planning.
When such layers are prepared consistently for sev-
eral administrative units, they enable direct compar-
ison between regions and provide a reliable spatial
base for subsequent analysis. In Bulgaria, this need
is especially visible in studies where settlement dis-
tribution must be linked to roads, public infrastruc-
ture, and critical services.

The present work follows a practical Geographic In-
formation System (GIS) task in which Artificial Intelli-
gence (Al) was used to generate ArcGIS Online-ready
files for a selected group of Bulgarian provinces. The
task does not begin with a ready-made regional layer.
Instead, it starts with the selection of administrative
regions and continues with the generation of cen-
troid-based settlement layers, export to several for-
mats, and validation in ArcGIS Online.

Dani Simeonova is with the University of Telecommu-
nications and Post, Sofia, 1 Acad. St. Mladenov Str, So-
fia 1700, Bulgaria. E-mail: d.simeonova@utp.bg.

Assoc. Prof. Irina Topalova is with the University of Tel-
ecommunications and Post, Sofia, 1 Acad. St. Mladenov
Str, Sofia 1700, Bulgaria. E-mail: i.topalova@utp.bg

The regional focus is the Northwestern region of
Bulgaria, which includes Vidin, Montana, Vratsa,
Pleven, and Lovech according to the official region-
al structure used by the National Statistical Institute
and the European statistical classification [1], [2].

The paper has two practical goals. First, it documents
a clear procedure for generating centroid-based
regional point layers with the help of Al. Second, it
shows how the resulting files can be uploaded, vis-
ualized, and compared in ArcGIS Online before they
are used in a larger spatial-analysis workflow.

II. MODELING OF GEOSPATIAL
SHAPE FILES FOR NORTHWESTERN
BULGARIA

A. Administrative regions and target output

The main research objective is to model geospatial
shape files for the five provinces that form North-
western Bulgaria: Vidin, Montana, Vratsa, Pleven,
and Lovech. Each output layer must show the cen-
troid position of the settlements in the respective
province and must be prepared in a form that can
be uploaded to ArcGIS Online without additional
manual restructuring.

The methodological sequence implemented in
the study is as follows:

1. selection of the Northwestern Bulgarian admin-
istrative provinces Vidin, Montana, Vratsa, Plev-
en, and Lovech;

2. Al-assisted generation of a point layer represent-
ing the settlement centroids in each province;

3. extraction and validation of longitude and lati-
tude values from the settlement source data;

4. creation of point geometries and export to
Shapefile, Geographic JavaScript Object No-
tation (GeoJSON), Comma-Separated Values
(CSV), and Keyhole Markup Language (KML);

5. upload of the generated files to ArcGIS Online
through Content - My Content;

6. loading of the uploaded layers in Map Viewer
and visual comparison of selected formats.
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The final result is not only a standard Shapefile but
a small family of interoperable outputs designed for
both desktop GIS and web GIS use. This is important
because ArcGIS Online supports several file-based
workflows, and in practice it is useful to have more
than one working format available [3]-[6].

In the generated files, each point corresponds to
one settlement location in the respective province.
The point carries attributes such as the settlement
name, municipality, province, and administrative
codes, which makes the layers suitable not only for
visualization but also for filtering, labeling, and the-
matic analysis.

The workflow is deliberately documented as a
sequence of reproducible actions rather than as a
purely theoretical discussion. This practical orien-
tation reflects the way GIS tasks are usually carried
out in real projects, where data preparation, upload,
checking, and visual comparison are closely con-
nected.

The paper is also designed as a visual article. For
that reason, figures from ArcGIS Online are used to
illustrate the upload stage, the loading of the layers
in Map Viewer, and the comparison between differ-
ent file formats.

B. Northwestern Bulgaria and regional coverage

The five selected provinces belong to the North-
western planning region, which the NSl lists as Vidin,
Vratsa, Lovech, Montana, and Pleven [2]. In this study
they are treated as a coherent regional cluster be-
cause they can be loaded together on a single ArcGIS
Online map and then separated analytically when-
ever a more detailed province-level assessment is
required. The selected study area is shown in Fig. 1.

Fig. 1 Northwestern Bulgaria with the five selected prov-
inces included in the study: Vidin, Montana, Vratsa, Pleven,
and Lovech

» The generated outputs were prepared separate-
ly for each province so that each one can be up-

loaded, symbolized, and reused independent-
ly. This approach is practical in ArcGIS Online
because it allows the user to combine only the
layers relevant for a specific task, for example a
comparison between Vidin and Montana or a fo-
cused analysis of Pleven only.

« At the same time, once the five layers are load-
ed together, they form a consistent regional
representation of Northwestern Bulgaria. This
regional view is useful when the objective is
to examine the settlement pattern of the mac-
ro-region as a whole, for example in relation to
the Danube corridor, the mountain zones, or the
distribution of urban centers.

« Thesource settlement records were transformed
into five ArcGlS-ready layer groups with the fol-
lowing number of point features: 140 for Vidin,
130 for Montana, 122 for Vratsa, 123 for Pleven,
and 112 for Lovech. These values correspond to
the generated files used in the practical demon-
strations included in the paper.

« The administrative frame of the study follows of-
ficial Bulgarian territorial information published
by the National Statistical Institute, while the
centroid point layers were generated with Al for
the needs of this GIS workflow [1].

« This regional preparation stage is essential be-
cause it establishes the spatial and administrative
scope of the whole workflow. Without a clear re-
gional definition and separately named outputs,
subsequent upload, comparison, and thematic
analysis would be substantially less transparent.

After the regional scope is fixed, the next task is to

define what is meant by settlement centroids and
how these points are transformed into GIS layers
that are structurally compatible with ArcGIS Online.

C. Settlement centroids and point-layer concept

In the context of this paper, the term settlement
centroid refers to a representative point used to lo-
cate a settlement spatially within its province. The
aim is not to reproduce full settlement polygons but
to create a compact and analytically useful point
layer that can be displayed clearly at regional scale
and combined easily with additional infrastructure
or service layers.

A point-based representation is appropriate for
ArcGIS Online because it is lightweight, visually
readable, and well suited for operations such as fil-
tering, proximity analysis, service-area generation,
and drive-time comparisons. For regional studies
that begin with settlement distribution rather than
detailed cadastral geometry, the point layer is often
the most effective first data model.
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D. Al-assisted generation of centroid-based regional files

The generation stage begins with a natural-lan-
guage specification of the target administrative re-
gions. In the present case, Al was used to generate
centroid layers for Vidin, Montana, Vratsa, Pleven,
and Lovech after the selected provinces had been
defined.

The source tabular information stores settlement
names, administrative metadata, and coordinate
values. During preprocessing, only the rows belong-
ing to the five selected provinces are preserved. This
filtering step ensures that each generated file corre-
sponds to one clearly defined regional unit.

Longitude and latitude values are then checked and
separated into explicit coordinate fields before any
geometry is created. This step helps ensure that the
coordinates are numerically consistent and that each
point can be exported without structural errors.

The filtered records are then converted into point
geometries, which form the actual GIS layers. In ad-
dition to geometry, the attribute table retains de-
scriptive fields such as settlement name, municipal-
ity, province, and the coordinate values themselves.
An example of a generated centroid point layer for
Vidin Province is shown in Fig. 2.

Buawun region settlement points

43.94

Latitude

43.67

224 225 226 227 228 229 230
Longitude

Fig. 2 Generated settlement centroid point layer for Vidin
Province

In this workflow, Al was used at the stage where
the centroid layers were generated and organized
into usable GIS files. The later stages in ArcGIS On-
line focused on upload, visualization, and compari-
son of the already created outputs.

The result of this stage is a set of centroid-based
regional files that can be exported into several GIS

formats and tested immediately in an online map-
ping environment.

E. Export of ArcGIS Online compatible files

Although the title of the paper refers to Shape files,
in practical ArcGIS Online work it is useful to prepare
several output formats in parallel. ArcGIS Online
supports formats such as GeoJSON, CSV, KML, and
ZIP Shapefile, but they are not always handled in ex-
actly the same way [3]-[6].

GeoJSON is particularly convenient for direct up-
load because it preserves geometry and attributes
in a single file and integrates smoothly into file-
based Map Viewer workflows [3], [4].

CSV remains useful because it offers a compact tab-
ular representation with explicit longitude and lati-
tude fields. When these coordinate fields are present,
ArcGIS Online can interpret the CSV file as a point lay-
er and visualise the locations correctly [3], [5].

KML is included as an additional exchange format.
It works well for lightweight visualization and is also
recognized by ArcGIS Online in web mapping sce-
narios [3], [5].

A zipped Shapefile is generated as well because it
remains a widely used GIS standard and is still im-
portant for desktop GIS interoperability. In ArcGIS
Online, however, the Shapefile route may require
publishing a hosted feature layer, which depends
on the available account permissions [3], [6].

Consistent file naming is an additional practical
requirement. The outputs are named according
to a simple and repeatable pattern: VIDIN_RE-
GION_POINTs, MONTANA_REGION_POINTs, VRAT-
SA_REGION_POINTs, PLEVEN_REGION_POINTSs, and
LOVECH_REGION_POINTs.

Overall, the export stage shows that the spatial
content of the regional centroid layers can be pre-
served while the storage structure changes from
one format to another. This interoperability is one of
the main practical advantages of the workflow.

F. Uploading and visualization in ArcGIS Online

After the files are generated, the ArcGIS Online
workflow begins in the Content tab. Through the
New item option in My Content, the user can upload
the prepared GeoJSON, CSV, KML, or ZIP Shapefile
outputs depending on the selected workflow [3]-[6].

The upload stage is important because it creates
a persistent personal repository of the generated
regional layers. Once the items exist in My Content,
the same user can return to them later, combine
them in different maps, or replace one format with
another without repeating the whole file-gener-
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ation procedure. This is particularly useful when
several provinces are involved and the files are pre-
pared in more than one supported format.

The practical tests show that the most straightfor-
ward file types under the available account setup are
GeoJSON, CSV, and KML. ZIP Shapefile remains rele-
vant, but its ArcGIS Online use may depend on a pub-
lishing workflow and hosted feature layer permis-
sions rather than on a direct add-layer action [3], [6].

Once the files are present in My Content, the next
step is to open Map Viewer and use Add Layer - My
Content. In this interface the previously uploaded
files can be selected and added to the current web
map as visible layers [5].

For the visual demonstration in this paper, the
basemap is changed to Imagery Hybrid. This basem-
ap combines satellite imagery and reference labels,
which makes it easier to evaluate whether the gen-
erated centroid layers are spatially plausible relative
to roads, rivers, borders, and populated places.

The generated provincial layers can be added one
by one or in sequence, depending on the intended
comparison. In the screenshots used here, mixed up-
load formats are deliberately preserved. This means
that one province may be loaded from GeoJSON,
another from KML, and another from CSV while still
participating in the same map composition.

Fig. 3 illustrates the My Content stage in ArcGIS
Online. The generated region layers are already up-
loaded and available as separate items before they
are loaded into the map.

At this point the centroid layers become part of an
online mapping workspace and can later be com-
bined with additional thematic data, including medi-
cal centers, transport networks, and service areas.

The density of the points differs by province, but the
file structure remains consistent throughout, which
simplifies both interpretation and later analysis.

Table | summarizes the generated centroid out-
puts for the five Northwestern Bulgarian provinces
and the point counts created for each one. Each
province was exported as a family of four ArcGIS
Online-compatible formats: ZIP shapefile, GeoJSON,
CSV, and KML.

TasLE |
(GENERATED REGIONAL CENTROID LAYERS FOR NORTHWESTERN BULGARIA
AND THE NUMBER OF EXPORTED SETTLEMENT POINTS

Province Points
Vidin 140
Montana 130
Vratsa 122
Pleven 123
Lovech 12

Table | shows the generated regional centroid out-
puts and the point counts for the five Northwestern
Bulgarian provinces.

My content

My favorites

My groups

190f9 B Tl =

VRATSA_REGION_POINTs May 26,2026

VIDIN_REGION_POINTs May 26,2026
PLEVEN_REGION_POINTs May 26,2026

Filters MONTANA_REGION_POINTs 520J50N May 26,2026 8 F

LOVECH_REGION_POINT: May 26,2026

PLEVEN_REGION_POINTs_recreated GeoJSON Apr 30,2026 8

SVETA_ MARINA_PLEVEN Apr28,2026

Fig. 3 Generated regional centroid files uploaded in ArcGIS
Online Content - My Content before map visualization

The Fig. 3 documents a key transition in the work-
flow: the outputs move from file generation into
an online content repository. This confirms that the
region-based files have been prepared in valid and
recognisable GIS formats and are ready to be loaded
into Map Viewer.

In practice, this repository-based approach is pref-
erable to repeatedly adding local files from scratch,
especially when the same set of regional layers
must be reused, compared, or extended with new
thematic data in several ArcGIS Online sessions.

G. Regional visualization and cross-format comparison

After the files are added from My Content to Map
Viewer, the generated layers can be displayed simul-
taneously on the Imagery Hybrid basemap Fig. 4.
The resulting regional image makes the settlement
patterns of Northwestern Bulgaria immediately vis-
ible and provides a compact overview of how the
point layers occupy the spatial extent of Vidin, Mon-
tana, Vratsa, Pleven, and Lovech.

Fig. 4 Simultaneous visualization of the centroid layers for
the Northwestern Bulgarian provinces in ArcGIS Online
using the Imagery Hybrid basemap

A notable feature of the demonstrated workflow is
that the map can contain layers loaded from differ-
ent file types at the same time. In the example used
here, some provinces are represented by GeoJSON
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items and others by KML items, yet the map re-
mains internally consistent because all of the layers
encode the same type of geographic information:
centroid-based settlement points for a defined ad-
ministrative region.

Fig. 5 Overlay comparison of the Pleven centroid layer
stored as KML and GeoJSON, showing positional coinci-
dence of the settlement points

The Pleven comparison is especially important Fig.
5 because it validates the workflow across formats.
When the KML and GeoJSON versions of the Plev-
en centroid layer are loaded together, the points
coincide spatially. This shows that the geographic
coordinates remain stable when the storage format
changes and that the choice of format affects inter-
operability rather than location.

ITII. CONCLUSION

This study developed a practical workflow for
modeling geospatial files for the Northwestern
region of Bulgaria, with a focus on the provinces
of Vidin, Montana, Vratsa, Pleven, and Lovech. The
procedure began with the clear definition of the
regional scope and continued with the Al-assisted
generation of centroid-based settlement point lay-
ers for each province. These layers were then ex-
ported in several formats compatible with ArcGIS
Online, uploaded through Content - My Content,
and visualised in Map Viewer. Because the work-
flow follows a clear and repeatable sequence, it
can be applied not only to the selected provinces,
but also to other regions of Bulgaria with only mi-
nor adjustments.

One of the most important outcomes of the study
is that the generated layers remain spatially con-
sistent across different file formats. The comparison
between the Pleven layers stored as GeoJSON and
KML showed that the settlement centroids coincide
in the same geographic positions after upload and
display in ArcGIS Online. This confirms that the con-
version of the files changes the way in which the
data are encoded and exchanged, but it does not

affect the actual location of the points. In practical
GIS work, this is important because users often op-
erate under different technical conditions, software
preferences, or account restrictions, and therefore
benefit from having equivalent data available in
more than one format.

The workflow also demonstrated the practical val-
ue of preparing the files specifically for a web GIS
environment. Instead of limiting the process to local
file creation, the study included the full chain from
data generation to web-based upload and map dis-
play. This makes the method especially suitable for
academic and institutional use, where itisimportant
to show not only the final files, but also the actual
steps through which they are brought into ArcGIS
Online and used in a working map. The prepara-
tion of GeoJSON, CSV, KML, and zipped Shapefile
outputs increased the flexibility of the method and
made it possible to adapt the workflow to the up-
load options available in different accounts and in-
terfaces.

From an analytical point of view, the generated
centroid layers should not be seen only as a car-
tographic product. They provide a stable spatial
reference framework that can support a much
wider range of regional studies. Once the settle-
ment points are available, they can be combined
with other thematic layers such as road networks,
healthcare facilities, schools, administrative service
centers, or transportinfrastructure. This means that
the files created in the present workflow can serve
as a reusable geospatial base for further analysis
rather than as one-time outputs prepared only for
visualisation.

A particularly important future application is the
analysis of healthcare accessibility. Existing medical
centers can be added as separate point layers and
then evaluated in relation to the settlement cen-
troids through road-network-based service areas
and travel-time analysis. Such an approach makes it
possible to determine which settlements are already
well covered by the current healthcare network
and which remain outside a selected accessibility
threshold, for example 15 minutes by car from the
nearest diagnostic or emergency facility. On this ba-
sis, the centroid layers can support evidence-based
decisions about where new medical centers should
be located in order to improve territorial coverage
and reduce inequalities in access to healthcare. For
that reason, the modeled regional layers should
be regarded as a practical starting point for future
planning, accessibility assessment, and regional de-
cision support in Bulgaria.
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ARTIFICIAL INTELLIGENCE
FOR SOLVING THE PROBLEM
OF COMPLEXITY AND ENERGY
INEFFICIENCY IN THE
TRANSFORMATION OF MOBILE
NETWORKS TOWARDS 6G

Roberto Aleksandrov, Ognyan Fetfov

Abstract: The transition from 5G to 6G creates
a major challenge for mobile operators due to
growing network complexity, rising energy con-
sumption, and the limitations of manual man-
agement. This paper examines how artificial
intelligence can address these issues through
automation, predictive optimization, traffic
forecasting, and adaptive control. The analysis
shows that Al can improve network efficiency,
reduce operational burden, and support the
development of autonomous mobile infrastruc-
tures for future generations [1]-[4].

Keywords: Artificial intelligence, Mobile net-
works, 5G, 6G, Network automation.

[. INTRODUCTION

The development of 5G and the expected tran-
sition toward 6G have significantly increased the
complexity of mobile network operation. Tradition-
al management methods are no longer sufficient
to meet the requirements for low latency, dynamic
service delivery, large-scale connectivity, and cost
efficiency [1].

Unlike previous generations, next-generation
mobile systems are expected to operate in highly
heterogeneous environments that combine cloud
infrastructure, edge computing, intelligent radio
access, and service-oriented network slicing. This
creates a management problem that is no longer
limited to isolated optimization tasks, but instead
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Ognyan Fetfov is with the University of Telecom-
munications and Post, Sofia, Bulgaria.
E-mail: o.fetfov@utp.bg

requires continuous coordination between network
resources, traffic behavior, and service demands [1].

At the same time, the growing number of connect-
ed devices, the expansion of data-intensive appli-
cations, and the stricter expectations for quality of
service increase the operational burden on mobile
operators. In parallel with the problem of complex-
ity, the issue of energy consumption is becoming
central, because future mobile networks must de-
liver higher performance without proportionally in-
creasing power usage and operational expenditure.
(2], [3].

Artificial intelligence offers a practical solution to
this problem by enabling automated decision-mak-
ing, predictive analytics, and adaptive control
mechanisms. In mobile networks, Al can improve
resource allocation, anomaly detection, service or-
chestration, and energy management [2], [3].

Recent studies show that Al-based automation is
increasingly viewed as a core mechanism for the
evolution of 5G and 6G networks, especially in sce-
narios where manual intervention is too slow or in-
efficient. For this reason, Al is no longer considered
only as an additional tool, but as an enabling tech-
nology for intelligent and autonomous network
management [2], [4].

The aim of this paper is to examine how Al can
support the transformation of mobile networks to-
ward next-generation architectures and help solve
the problem of operational complexity and energy
inefficiency [2].

II. PROBLEM STATEMENT

One of the main challenges in future mobile net-
works is the inability of conventional operational
approaches to manage highly dynamic and distrib-
uted environments. As 6G concepts develop, net-
works are expected to support integrated sensing,
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edge intelligence, ultra-low latency, and highly vari-
able traffic conditions [2], [3].

This evolution creates additional pressure on
operators, who must maintain service quality
while reducing energy usage and operational
expenditure[1], [2]. Manual intervention in such
environments becomes inefficient and often too
slow to respond to rapid changes in traffic and
radio conditions [1].

Recent literature indicates that the expected 6G
environment will include more intelligent and en-
ergy-sensitive architectures, where base stations,
edge nodes, and software-controlled resources
must continuously adapt to changing traffic de-
mand. In such a context, static configuration and
rule-based control become insufficient, especially
during peak load periods or rapidly changing ser-
vice scenarios [2].

For example, research on Al-assisted network au-
tomation shows that operators increasingly rely on
predictive methods to estimate traffic load, detect
anomalies, and optimize resource utilization before
service degradation occurs. Similarly, recent studies
on energy saving in 6G emphasize that future infra-
structures must move from always-on operation to-
ward context-aware and demand-driven manage-
ment models [2], [3].

This problem can also be illustrated through the
contrast between conventional and intelligent man-
agement approaches. In conventional operation,
network elements often remain active even when
traffic demand is low, which leads to unnecessary
power consumption and inefficient resource alloca-
tion. In Al-assisted environments, by contrast, traffic
forecasting and adaptive control make it possible to
activate or reduce resources dynamically according
to real-time condition [2].

Therefore, the central problem is how to build a
mobile network that can optimize its own behavior,
adapt in real time, and reduce energy consumption
without degrading performance. This requires a
transition from manual and static administration to
autonomous and data-driven operational models
supported by artificial intelligence [3].

III. ROLE OF AT IN MOBILE
NETWORK TRANSFORMATION

Al can support the transformation of mobile net-
works by enabling predictive, adaptive, and closed-
loop control. Machine learning models can process
network data, detect patterns, forecast failures, and
optimize the use of radio and computing resources
in real time [1], [2].

The energy balance considered in this analysis is
givenin Eq. (1):

E total=X P i-t i+ E switch (m

where Pi is the power consumed by network el-
ement ii is the operating time of the element, Es-
witch is the energy required for switching and con-
trol operations. This model is consistent with recent
studies on 6G energy-aware design and adaptive
operation [3], [4].

A comparison between conventional manage-
ment and Al-based management is presented in
Table I.

TasLE |
Criterion Conventional Al-Based
Management Management
Response time Slow, often manual Fast and adaptive
Energy efficiency Lower Higher
Autonomy Limited High
Resource optimi- Static Dynamic
zation

The comparison in Table | shows that the main
advantage of Al-based management is not only
faster response, but also a structural improvement
in the way the network operates. Instead of react-
ing to problems after they occur, Al-based systems
can anticipate changes in traffic, detect irregular
behavior, and support proactive optimization. This
significantly reduces the need for constant human
intervention and improves the stability of network
operation [1], [3].

From an energy perspective, the benefits are
equally important. Al allows mobile infrastructures
to move from static operation to demand-aware re-
source control, where network elements can be ad-
justed according to real-time traffic conditions. This
means that energy consumption can be reduced
during low-load periods without compromising ser-
vice quality, which is a major requirement for future
6G systems [1].

Another important benefit is the improvement
of autonomy. In conventional management, many
decisions depend on predefined rules or manual
operator actions, which limits flexibility in dynamic
environments. In contrast, Al-assisted systems can
support self-optimization, self-monitoring, and au-
tomatic correction, making the network more resil-
ient and more suitable for highly complex next-gen-
eration scenarios [3].

Al also enables closed-loop automation, in which
the network can monitor its own state, identify ab-
normal conditions, and automatically trigger cor-
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rective actions. Such mechanisms are particularly
important for energy-efficient operation, including
dynamic sleep modes, adaptive beam manage-
ment, and intelligent resource scheduling [1], [3].

The performance trend of Al-assisted optimization
is illustrated in Fig. 1. The figure confirms the gen-
eral tendency identified in the literature: compared
with conventional approaches, Al-based network
management provides better efficiency, faster ad-
aptation, and improved use of available resources.
Therefore, the role of Al should be understood not
only as supportive, but as transformative for the
future architecture and operation of mobile net-
works[1], [2].

The performance trend of Al-assisted optimization
is illustrated in Fig. 1.

Al in Maobile Network Transformation

Gonceptusl lustratio

______

------

Fig. 1. Comparison between conventional and Al-based
management of a mobile network.

IV. APPLICATIONS IN NEXT-
GENERATION NETWORKS

One important application of Al is traffic forecast-
ing. By predicting future network load, Al allows
operators to allocate capacity more effectively and
avoid both overload and underutilization [1], [2].

Another important application is fault prediction
and anomaly detection. Al models can identify de-
viations from normal operation and support pre-
ventive action before service degradation becomes
visible to end users [1], [2].

Al is also highly relevant for energy-aware 6G op-
eration. Recent analyses show that future networks
will rely on dynamic adaptation, intelligent control,
and Al-native resource orchestration to reduce to-
tal energy consumption while maintaining network
performance [3], [4].

V.CHALLENGES AND LIMITATIONS

Despite its advantages, Al integration into mobile
networks faces several challenges. One of the most
important is data quality, since unreliable or incom-
plete data can significantly reduce the effectiveness
of Al models [2], [4].

Another challenge is explainability and trust in
automated decisions, especially in critical commu-
nication infrastructures. In addition, practical de-
ployment requires interoperability with telecom
standards, cybersecurity protection, and careful
balancing between computational overhead and
actual efficiency gains [1], [3].

VI. CONCLUSION

Artificial intelligence is becoming a fundamental
enabler of mobile network transformation toward
6G. The increasing complexity of future networks
and the need for better energy efficiency make
manual and static management approaches insuf-
ficient [2], [3].

The analysis in this paper shows that Al can sup-
port predictive control, adaptive optimization, and
autonomous network behavior. For this reason, Al
should be treated not as an optional enhancement,
but as a core technological component of future
mobile networks [1], [4].

A major conclusion of this study is that future mo-
bile infrastructures should rely on data-driven and
intelligent operational models rather than on re-
active and manually controlled administration. In
practical terms, this means wider adoption of traffic
forecasting, anomaly detection, closed-loop auto-
mation, and adaptive resource orchestration as part
of next-generation mobile systems [4].

The proposed direction for solving the identified
problem is the integration of Al mechanisms into
the core processes of network management, includ-
ing monitoring, prediction, optimization, and ener-
gy control. Such an approach can reduce operation-
al burden, improve service continuity, and support
more sustainable network behavior in 5G evolution
and future 6G environments [2].

For this reason, Al should be treated not as an op-
tional enhancement, but as a core technological
component of future mobile networks. Its role is
essential not only for improving performance, but
also for ensuring that next-generation systems re-
main scalable, adaptive, and energy-efficient under
increasingly complex operating conditions [2].
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WHERE SHOULD AUTHORIZATION LIVE?
AN EMPIRICAL COMPARISON OF THREE
PLACEMENTS IN A MICROSERVICE
CHAIN

Chavdar Marinov

Abstract: This paper compares three often argued
about places to put the Policy Decision Point in a
microservice architecture. While there is a large
body of theory and reasoning about which place-
ment to use in which scenario, actual empirically
measured data is scarce, so the decision is often
taken on logic and theory alone, without data
showing the advantages and disadvantages of
each in practice. We test the three most common
placements, Variant A (gateway only), Variant B
(in-service) and Variant C (external OPA), in two
settings: first in a simulated environment with
virtual users, and second in a native environment
with real machines on a LAN. In the first experi-
ment, Variant A and Variant B were nearly iden-
tical, within about 1.2% of each other and both
above 1300 requests per second, while Variant C
handled around 36% fewer requests (around 847
rp/s) and added roughly 21 ms of latency. The sec-
ond experiment showed that this cost is the net-
work distance itself and not the OPA: with no net-
work hop crossed all three are indistinguishable,
each real hop adds about 1 ms, and a native rerun
reproduced the same penalty of about 40% in
throughput. The main finding is that the external
OPA, while secure, introduces performance issues
and a single point of failure that goes against the
fundamental idea of microservices, whereas the
in-service check performs just as well as gateway
only in speed and efficiency, with the benefit of
much broader security.

Keywords: microservices, authorization, APl gate-
way, JWT, Open Policy Agent, policy decision
point, k6, latency.

[. INTRODUCTION

How fast and efficiently the system runs is the first
concern. But this paper argues something more
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important: the difference in cost between check-
ing only at the gateway and checking inside each
service is so close that they are practically the same,
while the in-service variant is indisputably the win-
ner on security. So what is at stake is real. Choos-
ing gateway-only because you think you are saving
time, instead of checking inside each service, is an
easy mistake to make, and it costs the user and the
organisation their security.

The reason people get this wrong is that, for their
decision, they have only theories. And even when a
theory is mostly right, theory can vary. What we did
instead is test it in practice and give concrete num-
bers, to see what works in practice. When you are
only arguing based on theory you can make different
points and deffend them fairly equally, but when you
have the numbers you cannot go against them, they
show what actually happens, not guesswork.

Testing the theory in practice in the two experi-
ments this study examines proves to be very spe-
cific, and naturally not a lot of people have taken on
the task, either because they find it irrelevant next
to other aspects of microservice architecture, or be-
cause it is so specific they never thought about it
much. But it is often exactly where things seem too
specific and peculiar for anyone to look that some-
one eventually does, spends the cumbersome time
to test them out completely, and that is where an
interesting discovery may lie.

II. RELATED WORK

So far, other people have only proposed rational
suggestions about where to put authorisation in
microservices, but they have mostly only thought
about it and theorised [1], [2]. Few, if any, have add-
ed real numbers to their theories. Those theories
are absolutely logical, and it is understandable why
most people treat a practical experiment as unnec-
essary to confirm them, the conclusion can seem
self-evident. But it is genuinely valuable to have
clear results and numbers that solidify and, most
importantly, test those theories, no matter how log-
ical and sound they may seem.
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The building blocks used in this study are standard
and widely used in the field of microservice archi-
tecture: the attribute-based access control (ABAC)
model [3] and the XACML reference architecture
[4], which define the standard enforcement, deci-
sion and administration roles; the JSON Web Token
(JWT) [5] as the credential format; the Open Poli-
cy Agent (OPA) [6], [7], [8] as the external decision
engine; service-mesh external authorization such
as Envoy's ext_authz filter [9], [10]; and large-scale
centralized authorization such as Google’s Zanzi-
bar [11]. The speed and bottleneck issues caused
by a shared Policy Decision Point in microservices
have been a point of debate for a while, and both
are widely understood, but the scale of each is only
theorised about, without proven metrics from real
experiments comparing them to the other available
methods. The one critical issue that is also widely
known and often ignored is the re-introduction of
the very thing microservices were created to pre-
vent, the single point of failure. There is also a study
that measured the delay introduced by sidecars
across several network hops, and its independent
metrics and ours, support each other [12].

The reason nobody has produced these measure-
ments is that they take a lot of time and effort. This
kind of hard, intense testing, with all the setup and
preparation it needs, simply never occurs to most
people, and the few it does occur to are put off by
the same thing: it looks like too much effort for some-
thing that might not pay off as interesting or valuable.
That aversion is precisely what creates the gap, and
it is the gap this paper sets out to fill, by measuring
the placements head to head on one identical setup,
where the placement is the only thing that changes.

II1. BACKGROUND AND SETUP

The setup uses a simple structure in the form of a
chain consisting of the gateway and two services,
then we have the OPA which is used only in Variant
C while the other variants use just the gateway and
the two services.The policy we test has only onerole:
admin, and it is always allowed as we're testing the
overall speed and efficiency of each variant, there is
no need to complicate the test with additional rules
or false requests as it would not serve any benefit
to the test. The JWT tokens are also checked at the
gateway in all variants and they're always signed as
valid. Once a request passes we get a response 200
and if it doesn't for any reason we get 403.

The three variants only move the PDP and keep
everything else identical, for the sake of precise and
isolated measurements. In Variant A the PDP resides

at the gateway, it is the only one that checks and the
services just trust it. In Variant B the PDP is duplicat-
ed in each service, so each service performs its own
check[13].InVariant C the PDP is left to the OPA and
the services become only enforcers.

L2

Fig. 1. Combined model of all three variants and their
workflow.

A — Gateway-only: check at the gateway
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B — In-service: each service checks itself
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Fig. 2. The three authorization placements on one service
chain. In C, both service-a and service-b query the external

OPA on every request (dashed).

decision call
per request
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IV.METHOD

The method used a single host that simulated 50
virtual users with Grafana k6 v1.5.0 [14], sending
requests non-stop for 60 seconds in a closed loop,
meaning each user waited until it got a response
to its previous request before sending a new one.
This way the load is kept at maximum capacity the
whole time.

Because the users wait for a response before send-
ing the next request, this shows us the system at
capacity but not at overload. We are therefore miss-
ing the requests that would take an extremely long
time, so the downside of this approach is that the
worst case scenarios do not appear in the measure-
ments. Experiment 2 addresses this with an open
model.

For the most accurate and clean results we meas-
ured only the runs without any errors. Variant C took
much longer to set up and was more challenging
to tune: specifically, the connection pool had to be
made large enough for the load, and the OPA’s bind
address had to be configured correctly. The initial
tests had 15 to 35 percent failed requests, and these
were not included in the study, since they reflect a
setup that was not yet working rather than the real
cost of the placement.

One important thing to mention about the Vari-
ant C results is that the OPA software was the x86
version while it ran on an ARM (Apple Silicon) chip,
which means it had to be emulated, or translated,
in real time. That naturally introduced additional de-
lay, which needs to be considered when reading the
final results.

When reproducing this experiment on macOS one
important step to ensure everything runs smooth-
ly is to remove the metadata files that get created
automatically in tar files, you can do that by setting
“COPYFILE_DISABLE" before making the tar with the
rego file, as OPA would not be able to run with unfa-
miliar file formats.

V.RESULTS
TaBLE |
CLEAN-RUN RESULTS PER PLACEMENT (0% ERRORS, N = 50—-80k
REQUESTS)

Variant Placement RPS Mean (ms) | p95 (ms)
A Gateway-only | 1314.66 21.79 40.59
B In-service 1329.97 2736 40.18
C External OPA 846.72 48.77 68.92

A. Throughput

The results of Experiment 1 clearly show that A
and B are almost the same, with only small run-to-
run differences that reached 1.2% at most. Variant
C, however, is significantly behind both, by around
35.6%. Both A and B were always capable of han-
dling at least 1300 requests per second, while Vari-
ant C could only handle around 846.72 requests per
second. The difference between the first two vari-
ants is so insignificant and inconsistent that it could
practically be considered non-existent.

B. Latency

The overall delays in A (27.79 ms mean, 40.59 ms
p95)and B (27.36 ms mean, 40.18 ms p95) were near-
ly identical to each other, while the delays in C were
significantly worse, at 48.77 ms mean and 68.92 ms
p95. The additional network hop in Variant C added
roughly 21 ms of delay to the mean and around 28
ms to the p95. It is also important to mention that
in Variant C, unlike the other two, it is not only the
slowest requests that suffer a significant delay but
all of them, right across the distribution.

A — Gateway Q| max 170 ms»
B — In-service @ | max 133 ms»

C — Ext. OPA - | max 163 ms >
median § Imedian-p90 I P95
mean min-p95

T

0 1I0 2I0 3IO 4I0 5I0 GIO 70 8I0 90
Response time (ms)
Fig. 3. Full latency distribution per placement (min, median,

mean, p90, p95, max; n =~ 50-80k requests per run). The
whole distribution for C shifts upward, not only the tail.

C. Where the cost comes from

At first the OPA itself seems like the obvious cause
of the 21 ms, but that is a false perception. The de-
lay is not OPA’s computation, which for a single role
check is under a millisecond; it is the extra synchro-
nous network call that each service has to make to
the external OPA and wait for. Variant A and Variant
B go through the same chain of service-a and ser-
vice-b, but they make no external call, so they do
not pay this cost. In Variant C both services call the
OPA on every request, so each request waits for that
round-trip twice, and the cost would grow further
with each additional service that has to make the
call. This also tells us the problem is the network
boundary and not the engine: replacing OPA with
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a different engine reached the same way would
not help, while making the call local and in-process
would remove it.

D. Memory and CPU

A natural concern in this test was the machine’s
specs, and whether they were adequate enough to
handle all of Experiment 1, as the whole experiment
was running on a single machine with maximum
load on the services in each of the variants. The
snapshots after each test did not show any concerns
with RAM (respectively A: 153.78 MB, B: 152.62 MB,
C: 155.99 MB) nor CPU, which stayed stable through-
out the experiment. So the only possible slowdown
cost that remains is the network round-trip.

VI. EXTERNAL-VALIDITY
EXPERIMENT: THE DISTANCE STEPS

A. Native multi-host testbed

Experiment 1 required a follow up, particularly be-
cause of the uncertain cause of the 21 ms delay with
Variant C. Since the call to the OPA was actually done
on a loopback, it never really left the machine, so the
packaging, travel and evaluation were all blurred into
one metric and therefore we could not measure ex-
actly where the network delay originates from.

In Experiment 2 we used a fully native setup of four
real machines connected over a standard 1 Gb/s
LAN, with each machine having a specific role. One
macOS machine acted as the controller and load
generator, a second macOS machine acted as the
full chain, and two Windows machines acted as the
OPA. This native setup uses a genuine network with-
out the need of Docker or any containers, which al-
lowed us to see more detailed information.

Another problem that was resolved by running the
experiment on a native network was removing the
emulation issue, where the x86 OPA was run on an
ARM chip.

In the second experiment we decided to run at a
much lower capacity, 300 requests per second, than
the maximum one of 1300 requests per second, in
order to get cleaner results and measure the cost
of distance at normal usage instead of at near over-
load, which could produce unnecessary mistakes
and skew the results.

B. The distance steps

The cost increases the more network hops we add.
With the step-distance model the numbers jump
sharply with each step: an in-service check costs
about 1 microsecond, a loopback OPA call about

405 ps, a single network hop about 989 us, and two
hops about 2833 ps.

End-to-end, the difference between Variant A,
Variant B and the loopback OPA is basically identi-
cal (3.86, 3.91 and 4.10 ms p95), which proves the
cost is not in the placement or the engine but in the
network boundary itself: when no real network is
crossed, where the check sits makes no difference,
and the cost only appears once a hop is added.

The second Windows machine serves two purpos-
es: it repeats the one-hop OPA call from a different
physical machine, which confirms the cost comes
from the network hop and not from any single ma-
chine, and it also runs the relay that adds the extra,
two-hop path.

By using the open model generator here we elim-
inate another gap from the first experiment. Since
the requests are on a schedule and do not wait for
a reply, they keep flooding the system regardless of
its capacity. So unlike the first experiment, where
the load could never go over the maximum capac-
ity, here there is no safety net to prevent overload,
and therefore we are able to see a more realistic out-
come that captures the very worst case scenarios,
the slowest requests [15], [16], [17].

3000 2,833 us

2500 +

2000 A
1,620 pus
1500 A
1000 A ‘ 289 ks
local check

= free
500 - 405 ps

1 /
0 T T
B C-rela

C-loop C-hop C-hop2 y
OPA loopback OPA, 1 LAN hop OPA, 1hop OPA, 2 LAN hops
0 hops (busier host)

authorization cost per request (us)

in-service
(local code)

Fig. 4. Per-request authorization cost on the four-machine
LAN: the same engine and policy, the cost set by network
distance. Gateway-only (A) is omitted as it checks once at
the edge rather than per service; the five configurations
that perform a per-service check are shown.

C. An additive cost model

From the results it becomes obvious that the cost
in Variant C comes from the number of hops across
the network. They cause the delays, not the OPA
making decisions, which are instantaneous. The
more services that need to make a network hop, the
more the delay multiplies, proportional to how long
the travel of the request and response takes. The de-
cision time of the OPA is instant; the delay comes
from the network. This can be written as a simple
additive model:
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Tauthz =~ n - (RTT + thttp) + teval D

The main thing contributing to the cost is the num-
ber of network hops (n), that's because each hop
on the chain and then back adds up, while the cost
added by the OPA’s decision time (teval) [18] and
the HTTP overhead of each call (thttp) combined is
about 1/5 of an OPA call. An independent calibra-
tion confirms the rule: measuring the network travel
(RTT) at about 806 us and the OPA decision time at
about 234 ps, it predicts about 1040 s per call; the
test showed 989 us, and each run after that differed
by only about 1%, a standard run-to-run deviation,
which proves the rule holds. The clearest proof that
the network is the real cost comes from the relay:
when a request passes through two hops instead
of one, the mere act of the relay forwarding it each
way slows it down a little more, so two hops cost
nearly three times more than one hop, even though
the OPA’s decision time is always the same.

TasLE Il
MEASURED PER-CALL AUTHORIZATION COST AGAINST THE ADDITIVE MODEL
of Eq. (1). By Row, THE MODEL TERM IS: EVALUATION ONLY; HTTP +
EVALUATION; ONE ROUND TRIP + HT TP + EVALUATION; TWO ROUND TRIPS
+ RELAY FORWARDING + EVALUATION. EVALUATION IS SUB-MILLISECOND
AND CONSTANT ACROSS CALLS; COST GROWS WITH THE NUMBER OF ROUND

TRIPS N.
Configuration Hops ps / call
In-service (local) 0 =1
Loopback OPA 0 405
OPA, 1 LAN hop 1 989
OPA, 2 LAN hops 2 2833

D. Closed-loop throughput bridge

The 36% lower number of handled requests from
the initial experiment had to be fully confirmed as
genuine, because the limitations of using a single
host, and especially one where the OPA was emulat-
ed due to hardware limitations, invite the idea that
this number was merely caused by an inefficient
setup. Transferring the exact same test from the
single-machine setup with emulated software, vir-
tual users and other limitations to a fully functional
four-host setup over a standard network with real
machines, and getting the same result, about a 40
percent drop in throughput reproduced across two
independent runs within one percent, proves the
insufficient-setup argument invalid.

In-service is better coverage overall, but that does
not mean it is actually more secure. The more secure
option in the aspect of policy consistency, could be
the externalized one, because it is easier to manage:
all the services use the same policy, so when some-

thing changes there, it changes for all of them at
once. With the in-service method, managing them
becomes trickier, more expensive, and there is also
room for mistakes, and it is not an easy task. So yes,
the centralized option is slower and might stop
working altogether, but the simple, easy and con-
sistent, central policy management is it's biggest
advantage [19].

3000 A - -
I single host (k6, 50 VU) R multi-host LAN (50 VU)

N
v
o
o

2,302

2000 +

1500 A

1000

sustained throughput (req/s)

[V
o
=

A gateway B in-service C external OPA

Fig. 5. The external-OPA throughput penalty survives real
distribution: single-host versus multi-host LAN.

VII. DISCUSSION AND LIMITATIONS

According to the complete picture of the experi-
ments, one key takeaway is that when choosing
between a gateway-only check and an in-service
check, the only reason not to go with the in-service
check is that it is slightly more difficult to imple-
ment. However, that pales in comparison with the
fact that the in-service check offers significantly bet-
ter security for the users and the organization at no
extra cost.

This study examined highly specific scenarios with
a highly specific goal, using only a single simple pol-
icy rule and a minimal chain. That needs to be kept
in mind for more complex and large-scale projects,
and the results and conclusions of the study should
be used as guidelines rather than laws.

Lastly, bear in mind that the broader security of B
compared to A has been shown as a strong logical
argument, but it has not been tested in practice.

VIII. CONCLUSION

The result that matters most is counterintuitive:
even though checking inside each service looks like
more work, it does not cost you performance. In
Variant A the check happens once, at the gateway,
while in Variant B it happens at all three services, so
you would logically expect a noticeable delay from
tripling the checks. But the results show no clear ad-
vantage of A over B in either speed or capacity. The
only thing A is really better at is its simplicity and
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ease of implementation, and our position in this pa-
per is that this advantage is substantially inferior in
value to the security advantage that B has over A.

What this study shows is that the numbers give
clear winners and losers in aspects where, in theo-
ry, it is only perceived and often arguable which is
which. Variant A and Variant B come out similar in
overall cost, with A being easier to implement, but
that is still not a good enough reason to choose it
over B, because in terms of security A is clearly lack-
ing, disproportionately to its small advantage in
simplicity. The external OPA, Variant C, performs the
worst. Every service having to go through it intro-
duces significant delays and bottlenecks that only
become more important with scale: for a small sys-
tem this might be tens or hundreds of users getting
subpar service, but at the largest scale it could be
millions. That is only one part of it. The second is
that it goes against the core principle of microser-
vices, the autonomy and independence of each ser-
vice, because a dedicated external component that
every microservice must go through somewhat de-
feats the point of using a microservice architecture
in the first place. And last but surely not least, the
most significant concern, it re-introduces the single
point of failure that the architecture was designed
to prevent.

In numbers, the delay and throughput are clearly
worse for Variant C, which costs about 36% of the
throughput and around 21 ms of extra latency,
while the difference in performance between A and
B is minimal. This study is, however, highly isolated,
and the results could differ at a much larger scale, so
they should be taken with a grain of salt. The natural
next step is to run more experiments at a much larg-
er scale and compare them with the current ones, to
see which parts hold regardless of scale and which
ones change.
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DECENTRALIZING THE POLICY
DECISION POINT:
A RESILIENCE STUDY OF PER-SERVICE
AUTHORIZATION IN MICROSERVICES

Chavdar Marinov

Abstract: Two models for authorization in Mi-
croservices are measured, a centralized OPA and
Per-service (sidecar with an OPA instance for
every service). There is little practical difference
between the models in a steady-state, but dur-
ing an outage state the centralized shuts down
completely while the per-service model remains
unaffected. The price for its steady performance
during an outage is a window where the policy
for each service is stale and renews on a sched-
ule, and that includes the steady-state as well.
The stale-policy window in the Per-service mod-
el follows the formula U(0,T), meaning it's easy
to predict, T is the time interval for how much to
wait before pulling the newest policy, so on av-
erage the window is T/2, and at most it’s close to
T. Two experiments are done, the first on a single
host on a loopback mainly for easy reproducibil-
ity, and the second on multihost with a real net-
work for more accurate data.

Keywords: microservices, authorization, Open
Policy Agent, sidecar, resilience, policy propaga-
tion, stale-policy window.

[. INTRODUCTION

Microservices architecture was developed to
break down large, complex applications into their
core functions, making each part easier to isolate,
understand, and maintain separately [1], [2]. For the
architecture to deliver on this promise, each service
should be as independent as possible so that it can
be developed autonomously without disrupting the
others and can continue to run even if a neighbor-
ing service fails. Authorization is a common excep-
tion: it often remains centralized, as this simplifies
policy management and ensures consistency across
all services. However, a single component on which
all services depend undermines the entire concept

Chavdar Marinov is with the University of Telecom-
munications and Post, 1 Akad. Stefan Mladenov Str.,
1700 Sofia, Bulgaria. E-mail: cnmarinov@gmail.com

of the architecture, because if this component fails,
it can cripple the entire system.

In this article, we explore a middle ground where
authorization is neither fully centralized nor fully
decentralized. Authorization is divided into three
roles: the Policy Administration Point (PAP), the Poli-
cy Decision Point (PDP), and the Policy Enforcement
Point (PEP) [3]. The Enforcement Point already exists
in every service, so we effectively shift the Decision
Point: We keep the PAP centralized and place a PDP
next to each service. This eliminates the single point
of failure from the request path - even if the PAP
fails, the services continue to run - while centralized
creation simplifies policy management and consist-
ency, thereby combining the strengths of both de-
signs. The pattern itself is not new; operating one
decision point per service (the sidecar pattern) is
common practice. What is new, however, is that we
verify this using two experiments with real-world
measurement results rather than merely assuming
it: the first on a single machine with simulated us-
ers, the second on four real machines in a network.
We investigate the costs incurred by the change in
steady state, what happens when the center fails,
and how large the time window can become during
which a service still takes into account a permission
that has just been revoked.

II. RELATED WORK

The building blocks of this work are well estab-
lished. Externalizing the decision point is common
practice [4], and operating OPA as a sidecar is a well-
known industry pattern [5], [6]. The same applies
to the OWASP security guidelines for microservices
[7] and to the zero-trust model, in which nothing is
considered trustworthy by default [8].

The interval during which a policy copy remains
stale is a form of limited expiration, similar to a
cache’s Time-to-Live (TTL): Each local copy has a
natural time window before it is updated, and until
then, it serves the last version received [9], [10]. By
“stale,” we mean that the copy lags behind the most
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recently published policy, not that a cache entry has
expired.

The stale-policy window in Microservices is widely
known and a satisfactory body of theory and liter-
ature exists, despite that there aren’t any in-depth
tests and measurements on its behaviour nor real
metrics and comparisons with alternative models,
or at least after a thorough search we were not able
to find information for any similar research. At first
glance measuring exactly how wide a window can
get or how many unauthorised requests might pass
through, can seem insignificant, but it's important
to have real and highly specific data regarding what
happens in practice, instead of completely relying
on guesses even if they're highly logical, they're still
based entirely in theory. It's important to fill this
gap, in order to have a better idea of the big pic-
ture. In this paper we strive to conduct highly iso-
lated tests with the specific question in mind: What
are the practical effects of the stale-policy window
and what are the exact results achieved with it in
order for us to be able to extract adequate conclu-
sions based in real events and data combined with
the well known theory on the matter.

III. BACKGROUND AND
ARCHITECTURE

We compare two models, the first one is the well
known centralized OPA model where the Policy De-
cision Point is completely centralized, and next we
compare an alternative version where the PDP is
placed in a sidecar next to each service, while the
Policy Administration Point remains centralized as
a simple HTTP server with a bundle file of the rego
files [11] (Figure 1).

The local OPAs are kept up to date by fetching the
latest policy on a schedule, with a minimum and
maximum wait time observed between queries; the
exact timing is randomized to prevent many side-
cars from fetching data simultaneously and over-
loading the source. The PAP is a single HTTP serv-
er that serves a single bundle - all Rego policy files
zipped together. A note for anyone replicating this
on macOS: The system inserts hidden metadata files
into the archive, and once these are extracted, the
OPA crashes because it cannot read these non-Rego
files; the solution is to disable this behavior before
creating the archive (set COPYFILE_DISABLE). It is
precisely this scheduled query that causes the “Stale
Policy” window - the gap between the publication
of a new policy and the next retrieval by a service,
during which the service continues to serve the old,
now-outdated policy.

Another detail is significant for the costs. The OPA
image we used (opa 1.4.2) is built for x86, while the
host runs on an ARM chip (Apple Silicon), so it runs
under x86 emulation, which introduces some laten-
cy. Since the configuration runs two OPAs per ser-
vice instead of just one, these emulation costs fall
more heavily on them and are not evenly distribut-
ed - which is reflected in the steady-state results in
Section V.

(a) Central PDP

(b) Per-service PDP

—— request-time call  --- background bundie poll

Fig. 1. Central versus per-service decision-point topologies.
Solid lines are request-time calls; dashed lines are back-
ground bundle polling. In the per-service case, the bundle
server leaves the request path once a bundle is loaded.

IV. EVALUATION METHODOLOGY

The first experiment was conducted on a single
device using various software to simulate users, re-
quests, and a network. The machine used was a Mac
(parameters: M4 chip, 10 cores, 16 GB of RAM), and
it had all network filters like firewall, VPN, and addi-
tional software like Little Snitch and LuLu complete-
ly neutralised during the experiment, not because
they would stop any requests precisely, but rather
to eliminate all network noise so the results are as
clean as possible on a loopback setup. To simulate
the users, we used Grafana ké v1.5.0 [12] and creat-
ed 50 users in total, each user was set to wait for a
response before sending a new request, so we test-
ed a closed loop, making sure to keep the system
at capacity without ever reaching or exceeding its
maximum. During the tests, we measured the per-
formance during a steady-state, running 1 minute
tests 3 times. We also measured the performance
during an outage, running 2 tests 240 seconds
each where we froze the central component at 60
seconds and unfroze it at 180 seconds. Lastly, we
measured the stale-policy window in the per-ser-
vice variant by releasing a policy and then changing
it immediately in order to see how long it takes for
each service to pick it up and then how many unau-
thorised requests actually passed through.

This design yields useful results, but some limita-
tions must be noted when reproducing the results.

PAR]
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Theloadis a closed-loop system with a fixed number
of users: once the system reaches its capacity limit,
the users no longer generate additional load, so the
applied load can reach but never exceed it. The fig-
ures therefore describe the system at this fixed lev-
el of parallelism and not the absolute maximum it
could achieve under a higher load with open arrival.
We consistently report throughput in requests per
second and latency as the median (p50).

V. EXPERIMENT 1: SINGLE-HOST
CHARACTERIZATION

A. Steady-state cost

In the steady-state test, we had actually expect-
ed the per-service model to perform slightly bet-
ter than the centralized one; instead, it performed
slightly worse, with a throughput that was about 6.7
percent lower and a latency that was about 7 per-
cent higher, although these numbers are inflated as
the Per-service model runs two OPAs instead of one,
regarldess, no errors occurred in either configura-
tion (Table I). The most plausible reason is that the
per-service configuration runs two OPAs instead of
just one, and thus bears twice the emulated load of
the single central OPA. Even though the OPA call is
made locally - to a sidecar next to the service rather
than over the network to a shared OPA - this addi-
tional emulated load outweighs the small savings
from local execution.

TasLE |
STEADY-STATE COST (MEDIAN OF THREE RUNS, 0% ERRORS). WE HAVE
THROUGHPUT AS REQUESTS PER SECOND (RPS), THEN LATENCY IS
REPORTED AS THE MEDIAN (P50), THEN THE TAIL (P95).

Configuration RPS p50 (ms) p95 (ms)
Central PDP 173 4197 58.01
Per-service PDP 1094 44,94 62.27

B. Resilience under a central-component outage

We will introduce an outage where the central
component in both models will be completely fro-
zen for a period of time to see exactly how each one
performs (Figure 2). First, the central OPA model,
once it's frozen, the entire system comes to a halt,
the services keep waiting for a response, and all re-
quests are stuck until they time out (they're simply
dropped, not marked as 403 denied), the through-
put gets reduced to 0, once we unfreeze it, normal
operation is fully restored within 2 seconds. Next,
in the per-service model, we apply the same freeze
conditions to the central component, naturally, the

workflow is completely unaffected as the per-ser-
vice OPAs already have the last policy version they
were able to pull and proceed to operate as usual
until they can successfully pull the next version. The
scores remain 1100 rps, latency around 60 ms, and
without any errors. If a variation of the central OPA
model is used where the PDP is replicated in multi-
ple instances, freezing a single instance would sur-
vive the outage with a performance drop instead of
complete shutdown of the workflow.

1500 q
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10004 7 v

=== Central PDP

= Per-service PDP
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Fig. 2. Outage timeline (two runs; the shaded band shows
the range across the two runs). The shaded region is the
120-second freeze. The central topology (red) collapses and
recovers; the per-service topology (blue) is unaffected.

C. Propagation and the stale-policy window

The stale policy window is the time interval be-
tween a change to the central policy and the mo-
ment a local OPA per service adopts this change.

In our chain of two services, a block and an allow
take effect at different speeds. A request is only ap-
proved if both services permit it; thus, when access
is blocked, the change takes effect as soon as the
first of the two OPAs has been updated - the ef-
fective time window is the smaller of the two ser-
vice-specific windows (the minimum). A grant works
the other way around: both services must allow the
request, so it only takes effect once the slower OPA
has been updated (the maximum). Revocations
therefore take effect faster than grants - an asym-
metry that the operator can exploit. We measure
the revocation (minimum) case directly; the grant
(maximum) case follows by the same mechanism
and is not measured separately here.

We measured the time window in two ways. First,
through propagation: By querying each service’s
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version endpoint every 250 ms, the average prop-
agation time was approximately 6.8, 13.0, 48.5, and
74.8 seconds across the four query settings, each
within its configured interval and never exceeding
the configured maximum, which thus serves as the
upper limit for timeliness. Second, through expo-
sure: Starting with a policy that allows the admin
role, we revoke it and count how many requests still
get through. The window per PDP, the shorter effec-
tive end-to-end window, and the resulting number
of requests still allowed are listed in Table I, and both
the window and the exposure scale with the query
interval over a range of about twentyfold (Figure 3).
These single-host figures come from five repetitions
per setting, so run-to-run variance is high; propa-
gation and the Table Il windows are separate runs
and are best read as independent estimates rather
than compared cell by cell, which is why Section VI
re-measures the window distribution on the cluster
with larger samples.
TasLE Il
MEDIAN PER-PDP STALE-POLICY WINDOW (ONE DECISION POINT), MEDIAN
EFFECTIVE END-TO-END WINDOW (THE CHAIN DENIES AT THE FIRST SIBLING
TO SWITCH - THE MINIMUM OF THE TWO), AND ADMIN REQUESTS STILL AD-
MITTED DURING THE EFFECTIVE WINDOW. THE EFFECTIVE WINDOW GOVERNS
THE EXPOSURE; BOTH SCALE WITH THE POLL INTERVAL ACROSS A ROUGHLY
TWENTY-FOLD RANGE.

Poll interval (s) Per-PDP window | Effective win- Stale-allows
(s) dow (s)
5-10 35 2.9 2986
10-20 11.0 35 3231
30-60 14.6 8.2 7462
60-120 71.9 68.6 60 214
56 max delay 1205
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Fig. 3. Per-PDP stale-policy window by poll interval - the
time one decision point keeps honoring a revoked permis-
sion (box: quartiles; diamond: mean; dashed: configured
maximum delay). The effective end-to-end window is the
minimum over the two siblings (Table Il). Every window
stays under its configured ceiling.

VI. EXPERIMENT 2: EXTERNAL
VALIDITY ON A HETEROGENEOUS
CLUSTER

A. Multi-host testbed

In the second experiment, we switch from the sin-
gle-host configuration - where 50 users were em-
ulated using k6 and everything ran within Docker
- to a real network of four computers in a standard
1-Gb/s LAN: two running macOS and two running
Windows. One Mac acts as the controller and bun-
dle source, and the other three machines each run
their own OPA and query this source. The goal is
to re-measure the stale-policy window in a real-
istic environment with real-world network delays
and mixed hardware and software; this experiment
does not repeat the throughput or outage meas-
urements. To avoid errors in clock synchronization
between the computers, both the cause (the policy
publication) and the effect (the first rejection) are
timestamped, and each host is queried at a low fixed
rate so that the load does not distort the timing.

B. The window follows the U(0,T) law

On the cluster, we configured each host to poll at
the same fixed interval (minimum delay equals max-
imum delay) and directly measured the time win-
dow for stale policies. The result of the single-host
experiment also holds for real machines: the time
windows are evenly distributed across the range
rather than clustering, which is consistent with the
uniform U(0,T) distribution.

This uniform distribution matches the model’s pre-
dictions. A policy change can occur at any point in
a host’s polling cycle, so the time window is equally
likely to fall anywhere between 0 and T, which sets
the mean at the midpoint T/2.

We tested two intervals, 5 seconds and 30 seconds,
and recorded 47 time window measurements at 5
seconds and 41 at 30 seconds. The average time
window was 2.87 s and 13.90 s, respectively, which
was close to the model values of 2.5 s and 15.0s. A
Kolmogorov-Smirnov test yields a distance of 0.145
for 5 seconds and 0.193 for 30 seconds - both be-
low the a = 0.05 critical value of about 0.20 for these
sample sizes - indicating that the measured distri-
bution is consistent with U(0,T) (Figure 4).
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Fig. 4. Empirical distribution of the per-host stale-policy
windowatT=5s(n=47)and T=30s (n=41) on the
heterogeneous cluster, against the analytic U(0,T) model
(dashed). The curves are consistent with U(0,T) (Kolmogor-
ov-Smirnov distance 0.145at T=5sand 0.193 at T=305).

C. Projecting to a Deployment

Regarding the stale-policy window, the per-ser-
vice OPAs poll the latest bundle file at random times
within set intervals having minimum and maximum
wait times. When a permission is revoked, all OPAs
get updated at different times. The time it takes for
every service to get the update varies depending on
the number of services, meaning the last service to
getthe updateis likely to get it faster if there are few-
er services, the more services we have, the bigger
the likelihood that the last service gets the update
towards the maximum wait time. For N services, the
expected value of this last (slowest) window is T-N/
(N+1) [13], approaching the maximum wait time T
as N grows. The time for all services to separately get
the update is likely to remain still random but more
evenly spread from 0 to T when looking at all servic-
es together. This means, regardless of the scale of
the system and how big it gets, the maximum time
can never exceed T, and therefore we control the
worst case scenario. Exceptions are still possible for
the maximum time to be broken if for some reason
one of the OPAs fails to get its update, it will start
the second interval before it tries again. This specific
behaviour is set in order to prevent a large number
of the OPAs who failed to get the update from trying
non-stop and overloading the central component.

VII. DISCUSSION

Looking at the performance of the Per-service OPA
model and the Centralized OPA model, the Per-ser-
vice one clearly wins in terms of performance dur-
ing an outage, however, it comes with a known
cost - the stale-policy window. Overall, the cost of
normal operation of the Per-service model is only

about 7% slower request handling than the central-
ized model, which is negligible and better than the
full drop in performance that we get with the alter-
native model. Unless security is of the highest pri-
ority - the Per-service model is the sensible choice.

Just to get an idea of the differences between dif-
ferent poll intervals, here are a couple: at a short 10-
20 s interval, around 3,200 unauthorised requests
got through due to the stale policy. Then, at a long
60-120 s interval, roughly 60,200 unauthorised re-
quests got through. In the world of security, there
are often windows like the stale-policy window in
the per-service model, for example, 2FA (two-factor
authentication), and another such example is the
tokens used in this experiment, the JWT tokens [14]
are also signed and valid for a certain window of
time and become invalid immediately after.

An important advantage of the per-service model
that isn't tested in this setup is the option to set each
service to poll at different intervals, for example, you
can set the services that hold or manage sensitive and
crucial data to a very tight interval, so their stale-poli-
cy window would be much shorter. One other option
that can be set up is to make it deny all requests if un-
able to pull the new policy, that way it will go down
in an outage scenario, keeping its security, as some-
times preventing unauthorised access is much more
important than keeping the service running.

And one natural question that comes up with dial-
ing the interval of polling is whether or not we can
make it so small that it basically disappears. The an-
swer is that it is possible to make the window near
zero, but it requires additional infrastructure - OPAL
[15], and it actually pushes the policy onto the ser-
vices instantly upon a change.

The most important limitation is that the first ex-
periment was done on a single machine over loop-
back, not a real network, it is easier to reproduce,
but you should bear in mind that it will not be on
par with a multihost setup and a real network. The
centralized model used a single non-replicated in-
stance, if we tried an alternative version with many
instances of the centralized component, they would
survive an outage with a compromise in perfor-
mance only. And lastly, in order for the experiments
to be isolated and clean, we have tested only simple
policies and roles (allow, deny, admin, etc.), while a
more advanced multirule policy can introduce more
complexity and unpredictability.

VIII. CONCLUSION

In this paper, we compared two models using the
Open Policy Agent in a Microservices Architecture,
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first the centralized OPA model, and second the
Per-service (via sidecar) OPA model, both were test-
ed on a single-host with loopback firstand then on a
multihost setup with a real network. The first finding
is that the steady-state cost for the Per-service mod-
el is only slightly slower in handling requests than
the centralized model. During an outage (simulated
by freezing the central component of each setup),
the centralized model completely shuts down while
the Per-service's performance remains unchanged.
The price of the stable performance during an out-
age is the constant stale-policy window (the time
interval of which can be set to preference).
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METOJIOJIOTUYHU
[IPEN3BUKATEJICTBA ITPU
[IPEJABAPUTEJIHATA OFPABOTKA HA
JTINUTI®ENK AYIUO 3A IIEJIUTE HA
KPUMUNHAJIMCTUYHUS AHAJIN3

Kocranuu Aprupos

Pestome: 3noynortpebata ¢ gundenk ayauo m
KPUMMHaNNCTUYHOTO AOKa3BaHe Ha CUMHTEe3Un-
paHuA My npoun3xop CTaBa Bce NO-WUNPOKO pas-
npocTpaHeH npo6nem. KpumunHanucTtuyHorto
pasrpaHnyaBaHe Ha CMHTeTUYHa aunndenk pey
oT aBTeHTU4YHUTe (bona fide) 3anucu Ha uscnepq-
BaHWA rnac Ha NpakTuKa ce npeapewaBsa MHOro
npeav aa 6bae o6yueH KaKbBTO 1 Aia e Knacudu-
KaTop. To ce onpegens oT nocnefoBaTeNHOCTTA
Ha npepBapuTenHata o6pab6oTka, KOATO npe-
o6pasyBa pa3HOpoAHUTEe ayAuo AAHHU B eTu-
KeTupaHn AaHHU 3a KOHTpoOJMpaHOo obyuyeHue
[1], [2]. AprymeHTpame, Yye cneKTporpamara,
Men-cnekTporpamara i Men-4ecToTHUTe Ken-
ctpanHu Koedpuuymentn (MFCC), BKnwounTenHo
TexHute BpemeBM npousBogHu delta n delta-
delta koepunuymneHTn ca sawmTMnN Habnogaemm
BenuuunHn [4], [5], [17], [18]. CbweBpemeHHO
M3pu4YHO oT6enA3Bame akTyanHUA MeTO[ONOMM-
YyecKun fe6aT OTHOCHO KOHLIeHTPaunaTa Ha BUCO-
KOYeCTOTHU apTedaKTV, KONTO YC/IOXKHABa Ta3un
meTogonornyecka o6ocHoBka [4], [5].

Kntowosu oymu: punndeink ayano, KpUMnHanuc-
TUYEeH aHann3, NU3KYCTBEH VIHTeNeKT

[. BBBEJAEHUE

HacTtoAwoTo un3cneaBaHe pasrnexija KpuMKHa-
NINCTUYHATA NOCNeAO0BaTENHOCT Ha NpeABapuUTenHa
06paboTKka KaTo onpegensLwy, ¢akTop 3a foKasaTen-
CTBEHaTa BalMAHOCT.

LleHTpanHaTa Te3a Ha HacToALWaTta paboTa e, ye Jo-
MUHMPALLMNAT MEXaHN3bM Ha OTKa3 B Ta3n 0611acT He
ce Ob/HKN HenpeMeHHO Ha HeQOCTaTbyeH Kanayurtet
Ha mMoZena, a Ha BbBEXJAHETO Ha CMyLLaBaLm dak-
TOpW B €TanuTe Ha NpeaBapuTeHata obpaboTka [8],

KoctaguH AprupoB e pAOKTOpaHT KbM ,Bucwe
Yunnuwe no TenekomyHukauvm n Mown” - Codus,
yn. ,Akaa. Cre¢pan MnagenoB” 1, rp. Copmua 1700,
Bbarapus. E-mail: k.argirov@utp.bg.

[9], [10]. Mpn HenpaBUIHO NPOEKTMpPaHa Nocneno-
BaTe/IHOCT Ha npepdBapuTeNniHata obpaboTka moge-
BT MOXe CUCTEMATMYHO Aa YCBoABa apTedaKkT Ha
eKCnepuUMeHTanHuA grsanH. Hanpymep npogbixm-
TEIHOCT Ha 3anuca, TUM UAK NapameTpun Ha ayrmeH-
TaumATa, TeMOPOBU pPa3NUUUA MeXOy rNacoBeTe,
XapaKTePUCTMKM Ha KogupaHe, pecemnavpaHe nnu
KBaHTyBaHe, BMECTO NlaTeHTHWA LeNneBu MpU3HaK:
CUHTETUYHUA MPOU3XOA Ha PeyeBusa CUrHan, Kow-
TO € pefieBaHTEH 3a KPUMUHANUCTUYHKUA aHanus [7],
(8], [9], [12]. KnacudmKaTop, YNAaTo NPMBULHO BUCOKA
TOYHOCT MPOM3TUYa OT CMyLLaBaliy 3aBUCUMOCTY,
BHECEHWN upe3 npedBapuTeniHata o6paboTka mnm
CTPYKTypaTa Ha Habopa OT JaHHW, MMa HEN3BECTHA
onepaTuBHa YeCTOTa Ha rpeLlKa Npu peanHu oKas3a-
TencreeHu ayguosanucu [14], [15], [23]. Nopaawn ToBa
TakbB Mofen He Moxe fa Obfe pasrnexgpaH Kato
KPUMWHANNCTUYHO HafeXAeH WM [oKa3aTencrse-
HO [OMYCTVM €AUHCTBEHO Bb3 OCHOBA Ha OTYETEHU-
Te METPUKM BbPXY 0byUmnTesieH, BanngaLluoHeH nnm
TeCToB Habop oT BXoaHW aaHHu [14], [15], [23].

II. TIPEAN3BUKATEJICTBA
OOPMUPAIIN
KPUMUNHAJIMCTUYHATA
[NOCIIEAOBATEJIHOCT HA
I[TPEIBAPUTEJ/IHATA OGPABOTKA

A. KoHcmpyupaHe Ha knaca Ha cuHmemuyHume ay-
ouo3anucu

PaboTHaTa eBprCTMKa, Bb3MpmreTa OT MeH B Hay4HO-
TO M3cNefiBaHe, BbpPXy KOeTo paboTa, € MUHMMareH
npar ot 500 ayano3sanuca ¢ NpogbixuTenHocT =30
S 3a BCEKM KJac, KaTo MpenopbUUTENHUAT LEeNeBu
o6em e npubnusmtenHo 1000 3anuca Ha Knac. Kora-
TO HaJIMYHUAT aBTEHTMYEH MaTepuran He No3BOJIABa
AOCTUraHe Ha TO3M MUHMMAJIeH npar, Morat ga ce
NPWNOXaT TP OCHOBHW MOAXOAA, BCEKM OT KOMTO
BbBeX[a crneundryHa MeToaonornyecka ya3smmocT.
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Hal-cbllecTBeHMAT pUCK Bb3HMKBA, KOrato ayr-
MeHTaUMATa ce npunara acumeTpuyHo. Hanpumep
CaMo BbPXY KJlaca Ha CUMHTETUYHMTE unn dpanwmdu-
UMpaHuTe 3anucu C Len U3KYCTBEHO YBeNnYaBaHe
Ha HeroBusi obem. B To3u criyyaln onepaTop®bT UK
napameTpuTe Ha ayrmeHTauuMATa moraT Aa cTaHaTt
CUJTHO KOpenupaHu C eTuKeTa Ha Knaca [7], [8], [9]. B
pe3ynTaT ONTUMU3aLMOHHUAT NPOoLIeC MOXe Aa Ha-
coun Mofesia KbM ycBOABaHe Ha apTedakTu, Nopo-
LOEHV OT ayrMeHTauuATa, BMECTO KbM 0600Laemn
aKYCTUYHM NMPU3HAUWN Ha CUHTETUYHUSA MPOU3X0Z Ha
peyesus curHan [7], [8], [9].

BTopuAT nogxon e cermeHTMpaHeTo Ha Obaru 3a-
NMCKM B KPaTKM OTKbCU C efHaKBa MPOABIKUTEN-
HOCT, HanprMep No 3 s, C Lief yBeNiMyaBaHe Ha 6pos
Ha obyuuTenHuTe cermeHTU. To3mn nogxon obaue He
Cb3faBa HeMnpemMeHHO CTaTUCTUYECKM He3aBUCUMU
HabnogeHUs, Tbil KaTO MHOXECTBO CErMEHTM MoraTt
[la Npom3xoXaaT OT eAuH 1 Cblly MbPBMYEH 3anuc,
roBopuUTen, KaHan nnu cecus Ha 3anuc [11], [22]. Ako
pa3fensHeTo Ha JaHHUTE Ha obyuywnTeneH, Banuaa-
LUMOHEH N TeCTOB Habop He ce M3BbPLIM Ha HMBO
W3TOUYHMKOB 3aMnncC UIv roBopuTes], Bb3HMKBa PUCK
OT M3TnYaHe/npexBbpisaHe Ha UHGopMaLmAa Mexay
HabopwuTe [11], [22]. ToBa MOXKe Aa AoBee A0 Haaue-
HABaHe Ha o6o6llaBallaTa CNOCOOHOCT Ha mMoAena
1 LO NOBKLIEHA YeCcToTa Ha daniuvBy NMONOXKUTENTHM
KnacndurKkaumm npy peanHoTo My npunoxexuve [11],
[14], [15].

TpeTnaT n MeTofONOrMYecK KOHTPONMpyemM nog-
XO[ € LefieHacouYeHOTO KOHCTpYMpaHe Ha Kfaca Ha
CUHTETMYHMTE 3aNUCK Ype3 M3MOJM3BAHE HA TbProB-
ckun NN nnatpopmm 3a CUHTE3, KNOHMPAHE Unn npe-
obpasyBaHe Ha rnac, KaTto ElevenlLabs, Resemble.ai,
Speechify n gpyrn nnatdopmm ¢ pasnuuHa cTeneH
Ha TeXHONOrMYHa 3pAnocT. To3n noaxon Nno3BonsABsa
Cb3[aBaHe Ha No-rofAM 1 aTpMBYTHO KOHTPONMpaH
Kopnyc oT ¢panwundurLmpaHy ayano3anucu, npu Kom-
TO MOraT CUCTEMATMYHO Aia Ce 3anoKaT Aa Bapupat
peneBaHTHM GaKTOPW KaTo rOBOPUTES, TEKCTOBO Cb-
ObpXKaHue, EMOLMOHANHA eKCNPEeCMBHOCT, €3U1K, CKO-
POCT Ha rOBOPEHe, KauecTBO Ha CMHTe3a, popmaT Ha
KoampaHe 1 akycTnyHa cpega [1], [2], [21].

B Tabnuua 1 e NpeacTaBeHO CpaBHEHME Ha nnaT-
bopMU 3a CUHTE3 U KJTOHMPAHE Ha r1ac NPy N3rpax-
JaHe Ha dopeH3nyeH guinderik Kopnyc.

ColiecTseH n3sopg ot Tabnuua | e, ye nnatpopmara
C noaxopsLLo TeEXHNYECKo cboTBeTcTBME Resemble.
ai, CbrnacHo cobCTBEHUTE CU YCNOBMSA, € lopuanye-
CKM M3K/IOYEHA 33 pa3riexkgaHaTa oT MeH yrnoTpe-
6a, foKaTo NnaTpopmaTa, KOATO foNycKka 6bArapcku
e3uK Speechify, orpaHnyaBa T031 €31K A0 NO-MaNKo
peneBaHTHa CNPAMO Mofena Ha 3ansaxata mogan-
HocT. YcnoBusaTta Ha nnatpopmarta Resemble.ai He

no3eonABaT obyyeHne Ha MO MOZEN C U3XOOHUTE
JaHHW OT TexHuTe mogenu. Speechify HAMa TaknBa
OrpaHUYeHMA 1 e noaxoaalla npu NonoXKeHue, Ye
ce n3nonsea GYyHKLMOHANTHOCTTA 3@ YETEHE Ha TEKCT.

B. /'queHsupaHe, cveJiacue u usuckedaHe 3a ekcnpe-
CUBHA 8A/IUOHOCM CnpAmMo modesna Ha 3anjiaxama

OT NMUEH3MOHHO-NPaBHa rMefHa ToYKa M3Mon3-
BAHETO Ha reHepupaHn 13Xoau OT TbProBCKU CUC-
TEMM 3a CUHTE3 UK KJIOHMPaHe Ha rnac cnefsa Aa
6be oueHABAHO CNPAMO MPUNOXMMUTE YCNOBUA
3a Mon3BaHe, BKIOUNTENHO €BEHTYasHWN orpaHuye-
HUS BbPXY M3MNON3BAHETO Ha TE3M U3XOAM 3a O0Y-
yeHue, foobyyaBaHe WV BanuAuMpaHe Ha ApYyru
MOJENN C U3KYCTBEH UHTENEKT. AKO YyC/IOBUATA Ha
JafeHa nnatpopma 3abpaHABaAT M3MNON3BAHETO HA
reHepurpaHoOTO CbAbpPXKaHUe KaTo 0ByUnTeNHN AaH-
HK 3a apyrn U mogenun, Tasm nnatdopma crnepsa
Ja 6bfe U3KJIIYEeHa KaTo U3TOYHUK 3a M3rpaXxaaHe
Ha Kopnyca, HE3aBUCKMO OT HelHaTa eKCNpecrBHa
NPUrogHOCT.

Speechify He BbBeXxJa ekBMBaneHTHa obula 3a-
6paHa B pasrnexpaHua TYK CMUCHA, HO OyHK-
LMOHANHaTa N NPUIOXMMOCT 3a 6bIrapckn e3nkK
TpAGBa Aa ce npeueHABa BHUMaTenHo. HannyHa-
Ta [OKYMEHTauuMA pasrpaHnuyaBa noaapbxkaTa
Ha e3MUM 3a CUHTE3 Ha pey OT Bb3MOXKHOCTMTE 3a
KNOHMpPaHe Ha rnac; 6bArapCckUAT e NOCoYEH KaTo
npeacToAllo noaabpKaH e3nk 3a Text-to-Speech
API, pokaTto npmn KNOHMPaHETO Ha rnac He ca no-
COYEHU e3MKOBW OrpaHnyeHns. ToBa 03Ha4yaBa, ye
nnatdopmata Moxe fa 6bae peneBaHTHa 3a cue-
HapWUK Ha r1acoBO KJIOHUPAHE, HO HE HeMPEeMEHHO
3a MbJ/IHOLEHEH, aTPUOYTHO yrnpaBfiAeM reHepaTu-
BEH CUHTE3 Ha 6bnrapcka peu.

B TO31 KOHTEKCT NOAXOAAMAT U3TOUHUK Ha faHHK
3a KJflaca Ha CUHTETUYHUTE UK danwmndnumpaHnTe
ayanosanncu e eKCrnpecrBHOTO FeHepupaHe upes
npeaBapuUTeNHO NIMUEH3UPaHW 1acoBn npodunn
WV SPYr MPABHO JOMNYCTUMU U3TOYHULN, NPU KOW-
TO Ca U3PUYHO YpedeHn npaBaTta 3a M3Nosi3BaHe Ha
reHepupaHute obpasuu B gpyr obyunTeneH Kopnyc.
ToBa e BanuaHo Npu ycnoBue, ye NosTyYeHNAT Kopryc
ce 13non3ea 3a obyuyeHne Ha obLy AeTEKTOP Ha CUH-
TETUYHa pey, a He Ha AeTeKTop, cneunduyeH 3a KoH-
KpeTeH rosoputen [1], [3], [15], [16]. Pa3srpaHnyeHmne-
TO MeXJY YHMBEPCAIHO OTKPUBAHE Ha CMHTETUYEH
npousxog 1 ropoputen-cneunduyHa sepudunkauma
€ MEeTOfAONIOrMYEeCcKN CblUeCTBEHO, Tbil KaTo ABaTa
pexunma npeanonarat pasfnyHu LeneBn npusHauu,
pPasnnUYHN PUCKOBE OT CMYLLABALLM 3aBMCUMOCTY 1
pas3nuyHa WHTEPMpeTauus Ha AoKasaTesiCTBeHaTa
CTOMHOCT Ha mogena [1], [3], [15], [16].
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C. OepaHuyeHus 8wvpxy emukemupaHus Habop 3a
KOHMPOoUpaHo oby4eHue - KOHMPOs Ha 8pemesama
O0B/IXKUHA U K/1aC08 6a1aHc

[MbpBOTO OrpaHMyeHre e KOHTPONBT BbpPXY Bpe-
MeBaTa [Ab/KMHA Ha BXOOHWUTE ayAMOCErMeHTW.
MNpuBeXxJaHeTO Ha BCUMYUKM 3anycy 10 efHAKBa Npo-
OBMKUTENHOCT B CEKYHAW MPeMaxBa MpPOAbIIKU-
TE/IHOCTTa KaTo MOTeHUManHa cTeneH Ha cBobopa,
KOATO MopensT 61 MOrbn Aa M3rnonsea Kato npo-
KCU-NPKM3HaK 3a pa3rpaHnyaBaHe Ha Knacoserte [8],
[9], [10]. ToBa HamansBa puUcka KnacupukaTopsT Aa
ycBoU apTedakTu Ha KOPMNYCHUA UM eKCNepUMEH-
TaNHUA fM3aliH BMECTO aKyCTUUYHU MapKepw, CBbp-
3aHM CbC CUHTETUYHMA MPOU3XOM Ha PeyYeBUnA CUr-
Han [8], [9], [10].

BTropoTo orpaHuyeHne e NogabpPKaHETO Ha Kna-
coB 6anaHc. bpoAaT Ha o6pa3unTe B Kraca Ha CUH-
TETUYHUTE ayamo3anucu TpAabsa da 6bvae npmbnu-
3UTENIHO PaBeH Ha 6pos Ha 0bpa3uuTe B Kiaca Ha
aBTeHTMYHUTe 3anucu. banaHcupaHeTo moxe fa
ce NocTurHe ypes fobaBAHe Ha aBTEHTUYHU 3anu-
CW, Ype3 NpaBHO U METOLOMOrMYECKN OOMYCTUMO
reHepupaHe Ha CUHTETUYHUN 0BpasLM UK Ypes cu-
METPUYHA ayrMeHTaLMA, NMPUSIOKEHa CbNOCTaBUMO
KbM ABaTa Knaca. To He TpabBa fa ce nocTura ypes
acMMeTpuUyHa ayrmeHTauma nan gpyra egHocTpaH-
Ha npepBapuTenHa obpaboTka camo Ha eauHUA
Knag, 3al0To B TaKbB C/lyyali camaTa TpaHchopma-
LMs MOXe Jia CTaHe CUITHO KOpenvpaHa ¢ KNacoBus
eTUKeT 1 aa Obhe yCBOEHa OT MOAena Kato Auc-
KPUMMHATMBEH, HO HeBanugeH npusHak [7], [8], [9].

TasnnuA |
CPABHUTEJTHA TAB/IMLIA HA TTIATOOPMU 3A CUHTE3 U KITOHWPAHE HA TTIAC MPY U3MPAXAHE HA OOPEH3VYEH AVMMNOENK KOPMYC

Mnatdpopma OcHoBHa Knoun- ExcnpecuBen MHoroesnuen Mo3unuma B MpurogHoct 3a
MofanHocT paHe Ha reHepaTuBeH o6xsar (Bkn. ycnosuaTa (dopeHsmnyeH Kopnyc
rmac KOHTpon 6barapckn) 3a non3BaHe
(uHTOHaLMA, OTHOCHO
emouus, obyyeHue Ha
MHTEPaKTUBHOCT) uyxn MU
ElevenLabs [eHepatu- Jla Bucok (npocognuen n | Lnpoko OrpaHnuutenya. Bucoka goctoBepHocT;
BeH TTS + adeKTMBEH KOHTpON; MHOr0€31YHO W31ckBa 0Ka3BaHe | CMITHO CbOTBETCTBIE C
KNOHUpaHe NpoeKTMpaH 3a noKputue Ha peanHa IMYHOCT | MOJENa Ha 3annaxata,
eKCnpecuBeH CuHTe3) W I0PUANYECKOTO il | aKo N3BPaHNAT NuLeH3
cbraacue. no3BoNABa.
Resemble.ai [eHepatu- Jla Bucox MHoroe3nyeH 3abpaHsBa TexHuueckn cunua,
BeH TTS + 13M0N3BaHeTo HO HOpUAMYEeCKI
KNOHMpaHe + Ha reHepupaHo W3KNIoyeHa 3a
API ayawo 3a obyuenne | obyueHue Ha apyru N
Ha fipyru U mogenu.
mozenu (CbrnacHo
ycnosuaTa i)
Speechify TTS yeTeHe n Ja OrpaHuyeH 3a HAKoW bbarapckuar e He e u3puuno M3non3Baema 3a
AOCTBNHOCT e3num HanuueH camo 3abpaHeHo HeyTpanHa bbnrapcka
33 KNOHMpaHe, (cbrnacHo npoyeTeHa pey; cnaba
yeTeHe Ha TeKCT, He | ycnoBuaTa) NHTEPAKTUBHOC;
11 3a TeHepupaHe, CbOTBETCTBME C MOZENA
yNpaBnABaHo upe3 Ha 3annaxarta.
onucaHue unu
n3pas
Nlpyru cuctemu lpomeHnnBa lpome- [TpomeHnus lpomeHnus Kato usano [o-manko topuanyecku
(oTBOpEHM NMBO paspelunTenHa OrpaHuyeHus;
aKafieM1uHK (oTBOpEHN LOCTOBEPHOCTTA U
BOKOZepW, MOAENH NNLeH3m) NoAApbXKaTa Ha
COTBOPEHM Terna) GbArapckn CUHo
Bapupar.

D. 3amecmeaHe cwc cypozameH 2080pumen u puck 3a
8a/1UGHOCMMA HA KOHCMpYKMa

CbuectBeH npobnem 3a KpMMMUHaANUCTUYHATA U
KOHCTPYKTHaTa Ba/IMGHOCT Bb3HUKBA B ClyyauTe,
KOraTo NMMcBaT aBTEHTUYHM 3aMnUCK Ha LieneBusa ro-
BOPUTES], YNTO rNac e 0OeKT Ha KJIOHMpaHe, Npeo-

6pasyBaHe NN cMHTETMYHA umuTaums [1], [3], [15],
[16]. KaTo cmeKuaBalla MApKa MOXe fia ce NpeasioxKmn
NnomMbJiBaHe Ha Knaca Ha aBTEHTUYHMTe 0b6pa3um CbC
3anmcK Ha cyporaTHu rosoputenu. Te Tpabea aa ca
noabpaHy No cxofHW aemMorpadckm 1 aKyCTUYHU Xa-
PaKTEPUCTUKM KaTo MOJ, Bb3pacT, OCHOBHA YeCToTa,
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roBopeH AuanasoH, TeMbpoB npodun 1 B cyyan, ye
€ Bb3MOKHO MO CXOAHMW YCNOoBMA Ha 3anuc [16], [22].

Tasn cTpaterna obauye BbBEXAA BUCOK PUCK OT
00bpKBaHE MeXOy LENeBuA NlaTEHTEH MPU3HAK WU
WAEHTUYHOCTTa Ha rooputens [11], [16], [22]. OyHK-
uMATa Ha 3aryba onTMmU3mpa pasgennumocTtTa mexay
3aflafileHunTe KNnacoBe, HO He Hanara NPUYNHHO, CeMaH-
TUYHO UNK GOPEH3MYHO OrpaHNYeHre BbPXY Npr3Ha-
LuTe, KOUTO MOAENbT U3N0JI3Ba 3a MOCTUraHe Ha Tasu
pasgenumoct [8], [9], [10]. CnegoBaTenHo MogenbT
He e NpVHyJeH Ja YCBOW OC MbpBa NpeAcTaBnABalLa
aBTEHTUYEH CpeLly CMHTETUYEH NPOM3XOL Ha peye-
BMWA CMrHan, ako OC BTOpa NpefAcTaBABalLa pasnuume
MeXJYy rOBOPUTENCKUTE WAEHTUYHOCTW, OCUTypsBa
rno-fecHa, No-CTabuiHa UK CTaTUCTUYECKU NO-CUSTHA
KnacudukaumoHHa rpaHuua [8], [9], [11].

Mpun TakaBa CTpPyKTypa Ha fHdaHHUTe Knacndurka-
TOPBT MOXe Ja ycBou crneunduyHn 3a roBoputens
TemM6pPOBU, NPOCOANYHM, APTUKYNALMOHHNY, KaHaTHK
WM KOPMYCHW XapaKTepUCTuKK, BMecTo 0606La-
€M/ aKyCTMYHM MapKepu Ha CMHTeTUYHaTa peu [11],
[16], [22]. B pe3yntaT Mmogenbt Moxe ¢pakTnyeckun aa
$YHKUMOHMPA KaTo MMMANLUMTHA C1UCTeMa 3a Pa3nos-
HaBaHe, pa3rpaHu1yaBaHe Uy BepndmrKaLmna Ha roBo-
puTenu, makap Aa e npeAcTaBeH KaTo AeTeKTOp Ha aB-
TEHTUYHOCT UK CUHTETUYEH nNpousxog [11], [16], [22].

MeTogonornyeckn KOpPeKTHOTO 3aK/luyeHune e,
ye 3aMeCTBaHEeTO CbC CyporaTeH roBopuTen TpaH-
cbopmmpa nbpBOHayanHaTa roBopuTen-cneuu-
dunyHa 3ajava 3a NpoBepka Ha aBTEHTUYHOCTTA B
no-o6ua 3agaya 3a OTKpMBaAHE Ha CUHTETUYHA peu,
B 3abnyxJaBallla TakaBa OT MAEHTUYHOCTTA Ha ro-
Boputena [11], [15], [16]. Mopagn ToBa BCAKO Kpu-
MVHANIMUCTUYHO 3aK/lOUeHne, OCHOBAHO Ha TaKbB
mogen, cneaga Aa 6bae CTPOro orpaHnyeHo no o6-
XBaT U NPUAPY>KEHO OT U3PUYHMN YTOBOPKN OTHOCHO
BaNMAHOCTTa Ha KOHCTPYKTa, 0606L1aeMoCTTa, one-
paTuBHaTa YyecToTa Ha rpellkarta 1 gokasartencrse-
HaTa CTOMHOCT Ha pe3ynTarta [14], [15], [23].

E. llpedcmassaHe HA cueHana u Habaoaemocm Ha
apmegakmume om cuHme3sa

HapexaHOTO KPMMMHANNCTUYHO pa3rpaHnyYaBaHe
MeXKAy aBTEeHTUYHA U CUHTETUYHA pey 3aBUCK B 3Ha-
ynTesiHa cTeneH OT n3bopa Ha NPU3HAKOBO MNpea-
CTaBAHe Ha curHana [2], [4], [5]. KntouoBumAT meTogo-
NOTMYEeCKN BbMNPOC € Aann ToBa NpefCTaBAHE NpaBu
apTedaKkTuTe OT CUHTE3a Habnogaemu, UIMepPUMn 1
N3M0f3BaeMN KaTo AUCKPUMUHATUBHW MpU3HauUm
3a KnacudukaTopa [4], [5], [17], [18]. B T031 cMUCHN
NpeACTaBAHETO Ha CMrHana He e HeyTpaneH TEXHU-
yecku 136op, a onpegens Kov acnekT Ha pevyeBus
CWTHan cTaBaT 4OCTbMHU 32 MoJesa U KOW NOTEHLN-
anHo ce ry6at unun mackupar [4], [5], [12].

AyomocurHansT Moxe fa 6bae npefctaBeH upes
HAKOJIKO OCHOBHU CeMEWCTBa Npu3HaLyW: BpemMeBu
npeacTaBAHMA Ha Bb/HOBaTa $opMa, CNeKTpasHu
N BPEMEBO-YECTOTHU NPEeACTaBAHMA, KaKTO U Mpo-
N3BOAHW MPY3HAKOBY MPOCTPAHCTBA, BKIIOUNTENHO
MEN-CNeKTPorpamu, Mef-4ecToTHU KENCTPanHu Ko-
eprUMeHTH, TeEXHTE BPEeMEBU NPOU3BOAHN U Hay-
yeHu BrpageHu T.e. embedding-npepcTaBaHua [2],
[17], [18]. Bcako oT Te3m npeacTaBAHUA eKCMOHMpa
pPa3nnyeH acnekT Ha CUrHana M CbOTBETHO pasnu-
yeH KNac noteHumnanHu aptedaktn [4], [5], [17], [18].

KpumnHanuctnyHata yA3BMMOCT Mpom3Thya OT
baKTa, Ue He BCMUKM NpedcTaBAHUSA 3amna3BaT 4oCTa-
TbYHO CTabunHa 1 MHTeprpeTMpyema apTedakTHa
cTpykTypa [4], [5], [12]. YacT oT npu3Hauute morat
fa 6baat cnabo UyBCTBUTENIHW KbM CUHTETUYHUA
npousxof, NPeKoMepHO 3aBUCMMUK OT FOBOPUTENA,
KaHana unv Kogeka, unu nofgatnmey Ha MacKmpaHe
ypes KoMnpecua, peceMninpaHe, ¢puntpayus, Lwy-
MOMOTUCKaHE, ayrMeHTaLUmMa UM NOBTOPEH CUHTE3
[71, [12], [19], [20]. Mopaan ToBa N36OPBT Ha Nped-
CTaBAHe TpAbOBa Aa ce oueHABa He caMo MO Khacu-
durKaumMoHHaTa TOUHOCT, a U MO HeroeaTa yCToNuu-
BOCT, HTepnpeTnpyemocT 1 0606LaemMocT Cnpsamo
moferna Ha 3annaxara [2], [4], [5].

HabniogaemocTTa Ha annngenk aptedakTute cno-
pel NpeacTaBAHETO Ha CUrHana, CTerneHyBaHa KaTto
HEBb3MOXHO, YaCTUYHO UM CUTYPHO [OKa3BaHe e
npeactaBeHa B Tabnuua 2.

CnekTporpamata e eqHO OT Hal-MeTOA40NIOrMYeCKm
3aLUNTUMMTE MPAKTUYECKN MPUITOXKUMU NPeacTaBs-
HWA Ha peyeBunA curHan [4], [17]. Ta pa3kpuBa Bpe-
MEBO-YeCTOTHOTO pa3npefesieHne Ha eHepruATta u
Nno3BofifBa aHaNnM3 Ha XapMOHWYHaTa CTPYKTYpa,
dbopmaHTHMUTE 06nacT, LWYMOBUTE KOMMOHEHTH,
npexoaute mexay poHemu, BUCOKOUECTOTHUTE ap-
TedaKT! N NOKANHNTE CreKTpanHU aHOManumu, Kou-
TO MoraT Aa 6baaT CBbp3aHN CbC CMHTETUYEH NPO-
n3xop [4], [17], [18]. MMopaam ToBa cnekTporpamaTa e
LUIMPOKO M3MN0JI3BaHa KaTo OCHOBA 3a M3BJ/IMYaHE Ha
aKyCTUYHM NPU3HaLM NpuW 3ajayun 3a OTKpUBaAHE Ha
CUHTETMYHA peuy [2], [4].

CneKkTporpamaTa He cnefiBa fa ce TpeTMpa KaTo
MHPOPMALNOHHO MBJIHO UM CAMOAOCTaTbYHO [10-
Ka3aTencTBeHo npeactasaHe [4], [5]. Ta npasm onpe-
neneHu apTedakTn Habnogaemm, HO He rapaHTLpa,
ye Te We 6GbAaT M3BNEYEHN, 3aMa3eHn 1 U3MNon3Ba-
HU OT KnacudurkaTopa MO KPUMMHANMCTUYHO Ba-
nuaeH HauuH [4], [5], [14], [15]. PewaBawmAaT etan e
Nnocsie4BaLLOTO U3BAIMYAHE HA NPM3HALW, Hanpumep
CNeKTpanH1 CTaTUCTUKKW, MeN-CneKTpanHu Npu3Ha-
UK, KenctpanHu koeduumeHTn, delta n delta-delta
NPOU3BOAHW WM NTOKANHN BPEMEBO-YECTOTHU fe-
ckpuntopwm [4], [5], [18].
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TasnvuA Il
HABMIOOAEMOCT HA AUIMN®ENK APTEGAKTUTE CMOPE[ MPEACTABAHETO HA CUTHAA, CTEMEHYBAHA KATO HEBb3MOXHO,
YACTUYHO U CUTYPHO [IOKA3BAHE

lpencTasaHe O6nact Oopma Habniogaemoct Ha Onpenensawo o6ocHoBaBaHe

aptedakTute

Dnckpetrn PCM otuetn | Bpeme EnHomepeH uncnos | HeBb3moxHO Jluncea nHTepnpeTUpyema oT YoBeka GopeH3nyHa
MoTOK CTPYKTYpa; apTedakTuTe He Ca HUTO NIOKANM3NPaHK,

HUTO YeTUMMU.

BbnHosa dopma Bpeme [iBymepHa (Bpeme X | HeBb3MOXHO PaskpuBa camo rpy6u mMoHTaxu 1 06BUBKa; be3
amnauTyaa) (npakTnyeckw) CNeKTpaneH 0TNeyaTbK.

AmnnnTyaeH cnekTbp Yecrora JIBymepeH cTatuyen | YactuuHo Ynasa cnekTpaneH gucbanac, Ho ocpeHABaA U

3aN1yaBa BpemeBaTa MHaMuKa.

(a30B (nekTbP Yecrora [JlBymepeH cTatuuen | YactuuHo (a30BaTa HEKOXepeHTHOCT € MHGOPMATUBHA, HO

HeyeTVMa 1 HenoKanu3npaHa BbB BpemeTo.

CnekTbp Ha MowHocTTa | YecToTa liBymepeH cTatnueH | YactuuHo (amo pasnpefieneHue Ha eHeprinATa; NpexoaHuTe

apTe(aKTI Ce 0CpeSHABaT.

CnekTporpama (STFT) Bpeme-uectoTa [JlBymepHo CurypHo (bBMeCTHa BpeMeB0-4eCTOTHa NOKanu3aLns;
n3obpaxeHue/ pa3KpuBa BOKOLEPHI TEKCTYpH; 06LLONPHET BXOA
matpuua 33 OTKpMBaHe.

(kanorpama (yeiinet) | Bpeme-uectoTa JlBymepHo YactuuHo lpeBb3X0XAaLLa BpeMeBa 1oKann3aLua npu
n3o6paxeHue (noTeHuManHo BICOKMUTE YeCToTH, HO NO-ManKo CTaHAapTU3NpaHa

CUrypHo) 1 Banuampaa.

MmeHHO TO31 eTan onpepena ganu Habniogaemute
apTedaktu ce TpaHCHOPMMPAT B YACIIOBO NpeacTa-
BAHE, KOETO e onpefensalo 3a CUHTETUYHMA NPOUn3-
X0fi, yCTOMUMBO Ha NpUKprBaHe 1 0606Lwaemo Bbp-
Xy peanHu aygumo3sanucu [4], [5], [7], [20].

F. Mapamempu3ayus Ha npusHayume - cnekmpo-
2pAMHA Mampuya u mesi-4eCmommHu KencmpasiHu
KoeguuyueHmu

Mpu n3rpaxpaHeTo Ha KnacudurKaTop 3a pasrpa-
HUYaBaHe MeXay aBTEHTUYHA U CUHTETMYHA pey
MoraT fla ce M3MoN3BaT ABe OCHOBHU KilacUyecku
cTpaTeruu 3a napameTpmsauna Ha curHana [2], [4].

lMbpBaTa cTpaTerya 3anasBa BpemeBO-4ecToTHaTa
CTPYKTYpa Ha CnekTporpamata 1 A npeactaBsa KaTto
ABYMepHa MaTpuua WM TeH30p OT aMMIUTYOHW,
€HEPrumHN UK NOr-eHeprnnHn ctomHoctn [17]. B
Tasy MaTpuUa pefoBeTe CbOTBETCTBAT Ha YECTOTHU
OUHOBE, a KONOHUTE Ha MOC/efoBaTeNIHN Bpeme-
B/ Kagpw, NosiyyeHn upes KpaTkoBpemeHeH Qy-
pue-npeobpasysay aHanu3 [17]. MNpu nsnon3saHe
Ha norapuTMMYHa aMNINTyAHa CKana CTOMHOCTUTE
yecTo ce nspasseaT B aeumbenn [17].

ToBa npepncTaBaAHe CbxpaHABa JloOKanHaTa Bpeme-
BO-YECTOTHA OpraHM3auus Ha CuMrHana u e ocobe-
HO MOAXOAALIO 3a KOHBOJIOLNOHHN apXUTEKTYpPU,
KOUTO MOraT Aa W3BAMYaT NOKanHW CNeKTpasHu 1
TemnopanHu cTpyktypu [10], [17]. B To3mn cnyuain
cnekTporpamara He TpAbBa fa ce pas3bupa nNpocTo
KaTo ,M3006pakeHne Ha eHepruaTa’, a Kato YMCioBo
BPEMEBO-YEeCTOTHO MNpefcTaBAHe, B KOETO MOTEH-

unanHuTe aptedakTn OT CUHTE3a MOraT fia ce Nnpo-
ABAT KaTo aHOMannnM B XapMOHMYHaTa CTPYKTYpa,
dbopmaHTHMUTE 06nacT, LWYMOBUTE KOMMOHEHTH,
BMICOKOYECTOTHMA CNEKTbP UAN NPEXOAUTE MeXay
¢doHemn [4], [17],[18].

Bropata cTpaTterva n3non3ea Men-4ecToTHU Ken-
cTpanHu KoeduumeHtn (Mel-Frequency Cepstral
Coefficients, MFCC). MFCC npepcTaBnsBaT KOM-
nakTHa KencTpasnHa napameTpu3alumsa Ha cnekTpan-
HaTa 06BMBKa Ha peueBusa curHan [4], [16], [18]. Te
ce M3BNMYaT OT KPAaTKOBPEMEHHUA CNeKTbp 4ypes
npunaraHe Ha mel-puntobpHa 6aHKa, norapuTMu-
3UpaHe Ha eHepru1MTe BbB GUATPUTE N AUCKPETHA
KOCMHYCHa TpaHcpopmauma [16], [18]. Mo To3m Ha-
UVMH CneKkTpanHata UHpopmauua ce NpoekTupa B
NMO-HUCKOPA3MeEPHO KeNcTPanHO MPOCTPAHCTBO,
KOETO 3ara3Ba OCHOBHU XapaKTePUCTUKU Ha TEM-
6bpa 1 cnekTpanHata popma, HO pegyumnpa 4acT ot
W3N1IIHAaTa WM CUAHO KopenupaHa uHpopmauuma
[16], [18].

MonyyeHata MFCC maTtpuua nma koebuuymeHTr no
eflHaTa OC 1 BpemMeBM Kagpw no gpyrata [16], [18].
B 3aBMCMMOCT OT KOHBEHLUATa MoraT fia ce U3nons-
BaT Hanpumep MFCCo—-MFCC,o nnn MFCC-MFCGC,y,
[16], [18]. HyneBuAT KoepurLMEHT, KOraTo ce 3anas-
Ba, YecTto Hocu nHbopmaumaA 3a obuiata nor-eHep-
rMA Ha Kagbpa, [OKATO HUCKNUTE HeHyneBu Koedu-
LMeHTU onnceart rpybaTta cnekTpanHa ob6susKa [16],
[18]. No-BncokuTe KoedbnUNeHTH oTpassaBaT no-pu-
HW Bapuauun B CNeKTpanHaTta CTPYKTypa, HO MmoraT
Aa 6baaT 1 No-YyBCTBUTENHU KbM LUYM, KaHa/THW Xa-
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PaKTEPUCTUKM N NapaMeTpu Ha npepBapuTenHaTta
obpabotka [4], [16], [18].

BpemeBata pesontouna Ha MFCC npepcraBaHeTo
ce onpepend OT Ab/KUHATA Ha aHanM3alUMOHHUA
npo3opeL, U CTbMKaTa Mexay nocsiefoBaTenHuTe
npo3opuu [17], [18]. Hanpumep npo3opew ot 1024
oTyeTa Npu 4YectoTa Ha AUckpetusauma 44,1 kHz
CbOTBETCTBA Ha nMpubnusntenHo 23,2 ms. B peue-
BaTa 06paboTKa YecTo Ce M3Mon3BaT NPo3opuUn oT
nopAgbka Ha 20-25 ms cbc cTbnka okono 10 ms,
HO Te3u NnapameTpu cnegsa aa 6bgat n3bpaHn n go-
KYMEHTMpPaHN B CbOTBETCTBME C KOpMyca, Mmogena
Ha 3ansaxaTa W ueneBaTa BpeMeBa pe30oouna Ha
aHanusa [17], [18].

QopeH3nyHaTa aprymeHTauma B nonsa Ha MFCC
He TpsA6Ba Aa ce popmynmpa KaTo TBbPAEHNE, Ye Te
Ca eAHO3HAYHO HaM-TOYHMAT UHCTPYMEHT 3a OTKpU-
BaHe Ha deepfake ayawmo [4], [5]. Mo-TouHO e pa ce
T8bpan, Ye MFCC ca nHTepnpetmpyema, Bb3npomns-
BOJMMa, KOMMAKTHA U LUMPOKO YTBbPAEHA Krnacnye-
CKa MapameTpu3auna Ha peuyeBna curHan [4], [16],
[18]. Te3an cBOViCTBa M NPaBAT 0COH6EHO NoaxoAALn
3a eKcnepTHO 06ACHeHMe Ha pe3ynTaTtuTe 1 3a 3a-
WMTa HA MeTogonoruATa B CbaebeH N KpumMmHa-
NINCTNYEH KOHTeKCT [14], [15], [16].

CneposatenHo MFCC cnegBa pa ce pasrnexpart
He KaTO efHO3HaYyHO HaM-TOYHMA UHCTPYMEHT 3a
OTKpMBaHE Ha CMHTETMYHA pey, a KaTo efHa oT
Har-uHTepNpeTupyemmnTe, Bb3npon3BoammMm 1 Kpu-
MUHANUCTUYHO 3aLWMUTUMK KITacUYeCKN NapameTpu-
3auumn [4], [5], [16]. TaxHAaTa OCHOBHA CTOMHOCT €, Ye
no3BosiABaT MEeTOAONOMMYeCcK! MNpo3payHo oboc-
HOBaBaHe Ha EKCMEePTHOTO 3aK/lOYeHUe, BKIIOUU-
TeNHO B CbAebeH KOHTEKCT, Npu YCNIOBUE, Ye LanaTta
nocsiefoBaTENHOCT Ha NpefABapuUTenHaTta o6paboT-
Ka, U3BNMYaHE Ha NpU3HaLM 1 OLieHKa Ha Mogena e
HaQIeXXHO KOHTpONupaHa 1 AOKYMeHTMpaHa [14],
[15], [16].

G. [JocmosepHocm Ha npudobusaHemo - ¢halisios
¢opmam, bumoesa 0s1604UHA U KBAHMYBAHE

[locToBepHOCTTa Ha NpPUAOOUBAHETO € KPpUTUYHA
npeanocTaBka 3a BanugHo obyyeHre Ha Mofaen 3a
pa3rpaHuyaBaHe MeXay aBTEHTUYHA N CUHTETUYHA
peu [14], [15], [23]. HuTO egnH anropuTbm 3a U3-
B/IMYAHE Ha NPM3HaLM He MOXEe HageXAHo Aa Bb3-
CTaHOBW HWUCKOEHepruiiHa creKkTpanHa WnuM Bpe-
MeBO-YeCTOTHa MHPOpPMaALNSA, KOATO Beye e 6una
Heob6paTMo 3arybeHa BcneacTsue Ha rpybo KBaH-
TyBaHe, NepuUenTUBHO KOAMpaHe CbC 3arybu unm
arpecrBHa npeaBaputenHa obpabotka [12], [13].
CnepoBatenHo GOPMaTHT Ha CbXPAaHEHUE HE € Hey-
TPaneH TEXHNYECKM AeTalsl, @ YacT OT KPUMUHANNC-
TWUYHaTa MOC/IefOBATENHOCT Ha NpeaBapuTesiHaTa

06paboTKa, KOATO onpefens Kou NoTeHUManHu ap-
TedaKTn OT CMHTEe3a ocTaBaT Habnogaemu [12], [13],
[19], [20].

3a m3rpaxpgaHe Ha obyuuteneH Kopnyc e npeno-
pbUNTENHO BXOAHWUTE 3anmMcK Aa Cce CbXpaHABaT B
nuHeeH PCM ¢opmat 6e3 3ary6u, Hanpumep WAV/
PCM, ¢ ACHO AOKYMeHTMpaHN napameTpu Ha YecTo-
Ta Ha guCcKpeTusauus, butosa AbaboUnHa 1 KaHas-
HocT [13], [14], [15]. MepuenTnBHUTE KOAELUUN CbC
3ary6u, kato MP3 1 AAC, n3non3Beat nNcrMxoakycTuy-
HO MofenupaHe 1 MoraTt Ja npemaxsart, u3rnax<aaT
Uy npepasnpenenAaT KOMMOHEHTM Ha CuUrHana,
KOUTO Ce OLeHABAT KaTo clabo Bb3npuemaemu ot
yosewkua cnyx [12], [13]. B KOHTeKCTa Ha MaluMHeH
dopeH3snyeH aHanu3 obaye MMEHHO YacT OT Te3u
HUCKOEHEPrMinHN KOMIMOHEHTN MOXKe Aa CbAbpXa
OVCKPUMUHATUBHW NpPU3HaUM 3a CUHTETUYEH Npo-
u3xog [4], [12], [19], [20].

PeneBaHTHMTE AMArHOCTUYHM NPU3HaAUW He crel-
Ba [a Ce OrpaHWYyaBaT €OWHCTBEHO [0 BUCOKO-
YyecToTHUA Auanas3oH [4]. Te morat ga BKouBaT
BMCOKOYECTOTHMN OCTaTbUW, NIOKANIHN CNeKTpaHu
aHOManuy, LWYMOBM KOMMOHEHTWN, HeeCcTeCTBEHU
GOPMaHTHM Npexoaur, NPOMEHN B XapMOHMYHaTa
CTPYKTYpa, apTedakTn OT BOKoAep WM HEBPOHEH
CUHTE3, KaKTO U MUKPOAMHAMMNYHN OCOBEHOCTU B
KpaTKOBpPEeMeHHaTa crneKkTpanHa ob6suBka [4], [5],
[19]. KomnpecuaTa cbc 3arybm moxe fa mMackupa
Te3n CTPYKTypu wUnM fa BbBede HOBU KOAEKOBU
apTedaKkTu, KOUTO He MPOM3TUYAT OT CMHTE3a, a OT
¢dopmata Ha KogupaHe [12], [19], [20].

ToBa cb3gaBa MeTOAONOrMYECKU PUCK, KOrarto
dopmaTbT Mnm NapameTpuTe Ha KOMMNpecKsa He ca
6anaHcnpaHn mexay knacosete [7], [8], [12]. Ako
aBTEHTUYHUTE 3annCn ca CbxpaHeHu kato WAV/
PCM, a cnHTeTMYHUTEe — KaTto MP3, unn ako Kna-
COBETe Ce pa3finyaBaTt Mo OMTPENT, KOAEK, YecToTa
Ha ANCKpeTu3auma nin NCTopusa Ha nNpexkoanpaxe,
MOAENDBT MOXe A1a YCBOU KOAEKOBM 1 KaHanHu apTe-
baKTn KaTo NPOKCU-NPU3HALM 3a KNacoBUA eTUKeT
[8], [12], [19], [20]. B TakbB Ccnyvan BucoKaTa Knacu-
¢dMKaUMOHHA TOYHOCT 61 OTpassBana CMyllaBallya
3aBUCUMOCT B KOPMYCa, a He BaJINAHO OTKPMBaHE Ha
cuMHTeTnyeH npownsxon [8], [9], [14], [15].

BbutoBaTa Abn6oUMHa onpenena 6pos Ha ANCKpeT-
HUTE aMMAUTYAHU HUBA U CbOTBETHO aMMIMTyHaTa
pe3ontouna Ha umébposua curHan [13]. B ngeanu-
3UpaH MOAEN Ha PABHOMEPHO KBAHTYBaHE BCEKU
JonbfiHUTENEeH 6UT HaManABa LWyMa OT KBaHTYBaHe
npuobnmsutenHo ¢ 6 dB [13]. MpakTnyeckn ToBa 03-
HauaBa, Ye No-BMCoKaTa 6uToBa AbNO6OUNHA pa3LLK-
psABa 1U3non3eBaeMusa AMHaMUYeH AnanasoH, B KONTO
HUCKOEHEPINAHWTE AUArHOCTUYHM NPU3HaLM MoraT
[a OCTaHaT Haj npara Ha KBaHTaUMOHHUA wym [13].
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ToBa He 03HauyaBa, ye 24-6UTOBMAT UNKN 32-6MTO-
BUAT 3aMNnC CbabprKa noeyve aptedakTn OT CUHTE-
3a B abCOsIIOTEH CMUCHJI. [TO-TOUHO € fa Ce Kaxe, ue
no-Brcokata 6UToBa AbJOOYMHA HamanABa pUCKa
bUHUTE Mpur3Haun ga 6bhaT CKpUTK OT Liyma OT
kBaHTyBaHe [13]. O6paTtHo, npu 8-61TOBO KOAMpPaHe
BVICOKMAT KBAaHTALWOHEH LUYM U OFPaHUYEHNAT au-
HaMuYeH AnanasoH MoraTt fa NOTUCHAT HUCKOeHep-
TMIAHW CMIEKTPaNHU 1 KeNCTPasIH PasNnyms, KOeTo
NpaBv OTKPUBAHETO Ha CUHTETUYEH NPOM3X0o[ 3Ha-
YNTENIHO No-HecTabunHo [13].

OT npakTnyecka rnegHa Touka 16-6UToBMAT NNHe-
eH PCM e peanuctryeH n MeToAoNOrMYeCcKn Nogxo-
AAL MUHUMareH CTaHZapT 3a Kopnyc, npefHasHa-
YeH 33 KPMMMHANUCTMYHO OPUEHTUPAHO O0yYeHne
[13], [14], [15]. Ton e BOCTaTbYHO PA3NPOCTPAHEH,
CbBMECTMM C MaCOBU YCTPOWCTBA M PabOTHU Mo-
Toun, u ocurypasa npubnusntenHo 96 dB Teope-
TUYEH AMHAMMYEH AMana3oH, KOeTO OOMKHOBEHO e
[AOCTaTbyHO 3a 3aMna3BaHe Ha pefieBaHTHA pevyeBa
MUKpOCTPYKTYypa [13]. 24-6utoBuat PCM u 32-6uto-
BuAT floating-point popmat ca npegnounTaHn npm
KOHTponupaHo nabopatopHo npupobreaHe, Tbi
KaToO oCUrypsBaT Nno-rofifiM 3arnac no HUBO 1 NO-HU-
CbK OTHOCMTENIEH PUCK OT KBAHTALMOHHWN OrpaHu-
YeHMsA, HO Ca NO-MaJIKO TUMWYHU 3a peasTHATe Maco-
BV KPUMWHANIMCTUYHW ayANOL0Ka3aTesCTea.

CrnepoBaTteniHO HaM-BaXkHOTO METOAO0NOrMYecko
M3NCKBAHE He e BCMYKM 3anncy HenpemeHHO fAa
6baaT C MakcMMasiHa 6utoBa AbN6oYMHa, a Napa-
MeTpuTe Ha NpugobrBaHe 1 CbxpaHeHne aa 6baat
6e33ary6Hu, JOKYMEHTVPAHN 1 CbMOCTaBUMU MEX-
ay knacoserte [12], [13], [14], [15]. ®opmaTbT, bUTO-
BaTa Ab/IOOYMHA, YeCcToTaTa Ha ANCKPETM3aL s, Ka-
HaNHOCTTA, KOAEKBT 1 NCTOPUATA Ha NpekoaupaHe
TpAGBa Aa 6bAaT KOHTPONMPaHM Taka, Ye MOAENbT
na 6be NpUHyAEeH Aa U3MNOoM3Ba akyCTUYHU MapKe-
PV Ha CUHTETUYHWSA NPOWU3X0[, a He apTedaKkTn Ha
undppoBoTO NpuRoLbMBaHe MNK Komnpecusita [8],
[9], [12], [19], [20].

ABTOpP®BT BM3yanusmpa 6utosata agbnbouymHa cnpa-
MO KPUMMHANUCTUUYHATa NPUAOXKUMOCT N CKNOHHOCT
KbM danwmem 3aknoueHust (WAV/PCM) B Tabnuua 3.

H. lhmezpupaHa Ouckycus - Yuks/Tem om 3a8ucu-
Mocmu 8 nocsiedo8amesiHOCMma Ha npedsapumer-
Hama obpabomka

OnucaHnte cegem npobnema He TpAbGBa ga ce
TPEeTUpaT KaTo M30JMpaH CNUCBK OT TEXHUYECKU
OrpaHUYeHMd, a KaTo B3aMMHOCBbpP3aH LMKbA OT
3aBUCUMOCTU 3a NpeaBapuTesiHa obpaboTka [8], [9],
[14], [15]. 3a BaNMAHO KPUMWHANMMCTMYHO 3aKJio-
yeHuMe TO3U LMKbN TpA6Ba Aa 6bae 3aTBOPEH upes
KOHTPO/, AOKYMEHTVPaHe U Bb3NPOM3BOAMMOCT Ha

BCMYKW onepauun, Kouto npeobpasysat MbpBUY-
HUTE ayAno3anunucu B eTUKETNPaH Habop 3a KOHTPO-
nupaHo obyueHne [14], [15], [23].

Bceku fedeKT, BbBeieH B HAKOW OT eTanuTe Ha TO3U
UMKbBN - NpuaobrBaHe Ha 3annca, n3bop Ha dainnos
¢dbopmar, yectoTa Ha AUCKpeTM3aums, buToBa Abnbo-
UMHA, CErMeHTMPAHe, HOpManmn3auma, ayrMeHTauums,
6anaHcpaHe Ha KnacoBeTe, N360p Ha NPU3HAKOBO
npeacTaBsaHe, U3BMIMYAHe Ha NPU3HaLUM UK pasge-
NAHEe Ha JaHHWTe Ha obyunuTeneH, BaNuaaLMOHEH 1
TecToB Habop, MoXe Aa ce TpaHcpopmmpa B CMyLLa-
Ballla 3aBUCMMOCT MeXay TEXHUYEeCKMTe XapaKTe-
PUCTUKN Ha JaHHUTE K KnacoBuAa eTukeT [7], [8], [9],
[12],[19].

TakaBa 3aBMCMMOCT NPAKO 3acAra oLeHKaTa Ha one-
paTuBHaTa YyecToTa Ha rpewkata [14], [15], [23]. Ako
MOZENbT € BanuanpaH BbpXy AaHHW, B KOUTO Knaco-
BETe Ce pa3Nivyaeat no apTedakTn Ha NpuaobrBaHe-
TO, 06paboTKaTa NN KOPNYCHWA AN3alH, OTYETEHNTE
METPUKIM He MOraT HaAeXX4HO fa 6baaT ekcTpanonu-
paHu KbM peanHu GopeH3MYHM ayanogoKasaTescTaa
[14], [15], [23]. B TO31 cnyyaii onepaTuBHaTa YecToTa
Ha rpeLluKa ocTaBa HeonpeaerneHa, a AoKasaTeNcTBe-
HaTa CTOMHOCT Ha MoZiefla € MeTOAONOrMYeCKU orpa-
HUYEHa HE3aBUCUMO OT BUCOKaTa My TOYHOCT BbPXY
BbTpeLleH TecToB Habop [14], [15], [23].

CnepoBaTenHo NPUOPUTETHT B TakaBa cuUCTeMa
He TpsibBa Aa 6bae PUHOTO HACTPOMBAHeE Ha ap-
XUTeKTypaTa Wnn xmneprnapameTpute npean KoH-
TponupaHe Ha cmyulaBawute gpaktopwm [8], [9], [10].
JOMUHUPALLMAT PUCK HE € CaMO HedoCTaTbYHUAT
KanauuTeT Ha Mogena, HeoobyyaBaHETO UM He-
ONTVMMaNHOTO NO3MLUNOHUPaHe Ha KnacudrKaumoH-
HaTa rpaHuLa MeXay aBTEHTUYHA U CUHTETUYHA pey
[8], [9], [10]. MO-KPUTNYHUAT PUCK e CBPbXHaMac-
BaHe KbM MPOKCM-MPU3HaK (CyporaTteH NpuU3HaKk),
KOWNTO € CTaTUCTUYECKMN KOPEIMPaH C ETUKETA, HO He
€ NPUYNHHO 1 GOPEH3NUYHO CBbP3aH CbC CUHTe-
TUYHKMA Npousxopd Ha peueBmna curHan [8], [9], [10].

TakvBa NpoKcu-npv3Haum morat fa 6baaT one-
paTopbT Ha ayrMeHTauusa, MPOLb/IKMTENHOCTTA
Ha CEerMeHTUTE, KOLEKbT, OMTPENTHT, YecToTaTa Ha
OVCKpeTusauusa, 6uToBaTa AbnOOYMHA, KaHanbT
Ha 3anuc, WymMoBMAT GOH, NOEHTUYHOCTTA Ha ro-
BopuTensa, TeMOpPOBUAT NPOPUN NN YCIIOBUATA Ha
npuago6usaxe [7], [8], [9], [11], [12]. Ako Te3un dak-
TOpY He ca 6banaHcMpaH MeXxay K/1acoBeTe Win He
Ca KOHTPONMpaHW B eKCnepuMeHTaNHUA Au3aliH,
KnacndrkaTopbT MOXe [a YCBOU MMEHHO TAX KaTo
ANCKPUMUHATUBHU npusHaum [7], [8], [9], [11]. Taka
mMomensT 6u GYHKLMOHMPAn KaTo JeTeKTop Ha ap-
TedaKTn OT NpegBapuTesiHata obpaboTka unm Kop-
NyCHWA NPOM3X0[, @ He KaTo Ba/IMAEH AETEKTOP Ha
CUHTETUYHa peu [8], [9], [14], [15].
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Tabnuya lll
bumoesa 0v1604UHA CNPAMO KPUMUHAIUCMUYHA NPUIOXUMOCM U CKITOHHOCM KoM (hanwiusu 3akmodeHus (WAV/PCM)
butoBa bpoi HuBa Ha | TeopeTuyeH 3ana3BaHe Ha apTedakTuTe U | CKMOHHOCT KbM Kpumunanuctnyxa
AbnbounHa KBaHTyBaHe | MaKcumaneH MUKpONpU3HaLuTe ($anwmBo NONOKMTENHY/ | NPUAOKUMOCT
SNR oTpuLaTeNHN
8-6utos PCM 256 =49,9dB Nowo - HUCKoeHepruitHuTe Bucoka Hucka. OTkpuBaHeTo e
JAETaliNn ca MacKUpaHm ot 3HaUMTENHO NO-TPYAHO.
MOBWLUEHNA LIYMOB npar
16-6utos PCM 65536 =98,1dB [Jlobpo - 3anaseHa e gocTaTbuHa Hucka Peanuctiuna uen.
duHa cTpyKTypa Pa3npocTpaHeH cTaHaapt
3a 3anuc.
24-6utoB PCM ~16,78 MIH. = 146,2 dB OtnuyHo MHoro Hucka Bucoka TouHoCT, HO
CPaBHUTENHO PAAKO Npu
peantu 3anucm
32-6utoB (uano | ~4,29 mnpa. =~ 194 dB (uano); | MakcumanHo MHoro Hucka Hait-Bucoka
/nnasatua / nnasatua MHOI0 N0-BUCOK JocToBepHocT. Hail-
3aneras) 3anetas (nnaBawwa PAZKO NpU eXefHEBHUTE
3anetas) MacoBI YCTPOICTBA.

MNMopagn ToBa BCAKa onepauua B nocsieposaTen-
HOCTTAa Ha npefBapuTeniHaTa obpaboTka TpsibBa
Aa 6bhe oguTUpyema: BXOAHUTE NapaMeTpu, TpaH-
cbopmauunTe, BEPCUNTE Ha UHCTPYMEHTUTE, Npa-
BUnaTa 3a CerMmeHTMpaHe, npouenypuTe 3a ayrmeH-
Tauma, cTpaTermmTe 3a 6anaHcMpaHe 1 npasunaTta
3a pasfensaHe Ha JaHHUTe TpAbBa ga 6baaT U3puy-
HO goKymeHTuMpaHu [14], [15], [23]. Camo npu TakbB
KOHTPOJT MOXe [a Ce 3alMTV TBbPAEHMETO, Ue OTYe-
TeHaTa ebeKTMBHOCT Ha Mofena oTpa3sBa YCBOABa-
He Ha 0606LLaeMn aKyCTUYHU MapKepU Ha CUHTETU-
YeH NPOoU3X0A, a He eKcrnoaTauma Ha CMyLLaBalLm
3aBUCMMOCTM B Kopnyca [8], [9], [14], [15].

CnepoBaTenHO AOKa3aTeNCTBEHATa HAAEXKAHOCT Ha
Mopesla He NPOoU3TUYa CaMo OT oTYeTeHaTa Knacnudu-
KaLMOHHa TOYHOCT. TA 3aBUCKU OT NPOCIeAMMOCTTa,
Bb3MNPOV3BOANMOCTTA N METOAONIOrNUYECKMA KOH-
TPON BbpXy UANaTa NOCNefoBaTeNHOCT Ha npefe-
BapuvTenHaTa o6paboTKa - OT NPUAOOUBAHETO Ha ay-
AM03anunca N CbXpPaHEHNETO MY 10 CEFMEHTUPAHETO,
W3B/INYAHETO Ha NPUW3HaLUW, pa3aenAHeTO Ha AaHHU-
Te 1 oLeHKaTa BbpXy peanvcT1yH1 CNpsAMO Mojena
Ha 3anJiaxaTta onepaTnBHu obpasum [14], [15], [23].

II1. BAKJIFOYEHUE

MpepBaputenHata obpaboTka Ha deepfake ayaw-
03anncK 3a uennte Ha ayanodopeH3nYHUA aHanms
He npeAacTaBfABa BTOPOCTENEHHa MOAroTBUTESHA
onepauus, npegxoxpalla ,CbLMHCKOTO” 0byuyeHne
wnn Knacudukauma [2], [14], [15]. Nocneposaten-
HOCTTa Ha npeaBapuTesiHaTa obpaboTKa onpenens
Jann MoZenbT LWe ycBou o606laemMy akyCTUYHU
MapKepwu Ha CUHTETUYEH MPOU3Xof, UK CMyLLaBaLLx
NPOKCK-NPU3HaLKM, NPOU3TUYALLM OT Kopnyca, npu-
[0OMBAHETO, KOMMPECKATA, CErMEHTUPAHETO W
ayrmeHTauwusTa [7], [8], [9], [12]. B T031 cMnCbn umeH-

HO NpefBapuTenHaTa obpaboTka e eTantbT, Ha KOWTO
ce popmMmpaT BaNMZHOCTTA Ha KOHCTPYKTa, 0606La-
€MOCTTa, ornepaTiBHaTa YeCToTa Ha rpeLlka 1 JoKa-
3aTefiIcCTBEHaTa CTOMHOCT Ha mogaena [14], [15], [23].

NHXXeHepHUTE W3NCKBaAHWA, KOWUTO cfiedBaT oT

TO3 aHanun3, ca KOHCepPBaTMBHU, HO METOAOIOTNYe-
CKIM 3aLUTUMUN:

e BXOOHWUTE ayAuo3anucu cnefBa fa Ce Cbxpa-
HABaT B 6e33arybeH dopmart, 3a npegnoyntaHe
kaTo nuHeeH PCM BbB WAV KoHTelHep, ¢ 61uTo-
Ba AbnbounHa Han-manko 16 6rTa, JOKYMEHTU-
jpaHa YecToTa Ha AUCKPEeTM3aumns, KaHaJIHOCT U
ncrtopmsa Ha npeobpasysaHe [12], [13], [14], [15];

e MPOABL/PKUTENIHOCTTA HA ayANOCErMEHTUTE Cnef-
Ba fla 6bfle XOMOreHn3MpaHa, Taka Ye BpeMeBaTa
ObmK1Ha Ja He PYHKLMOHMPa KaTo NPOKCK-MNpu-
3HaK 3a Knacosus eTuker [8], [9], [10];

« OanaHCHT Mexay K/acoBeTe cfiefBa fa ce no-
cTura ypes gobaBsAHe Ha aBTEHTUMYHU 3amnucwy,
NnpaBHO [OMYCTMMO FeHEPUpPaHW CUHTETUYHU
obpasum UM CUMeTpUYHa ayrmeHTauus, npu-
NIOXKEHa CbMOCTAaBMMO KbM [1BaTa KJlaca, HO He
ypes acMMeTpUUHa TpaHcpopmauMa camo Ha
eanHunsa knac [7], [8], [9];

e KOFaTo W3C/iefoBaTesickaTa 3afaya € roBopu-
Ten-cneyndryHa NpoBepKa Ha aBTEHTMYHOCTTA,
KOPMYCbT C/IeABA MO Bb3MOXKHOCT a CbAbPXKa aB-
TEHTUYHW 1 CUHTETUYHM 0OpPa3LM, OTHACALLM Ce A0
efvH 1 cbuy uenesu rosoputen [1], [3], [15], [16];

e M3MON3BAaHETO Ha CyporaTeH roBOPUTEN CbC
CXofHU pemorpadpckm M akyCcTUYHU XapakTe-
pUCTUKK TpAOBa Aa ce TpeTMpa KaTo M3PUUYHO
OrpaHMYeHNE Ha BaNMAHOCTTa Ha KOHCTPYKTA,
Tb/ KaTo MOXe [a BbBefe oObpKBaHe Mexay
CMHTETUYHMA NPOU3XoH M aBTEHTUYHMA FOBOP
[11],[15], [16];
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* CUHTETUYHUTe obpa3un TpAbBa Aa ObAAT eKc-
NpecnBHU, aTPUOYTHO KOHTPONMPYeMU 1 pea-
NIMCTUYHW CMPAMO MOJena Ha 3arnnaxara, KaTto
Ca reHepupaHm Ypes NPaBHO AONYCTUMU, fOKY-
MEHTMPAHU 1 Bb3NPOM3BOANMU NpoLeaypu;

e peuyeBUAT CUrHan cnepBa fa ce npefcTaBs BbB
BpemeBO-YecToTHaTa 06nacT upes cnekTporpa-
Ma, a nocsieABallata napameTpusauma ga us-
non3Ba UHTEPNPETUPYEMU, Bb3MPON3BOAUMU U
KPYMWHANNCTUYHO 3aLUMTUMM MPU3HALN, BKITIO-
YNTENHO MEN-YeCTOTHM KencTpanHu Koeduum-
eHTn (MFCC) 1 npun Heob6XoANMOCT TEXHUTE Bpe-
meBwu npounssogHu [4], [5], [17], [18];

e TBbPAEHMATA 33 BUCOKOYECTOTHU apTedaKktu
cnefBa [ia ce NPOBepPABAT YpPe3 AOMbIHUTENHU
npeacTaBaHWA, Hanpumep JNMHENHO-YeCTOTeH
cnekTpaneH aHanu3 unu Constant-Q TpaHcop-
Maums, 3a fa ce n3berHe 3aBUCUMOCT OT efjHa-
eQNHCTBEHa napameTpusauuns [4], [5], [6].
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KUBEPOU3NYUYHU CUCTEMMU —
CPABHUTEJIEH AHAJIN3 HA HAYUHUTE
OITPEAEJIEHU A

Hukona bakamnos

Abstract: HactosAllata ctatma pasrnexpa Cb-
LecTByBalyTe HaAy4YHU onpefeneHnsa Ha NMoHA-
TNeTo ,KnbepPpmnsnyHa cuctema” ypes cpaBHM-
TeNeH aHanu3 Ha ny6nukauwu. AHanusupaHu
Ca pasNANyYHUN Hay4yHN NOAXOAU, CBbP3aHU C UH-
TerpaumaTa Mexxay U3uncieHnsa, KOMyHUKauua
1 $PU3nNYeCKN Npouecy, KakTo 1 ponsATa Ha Brpa-
AeHUTe CUCTeMW, aBTOHOMHO yrnpaBJjieHue, one-
paTMBHa CbBMeCTMMOCT U B3aMMOpAeiCcTBMe B
peanHo Bpeme. Ha ocHoBaTa Ha n3cnegBaHUTe
ny6nmkauum ca M3BeAeHM OCHOBHUTE Xapak-
TEePUCTUKN Ha KnbepdpunsmuHute cucremm u e
npepnoeHa o6o6weHa aBTopcka aedunHMLMA
Ha NOHATUETO ,KnbepdusnyHa cucrtema”. [Jo-
NbAHUTENIHO € pasrnefaHa Bb3MOXKHOCTTA 3a
msrpaxkgaHe Ha camoobyyaBauwu ce Knbepou-
3MYHN €KOCMCTeMU, MPU KOUTO MHOXECTBO Ku-
6epPn3NUYHN CMCTEeMUN CNOAENAT 3HAHUA 1 one-
paTuBeH onuT ype3 ob6uia pasnpepeneHa 6asa
AaHHN OT CbOUTNA N anropuTMMN 3a U3KYCTBEH
MHTEeNEeKT C el NoBMLaBaHe Ha aBTOHOMHOCTTA,
afanTUBHOCTTA U HAAEXKAHOCTTA Ha CUCTeMuTe.

Keywords: kmbepdpusmnuHa cucrema, aBTOHOM-
HOCT, U34YUC/IeHUA, aHanus, 6a3a gaHHu.

[. BBBEJAEHUE

OCHOBHW/TE XapaKTepUCTMKM Ha NOHATUNHOTO Je-
durHUpaHe Ha KnbepdusnyHa cuctema Jatmpar ole
npe3 40-Te rogViHM Ha MMHANUA BEK. 3a MbPBX NbT
ce noaBaBart B Tpyaa Ha Hopb6epT BuHep [1]. To no-
nara oCHOBWTe Ype3 Cb3[aBaHETO Ha HOBO Hay4HO
HanpasneHne — KnbepHeTtunka. LleHTpanHo mAcTo B
HeroBaTa TeOpeTMYHa paMKa 3aema KoHuenuuATa
3a obpaTHaTa Bpb3ka — MeXaHW3bM, Ype3 KOWTO
MHbOPMaLMATA 3a TEKYLLOTO CbCTOAHME Ha AafeHa
cucTema ce 13MNosi3Ba 3a perynvMpaHe Ha 6bgeLoTo
M noBefdeHMne C Uen nocTiraHe Ha cneunduryHa ue-
nesa yHKLMA.

MbpBaTa KNbepedumsnyecka Bpb3ka ce N3BbPLLBA
ot NASA B npoekTa,Digital Fly-By-Wire” [2]. 3a nbp-

Nikola Bakalov is with the University of Telecommu-
nications and Post, Sofia, 1 Acad. St. Mladenov Str, So-
fia 1700, Bulgaria. E-mail: n.bakalov@utp.bg.

BV MbT MEXaHMNYHaTa BPb3Ka € NpeKkbCcHaTa. [1Brxe-
HUATa Ha NUI0Ta BbPXY NTOCTa Ce UHTepNpeTMpaT oT
KomnoTbp. KomnioTbpbT TpAbBa fa pearvpa 3a Mu-
NNCEKYHAM HA MPOMEHNTE BbB BATbPA 1 CKOPOCTTA,
KOETO e Kracmyecka ,06paTHa Bpb3ka“ Ha BuHep,
NPUJIoXKeHa B KpUTUYHa cpega.

TepMmuHbT ,KnbepdusnuHa cuctema” e BbBefeH
odurumanHo npes 2006 rognHa oT XenbH n B Ha-
UMoHanHata Hay4yHa ¢oHgauma Ha CALL [3]. CoBpe-
MEHHMAT OBNUK Ha KnbepdusmyHute cuctemn e
NPsIKO CBbp3aH C Pa3BUTUETO Ha VIHTEpHEeT Ha He-
waTa. [lokaTo paHHWTe cucteMu ce GpoKycmnpaTt camo
BbPXY yNpaBneHneTo, CbBpeMeHHuTe Kubepdusnu-
HU cucTeMun J06aBAT CBbP3aHOCT 1 aanTUBHOCT.

BbnpeKkn WMPOKOTO pa3npocTpaHeHre Ha MOHsA-
TMeTo ,KnbepdusmnyHa cuctema’, B HayyHata Nv-
TepaTypa He CbLlecTByBa Hamb/IHO yHUMLMpPaHa
pedvHLmMA. PaznnuHute aBTOpW pasrnexpar Ku-
6epdur3nyHMTE CMCTEeMU OT pPasfINYHU FMefHN Tou-
KW, KaTo MOCTaBAT aKLUEHT BbpPXY OTAENTHN acneKTu.
ToBa pa3HoobGpasve OT HayuyHU WHTeprpeTaLumm
Cb34aBa HEOOXOAMMOCT OT CPAaBHUTENEH aHaNM3 Ha
CbLUECTBYBALLMTE OMNPeAeneHnsa U U3BeXAaHe Ha
obwuTe xapaKkTepucTnkn, kouto bopmmpar Cbll-
HOCTTa Ha KnbepdpusnyHuTe cnctemu.

O6eKT Ha u3cnefBaHeToO B HacTosAlaTa CTaTMA ca
KnbepduranyHmMTe CUCTEMU KaTO CbBPEMEHHA TeX-
HOJIOTMYHA KOHUenuus, obeanHABaLa GU3NUecKm
npouecu 1 UdPOBU TEXHONOTUN.

MNpeameT Ha n3cneBaHeTO ca Pas3fIMYHNUTE HaYUYHU
onpefeneHna 1 KoHUenTyanHu pasbupaHus 3a Ku-
6epdur3nyHnTe cuctemu, nybnukyeaHn B pedepu-
paHu Hay4YHU M3JaHNWA.

OcHoBHaTa Len Ha cTatusaTa e ga 6bhe n3BbpLUeH
CPaBHUTESIEH aHaNN3 Ha CbLUECTBYBALLUTE HayUHU
AePUHNLIMM Ha KNbepdn3NUYHUTE CUCTEMU 1 Ha Ta3u
OCHOBa Aa 6bae npeanoxeHa o606LeHa aBTOPCKa
AePUHNLMA Ha MOHATNETO KMbepdpunsnyHa cuctema.

3a nocTvraHe Ha NocTaBeHaTa Len ca popmynumpa-
HW ClegHNTE 3afaun:

* QHaANU3 Ha Hay4yHW Ny6nMKaLuK, CBbP3aHu C Kn-

6epPpusnYHnTE CUucTeMu;

e maeHTudMLUMpPaHEe Ha OCHOBHWTE XapakTepuc-

TUKK, NPUCHCTBALLN B Pa3NnyHUTe aedUHNLMY;

* CpaBHEHWE Ha CblUEeCTBYBALLUTE HAYYHM MOAXO-
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[N KbM MOHATMETO KnbepdrsnyHa cnuctema;

o UN3BEX[aHe Ha 06N KOHLENTYaNHN efleMeHTy;

« QopmMynMpaHe Ha aBTOpCKa AeprHULNA Ha K-

6epdusnyHa cuctema.

B pamKkuTe Ha u3cnegBaHeTO e U3Mosi3BaHa Me-
Toponorus, 6asnpaHa Ha CpaBHWTENIEH aHanu3 Ha
Hay4HaTa nuTepaTtypa, CUCTEMATM3ALMA Ha HayuHW
ny6nvn<auvw| N KOHLUENTYyaJIeEH aHaJ/IN3 Ha CbLeCTBY-
BaLLMTE OnpeneneHus.

II. AHAJIN3 HA CBIIECTBYBAIIUTE
HAYYHU AEOMHUIINN HA
[NOHATUETO , KUBEPOU3NYHA
CUCTEMA*

EpHa oT Hali-untupaHute geduHnumm e npepno-
XeHa ot Eayapga Jlnii 8 pyaa Cyber Physical Systems:
Design Challenges (2008) [4], B konTo Knbepdpunsmny-
HUTE CMCTeMM Ce pa3rneXkaaT KaTo ,MHTerpauma Ha
n3uncnnTenHy npouecu 1 dmsnyeckn cpegn” upes
MexaHM3MKn 3a obpaTHa Bpb3Ka. ABTOPBT nogyep-
TaBa ponfATa Ha BrpafeHuTe yCTPOMNCTBA N KOMYHU-
KaLUWOHHMTE MPEXM, KOUTO OCbLLEeCTBABAT Habsto-
JeHve 1 ynpasneHne Ha du3nyeckute npouecu B
peanHo Bpeme. Cnopeg JInn nmeHHO TACHaTa B3au-
MOBpPBb3Ka mexay undpoaTa 1 pusnyeckarta cpefa
npeacTaBnABa OCHOBHATa XapaKTepuCTMKa Ha Ku-
6epdursnyHmTe cuctemu. Ha dpurypa 1 e nokasaHa
Bpb3KaTa BU3yasHo.

Hzuncnenns

Queypa 1: Moden npednoxeH om Edyapd Jluti

MNMogo6bHo pasbupaHe ce Habnogasa 1 Npy Apyru
asTopu [5]. Te onpenenat kubepdusnuHute cucre-
MU KaTO NHXEHEePHU CUCTEMU, YNUTO onepaLmn ce
HabntogaBaT, KOOPAVMHMPAT 1 ynpaBnaBaT nocpea-
CTBOM U3UNCSIUTENHO U KOMYHUKaLMOHHO Aapo. B
CpaBHeHMe ¢ nogxofa Ha Eayapg Jlun, Tyk ce no-
CTaBA 3HAYUTENHO MNO-CUNEH aKLEHT BbpPXY KOMYHU-
KaluMoHHaTa WHQPACTPYKTYpa, CUHXPOHM3aLMATA
MeXay KOMNOHeHTUTe 1 paboTaTa B peasHO BpeMme.
Ha ¢urypa 2 e nsobpaseH HagrpageHUsT mogen.
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Queypa 2: HadepadeH modes ¢ 006aseHa CUHXpOHU3AYUS
u paboma 8 peasiHo speme

Manko no-KbCHO rpyna aBTOpPM HaArpakaaT KoH-
uenTyanHaTa naes Ha TPyJoBeTe A0 TO3U MOMEHT [6].
B cBOs Tpyn Te pasrnexaat kKmbepdpunsnyHute cucte-
MW KaTo MHTErpauma Mexagy N3UNCIINTENHN, MpPeXo-
BM N PU3MYeCKn npouecu. ABTOpUTE aKLeHTMpaT
BbPXY pOSATa Ha CEH30pUTE, aKTyaTopUTe, KOMYHU-
KaLMOHHMTE MPEXMN U CUCTEMUTE 3a ynpaBneHue,
KOWTO OCUrypsBaT HernpeKbcHaT 0OMeH Ha UHOpP-
Mauua mexgy dumsnyeckarta v umdposaTta cpea.

Oco6eHO BHUMaHWE Ce OTHENSA Ha Bpb3KaTa MeX-
ay dr3nuecknte npouecy 1 N3UNCIUTENHNTE MeXa-
HM3MK 3a ynpaBneHue. Cnopepn aBTopute dpusmye-
CKUTE KOMMNOHEHTW Ha cMcTeMaTa reHepumpaT AaHHM
ypes ceH3opwu, KOUTO ce 06paboTBaT OT U3YNCIU-
TEIHM MOZYNU, CNef KOeTO pe3ynTatute oT aHanu-
3a Ce M3Mon3BaT 3a ynpaBfieHNe Ha pusmyeckuTe
npouecn NocpeacTBOM akTyaTopu. Mo To3m HauuH
KnbepdranyHUTe CUCTEMU OCHLUECTBABAT Hemnpe-
KbcHaTa obpaTHa Bpb3Ka Mexay undpposata u du-
3uyeckaTa cpefa.

KnbepdunsnuHute cuctemm ce pasnumyasar oT Tpa-
OVLMOHHUTE BrpafieHn CUCTEMU MO 3HAYMTENTHO
no-BMCOKaTa CTENEH Ha MHTerpaumsa, aBTOHOMHOCT
N KOMYHMKaLMA Mexay KOMMNOHEeHTUTe. 3a pasfnka
OT BrpageHuTe cuctemu, KubepdrsnyHute He npeg-
CTaBNABaAT e4MHNYHM YCTPONCTBA, @ MpeXa OT B3a-
VUMOZENCTBALLN UHTENIUTEHTHN KOMMOHEHTU, KOWUTO
06MeHAT nHPopMaL A, B3eMaT pelleHns 1 aganTtu-
paT noBeAeHNeTo CU CNPAMO ANHAMUYHU MPOMEHN
BbB dur3mnyeckata cpefa. Ha durypa 3 e nsobpasen
HaArpageHuAT MofeN C akTyaTopy 1 CEH30PWU.
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Pabora B peanno Bpeme

Cunxpommsanus,
Kom YHHKAaus

(PuzHYeCKO CBLp3BaNHE

Queypa 3: HadzpadeH modes c akmyamopu u ceH30pu

Opyr aBTop pasrnexpga knbepdrsnyHute cnctemm
KaTo HOBa TeXHONOrMYHa Mapagurma, CBbp3Balla
AVHaMKKaTa Ha ¢usnyecknTe npouecy ¢ N34mciu-
TENHUTE MOZENN N anroputMu 3a ynpasneHwue [7].
B HeroBoTo M3cnefBaHe ce MNOCTABA aKUEHT BbpXy
MaTeMaTMYeCcKoTo MofenupaHe n GopmManHoTo on-
NcaHve Ha B3aMOZEeNCTBUETO MexXay LnudposuTe n
dunsnuecknte KomnoHeHTn. Ha durypa 4 e nsobpa-
3eH HaArpageHVAT ¢ MaTeMaTUYeCKO MogenupaHe
mMogen.
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Gueypa 4: HaozpadeH modes ¢ Mamemamuy4ecko
mooesnupaxe

Cnopep aBTOpU KNbEpdU3NUHUTE CMCTEMM Npes-
CTaBNABAT paslWMpeHne Ha TPaAULNOHHUTE Brpa-
AEHN CNCTEMIN 4YpPE3 NO-TACHA MHTErpaumna mexay
N3YNCNNTENHN, KOMYHUKAUWNOHHN W d)VI3I/Il-IECKVI
npouecn.[8] B cBoeTo n3cnegBaHe Te NOCTaBAT ak-
LieHT BbPXY B3aMMOAEeNCTBNETO MexXay codTyepHU-
Te KOMMOHEHTM, CEH30pUTe, akTyaTopuTe 1 dusnve-
CKaTa cpefia B peasiHO BpeMe.

JonbnHWUTENHO nogyepTaBaT, ye efHa OT OCHOB-
HUTE XapPaKTEPUCTMKM Ha KnbepdranyHmTe CucTe-
MW € HeOOXOAMMOCTTa OT CUHXPOHM3ALMA MeXay
N3YNCUTENIHUTE NPOLEeCU MU AMHaMUKaTa Ha ¢u-
3MyecKkaTta cpefa. 3a pasnvka oT TpPaguUMOHHMUTE
copTyepHU cnctemu, NPU KOUTO OCHOBEH POKYC ca
NlornyeckuTe onepauumn n obpaboTkaTa Ha AaHHM,
npu KWoeppusnyHUTE U3KIIOUMTENIHO 3HauyeHue
MMaT BPEMEBUTE OrpaHUYEHMNA, HaOEeXAHOCTTa U

CnocobHOCTTa Ha cucTemata fla pearupa cBoespe-
MEHHO Ha NPOMeHU BbB PpUsnyeckmTe npouecu. As-
TOopuTe pasrnexnat KubepdbrsmyHnTe CUcTeMn Kato
CMCTEMM, B KOUTO TOYHOCTTA HE 3aBUCU eQUHCTBE-
HO OT flormyeckaTta TOYHOCT Ha anroOpUTMUTE, HO 1
OT TOBa AencTBUATa Aa 6bAaT N3NMbHEHN B TOYHO
onpefeneH BpeMeBu MHTepBan. B Ta3m Bpb3Ka Te
MOCTaBAT aKLEHT BbPXY HENpPeKbCHaTMA 0OOMeH Ha
UHboOpMaLmnA Mexay PU3NYecKUTe KOMMOHEHTU U
BrpafeHunTe usuncnutenHute mogynu. Ha ¢urypa
5 e n306paszeH HagrpageHUAT cbe cbbrpaHe, obpa-
60TKa 1 aHanu3 Ha AaHHU MogZen.
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Queypa 5: HadzpadeH modern cvc cbupaHe, obpabomka u
aHaNuU3 Ha 0aHHU

Crnopep HAkou aBTOopu ObAewute YMHU Cpeam
we 6bAaT M3rpageHN BbPXY MawabHoO B3anMMo-
LEeNCTBNE MeXAY CEH30pW, akTyaTopu, KOMYHMKa-
UUS Y TEXHOJIOT M 3a KOHTPO [9]. ABTOPBT Noguep-
TaBa, ye KnbepdunsnuHuTe cuctemmn 1 VMIHTepHeT Ha
HellaTa HAMA fa 6bAaT OTAENHW CaMOCTOSTESTHM
CMCTEMM, @ B3aUMOCBbP3aHN CUCTEMM U NMOACUCTE-
MM, CMOCOOHM 1a B3aMMOAENCTBAT aBTOHOMHO 1 fa
dopmmpaT HOBY MHTENUreHTHW ycnyru. bbaewmTe
KnoepdursnuHm 1 MIHTepHeT Ha HelaTa cpeaun we
6baaT U3rpageHn oT OrPoMeH BPOIN MHTENUTEHTH
KOMTMOHEHTM, KOUTO HenpeKkbCHAaTO OBMEHAT WH-
dbopmaLma, aHanM3mpart AaHHU 1 B3emarT peLleHuns B
peanHo Bpeme. B To31 KOHTEKCT aBTOPBT pa3riexaa
N34NCNEHNETO, KOMYHUKALNATA, CEH30PUTE N KOH-
Tpona KaTto OCHOBHW PYHKLNOHANHW eNeMeHTN Ha
WHTENIUTEHTHUTE KnbepdursnuHm cpean.

BHuMaHMe ce oTaena u Ha npobnemuTe, CBbP3aHN
CbC CUTYPHOCTTA, MOBEPUTESIHOCTTA W HafeXHOC-
TTa. Cnopep aBTopa KNO6epPU3NUYHKTE CUCTEMU L
6baaT 0co6eHo yA3BUMM MOPaan ANPEKTHOTO B3a-
numopencTere mexay undposa n dprsnyecka cpeaa,
6e3XMYHa KOMYHMKaLMA 1 MaCOBOTO U3MOM3BaHE Ha
cnogeneHn yctponcTea. lNoguepTaBa ce, Ye curyp-
HOCTTa Npu Knbepdun3nyHUTE CUCTEMM He Ce CBeXAa
€[MHCTBEHO A0 3aluTa Ha MHPOPMALMATA, a BKIIIOU-
Ba U 3al4mUTa Ha GU3MYECKNTE MPOLECH, KOUTO MoraT
[1a 6baaT NoBAVAHK OT 3/10BPeAHN KNOGep aTaku.
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MogobHn BWXKOAHMA MMa M OpYr aBTOp, KOWTO
NMocTaBA aKLUEHT BbpXy aBTOHOMHOCTTA, WHTENU-
reHTHOTO YNpaB/ieHNe 1 NPUIOKEHNETO Ha Knbep-
dU3NYHUTE CUCTEMU B TPAHCMOPTHUTE CUCTEMU
N MHTenureHTHaTa MHPpacTpyktypa [10]. Cnopeg
Hero efjHa OT OCHOBHUTE XapaKTepUCTUKN Ha CbBpe-
MeHHUTe KnbepdrsnyHm cmctemmn e cnocobHOCT-
Ta VM Ja aHanu3upar ronemu obemu oT JaHHM, Ja
pearupat B peasiHO BpeMme 1 a NpaBAT CamoCTos-
TeNIHW pelleHna 6e3 yoBellka Hameca. ABTOPBT
pasrnexga KnbepousmyHmTe CMCTEMM KaTo KOYOB
eneMeHT 3a Pa3BUTUETO Ha Obaeln NHTENUTeHTHN
NHPPACTPYKTYPU KaTo YMHU rpajoBe, camoyrpa-
BNS€MU aBTOMOOUN N UHTEIUFEHTHN TPAHCMNOPTHM
BPB3KU, B KOUTO PpU3nyeckmTe 1 LMdpoBUTE KOMMO-
HeHTUN QYHKLMOHMPAT KaTo eAMHHA NHTENINMEHTHa
cuctema.

Opyr aBTOp pasrnexpa peanHOBpPeMeBUTE CUC-
TemMu Kato ¢pyHaameHTanHa OCHOBa Ha Kubepdu-
3UYHUTE apXUTEKTYPU, NPU KOUTO ,KOPEKTHOCTTA
3aBMICM He CaMO OT Jlornmyeckata KOPEKTHOCT, HO 1
OT BpemeBaTa KopekTHocT” [11]. Cnopep Hero Ku-
6epdursnyHmMTe cuctemm TpAbBa Hda ocurypsasat
npeasuaMMo MOBeAeHMe, TbiA KaTo rondma uvact
OT TEXHUTE MPUNOXKEHMA Ca CBbP3aHU C KPUTUYHU
WHPPACTPYKTYPU KaTO WHAYCTPUASIHW CUCTEMMU,
TPaHCMOPTHU CPERCTBA, MeANLUMHCKM YCTPOMNCTBA
N eHepruiHu mpeXxun. B 1031 KoHTeKCT BpemeBuTte
orpaHvyeHus, HagexaHoOCTTa 1 rapaHTUPaHoTO M3-
MbJIHEHME Ha 3aflaunTe B TOYHO onpefeneH nHTep-
Basl ce pa3rnexaT KaTo KPUTUYHM XapaKTePUCTUKM
Ha KnbepdusnyHnte cuctemu. Ha ¢urypa 6 e nso-
OpaseH HagrpageHuAT ¢ NpeaBUANMO MOBeAeEHME,
6e3XMUYHO CBbP3BaHe M KOMYyHMKaumA C Apyru yc-
TPOWCTBA MOAEN.
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Queypa 6: HadzpadeH moden ¢ 6e3Xu4HO c8vp38aHE,
KOMYHUKAyus ¢ 0pyeau ycmpolicmea u npedsuoumo
nosedeHue mooes

CbBpeMeHHWTe HayYHU 13csiefiBaHUA NOCTENEHHO
pa3WwmnpsBaT KOHUEeNUusTa 3a KNbepPpusnyHmuTe Cnc-
TEMU UYpe3 BKIIIOYBAHETO Ha XapaKTepPUCTUKN KaTo
YCTONYMBOCT, OnepaTMBHa CbBMECTUMOCT U CUTYp-

HocT. HAKkown aBTOpun pasrnexpgat knbepdpusnyHute
CUCTEMU KaTO OCHOBEH efleMeHT Ha UHPPACTPYKTY-
puTte Ha nHaycTpua 4.0, Npu KOUTO HaeXAHOCTTa U
YCTONUMBOCTTA MPY OTKa3 Ha OTAENTHN KOMMOHEHTH
MMaT KPpUTUYHO 3HaueHue [12]. ABTopuTe npegnaraT
dopmaneH meTa-mogmen Ha KnbepdunsmyHa cuctema,
ypes KOMTOo ce ModennpaTt OTHOLLIEHNATA MeXAY Lin-
dpoBUTE N PUINYHNTE KOMMOHEHTM C LUEeN ONTUMU-
3MpaHe Ha YCTOMYMBOCTTA Ha CMCTeMarTa.

OT cBOA CTpaHa Apyru aBTopun pasrnexapaT curyp-
HOCTTa KaTo efHO OT HaW-KpUTUYHWTE Harnpasse-
HUA B Pa3BUTMETO Ha CbBpPeMeHHUTe Knbepdusnu-
HU cctemm [13]. Te aHanm3upaT pasnuyHy NoaxXoam
3a CUrypHOCT, MOZeNIX Ha aTaka U cTpaTerum 3a 3a-
WwuTa npu KnbepodursnuHm apxmtekTypu. Cnopep
TAX TACHA KMbepdusmyecka Bpb3Kka U AUPEKTHOTO
B3ammogencTene mexgy undpposarta n drsnyecka-
Ta cpefa npeBpblat Knbepdusnyecknte cuctemu
B 0COBGEHO YA3BMMU KbM 3/10BpefHU Knbep ataku,
KOWTO MOraT [la OKaKaT AUPEKTHO BAUAHME BbPXY
b13MYeCKN NPoLECH U KPUTUYHU NHPPaCTPYKTYPW.
Ha ¢urypa 7 e nsobpaseH HaarpageHuaT c metoau
3a KnbepcurypHocT mogen.
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Queypa 7: HadzpadeH modesn ¢ moldesiu 3a
KubepcuzypHocm mooen

ChlecTtBeH NPUHOC KbM CTaHAAPTM3MpPAHETO U
KOHLENTYaNHOTO CTPYKTypMpaHe Ha Kubepou-
3MYHUTE CUCTEMM MMa HauWOHaNHUAT MHCTUTYT 3a
CTaHAAPTU M TEeXHOMorMM upes paspaboTBaHeTO
Ha pamka 3a KnbepdusnyHmn cuctemn. B pokymeH-
Ta KubepdusnuHuTe cmctemn ce pasrnexpgaTt Karto
WHXXEHEPHN CUCTEMM, BKJIOYBALLM B3aUMOAENCT-
BaWM PpU3MUYECKN W V3YNCIIUTENHU KOMMOHEHTH,
KOWTO QYHKLMOHMPAT CbBMECTHO MOCPEACTBOM KO-
MYHVKaLVOHHN MPeXn 1 oOMeH Ha AaHHW B pean-
HOo Bpeme. PamKaTta nocTaBA 0cobeH akLEeHT BbpXy
onepatuBHaTa CbBMECTUMOCT, CUHXPOHU3AUUATA,
HafEeXOHOCTTa, CUTYPHOCTTA, NOBEPUTENHOCTTA U
YCTONUMBOCTTA KaTo QyHAAMEHTANIHN XapaKTepuc-
TUKW Ha CbBPeMEHHUTE KNbepdU3NYHN apXUTEKTY-
pwv. OcBeH TexHonornyHute acnektu, NIST pasrnex-
Ja KnbepdrsmyHnTe CUCTEMM U KaTO pasnpeaeneHm
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WNHTENIMTEHTHN €KOCMCTEMU, B KOUTO GU3NYECKUTE,
KOMYHMKALMOHHWTE U N3UNCTTUTENHNTE KOMMOHEH-
T GYHKLMOHMPAT KaTo eAnHHA NHTerpupaHa cpe-
na. Ha ¢urypa 8 e n3obpaseHa pamkaTa 3a Kmbep-
¢$u13MUHa cuctema.

Pabora B peanno Bpeme
Cnbmpane, obpatorka n
AHATNS HA TAHHHE.

DH3HUECKO CBLP3BaNE
Besmuuno cebps3pane
Komvymnianus ¢ qpyra yerpoiicrsa

HWALOWAD HHhHEH®-dAIM VE VIIN VA
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Gueypa 8: Pamka 3a kubepguzuyHa cucmema

ITII. ABTOPOBA JE®UHULINA

MN3BbpLIEHNAT CpaBHUTENEH aHanNm3 Ha CbLLecTBY-
BaLLMTe HayyHM onpefesieHns NokKasea, Ye noeeye-
TO aBTOpPW pasrnexpat KnbeppusnyHute cuctemmn
KaTo MHTerpauma mMexgy W3UMCNeHUs, KOMyHUKa-
uma n dusnyeckn nouecn. Ha ocHosaTta Ha aHanu-
3upaHuTe Ny6nukauum moxe aa 6bae npeanoxkeHa
cnefgHata o6o6LieHa aBTopcka gedvHnums:

KunbepodusnuHata cuctema npepctaBnsABa MHTe-
NIUTEHTHA UHTErpUpaHa cpena, B KOATO Gpusnyeckm
npouecy, W3YUCAUTENHU anropuTMK, KOMYHUKa-
LUNOHHW TEXHOMOMMWN 1 MeXaHU3MM 3a yrpaBrieHne
bYHKLUMOHMPAT CbBMECTHO Ype3 HempeKbcHaT 0b6-
MeH Ha nHbopmMaLma, aHanm3 1 obpaTHa Bpb3Ka C
uen aBTOHOMHO W afanTMBHO B3aWMOAENCTBUE C
¢dm3nyeckaTta cpefa B peanHo Bpeme.”

CbBpemMeHHOTO pa3BUTUE Ha pasnpepeneHnt UH-
bpacTpyKTypy, 0b6nayHn M3UNCNEHUA U U3KYCTBEH
WHTENEKT NO3BOJIABA KOHLENUMATA 3a Knbepdpusmu-
HUTEe cUCTeMM da 6ble AOMbAHWUTENHO pPaslUMpeHa.
Bb3MOXHO € MHOXeCTBO KnbeppusnyHm cuctemm ot
efHOpPOoAEeH TUN Aa 0OMEHAT MHPOPMALMS OTHOCHO
Bb3HWKHaNM cbOWUTWA, aBapuu, ONTUMM3ALNOHHM
cueHapun 1 MOZEeNU Ha noBefeHre ypes obLa pas-
npeaeneHa 6asa gaHHM oT cbbuTUs. Mo TO3M HaUUH
OTAENHUTE CMCTEMM OGMXa MO Ja U3Non3BaT Ko-
NEKTUBEH OMepaTUBEH OMUT, HAaTPyMNaH OT APYrn Ku-
6epdr3nYHM APXUTEKTYPU, C Len nogobpaBaHe Ha
CcoOCTBEHOTO CM NOBEAEHME 1 B3EMaHE Ha peLLeHus.

MopobeH noaxon 61 NO3BONAWA U3rPaAXKAAHETO Ha
camoobyuaBalm ce KMbepdU3NYHM eKoCUCTeEMMU,

npy KOUTO anropuUTMK C U3KYCTBEH WHTENIEKT aHa-
nM3npaT HaTpynaHWUTe AaHHW M aBTOMATUYHO agjan-
TUpaT NOBeeHNEeTO Ha oTAeNnHUTe cnctemn. Tosa 6u
MO3BONMO NOBULLABAHE Ha:

e ABTOHOMHOCTTa;

e AAANTUBHOCTTY;

o HafeXAHOCTTa;

o MPeavKTMBHUA aHaNUs3;

e 1 YCTONYMBOCTTA Ha KNbepdunsmyHmTe cpeau.

B TO31 KOHTEKCT KNbepdusmyHmMTE CUCTEMU Morat
fa 6bhaT pasrnexgaHy He camo KaTo MHAMBMAYan-
HW YMHUW CUCTEMU, @ KaTo KOJTEKTUBHU pa3npepene-
HU VHTENUreHTHN MHOPACTPYKTypU, CNOCO6HN Aa
HaTPYMBaT U CMOAENAT 3HAHUSA MEXZY MHOMECTBO
KnbepdmranyHm cpean.
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AHAJIN3 HA Bb3MOXHOCTU ITPE/] 6G
MOBUIIHUTE KOMYHUKAILINA

Uckpa [dynaHoBa

Pestome: B cTaTnATa ce aHann3npaT OCHOBHUTE
TEXHONIOrNYHN HanpaBneHWA B pa3BUTUETO Ha
MOOGMNHUTE KOMYHUKALN OT LLECTO NOKOoNeHne.
PasrnepaHu ca oyakBaHNUTe XapaKTepnCcTUKN Ha
6G, BKNIOYUNTENHO BrpaZieH U3KYCTBEH NHTENEKT,
MPEeXO0BO CeH30pupaHe, eKCTPEMHa CBbP3aHOCT,
MHTErprnpaHe Ha HaseMHU N HeTepecTpuanHun
MpeXu, HaAEXKAHOCT N YCTONYMBOCT. O6CcbAEHN
ca apXuTeKTypHuUTe ocobeHocTn Ha 6G, ponATa
Ha BMPTYaslHOTO CerMeHTMpaHe Ha MpeXkaTa u
3HayeHNeTo Ha TeXHOJNornATa 3a pa3BUTNETO Ha
UupycTpma 5.0.

Kniowosu Oymu: 6G, MOOGWAHM KOMYHUKaLuu,
N3KYCTBEH MHTENIEKT, MPeXX0BO CermeHTupaHe,
Uuayctpuma 5.0.

I. YBOJ

Oule ¢ noABaTta Ha NbpBaTa TbProBCKN AOCTbMHA
MOGUIHa MpeXKa OT MbPBO NoKosieHue (1G), He3aBu-
CMMO OT MPUCDHLUNTE 1 HEJOCTaTbLUN — OrpaHunye-
HO MOKPUTKE, HUCKO KaueCTBO Ha 3BYKa, YA3BUMOCT
KbM NoAcnyLwwBaHe, HeyoOHM KpaliHN YCTPOWCTBA U
KpaTbK »MBOT Ha 6aTepnaTa — TEXHONOrMATa Cb3-
[laBa Bb3MOXKHOCT 3a OCbLUeCcTBABaHe Ha TenedoH-
Ha KOMYHMUKaLMA NOCpeACcTBOM anapart, KOUTO He e
dr3MUEeCKN CBBbP3aH Upes Kaben 1 YMuTo pasmepu
No3BosiABaT CPaBHUTENHO NNeCHO NpeHacsAHe OT Yo-
BEK WU MOHTMpPaHe B aBTOMOOWN. 3HaUUTENHUAT
obLecTBEH N TEXHONOIMYEH MHTepec CTUMynMpa
HenpeKbCHaTOTO YCbBbPLUEHCTBAHE Ha 6e3KNYHK-
Te KOMYyHMKaLMK, KaTo NPuORn3NTeNIHO Ha BCEKU
AeceT rogvHn ce peanvsunpa CbllecTBeH TeXHOJO-
rMyeH npexog, Bb3npueMaH Kato HOBO MOKOJIeHne
MOOUTHN KOMYHMKaLNN.

Mo6unHNTEe MpeXn OT LIeCTO MOKoneHue cneg-
Ba fla OCMrypABaT He CamMO U3KJIIUYUTENTHO BUCOKHU
CKOPOCTM Ha NpefaBaHe Ha AaHHW NPV MUHUMaIHa
NATEHTHOCT, HO N MHOBATUBHM MeXaHM3MM 3a pas-
TOBapBaHe Ha reHepupaHua Tpaduk, nogobpeHo
NMOKPUTME U HUCKO eHepruinHo notpebneHue. MNo-
HacToslWem ce pa3paboTBaT pa3HOOOpa3HU CTaH-

Iskra Dulyanova is with the University of Telecom-
munications and Post, Sofia, 1 Acad. St. Mladenov Str,
Sofia 1700, Bulgaria. E-mail: i.dulyanova@utp.bg.

AApPTU U METOAM 3a NOCTUraHe Ha Te3un Lenu, Kato
ce ovyakBa A0 2030 r. CbOTBETHUTE TEXHONOIMW
Ja ObAaT OOCTAaTbUYHO Pa3BUTU U ONTUMU3MPAHMU,
Taka Yye ga 6bgat mHTerpupaHn 6e3npobnemMHo B
6G MpeXu 1 fa OTFOBOPAT Ha NMOCTaBEHUTE BUCOKU
n3nckBaHus. Ovakea ce 6G aa QyHKUMOHMPaA KaTo
pasnpefeneHa HEBPOHHA MpeXa, OocurypsBaiia
KOMYHUKaLMOHHN BPb3KM 33 KOHBEPreHuuATa Ha
dur3Myeckns, KUGEPHETUYHNSA N BMONOTMYHMWA CBST,
C KOETO peanHo e 6bae NocTaBeHO Ha4anoTo Ha
enoxa, B KOATO BCUYKO Le O6bae HabnogasaHo,
CBbP3aHO N UHTENIUTEHTHO.

Que. 1 06wa cmpykmypa Ha 6G mobunHume
KOMYHUKayuu

II. PASBBUTUE U CTAHIAPTU3ALINA

Mo oTHOWeHre Ha Bbrpoca Mo KakbB HauMH 6G
e npeBb3xokaa 5G No CKOpOCT, KbM HacToALMA
MOMEHT He MoXe Aa 6ble fafileH OKoHYaTeneH oTro-
BOP, HO MOXe fia ce NpeanonoXu, Yye Tosa Lie 6bae
CBbP3aHO C M3MOMI3BaHETO Ha YNTPABUCOKU Yec-
TOTU OT PagMOYeCTOTHUA CNEKTbpP, BKAKUUTENHO
MWUIMETPOBU BbJHU. KanaunteTsT Ha 5G no oTHO-
LWeHVe Ha YeCToTHaTa JieHTa Ce OCHOBaBa MMEHHO
Ha N3MON3BaHETO Ha BUCOKN PagmnoYvecToTh; KONKO-
TO MO-BMCOKA € M3Mon3BaHaTa YyecToTHa obnact B
CNeKTbpa, TOJIKOBa NO-rofsM o6em faHHU MoXe [a
6bfe NpeHeceH.

Makap pa e npexzaeBpeMeHHO fa ce popmynu-
paT KaTeropmyHn 3akniyeHnAa OTHOCHO MOocCOoKaTa
Ha pa3BuTUe Ha 6G, BOAeLMN TenleKOMYHUKALMOH-
HM KoMmnaHuKn KaTo Ericsson, Huawei n Nokia nop-
ObpXKaT CTaHOBMLLETO, Y€ HOBOTO MOKOMEHME Lie
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Hagrpaxfa OCHOBHWTe NpeanMCcTBa Ha 5G, kaTo ea-
HOBPEMEHHO C TOBa Lie BbBeAe KayeCTBEHO HOBM
TEXHONOrMYHN peweHuna. Neprnogbt okono 2030 r.
MOXe [a ce pasriexga KaTto peanncTuyeH Bpeme-
BV XOPW3O0HT 3a NnosiBata Ha NbpBuTe 6G Mpexu. [lo
TO3 MOMEHT 00LecTBOTO We 6bae dopmmpaHo
OT Bb3AeNCTBUETO Ha 5G B Npoab/iKeHUe Ha npu-
6NnM3nTENHO efHO AeceTuneTne, Mpe3 KOoeTo Lie
6baaT M3BNeYeHN NPaKTUYECKN MOYKN OT HENHOTO
BHeApPABAHE, a MapasiesiHO C TOBA Lie Bb3HUKHAT
N HOBW 06LIeCTBEHU MNOTpebHoCTM u ycnyrn. He-
3aBMCKMMO OT MpUCHLLATa MBKaBOCT Ha 5G, e ce
NposABN HEOBXOAMMOCT OT pa3lnpsABaHe KbM HOBM
dyHKUMoHanHocTW. ToBa Npegnonara nocnieasalla
eBosilouus, oOyC/IoBEHA KaKTO OT Hy»KAauTe Ha ob-
LLEeCTBOTO, TaKa U OT HapacTBalLaTa JOCTbMNHOCT Ha
No-CbBpPeMEHHMW TEXHONTIOTMYHN CPeacTBa.

III. IECTTE OCHOBHU CTBHJIBA
HA 6G

A. BapadeH uskycmaeH unmenekm (Native Al).

6G We ce xapakTepusupa C NPUCHLIN Cnocob-
HOCTW 33 N3KYCTBEH NHTENeKT. HeMHMAT Bb3ayLueH
nHTEpdENC N MpexxoBa apxXUTeKTypa e u3non3eat
LANOCTEH W3KYCTBEH WHTENEKT OT Kpau OO Kpaw
(E2E Al), KakTo U MalUMHHO ObyueHKe, 3a peannsu-
paHe Ha nepcoHanM3npaHa onTUMM3aLMa U aBTO-
MaTU3npaHa ekcrnioaTauma u nogapbxKKa.

B. Mpexoso ceHzopupate (Network sensing).

6G LWe BK/OYBA Bb3MOXKHOCTM 33 MPEXOBO Ha-
6noaeHne 1 otunTtaHe. lNop Bb3AeNCTBMETO Ha NPO-
Ab/XKaBalOTO yBeNnMYyaBaHe Ha 4YecTOTHaTa fieHTa
KOMYHMKaLUWNOHHUTE CUCTEMM LIe MHTErpupaT GyHK-
UMM 3a 6e3KMUYHO CEH30pUpPaHe C Lien nscneaBaHe
Ha ¢ur3MUecKaTa cpeaa UYpes npeaaBaHe Ha paano-
BbJIHU, €XO0, OTPaxeHne 1 pascerBaHe. Te wWwe ocury-
pABaT CbLLO Taka BUCOKOPE3OIOLMOHHN CEH30PM,
noKanusauus, Bn3yannsauma n Bb3CTaHOBABaHE Ha
XapaKTePUCTUKN Ha cpefaTa, HaCoOYeHN KbM NoJo-
6psABaHe Ha KOMyHMKaLMOHHaTa eEKTMBHOCT.

C. EkcmpemHa cevp3aHocm (Extreme connectivity).

6G We ocurypaBa yHMBEpCasiHa BUCOKOMPOWU3-
BOAUTENHa 6e3XMYHa CBBbP3aHOCT U KauyecTBO Ha
ycnyrarta, CbnocTaBUMO C TOBa Ha ONTUYHUTE KOMY-
HuKaumm. NnuKoBmM CKOpoCTn OT nopsAgbKa Ha Thbit/s,
TectoBM ckopocTu oT 10 go 100 Gbit/s, nateHTHOCT
noj egHa MUINCEKYHAA, AECETOKPATHO YBENMyeHne
Ha NABTHOCTTA Ha BPb3KuUTe cnpAmo 5G, nokanusa-
LMA C TOYHOCT 0 CAaHTUMETPU, BU3yanm3auus C Tou-
HOCT 4O MUTMETPU N HaEeKAHOCT Ha cMcTemaTa oT

Kpali o Kpal, 6a3upaHa Ha KOHTPOAMpyeMo pas-
npegeneHne Ha rpewknTe, He camo Le No3BONAT
pPa3BUTMETO Ha BMCOKOPEANUCTUYHW YCNyru, opu-
E€HTUPaHU KbM YOBEKA, HO 1 e YCKOPAT undpoBaTta
TpaHcpopmauma 1 NoBULLABAHETO Ha NPOU3BOAN-
TENHOCTTa B Pa3fIMyHN BepTUKaNHWN NHAYCTPUANHU
CeKTopwn.

D. WHmezpupaHu HemepecmpuanHu mpexu (Inte-
grated NTN).

6G LWe VHTerprvpa Ha3eMHU U HeTepecTpuanHu
MpeXu. 3HaunTeneH 6pPoi CMBTHULM B HUCKA Y MHO-
ro HUCKa okosio3emHa opbuta (LEO/VLEO) we 6baaT
pa3nonoxeHu ¢ uen popmrpaHe Ha MaabHy CibT-
HUKOBM Cb3BE3[MA B PaMKUTE HA HeTepecTpuva-
HaTa UHPPaCTPYKTypa. Te3n ,Bb3ayLHN 6e3KUYHM
MpeXmn” LWe pasWmnpAT NOKPUTMETO Ha Ha3emMHaTa
KneTbyHa MHOPACTPYKTypa U LWe OCUTYPAT HOBU
peLlLeHns C HACKA NIAaTEHTHOCT 3a NpefaBaHe Ha AaH-
HU Ha U3KITIYUTENTHO rofiemu pasctosHus. C orneg
OCUrypABaAHE Ha HEMPEKbCHATU 1 BMCOKOKavecTBe-
HWU yCcnyru 3a notpebuTtennte BbB BCAKA TOUKA Ha
3emATa Ce 0YaKBa ABaTa TUMa MpeXxu Aa 6baaT gbn-
6OKO MHTerpMpaHn B eANUHHA cucTema.

Native Al . . Networked Sensing

)

Integrated NTN & Extreme Connectivity

t

‘ Sustainability

Que. 2 OcHosHU cms1608e Ha 6G

Trustworthiness j

E. HadoexxoHocm u dosepeHocm (Trustworthiness).

6G MpexaTta lWe uHTerpupa KOMYHUKaLVOHHW,
CEeH3O0PHN, N3YNCNNTENHUN N UHTEJTUTEHTHUN Bb3MOXK-
HOCTW, KOETO Hanara NPeoCMUCTIAHE Ha MpeXXoBaTa
apxuTekTypa. HoBaTta apxuteKkTypa cnefBa aa nog-
AbpXKa NPUCbLIa HAAEeXAHOCT U Aa MOXe MbBKaBO
Oa ce ajanTnpa KbM 3aa4yn KaTto CbBMeCTEH MOHWN-
TOPWIHT 1 pa3npeaeneHo obyyeHue ¢ Len mawabHo
pa3rpbluaHe Ha NPUNoXKeHNA, 6a3npaHmn Ha U3KYCT-
BEH MHTeNeKT. ToBa BK/OUYBA HOBU apXUTEKTYpK 3a
ynpasfieHNe Ha JaHHW, NOAABPXKALLM PErynaTOpHO
CbOTBETCTBME U MKOHOMMYECKA CTOMHOCT Ha Aa-
HHUTE, KaKTO N YCbBbPLWEHCTBAHN TEXHONOINN 3a
3alllTa Ha InYHaTa HEMNPUKOCHOBEHOCT N NPOTUBO-
[EVCTBME Ha KBAHTOBW aTakM.
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F. Yemod4usocm (Sustainability).

EKONOrMyHOTO 1 YCTOMUYMBOTO pasBuTME Npea-
CTaBnsABa OCHOBHO W3WCKBaHe W KparHa uen npu
NPoeKTMPaHEeTO Ha MpeXu U TepMnHann B 6G. Ypes
BbBEXJAHETO Ha €eKOoNorocbobpaseH AU3alH K
cobctBeHn Al Bb3MOXKHOCTU 6G 1MMa 3a Len aa no-
BULWM O6LaTa eHEPruHa ePpeKTUBHOCT B PaMKuUTe
Ha LAnaTa MpeXxa CTOKpaTHO, Taka ue o6LoTo eHep-
rmnHo notpebneHne Ha VKT nHdpacTpykTypaTta u
KpanHuTe YCTPONCTBA Aa He HaJBuLWaBa ToBa Ha 5G,
KaTo CbLUEeBPEMEHHO Ce rapaHTpa ONTMMANHO Ka-
YecTBO Ha ycJiyrata U NoTPeOUTENCKO N3XKIMBSIBAHE.
B KauecTBOTO CM Ha OCHOBHa MHOPACTPYKTypa Ha
undposaTta MKOHOMIKa 6G LLe NMa CbLLeCTBEH Npu-
HOC KbM YCTONUYMBOTO Pa3BUTME HA YOBEUYECTBOTO.

IV. APXUTEKTYPA HA 6G —
BUPTVYAJIHO CETMEHTHUPAHE HA
MPEXATA

ApXxuTekTypaTa BKJIlOYBA TPU OCHOBHM CJIOA:
C/ION 3@ WHTENIUIFEHTHO OO6JIaYHO CEermMeHTUpaHe
(Intelligent Cloud Slicing Layer), cnon 3a cermeH-
TUpaHe Ha pagnopocTbnHata mpexa (RAN Slicing
Layer) n cnon 3a cermeHTMpaHe Ha NPUNOXKEHUATA
(Application Slicing Layer). Ta ce ocHoBaBa u3us-
JIO Ha KOHUEenuMATa 3a MPEXOBO CEermMeHTMpaHe
(network slicing), koATO ocurypsaBa BMCOKa CTerneH
Ha IbBKaBOCT Ha MpexaTa. ToBa npepacTaBnsABa
e[lHO OT ONTUMU3NPAHNTE peLIEeHNA, CNOCObHN fa
nosulIaT cucTeMHaTa epeKTUBHOCT U Aa Mnogno-
MOrHaT MpefoCTaBAHETO Ha ycnyru, Heobxoanmu
3a peanvsauusaTa Ha MalabHN NPUNOXKEHWSA, KaKTo
1 33 eGEKTMBHOTO U3MON3BaHE Ha MPEXOBUTE pe-
cypcu. KoHuenuumaTta e BbBeAeHa KaTo CblLeCcTBEHO
N3NCKBaHe B pamkuTe Ha 5G/IMT-2020, BkntouBaLlo
pa3gensaHe Ha ynpaBneHckaTa U UHOopMaLNOHHaTa
paBHMHA, HO He Ce orpaHnyaBa eUHCTBEHO Ao 5G.

KoHuenuuATa 3a BUPTyanHO CermeHTUpaHe MOXe
Aa 6bae paswmpeHa 1 KbM 6G MpexuTe C Lien nocTu-
raHe Ha MpeXxoBa BMpPTyanusauna 1 JOMbAHUTENHA
rbBKaBOCT. 6G e BKJ/OUBA MHOMECTBO TEXHONO-
rMU 1 YCYr, KOUTO MOFaT a M3UCKBAT Pa3finyHm
MpexoBu GYyHKUUN. MpeXKoBOTO CerMeHTUpaHe Le
ocurypsaBa nnatpopma 3a 6G ycnyru, BKloUMTen-
HO TaKTWJIHW TEXHONOTMM W XanTW4yHa KOMYHWKa-
LuA, B KOWTO Le ce 13non3BaTt TeEXHUKK, 6asnpaHm
Ha MaWwwnHHO obyyeHune (ML) n gbnboko obyyeHue
(DL). Te3n TexHONOrK Lie NO3BOJIAT HA MpeXaTa fa
npefocTaBa AOCTbIM B peasiHO BpeMe A0 CbOTBET-
HUA NPOAYKT UN YCyra He3aBMCKMMO OT MACTOTO U
BpemeTo. 3a epeKTMBHOTO M3MON3BaHE Ha NOAO6HN
cneumduyHN ycnyrm BUPTYanm3npaHoTo MpPeXoBO

CerMeHTUpaHe ce oyepTaBa KaTo MepcrnekTUBeH
noaxog. B pamknte Ha 6G, c orneg ocurypsasaHe Ha
pPa3HO00pPa3HM NOTEHLMANHUN NPUNTOXKEHNA, MPEXa-
Ta Wwe 6bAe pa3feneHa Ha PasfIMyHU CerMeHTU, KaTo
BCEKM OT TAX e 6bae KoHdUrypupaH ¢ Heobxoau-
MUTE NPOTOKONN Y NONMUTUKN.

V.6G U UHAYCTPUS 5.0

MNpe3 nocnegHute gecetmneTnsa peguua TEXHONO-
FMYHU YCHBbPLUEHCTBAHNA CTUMYNMpaT pa3BuUTUE-
TO Ha VHTeNnuUreHTHUTe ¢$abpukn. HesaBucumo ot
TOBa, CBbP3aHOCTTa NPoAb/KaBa Aa 6bhe cblyecT-
BeH npobnem. 5G NocTaBM OCHOBMWTE Ha YeTBbpTaTa
WHAYCTPUANHaA PeBOIOLUUA Ype3 LUMPOK CNEeKTbpP
OT CbBpeMeHHU TexHonorunn. MNpexoast KbM NHAycC-
Tpua 5.0 Wwe nonyyun JOMbHUTENIEH UMMYNC C LWN-
pokomalLabHOTO BHegpABaHe Ha 6G. CbBMeCTHOTO
NpoeKTMpaHe Ha KOMYHUKALWOHHUTE 1 yNpaBreH-
CKMTEe MeXaH3MU e NO3BOJIN HaMaNiABaHe Ha pas-
XOAmMTe, NOBMLIABAHE Ha CKOPOCTUTE 3a NpeJaBaHe
Ha JaHHM U pa3liMpABaHe Ha NPUNOXKHWTE CLeHa-
puvn.

6G mperkaTa, pasrnexgaHa Kato CeH30pHa cpefa,
e oCUrypu MHTErpupaHa KOMyHuKaLmsa, CEH30pU-
paHe 1 nokanusauma, KOUTo Ypes eguHHa cucrtema
Lle OTrOBOPAT Ha NOTPe6HOCTMTE Ha MHAYCTPUATA
M NO TO3U HauMH Le HaManAT onepaTUBHUTE pas-
xoan. HoBm ycTponcTea € HyneBo eHeprumnHo no-
TpebneHne nnu 6e3 6atepun brxa mornu aa 6baat
peanu3supaHu B 6G upes backscatter kKomyHukaLuu,
KOEeTO Lie N03BoNM MalabHo cbbrpaHe Ha laHHK 3a
aHanu3 1 ynpaeneHne B 3aTBOpPeH Uukba. Oyaksa
Ce WNPOKO NPUSIOKEHME Ha POsL OT MOBUTHU po-
60TK 11 6e3MNUNOTHN NeTaTeNIHN CUCTEMMX B Pa3iny-
HU BepPTMKaNHN CEKTOPU, BKIOUMTENHO XOTenuep-
CTBOTO, 34paBeona3BaHeTo, CKnajoBaTa JIornmcTrKa
1 fOCTaBKaTa Ha NpaTKu.

VI. 3AKJIIOYEHUE

CnepnBa fa ce nogyepTae, Ye BM3UUTE 3a 6G, Kak-
TO U Bb3MOXXHUWTE NOAXOAM KbM CTaHAAPTU3aUUATa,
BEPOATHO e NPEeTbPNAT CbLECTBEHN U3MEHEHUS
npeay Hayanoto Ha TbProBCKOTO M BHeApsBaHe,
TbIl KaTO NPEACTON NU3BBPLUBAHETO Ha 3HAaUMTeNeH
06eM TexHuyecka M PpuHaHcoBa paboTta. OT Tex-
HMYecKa rnegHa ToUka € Bb3MOXHO KOHKPETHUAT
CTaHAapT 3a 6G apxuUTeKTypa fa He ce OKaxke Oon-
pepenAw B AbATOCPOYEH MnaH, Npu ycnosue ye
nHTEpdENnCUTe Mexay PasNYHUTE Mpexn ObaaTt
CTaHAAPTU3MPAHU NO HAYMH, KONTO No3BonABa 6e3-
npo6nemeH NPeHOC Ha JaHHU MeXAay TAX.

OCHOBHOTO NpeanMCcTBO Ha 6G ce CbCToU B Cro-
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®ue. 3 lHdycmpus 5.0

COBHOCTTa M la OCUTypABa NPAKTUYECKN MUTHOBE-
Ha KOMyHMKauma mexay TenedoHu, KOMNTPK, HO-
CUMK YCTPOWNCTBA, POOOTU3NPAHN CUCTEMI U APYTI
CBbp3aHN 06eKTU. Ta3n TeXHONOorus e cb3gage
NnpeanocTaBKK 3a WNPOKO BHEAPABAHE HA HOCMMM
WHTENIUTEHTHW YCTPOWCTBA, MHCTPYMEHTU 33 MeTaB-
ceneHara, aBToMaTM3npaHa UHGPACTPYKTypa 1 pe-
AMUA ApYrv NPUNOXKEHUA, KOUTO KbM HacTOALWMSA
MOMEHT BCe OlLe Ce HaMMpPaT OTBbA rPaHULMTE Ha
061YaANHOTO TEXHOJIOTMYHO BbOOpaXkeHNe.
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HEPETJIAMEHTHUPAHU KABEJIHU
NHOPACTPYKTYPU B TPA] CODUA:
TEXHUYECKHU, OPTAHU3AIINOHHU U
HOPMATHWBHHA ACIIEKTHU

Hannen Crounos, xuxan MeHcen10B

Pestome: HacToAWMAT foKknag pasrexpaa npo-
6nema c He3aKOHHUTe KabenHn (MpeXxoBu) VH-
dpacTpyktypm B rpag Copusa. AHanusmpaHu ca
TeXHUYECKNTE XapaKTepPUCTUKWN Ha Te3n Mpexiu,
OpraHU3aUVOHHUTE NMPUYNHUN 33 TAXHOTO Bb3-
HMKBaHe U HOpMaTMBHaTa paMKa, KOATO v pe-
rynupa. PasrnefaHm ca nocneacTBusita Bbpxy
CUTFYpPHOCTTA, HaleXXAHOCTTA U rpaackarta cpe-
Aa. NMpeacTaBeH e paswMpeH aHanUTUYeH npe-
rnep v ca NpeasioXkeHNn Mepku 3a nogobpaBaHe
Ha ynpaBfieHNeTo, KOHTPosa U ONTUMU3MpaHe
Ha Mpe)KoBaTa UHPpPACTPYKTypa.

Knioyosu Oymu: He3akoHHM Kabenu, mpexoBa
MHPPACTPYKTYypa, TeneKoMyHMKauuu, peryna-
uun, rpagcka cpepa.

I. YBOJ

CbBpemeHHaTa rpagcka cpefa e CUHO 3aBMCMa
OT Pa3BUTUETO Ha TENEKOMYHUKALMOHHUTE MPEXN.
Te ocurypsaBaT OOCTbN OO WHTEpHET, Tenesusus,
BUAEOHabMoAeHNE U Pa3nnYHK UndpPoBU yCiyru,
KOWUTO Ca Hepas3gesiHa YacT OT exegHeBmeTo. Tesun
MpPEeXK ca B OCHOBaTa Ha AUruTanHata TpaHcpopma-
LUMA 1 UrpanAT Kno4voBa pons 3a GyHKUMOHNPAHETO
Ha MKOHOMMKATa 1 06LecTBOTO.

B ycnoBusTa Ha 6bp30 pa3BuTME Ha CEKTOPA, Brpaf
Codun ce HabnogaBa 3HAUNTENHO pPa3pacTBaHe Ha
HEe3aKOHHO M3rpafeHn KabenHu MHOPACTPYKTypWU.
Te Bb3HUKBAT KaTo pe3ynTaT OT IMMNca Ha KOOpAMHa-
LA, CTPEMEX KbM HamanABaHe Ha pa3xoanTe U He
Ha NocnefHO MACTO HeOCTaTbyeH KOHTpOA. Jlnnca-
Ta Ha edeKTVBEH KOHTPON U KoopAMHaLMA Mexay
pasnnyHnTe yyacTHUUM B npoueca JonpuHaca 3a
Cb3aBaHeTO Ha HapyLeHus. [1]

OcBeH TOBa, CTPEMEXbBT KbM 6bpP30 paslmpsBaHe
Ha MOKPUTUETO N HamassABaHe Ha pa3XxoAauTe YecTo

Aannen Crounos ot Bucwe yuynnuwe no tenekomy-
Hukauumn n nowwm, Codpusn, 1 akag. C. MnageHoB Yn.,
Codua 1700, Bbnrapus. E-mail: d.stoilova@utp.bg

MxunxaH MeHcengos ot Buclie yunnuue no reneko-
myHukauvm n nowm, Codpus, 1 akag. Ct. MnageHos Yn.,
Codua 1700, Bbnrapus, E-mail: menseidov@utp.bg

BOAW O KOMMPOMMCK C KauecTBOTO M 6e30MacHOCTTa
Ha UHdpacTpyKTypaTa. B pesyntat ce cb3gasar ycno-
BUA 3a Bb3HNKBaAHE Ha TeEXHUYEeCKN I'IpO6J'IEMVI, KaKTO
1 PUCKOBE 3a NOTpebuTennTe 1 oKoNHaTa cpeaa. [2]

II. TEOPETUYHA PAMKA

A. ColyHOoCM Ha npobrema

He3akoHHUTE KabenHW Mmpexn npeacraBnABaT
MHPPACTPYKTYpW, usrpageHn 6e3 HeobxoaumuTte
pa3peLlmnTenHm, YeCcTo OT NNLa, He3ano3HaTu C Tex-
HUYECKN 1 YCNoBUA 32 6e30MacHOCT YMEHMA U No-
3HaHUS, KaKTO M HOPMATUBHU M3UCKBaHKA. Te yec-
TO ce peanu3upar 6e3 cbrnacyBaHe c oOLWMHCKKTE
opraHu n 6e3 HeoHXOAUMUA TEXHMUYECKN KOHTPOSI.
ToBsa rv npaBu TPyAHU 3a MaeHTUdULMpPaHe 1 yrpa-
BneHwue. [3]

Te ce xapakTepu3mpar CbC:

 Jlnca Ha cbrnacyBaHe C OOLWMNHCKUTE OpraHu;

 l3non3saHe Ha Hepa3pelLleHn TpaceTa;

« OTCbCTBUE Ha CTAaHAAPTU3MPAHO N3MbIHEHUE;

« HepernameHTrpaHa ekcnioatauus;

B. TexHuuyecku acnekmu

OT TexHnYecKa rnegHa Touka He3aKoOHHUTE MPEeXKn
ce xapaKtepusmpaT C U3MoN3BaHe Ha HecTaHAap-
TU3NPaHN peleHna 1 maTepuann. Yecto Kabenu-
Te ce npokapsaT no dacagu, AbpeeTa uUnu Apyru
HenoaxoAAWm KOHCTpyKUun, 6e3 aa ce usnonseat
3alUMTHU KaHanu. ToBa yBenMyaBa BEPOATHOCTTA
OT MEXaHWYHW NOBpPean W BnNuse HEraTMBHO Bbp-
Xy HageXAHOCTTa Ha ycnyrute. Jluncata Ha cuc-
TEMATU3NPAHO MPOEKTMPaAHE BOAM AO XaOTUYHO
pa3npepeneHne Ha TpaceTaTa, KOeTo 3aTpyfHABa
noaapbKKaTa U yBenM4yaBa PasxoguTe 3a PEMOHT.
OcBeH TOBa, NOAOOHW NPaKTUKK MOraT Aa Aosenar
[0 eNeKTPOMArHUTHM CMYLLEHMA W BNOLWABAHE Ha
KauyecTBOTO Ha curHana. [4]

C. OpzaHu3ayuoHHU hakmopu

OpraHr3aumoHHUTe NPUYMHA 33 Bb3HUKBAHETO Ha
He3aKOHHU MHPPACTPYKTYPU Ca CBbP3aHU € inncaTa
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Ha edeKTMBEH KOHTPON 1 KoopAuHaLMA MexXay one-
patopute. B MHOro cnyyan pasnuyHu [OCTaBYMLM
Ha yCnyri usrpaxgaT napanefiHm mpexu 6es ga ce
CbobpasABarT ¢ Beye cbliecTByBaLmTe. ToBa BOAM A0
AybnnpaHe Ha UHPPaACTPYKTYpa 1 HeepeKTUBHO 13-
nonseaHe Ha pecypcuTe. JluncaTta Ha LeHTpaneH pe-
rMMCTBP Y MNPO3PAUYHOCT B NpoLecuTe AOMbAHUTENHO
YCNOXKHABA YNpaBfieHNeTo Ha mpexuTe. [2], [5].

D. HopmamusHa pamka

B Peny6nvka bbarapusi usrpa)kgaHeTo u ekcnio-
aTaumATa Ha TENEKOMYHMKALUOHHN MPEXu ce pe-
rynupat oT 3akoHa 3a efleKTPOHHUTe CboObLleHNs
M CbOTBETHUTE NOA3aKOHOBU aKToBe. Te3n HopMma-
TUBHW AOKYMEHTU MOCTaBAT U3UCKBaHUA 3a 6e3o-
NMaCHOCT, KAUeCTBO U CbrnacyBaHe C KOMMETEHTHUTE
opranu. [1]

Bbnpekun HannumMeTo Ha ACHa perynaTopHa pamMKa,
Ha NpakKTnKa ce HabnogaBaTt NPOMNYCKX B KOHTPoONa
M NpwiaraHeTo Ha 3aKOHOAATENCTBOTO. ToBa Cb3-
[laBa nNpepnocTaBKy 3a Pa3npoCcTpaHeHne Ha Hesa-
KOHHW MPaKTUKMU.

ITII. METO/IUKA

3a uenuTe Ha HACTOALLOTO M3C/iefiBaHe e NpoBee-
HO NUIOTHO HabnogeHne Ha KabenHa MHbpacTpyK-
Typa B rpag Codus. M36paHu ca Tpy XUNuLLHU pa-
MOHA C pa3fiNyH1 XapaKTePUCTMKN Ha 3aCTposBaHe
N TENEKOMYHMKAUMOHHA MHPPACTPYKTypa — X. K.
JTionuH, X. K. Hagexga n X. K. KpacHa nonaHa.

BbB BCcekn paiioH ca HabnogaeaHu no 10 otaen-
HW noKauun, Koeto popmmupa n3Bagka oT obwo 30
HabsofaBaHM MecTa. 3a BCsiKa JIOKauma € NPpUSIoXeH
CTAaHAAPTU3MPAH YEKIINCT 3a OLEHKA Ha CbCTosAHME-
TO HAa Bb3AYLUHO N3rpageHnTe KabenHn TpaceTa.

OueHABaHeTO e U3BbPLIEHO MO CiefHUTE NoKa3a-
Tenu:

* Hannuue Ha Kabenu no dacagn unm cTbnbose

6e3 3alMTeH KaHarn,;
e CTEMeH Ha XaoTUYHO rpynupaHe Ha Kabenute
(0-3);

o Ha/nuve Ha naeHTUPUKauma Ha onepaTop;

e puUCK Npu HebnaronpuATHM atMmochepHn ycno-
BuA (0-3);

o BGNN30CT 10 eNEKTPONPEHOCHU INHNUN;

o HaJIuyMe Ha BUAUMU NOBPEAN U NPOBUCBAHE.

MonyyeHuTe pe3ynTtati ca o6paboTeHn ypes cpas-
HUTENEH aHaNM3 N U3UNCSIABAHE Ha CPeAHU OLEHKM
no panoHn C uen maeHTudMuMpaHe Ha Hal-npo-
61eMHNTE 30HMW.

TasanuA |

Ne | PaiioH |Q|G | |G |G|C7]|C8]|06wo
1 | Monuu 313 (3 (2|1 (22 (3|19
2 | ionun 302 (3 (2 (1|2 (2|2 |17
3| Monun 313 (3 (3 1(2 (12 (2 (3 |2
4 | Mionun 2 12 (3 (2|1 |1 ]2 (2|15
5 | Mionun 313 (2 (2 (2 (2|33 ]2
6 | Jloau 2 12 |2 |1 |1 {1212 |13
7 | MonuH 303 (312122 (3 |3 |2
8 | MonuH 2 12 (3|2 (1|1 (2|2 ]15
9 | MonuH 303 (312 (1 ]2 |3 |3 ]2
10 | Monuu 2 02 (2|2 (1T |1 (2|2 |14
11 | Hagexnpa 2 012 (2 (1 |1 |1 {1 1]2 |12
12 | Hapexxna 2 11 (2 (1 |1 |1 {1 |1 ]10
13 | Hagexna 2 12 (2|2 (1T |1 (2|2 |14
14 | Hapexna 1T 1(2 (2 |10 (1T {1 ]1T]9
15 | Hapexpa 2 0212 |2 (1 (1|2 |2 (14
16 | Hapexnpa T (1 {211 (01 ({1 1]1]8
17 | Hapexpa 2 012 (2 (1|1 |1 {21213
18 | Hapexpa 2 1112 (1T (1T |1 |1 {1110
19 | Hapexpa 21212 (2 (1T |1 1]2 |2 |14
20 | Hapexpa T 11 {2 (1101 {1 |18
21 | KpachanmonaHa |3 |2 |2 |2 |1 [2 |2 |2 |16
22 | Kpachanmonawa |2 |2 (2 |2 |1 |1 |2 |2 |14
23 | Kpachanmonaa |3 |3 |2 |2 |2 |2 |2 |3 |19
24 | KpachamonsHa |2 |2 |2 |1 |1 |1 |2 (2 |13
25 | Kpacwanonawa |3 |2 (2 |2 |1 |2 |2 |2 |16
26 | Kpachanonawa |2 |2 [2 |1 |1 [1 |2 |2 |13
27 | Kpachanonawa |3 |3 (2 |2 |2 |2 |3 |3 |20
28 | Kpachamonawa |2 |2 |2 |1 |1 [1 |2 |2 |13
29 | Kpachamonawa [3 |2 |2 [2 |1 |2 |2 |2 |16
30 | Kpachamonawa [ 2 |2 |2 [1 |1 |1 ]2 ]2 |13

MpepctaBeHmTe B Tabnuua | pesyntatn o606La-
BaT ouUeHKaTa Ha 30 HabnogaBaHu noKauuu B Tpu
panioHa Ha rp. Codua — JlionuH’, Hapexpa” n,Kpac-
Ha nonAHa". 3a BCAKa NOKaLMaA ca NPUIOKEHN oCcem
KpuTepus 3a oLeHKa Ha pUCKa, CBbpP3aHmM CbC CbC-
TOSIHMETO, PA3MOoNOXKEHNETO, BUANMAaTa MOAAPDXK-
Ka M NOTEHUMANIHOTO Bb3AeNCTBME Ha KabenHaTa
MHPPACTPYKTYpa BbpXy rpaackata cpega. Obuwara
OLeHKa MO3BOJMIABA CPABHMUTENIEH aHanu3 mexay
OTAENHWTE PalioHM 1 onpeaensaHe Ha 30HUTe, Npu
KOWTO PUCKBT € NO-BMCOK 1 € Heobxoaum no-3acu-
JIeH KOHTPOI.
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Nronan Kpacwa nonaxa Hagexna

Que. 1 06w puck

Qurypa 1 nokassa cpefHuA o6 PUCK MO PaioHU.
Han-Bncoka cpegHa CTOMHOCT e OTYeTeHa B panioH
Jhonnn® —17.5 Toukun, cnegsaH oT,KpacHa nonAHa” -
15.3 Toukm n,Hagexpga” - 11.2 Touku. Tasu pasnuka
MokasBa, Ye B paMKuUTe Ha NUIOTHOTO HabnoaeHue
npobnemunTe C HepernaMmeHTUPaHN UK HeENOALbP-
aHW KabenHW TpaceTa ca Hal-CMJIHO M3PA3EeHN B
panoH ,Jhionun” MonyyeHnte CTOMHOCTU MOCTaBAT
Jhonnn® n ,KpacHa nonAHa” B 30HaTa Ha BUCOK
puck, Bokato ,Hagexpa” ce pobnukasa fo ropHara
rpaHnLa Ha CPefHUA PUCK.

CpepneH puck, Bucok puck n Kputuuen puck

B Cpepeti puck [l Bucok puck Kputuuen puck

~

N)

NMonuH KpacHa nonsHa Hapexpa

Paiion

Que. 2 PaznpedesnieHue N0 HUBO HA PUCK

PaznpepeneHneTo no H1Ba Ha puUck BbB Qurypa 2
[aBa no-geTaniiHa NpeacTaBa 3a XxapakTepa Ha ycTa-
HoBeHWTe npobnemu. B paiioH ,JlionnH" ce Habnto-
JaBa Hal-HeGnaronpuATHO pa3npegeneHne, Tbi
KaTo YacT OT JloKauMnTe NonagaTt B 30HaTa Ha Kpu-
TnyeH puck. Mpu ,KpacHa nonaHa” npeobnagasat
NOKaUMM C BMCOK PUCK, HO BPOAT Ha KPUTUUYHUTE
cnyyau e no-Manbk. B panoH ,Hapgexpaa” He ce otum-
Ta KPUTMUYEH PUCK, KaTo HabnogaBaHWTe NloKauum
Ca OCHOBHO B CpefHuA N BUCOKUA Amnana3oH. ToBa
NnoKasBa, Ye PUCKLT HE € PAaBHOMEPHO pasnpeje-
NEeH N Ye MepKuTe 3a KOHTPON cneaBa Aa 6baat Ha-
COYEHM NPUOPUTETHO KbM Hali-3acerHatuTe 30HMU.

C1 Kaberm 6e3
3alnTeH KaHan

€2 XaotniHocT /
KabenHu cHonose

C3 INunca Ha
MapK1poBKa

C4 MposuceaHe

C5 Bugumm nospeamn

C6 bnusocT go en,
nnuHUA

C7 ATmocdeper
puck

C8 EcreTnyecko
Bb3gencTene

0,0 05 1,0 15 2,0 25

Que. 3 CpedHa oyeHka no kpumepuu C1-C8 3a yanama
u3gaoka

Qurypa 3 npeacTaBsa cpefHUTe OLEHKN Mo oTaen-
HuTe KpuTtepun C1-C8 3a uanata nssagka. Han-su-
COKMW CTOMHOCTM ce HabnogasaTt nNpu Kputepunte,
CBbP3aHM C Kabenu 6e3 3aluTeH KaHal, XaoTUYHO
rpynvpaHe Ha kabenuTe, nMnca Ha ACHO 0603Haue-
HMe Ha ornepaTop U ecTeTUYECKO Bb3eNCTBNE Bbp-
Xy rpagckata cpefia. ToBa MokasBa, Ye OCHOBHUTE
npobnemMn He ca camo TEXHUYECKW, a BKIIOYBAT U
OpraHn3aunoHHM GaKTopW, CBbP3aHN C naeHTudu-
KauuATa, nopapbKKata U KOOpAMHAuMATa Mexay
yyaCTHUUMTE B M3rpakgaHeTo M eKkcnioartauusaTa
Ha KabenHaTa MHbpacTpyKTypa.

IV.PE3VJITATU OT ITNJIOTHOTO
HABJIIOAEHNE

PesyntaTte OT NUIOTHOTO HabnodeHWe MOKas-
BaT, Ye MPUSIOXKeHaTa CUCTEMA OT KPUTEPUM MO3-
BOJIABA CPABHUTENTHO ACHO pasrpaHMyaBaHe MeX-
Iy n3cnefnBaHUTe panioHun. Hali-BUCOK o6Ly, puck e
OoTuYeTeH B paloH ,JIionuH", KbaeTo ce Habnwoaasat
NO-BMCOKW CTOMHOCTM MO OTHOLUEHNE HA XaOTUYHO
rpynupaHe Ha Kabenute, nunca Ha 3alMTHN KaHau
1 NO-CUJTHO BU3YyanHO Bb3AeNCTBME BbPXY FpajcKa-
Ta cpepa. PanoH ,KpacHa nonaHa” cbwo nokassa
BNCOKM CTOMHOCTM Ha PUCKA, HO C MO-HUCBK AAN Ha
KpuTuyHmuTe cnydawn. MNpu panoH Hapgexxpa“ pesyn-
TaTWTe Ca CPaBHUTENTHO NO-HNCKK, KOETO NO3BONABA
TOV fa ObAe pasrneXkaaH KaTto no-cnabo 3acerHar B
PaMKUTe Ha HacToALLATa 3BafKa.

MonyyeHuTe paHHW nNOTBbPXKAABAT Heobxoau-
MOCTTa OT NO-ePeKTUBEH KOHTPOJ BbPXY Bb3AYLUHO
M3rpafieHnTe KabesHn TpaceTa, KakTo U OT BbBEX-
JaHe Ha Mo-ACHW MEXaHU3MK 3a ugeHTudukauums,
noaapbXKKa U NpropuTU3MpaHe Ha NPobnemHuTe
yuyacTbum. [MMNOTHUAT XapaKTep Ha M3CNefBaHETo
He No3BoJsisiBa 0006LLeHNEe 3a LaaTa TepuTopus Ha
rp. Coduis, HO NOKa3Ba NPUIOKUMOCTTA Ha Npeasio-
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XEeHUA YeKNNCT KaTo UHCTPYMEHT 3a MbpBOHayval-
Ha OUEHKa M CpaBHeHMEe MeXAy OTAeNHM FpafCKm
30HMU.

CpepfHaTa oLeHKa 3a CTeMNeH Ha XaoTMYHOCT Ha Ka-
6enHNTe TpaceTa € Hall-BMCOKAa B paiioH ,JIlonnH",
cnepiBaH oOT palnoH ,KpacHa nonaHa” u panoH ,Ha-
aexpa“. AHanornyHa TeHgeHUus ce HabniogaBa u
npw oLeHKaTa Ha pUcKa OT NoBpean BCeAcTBYE Ha
aTMocpepHM yCnoBus.

MonyuyeHuTe pe3ynTaTv NOTBbPXKAABAT HEOOXOAN-
MOCTTa OT MO-ePeKTUBEH KOHTPOJI BbPXY U3rpaxk-
[aHeTo U eKcnnoaTaumaTa Ha KabenHa nHdpacTpyk-
Typa B rpaficka cpepa.

V. AHAJIN3 1 JAUCKYCHUA

A. lpumep om npakmukama 8 2pad Cogus

B peavua kBapTanu Ha Copus, ocobeHo B No-cTapu
KUNULWHW 30HK KaTo JTtonuH*,,,Hagexpga” n yactm ot
+KpacHa nonaHa’, morat ga ce HabnogaBaT 3Hauu-
TESIHW HaTPYNBaHUA Ha Bb3AYLIHO OKayeHn Kabenu
no gacagmn Ha Ccrpaan u enekTpuyeckn ctonbose. B
MHOrO Cilyyan Te3n Kabenu ca npokapaHu 6e3 us-
Nosi3BaHe Ha KabesiHM KaHanu Uian 3aWuTHU Tpbom
n 6e3 AcHo obo3HaueHne Ha onepatop. [lpakTu-
KaTa NMokasBa, Ye npuv nogmsHa uam paswmpasaHe
Ha MpeXKn yecTo ce fob6aBAT HOBU Kabenu, 6e3 aa
ce AeMOHTUpaT CTapuTe, KOETO BoAY A0 T.Hap. ,Ka-
6enHn cHonoee”. ToBa Cb3faBa 3aTpPyAHEHUA Mpu
naeHTMOULMPAHE Ha aKTUBHUTE JIMHUK, NOBYMLLIABA
pucKa oT aBapun 1 YCJIOXKHABA nogapbxkaTta. [o-
MbAHUTENHO, NPY HeGNaronpUATHN METEOPOSIOMNY-
HW ycnoBus (cuneH BATbP, obneaasaHe) ce yBenu-
yaBa BEPOATHOCTTAa OT CKbCBAHE Ha Kabenu, KoeTo
MOe [ia AoBefe A0 NPEeKbCBAHE Ha YCNIYT U PUCK
3a 6e30MnacHOCTTa Ha rpakgaHute. To3m npumep
UNCTPrpPa HeOOBXOANMOCTTa OT NO-CTPOT KOHTPON
W NpemMuHaBaHe KbM MOA3EMHA WK CTaHAAPTU3U-

paHa nHdpacTpyKTypa.
B. AHanus Ha cumyayusma e 2pad Cogpusa

AHanu3bT Ha cuTyauusTa B rpag Codusa nokasea,
ye NpobnembT C He3aKoHHUTE KabenHu uHopa-
CTPYKTYpU € WurpoKo pasnpocTpaHeH. OcobeHo
3acerHaTtu ca no-cTapuTe KBapTanu, KbAeTo IMncBa
MofepHa noa3emHa nHdpacTpyktypa. HatpynsaHe-
TO Ha Kabenu no ¢pacagn n cTbibOBE BOAM A0 Ce-
PWO3HW BU3YANHU U TEXHUYeCKU npobnemu. OcBeH
TOBa, UMCaTa Ha KOOpAMHaUMA Mexay onepaTo-
puTe 3aTpyAHABa MoaApbKKaTa U PasBUTMETO Ha
MpexuTe. B ;bnrocpoyeH nnaH ToBa MoXe fa fJoBe-
[ie [0 yBeNMYaBaHe Ha pasxoauTe 3a NogapbKKa u
[0 HamasnsABaHe Ha KayeCTBOTO Ha NPefoCTaBsHUTE

ycnyru. AHanmn3bT NOKa3Ba, Ye UHTEFPUPAHUAT Nog-
X0p, BKIIOUYBALY TEXHNYECKMN, OPraHM3aLNOHHN 1 ai-
MUHUCTPATUBHN MEPKMU, € Hall-ePpeKTUBEH.

VI. HAYYEH ITPUHOC

HayuHMAT NpuHOC Ha HacTOALWOTO M3CcneaBaHe ce
CbCTOU B:

 [lpepnaraHe Ha NPOCT K NoOBTOPsEM MeToA 3a
OLleHKa Ha prCKa Npv HepernaMeHTMpPaHN 1 He-
noaabpKaHu KabenHu TpaceTa B rpajcka cpe-
Aa.

 [NpepctaBAHe Ha pe3ynTaTh OT NUIOTHO TEPEH-
HO HabniogeHne Ha 30 nokauuu B TpU paioHa
Ha rpag Codus.

« Pa3spaboTtBaHe Ha noaxop 3a NPUOPUTM3MPAHE
Ha 30HW, B KOUTO e HeobxoanM 3acuneH KOH-
TpON, nogpexaaHe WM npemMaxBaHe Ha Npo-
6nemHy KabenHn MHPPaCTPYKTYpW.

OCHOBHUAT MPUHOC Ha M3CNefBaHETO Ce CbCTOU
B CUCTemMaTu3MpaHe Ha $akTopuTe, BNMAELWN Bbp-
Xy Bb3HUKBAHETO HA He3aKOHHU KabenHu mHopa-
CTPYKTYPU, KAKTO U B MPEANOXKEHNETO 3a UHTETPU-
paH Noaxof 3a TAXHOTO YNpaBneHne 1 KOHTPOJI.

VII. 3AKJITOYEHUE

Ha 6a3a Ha 13BbpLIEHOTO NUNOTHO HabnogeHne
MOXe fia ce 06006LK, Ye Hal-CbLEeCTBEHN PUCKOBU
daKTopu ca nuncaTa Ha 3alnTeHN TpaceTa, XaoTuy-
HOTO rpynupaHe Ha Kabenute, OTCbCTBUETO Ha fICHA
naeHTMdMKauma Ha onepaTop 1 HebGNaronpuATHO-
TO BM3YyasiHO Bb3[EeNCTBUE BbPXY FpafckaTta cpeaa.
CpenHaTa OLeHKa Ha prcKa e Hal-BMCOKa B panioH
JIonnKH’, cnepgeaHa ot ,KpacHa nonaHa” n ,Hapex-
[a“, KOeTO MNoKa3Ba Bb3MOXXHOCT 3a NPUOPUTU3NPaA-
He Ha KOHTPOJTHNTE N OPraH3aLMOHHNTE MEPKHN NO
parioHwu.

MNpeanoXeHWAT nNoaxoh MMa MUIIOTEH XapaKTep,
HO Mo3BOMABa CUCTEMaTM3MpPaHO HabnogeHue u
KONNYECTBEHO CpaBHeHMe Ha NpobnemHn Kaben-
HW TpaceTa. B 6baewmn n3cnegBaHua MeTofuvKata
MOXe Aa 6bae paswmpeHa Ypes BKOYBAHE Ha MO-
Beye palioHu, No-rofiam 6poi nokauum, CHUMKoBa
AOKYMEHTaLUMA M CbMOCTaBKa C HaIMYHW agMUHU-
CTPaTMBHW JaHHMW 3a PerncTprupaHn onepaTopu u
pa3peLueHn TpaceTa.

He3akoHHUTE KabenHn MHPPACTPYKTYpY NpeacTa-
BNABAT CEPMO3HO NPEAN3BUKATENCTBO 3a pa3BUTUE-
TO Ha rpaackata cpefia U TeNeKOMYHUKALNOHHUA
cekTop. TAXHOTO Hanuune BOAM OO pefmua TeXHU-
Yyecku, OpraHM3auMoOHHM W coumanHm npobnemu.
PewasaHeTo Ha TO3U npobnem M3MCKBa Koopawu-
HUPAHWN YCUIMA OT CTPaHa Ha MHCTUTYUUKTe, one-
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patopute 1 obuiectBoTo. lNpunaraHeTo Ha edek-
TUBHN Me€XaHN3MWN 3a KOHTPOJT N NNlaHNpPaHe MOoXe
3HAUMTeNHO Aa NoJ06PU CbCTOAHNETO Ha MPEXKOo-
BaTa MHOpacTpyKkTypa. B 6bgele e Heobxoanmo
Aa ce pa3paboTAT Mo-yCbBbPLUEHCTBAHU MeToau
32 MOHUTOPUHT 1 yNpaBneHne, KOUTO a NO3BONAT
HaBpPEMEHHO OTKPUBaHE 1 NpeAoTBpaTABaHe Ha He-
3aKOHHW NPaKTUKN.

(1]
[2]

(4]
(5]
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BJIIMAHUE HA AI-bA3MPAHU
NMHCTPYMEHTHA 3A ITPOI' PAMUWPAHE
N ATEHTHU ACUCTEHTHU BBPXY
PASPALOTKATA HA YEb IIPUJIOXEHNU A

NBaeno Kpbcren

Pesiome: [loknapgbT pasrnexpga BANSAHMETO Ha
Al-6a3MpaHn MHCTPYMEHTU 3a nporpamupaHe
N areHTHU acUCTEHTN BbpXy pa3paboTkaTa Ha
ye6 npunoxeHus. Lienta e ga ce oueHn 6anaH-
CbT MeXAy NPOAYKTMBHOCT, Ka4eCTBO Ha Kopga
N KOHTPON OT CTpaHa Ha paspabortumka. U3-
Non3BaHN ca CpaBHUTENeH aHanu3 u nperneq
Ha eMmnNupUYHN n3cnepaBaHus 3a GitHub Copilot,
ChatGPT, Cursor, CodeWhisperer n areHTHU cuc-
Temun. Pesyntatute nokasBaT yCKOpsBaHe npu
SAICHU N OrpaHNYeHn 3aa4m, HO M pUcK oT gede-
KTW, YA3BUMOCTY, TEXHUYECKN AbAr 1 ¢panluvso
yceuwaHe 3a npoayKTUBHOCT. 3BoabT e, ue Al
TpA6Ba Aa ce M3NoJi3Ba KaTO KOHTPONMPAH WH-
KEeHepPUHI NMHCTPYMEHT, a He KaTO aBTOHOMEH 3a-
mecTuTen Ha paspaboTumka.

Knoyosu dymu: N3KyCcTBEH UHTeneKT, ye6 npu-
NoXeHnA, NPOAYKTMBHOCT, KayecTBO Ha Kopa,
areHTHW acUCTeHTH.

I. BBBEJAEHHUE

PaspaboTkaTa Ha CbBpeMeHHN yeb MpPUNOXKeHUA
e npouec, B KOWTO ce KOMOBMHUPAT NoTpebuTenckn
uHtepdenc, bnusHec noruka, 6asa faHHU, CUTYPHOCT,
DevOps npakTuMKM M HenpekbCHaTa MOAAPDBXKKA.
MmeHHo 3aToBa Al-6a3upaHnTe MHCTPYMEHTU 3a
nporpammpaHe u3rnexaaT o0cobeHO npurBneKa-
TENIHU: Te MoraT Aa reHepupart KkomnoHeHTtu, REST
KpanHu Toukun, DTO mopgenwn, Tectose, SQL 3asB-
KW, JOKyMeHTauma 1 obACHEeHNA Ha CblyecTByBaLy,
KoA. B nocnegHuTte rognHu acucteHTn Kato GitHub
Copilot, ChatGPT, Cursor, CodeWhisperer n gpyru
npemMmHaxa OT aBTOAOBbPLUBaHE Ha pefoBe Kop
KbM MHTEPAKTUBHY YaT UHCTPYMEHTU N areHTu, KO-
TO MoraT ga yeTat dannose, fja NPOMEHAT NPOEKT,
[a U3Mb/IHABAT KOMaHAW 1 ia NpepsiaraT 3asABKa 3a
cnusaHe (pull request)-u [1], [2], [11].

Ta3n npomsHa He e cCamMmo TEXHOJNIOTNYHA, a OpraHn-

MBaeno BeHuuncnaBos Kpbcres e ctyaeHT B HoB 6b11-
rapcku yHuBepcuteT, cneuymnanHoct WUHdopmartuka,
dak. N2 F113905. E-mail: ivaelokrastev@gmail.com.

3ayunoHHa. MNpwu yeb npunoxeHusaTta Al Bnusae Bbp-
Xy CKOPOCTTa Ha Cb3faBaHe Ha GYyHKLMNOHANHOCTY,
HaylMHa Ha NMcaHe Ha TeCTOBe, KAaYeCTBOTO Ha PEeBIO
npoleca, CUrypHOCTTa Ha reHepupaHna Kog n po-
nATa Ha pa3paboTyumKa KaTo YOBEK, KOMTO B3eMa ap-
XUTEKTYPHUTE pelleHnsa. EmnnpuyHnte pesynrtatu
ca npoTtusopeunsn. KOHTponupaHn ekcnepumMmeHTu
nokasBaT 3HAuUUTENTHO YCKOpsABaHe MpPU KOHKPET-
HK 3agaum [1], [2], gokaTo nNpoyyBaHWA B peanHu
N CJIOXKHW KOJOBU 6a3n NMokas3BaT NMo-Masnku nonsm
unu gopu 3abaBaAHe 3a onuTHW pa3pabdotunun [5],
[17]. Nopagwn ToBa OCHOBHaTa Te3a Ha oKNnaja e, ue
Al noBuwaga NpoAyKTMBHOCTTa CaMO KOraTo 3aja-
yaTa e gobpe aeduHUpaHa, KOHTEKCTBT € AOCTaTbu-
HO ACEH, a Pa3paboTUMKDBT 3amna3Ba KOHTPOJ 4pe3
peBIo, TEeCTOBE N apXUTEKTYPHU OrpaHnYeHus.

II. METOAUKA 1 U3TOYHUILIN

MN3cnepgBaHeTo M3non3Ba KauyecTBEH CpaBHUTENEH
aHanu3 Ha akafeMuuyHu nybnukauum, nHAycTpuwan-
HW AOKNaZM U faHHW OT aHKEeTW cpef pa3padoTumum.
MopbpaHy ca U3TOYHWLM, KOUTO pasriexjaT Tpu n3-
MEpPEHVA: MbpPBO, MPOAYKTMBHOCT, U3MEpPeHa upe3
BpeMe 3a 3MbJ/IHEHUNE, LMK Ha 3aABKa 3a CJIBaHe
(3anBKa 3a cnmBaHe (pull request)), NpomeHn B cucTe-
Ma 3a KOHTPOJ Ha BepcuuTe (commits) nnm cybekTns-
Ha OLeHKa; BTOPO, KauyecTBO Ha KoAa, BKNIOUUTENHO
KOPEKTHOCT, NOALBbPKAEMOCT, CUFYPHOCT M TeXHUYe-
CKW ObAIT; TPETO, KOHTPO OT CTpaHa Ha pa3paboTuu-
Ka, BKIIOUUTESTHO JOBEPUE, NPOBEPKA, NPOCIEANMOCT
(traceability) n OTTOBOPHOCT 3a KpaliHWsA pe3ysTar.

OcobeHo BHUMaHWe e OTAENEHO Ha U3cnefBaHuA
3a Copilot, 3awoTo TOoN € egnH OT Hal-uscnenBa-
HUTE MHCTPYMEHTM 32 CbBMECTHO MporpamupaHe ¢
n3KycTBeH uHtenekT (Al pair programming) [1], [2],
[7], [11]. BknioyeH” ca 1 NO-HOBW fL@aHHW 33 ar€HTHU
aCMCTEHTU, ThI KaTo Te MPOMEHAT PUCKA: areHTbT He
caMo npepara Kof, a MoXe [ja U3BbpLuBa AeACTBUA
B CpefaTa 3a pa3paboTka. ToBa npaBu BbNpocuTe 3a
WHXXEKTUPaHe Ha MHCTPYKUMM B nogkaHa (prompt
injection), CKpUTM MHCTPYKUMN BbB dpannose, JOC-
TN 4O TallHM 1 KNOYOBE (secrets) n HEKOHTponMpa-
HW NPOMEHM B NPOEKTa MHOIo No-BakHu [14], [15].
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ITII. CPABHEHUE HA EMIIMPUYHUA
PE3VIITATHU

Tasnuua |
OBOBLEHWE HA EMIMUPUYHW PE3YNITATU U KPUTEPUM 3A KOHTPOJ MPU
Al MIHCTPYMEHTW

Kputepwuit 060611eHMe W3r.

Tun 3agauu Haii-ronama nonsa npu orpaHuyenm, [1,12],
nposepumu 3agaum: CRUD, Tectose, [71
AOKYMEHTaLMA 1 MaNkn NpOMeHM B
noTpebuTenckina MHTepdeiic.

Bpeme KonTtponupanu 3agaum nokassar yckopenue; | [1], [5]
Npy 3penu KofoBi 6a3u e Bb3MOXHO
3a6aBaHe fo 19%.

Mpernen Hy>Hu ca npernes Ha koaa, TeCToBe U [11],
npocneauMmocT Ha Al nognomorHatuTe [13],
NPOMEHM. [18]

Kputuunoct | Hail-BuCOK puck ma npu curypHocr, [91, [10],
npaBa 3a JOCTHN, fiecepuanu3auma n [14]
UHOPACTPYKTYPHM HACTPOIAKN.

[Jloepue Ynotpebara pacTe, Ho foBepueTo B TouHocTTa | [3], [4]
0CTaBa OrPaHNYEHO U 3aBIUCY OT KOHTEKCTa.

HanHuTe B Tabnuua | nokaseart, ye HAMA yHMBeEp-
caneH otroeop ganu Al yckopsBa pa3pabotkarta. B
KOHTpONMpaHa cpefa, KbAeTo 3ajayata € orpaHu-
yeHa N KPUTEPUAT € CKOPOCT, pe3ynTaTbT € CUSTHO
nonoxutenen [1]. B peanHa cpepa obave paspabot-
UMKDBT PaboTU C HacnedeH Ko, HeABHW MpaBuna,
3aBUCUMOCT OT TeCTOBE, apXMUTEKTYPHU OrpaHunye-
HUA M U3NCKBAHUA 33 CUTYPHOCT. TamM BpemeTo 3a
prompt-1, n34akBaHe, NPoOBepPKa U NonpaeAHe Ha
NpPeaoXeHnATa MOXe Aa n3aae ovyakBaHara nevasn-
6a[5], [17].

3a yeb npunoxeHnATa ToBa O3HayaBa, 4ye Al e
Hal-rnosie3eH Npu WABGMOHHU U SICHO MPOBEPUMMN
3agaun: cb3gaBaHe Ha CRUD ekpaHu, Banugatopu,
unit TectoBe, AOKYMEHTaUWA, MUrpaunu, Masnku
React komnoHeHTK, NnpumepHn APl KnueHTn n pe-
dakTopupaHe Ha nokanHu eyHkumu. MNo-cnab e npu
3afaun, KOMUTO M3MCKBaT pa3bupaHe Ha AOMEWH,
rpaHnLN MeXay orpaHunyeHn KoHtekctn (bounded
contexts), CNOXHMW NpaBa 3a A0CTbM, 6M3HEC UHBA-
pVaHTX 1 KOMNPOMUCK B apxuTeKkTypaTa. B Takusa
cnydan Al moxke ga nponsBefe ybegutenet, Ho no-
rpeLleH Koa.

IV. BIMAHUE BbPXY
[MPOAYKTHUBHOCTTA

Han-umMtnpaHute paHHM pe3ynTaTv ca CBbp3aHu C
KOHTPONMpPaHUA eKkcnepruMeHT Ha Peng n cbaBTo-
pw, Npu KonTto paspabotunum ¢ gocton go Copilot
M3nbaHABAT 3agdaya 3a HTTP server B JavaScript ¢
55,8% no-6bp30 OT KoHTponHaTa rpyna [1]. GitHub

cbobLyaBa cxofeH pesynTat n B co6CcTBEHO uscnes-
BaHe, KaTo NOCOYBA CTAaTUCTUYECKUN 3HAUYUMO YCKO-
psaBaHe npu yyactHuumTe ¢ Copilot [2]. Nogo6Hm
pe3yntatn obacHaABaT 3awo Al acucteHTte 6BP30
ce Bb3npuremar KaTo MHCTPYMEHT 3a HaMassiBaHe Ha
PYTUHHOTO NMCaHe Ha Kog.

MNo-HoBMTe N3TOYHULM 0Haye yTOUHABAT rpaHnLIK-
Te Ha Ta3u nonsa. DORA 2025 otuunTa, ye Hag 80%
OT PeCnoHAEHTUTE Bb3MNpMeMaT NONOXKUTENHO BNN-
AHNE BbPXY NPOAYKTMBHOCTTA, a 59% cbobuiaBat
NONOXNUTENTHO BAIMAHME BbPXY KaueCTBOTO Ha KofAa
[3]. B cbwoTo Bpeme aaHHUTe Ha Stack Overflow 3a
2025 r. noKka3BaT NO-CKOPO pe3epBMPAHO OTHOLLe-
HUe KbM TOYHOCTTA Ha pe3ynTaTuTe oT N3KyCTBEHMA
WHTENEKT: AeNbT Ha pa3paboTununTe, KOMTO 3asBA-
BaT HeoBepue, € 46%, [OKATO AeNbT Ha Te3n, KOUTO
3anaBABaT gosepue, e 33% [4]. CnegoBaTenHo npo-
OYKTUBHOCTTa He TpsAbGBa fa ce pasrnexaa oTaenHo
OT NpOBepKaTa, PEBIOTO M OTFTOBOPHOCTTA Ha pa3pa-
60oTuMKa.

MpoyusaHeTo Ha METR Bbpxy onuTHM pa3paboTtuu-
LM B NPOEKTU C OTBOPEH Kopf (open-source) e ocobe-
HO Ba)KHO, 3aLLOTO pa3rfexaa 3aflaum B CO6CTBEHU,
3penu Kogosu 6asn. Tam Al MHCTpyMeHTWTe BOAAT
80 19% no-Abaro Bpeme 3a U3nbJIHEHUE, BbNpPeKU
ye yyacTHMLUUTE OYaKBaT yCKOpsABaHe U cnej ToBa
npoab/mkaeaT fa ycewart, ye ca 6unu no-6bp3u [5].
MeTa-aHanm3 ot 2026 r. CbLO NOKa3Ba yMepeH Mno-
noxuteneH epekT BbPXY MPOAYKTUBHOCTTA, HO C
BVICOKA XETEPOreHHOCT: epeKTbT e No-roNAM B KOH-
TPONUPaHN eKCNepuMEHTN U NO-MaNbK B MPOEKTU
C OTBOpPEH Kopj (open-source) 1 B KOpropaTMBHa
cpena (enterprise) [6]. CnegoBaTeNIHO NPOAYKTUB-
HOCTTa TpAbGBa fJa ce n3mepBa He caMo upe3 6pon
penoBe Kof, a Upes 3aBbpLUeH U MPUETHN MPOMEHW,
nedekTn cnep BHeapsaBaHe, BpeMe 3a PeBIo U Nof-
LPbKKa.

V. KAYECTBO HA KOJIA,
CUT'YPHOCT U TEXHHUYECKHU JBJIT"

KauecTBOTO Ha Kopga e MO-TPyAHO 3a M3MepBaHe
OT ckopocTTa. EgnH Al acucteHT MoXe fa reHepupa
KOMMAWUNMpaLy ce Kog, KonTo obaye HapylwaBa ap-
XUTEKTYPHU MpaBuia, ayonupa foruka, nponycka
rpaHnyHu cnydam (edge cases) Unm cb3faBa PUCKO-
Be 3a curypHocTtTa. U3cnepsaHe Bbpxy ChatGPT,
Copilot n CodeWhisperer oTunTa pasnnyHy HMBA Ha
KOPEKTHOCT, HaAEXAHOCT, CUTYPHOCT U noagbpa-
€MOCT, KOETO MOKa3Ba, Ye N360opsbT Ha MHCTPYMEHT 1
dbopmMynmpaHeTo Ha 3afjayaTta BAUAAT BbpPXy pe3ys-
TaTa [8]. GitHub ny6nukysa gaHHu, ye Copilot moxe
Aa nMa nonoxmTeneH ebekT BbpXy KauecTBOTO Npu
onpegeneH ekcnepuMeHT ¢ onutHu Python pa3spa-
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60TunuN [7], HO TOBa He OTMEHA HyX[daTa OT He3a-
BMCMMa NpoBepKa.

ChrypHoCTTa € Hal-KpUTUYHMAT acnekT 3a yeb
NPUWNOXKEHNS, 3alLOTO TUMNYHIY TPELLKN KaTo MeX-
LyCaMTOBO CKpunTMpaHe (XSS), MHXeKTUpaHe Ha
SQL 3aaBku (SQL injection), HenpaBUIHO Banuau-
paHe, HenpaBWIHX MpaBa 3a JOCTbM M HecUrypHa
aecepuanmsaums (insecure deserialization) morat
[a MMaT AUPEKTHU nocnegmum 3a noTpebutenute.
Fu n cbaBTOpM aHanu3mpat KOAoBU (parMeHTH,
reHepuvpaHn C U3KycTBeH MHTenekT (Al-generated
snippets), ot GitHub npoekT n oTKpMBaT 3HAYMM
asan  cnaboctn, BKouuTenHo 29,5% 3acerHaTtu
Python ¢parmeHTn n 24,2% JavaScript dpparmeHTm
[9]. Mo-ronamo n3cnegeaHe ot 2025 r. aHanu3npa 7
703 darina, ABHO aTpubyTnpaHn Ha Al MHCTPYMeH-
™, N Hammpa 4 241 CWE cnyyaa B 77 Trna cnaboctu
[10]. Te3n pesyntat He 03Ha4aBarT, Ye Bceku Al koa
e onaceH, Ho JoKa3BaT, Ye Al kogbT TpsbBa da ce
TpeTupa KaTto HeNpoOBEPEH BbHLLEH NPUHOC.

Lpyr npobnem e TexHnyeckusT guir. GitClear pas-
rnexga 211 MunmoHa NpoMeHeHn pefa Kog n fo-
KnagBa pbcT Ha aybnupaH kop (duplicated code) un
yecTa npepaboTKa Ha Kog (code churn) B KOHTEKCTa
Ha Al acuctentn [12]. Mopo6Ho, n3cneaBaHe 3a nop-
ApbXKKaTa cnef BbBexaaHe Ha Copilot nokasBsa, ye
NPOAYKTUBHOCTTa MOXE Aa Ce YBEeNNYM OCHOBHO
npuv no-nepudepHn paspabotTunun, HO NO-ONUTHU-
Te pa3paboTunum noemat noBeye pesio 1 MOBTOPHA
npepaboTka (rework), BkniountenHo 6,5% noseuve
npernenaH kog n 19% cnag B cobcTtBeHaTa UM opu-
rMHanHa npogyktusHocT [18]. 3a eknnute ToBa e
npegynpexaeHune: ako Al reHepupa noeeve Ko, HO
CTaplmTe pa3paboTumnLm npekapsaT NoBeye Bpeme
B UMCTEHe, peanHaTa NPOAYKTMBHOCT MOXe Ja Ha-
manee.

VI. ATEHTHU ACUCTEHTU
N KOHTPOJI OT CTPAHA HA
PASPABOTUHKA

AreHTHWTE aCUCTEHTM Ca CnefBallaTa CTbrKa
cnen yat 6asumpaHuTe nomolHuum (chat-based
assistants). Te moraTt ga nnaHupar 3afaya, Aa TbpcaT
B MPOEKTa, fa PeAaKTUPAT MHOXKeCTBO $alinoBe, Aa
M3NbJIHABAT TECTOBE U Ja Cb3AaBaT 3asABKa 3a Cu-
BaHe (pull request). ToBa e nonesHo npu fobpe ns-
ONIVIPAHM 3afjaun KaTo MOmMpaBKa Ha ManbK aedekT
(bug), nobaBaHe Ha TecToBe UMK aKTyann3MpaHe Ha
AOKYMeHTauus. PUCKDBT e, ye areHT®bT nosydyaBa WH-
CTPYMEHTaneH JOCTbN A0 CpefaTta, a He CaMo Tek-
CTOB KOHTEKCT. Taka rpeLika B MHTepnpeTaymaTa Ha
3ajlayaTa MOXe fja ce NPeBbPHE B CEPUA OT HEKOH-
TPOANPAHV MPOMEHMU.

OWASP noctaBa nHXeKTuMpaHe Ha MHCTPYKUUU B
noakaHa (prompt injection) n HeCMrypHOTO N3MON3-
BaHe Ha MHCTPYMEHTU Ccpef KIIIUYOBUTE PUCKOBE 3a
NPUNOXeHNS C rofieMu e3nkosu mogenu (LLM) [14].
MNpwn areHTeH acUCTEHT 3/I0HaMepeHa UHCTPYKLUMA
Moxe ga 6bae ckputa BbB README daiin, 3agava
(issue), xypHan (log), komeHTap B Ko WK OTro-
BOP OT BbHLeH API. AKo areHTHT TpeTupa Tasm uH-
CTPYKUMA KaTo BaNnAHa, MOXe Aa pa3kpre TalHu U1
KntouyoBe (secrets), ;la NPOMEHUN KOHUrypauma uim
fa M3NbAHW HenopxodsAlla KomaHAa. N3cnegsaHe
BbpXy cuctemn ¢ Al areHTU nokassa TPYAHOCTU C
opkecTpauusa (orchestration), ynpaeneHuve Ha 3aBu-
cumocTmn (dependency management), nHTerpaums
no BpemMe Ha M3nbjiHeHMe (runtime integration) u
HafeXAHa oueHKa Ha nosefeHmeTo [15].

3aTtoBa KOHTPOMBLT OT CTpaHa Ha pa3paboTumka
TpAbBa Aa 6bae nsrpageH Kato npouec. Mbpso, Al
He TpAbGBa Ja UMa AMpPeKTeH AOCTbM A0 NpoAyK-
UMOHHM TalHM U KoyoBe (production secrets),
MHOPACTPYKTYPHU KIIIOYOBE WM HEPEBIOMPAHO
cnmBaHe (merge) KbM ocHoBeH KnoH (branch). Bto-
PO, BCUYKM NPOMEHU TpAbBa Aa MMHaBaT Npe3 KOH-
Belep 3a HenpekbcHaTta uHTerpauus (Cl pipeline) ¢
MOAYITHU, UHTErpPaLMOHHM, NPOBEPKN 3a CUTYPHOCT
W CTaTUYHM MNPOBEPKM Ha cTuna. TpeTo, 3apauuTte
KbM Al TpsabBa ga 6bAaT Masku 1 C ACHWU KpUTEPUM
3a npuemaHe (acceptance criteria). YeTBbpTO, pas-
paboTunkbT TpAOGBa fa NpaBy apXUTEKTYPHO PEeBIO:
[anu peleHneTo e B NPaBUIHNA CJI0W, Aann He 3a-
obukans Banvgauuu, fanv He HapyLlaBa pasgensHe
Ha OTroBOpHoOCTUTE (separation of concerns) 1 ganu
€ CbBMECTMMO C Beye MNPUeTU apXMTEKTYPHU Lia-
6510HU (patterns).

VII. OPTAHU3AIMOHHUN E®EKTHU U
N3MEPBAHE HA PE3VJITATA

BHegpaBaHeTo Ha Al acucTeHTM He Tpabea Aa 3a-
noysa C BbMpoca “KONIKO pefda Kop Lie Hanuviiem
noseye’, 3allOTO TOBAa € NIECHO MaHUNynMpyema
meTpuKa. MNo-nogxoaawm ca nokasartenu KaTo Bpe-
Me 3a peanusnpaHe Ha npomeHun (lead time for
changes), NpoueHT BbpHaTW 3asABKU 3a CNMBaHe
(pull requests), nedekTn cneg nybnmkysaHe Ha Bep-
cna (release), cpegHO Bpeme 3a Bb3CTaHOBABAHe
(mean time to restore), nokpuTtue ¢ TectoBe, bpoi
KOHCTaTaumn 3a curypHocT (security findings) u
Bpeme 3a peslo. DORA TpaguUMOHHO pa3rnexga
NPOn3BOANTENIHOCTTA MpPe3 CnocobHOCTTA Ha eKu-
na fa foCTaBs HafeXAHO, a He Npe3 NHAMBUAYaNeH
o6em kop [3]. B To31 cmncbn Al Ma CTOMHOCT, ako
HaManABa TecHU mecTa (bottlenecks) n nogobpasa
KauyecTBOTO Ha MpoLueca Ha AocTaBka Ha cobTyep
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(delivery process), a He ako NpPOCTO yBenyaBa CKo-
pOCTTa Ha nncaHe.

Mpwu yeb npunoxeHUsTa ronama 4yact oT CTOMHOCT-
Ta MABA OT NPABUJIHA UHTEFPALUS MEXAY ClI0eBeTE:
nortpe6utenckn uHtepdenc (Ul), nporpameH WH-
Tepdenic (API), ynoctoBepaBaHe (authentication),
npaBa 3a poctbn (authorization), 6a3a paHHW,
¢doHoBM 3apgaum (background jobs) u BHeppaBa-
He (deployment). Al MmoXxe fa NOMOrHe BbB BCEKM
CJI0, HO MOXE U Aa reHepupa HecbrnacyBaHu pe-
WweHuA. Hanprymep KOMMOHEHT Ha NOTPebUTeNcKus
nHtepdenc (frontend component) Moxe fa 0YakBa
pa3nuyeH JSON mogen oT 06eKT 3a NPeHoC Ha AaH-
HU B CbpBbpHaTa YacT (backend DTO); murpaumsa
MO>e [la He CbOTBETCTBA Ha AOMEIH OrpaHNyeHuns
(domain constraints); TectoBeTe mMorat a NpoBeps-
BaT CaMO OCHOBEH ycnelueH cueHapui (happy path),
HO Aa NPOoMyCcHaT rPaHUYHK Cilyyaun Npuv npagaTa 3a
[oCTbN. 3aToBa TPA6GBa fa ce U3MepBa He caMo Jio-
KaNHOTO U3Mb/IHEHVE Ha 3ajayaTa, a KaueCTBOTO Ha
LAMOCTHUSA NOTOK OT MAEA A0 NPOAYKLNOHHA cpeaa.

Ipyr opraHn3aunoHeH epeKkT e NpomsiHaTa B po-
NATa Ha cTapwmA pa3paboTuuk (senior developer).
AKo no-mnaguMTe uneHoOBe Ha eKuna reHepupat
noseye Ko ¢ Al, CTapwmAT pa3paboTunk moxe aa
6be HaTOBapeH C NoBeye pPeBio, KopeKuun n obsc-
HeHus. ToBa ce BUXKAA W B N3C/ieABaHMATa 3a HATO-
BapBaHe OT NOBTOPHa npepaboTka (rework burden)
cnep BbBexpAaHe Ha Al nHctpymeHTtu [18]. Cnepo-
BaTeniHo Al cTpaTtervata TpA6Ba Aa BKuBa 06y-
yeHue KaK ce nuwat gobpu nogkaHu (prompts), HO
1 obyuyeHVe KaK ce Banugmpa pe3yntaTbT: YeTeHe
Ha pa3nuku B koaa (diff), mogenupaHe Ha 3annaxm
(threat modeling), nncaHe Ha TecToBe, pa3dupa-
He Ha >KM3HEeHUA LMKbA Ha W3Mnon3BaHaTa pamka
(framework lifecycle) n npoeepka Ha 3aBMCUMOCTK
(dependencies).

3a pa 6bAe BHeApsBAHETO KOHTPOJIMPYEMO, €
pa3ymMHO eKkunbT Aa AeduHupa KaTeropum 3apa-
un. HucKkopuckoBm ca 3aflaun Kato JOKyMeHTauums,
KOMeHTapu, MNPUMEpPHM MOAYNHW TecToBe (unit
tests) 1 Manku NpomeHn B NoTpebuTenckna nHTep-
denc. CpefHOPMCKOBYM Ca KpaliHW TOUYKM 3a Cb3fa-
BaHe, yeTeHe, pepakTupaHe u mstpmBaHe (CRUD
endpoints), MUrpauumn N NPecTpyKTyprpaHe Ha Kopj
(refactoring) B orpaHuueH moayn. Bucokopucko-
BM ca ygocToBepsiBaHe (authentication), npasa 3a
poctbn (authorization), kKpuntorpadus, nnaTexxHU
notouu, 06paboTKa Ha INYHU JaHHU U MHPPACTPYK-
TYpHU NpomMeHu. Mpn Bucokopuckosmte 3agaum Al
MOXe fia Ce U3MOoM3Ba 3a NAEN N KOHTPOJIEH CMNCHK
(checklist), Ho He TpsabBa ga 6bae OCHOBEH aBTOP
6e3 NogpPoOHO YOBELLIKO PEBIO.

VIIIL. TIPEITOPBKU 3A VEb
PA3PABOTKA

MNpakTuyecknAaT mssog e, ye Al MHCTpymMeHTuTe
TpsbBa fa ce MHTerpupaTt B NpoLeca KaTo yCKopu-
Tesl, HO He KaTo aBTopuTeT. [lobpa NpakTuKa e Aa ce
nsnonsea mogenst “Al npeanara - pa3paboTUnKbLT
pnokasga”. MNpu paspaboTka Ha NOTPedUTENCKN WH-
Tepdelic (frontend development) ToBa o03HauyaBa
npoBepka Ha JoCTbnHOCT (accessibility), aganTtue-
HO nosefeHue (responsive behavior), ynpaBneHue
Ha CcbcToAHMETO (state management) 1 rpaHUYHM
cnyyan (edge cases). MNpun paspaboTka Ha CbpBbBP-
HaTa yacT (backend development) o3HauaBa npo-
BepKa Ha TpaH3aKuuMu, aBTOpM3auus, Banugaums,
obpaboTka Ha u3knoyeHma (exception handling),
noreaHe (logging) n murpaymm Ha 6asata JaHHK
(database migrations). Mpn uanoctHU GyHKUMO-
HanHoctu (full-stack features) Al TpabBa ga 6bae
orpaHvyeH fo Manku BepTrKanHu cpe3ose (vertical
slices), 3awWo0To ronemnTe NPOMeHN yBennyaeaTt pu-
CKa OT cKpuUTU fedeKkTu.

EkvnuTe TpAbBa fa BbBeAaT NpaBusia 3a Kog, reHe-
pupaH c n3KycTBeH nHTenekT (Al-generated code):
3aAb/KNUTeNeH npernes Ha Kopa (code review),
0603HayaBaHe Ha NPOMEHM, NOAMNOMOrHaT/ OT U3-
KycTBeH nHTenekt (Al-assisted changes) npu Hyxnaa,
aBTOMATMYEH CTaTUYEH 1 AVHAMWYEH aHanm13 3a Cu-
rypHoct (SAST/DAST), npoBepKa Ha 3aBUCUMOCTHU
(dependency scanning), TecToBe 3a KPUTUYHIK MNO-
Tpebutenckn cueHapun (user flows) n 3abpaHa 3a
nocTaBAHe Ha YyBCTBUTENHW JaHHM B MNy6AUYHM
mogenu. NIST Al Risk Management Framework npe-
nopbYBa YNpaBleHre Ha pYCKa Ype3 ynpasJieHue,
CbMOCTaBAHE, N3MEPBAHE M KOHTPON (governance,
mapping, measurement and management) [13].
B KoHTeKkcTa Ha yeb npunoxeHus ToBa MOXe fa ce
npeBefe KaTo: ACHO KOW HOCU OTFOBOPHOCT, KOU 3a-
Aaun ca nogxopAwm 3a Al, Kak ce n3amepBa KayecT-
BOTO U KaK Ce Cnupa OnacHoO NoBefeHue.

BakHO e cblo pa3paboTumumTe aa He rybart yme-
HuATa cu. AKo Al NOCTOAHHO Nuwe WabnoHeH Kop
(boilerplate), mnagnaT nporpammncT moxe ga npo-
nycHe pasbupaHeTo 3allo fafeHa CTPyKTypa e
npaswiHa. OT gpyra cTpaHa, Korato ce 13nos3ea 3a
06sAcHeHue Ha HacneeH kop (legacy code), reHepu-
paHe Ha TeCTOBM CJlyyYam U CPaBHABaHE Ha peLleHNns,
Al moxe fa yckopu yyeHeTo. 3aToBa Hal-gobpuAaTt
noaxop e akTMBHa ynoTtpeba C KpUTUYHO MUCTIEHE:
pa3paboTumMKbT 3afaBa NMOCOKa, NpoBepsABa XMMo-
Te3u 1 Nprema camo Kof, KonTo pasbupa.
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IX. OTPAHMYEHUSA N BB/IEIIIA
PABOTA

HactoawumaTt goknag vma orpaHuyeHune, 3awWoTo
06006L1aBa HAaNMMYHW U3CefBaHNA, a He NPoBeXaa
COOCTBEH eKCMEePVIMEHT C KOHKpeTeH ekun. OcBeH
ToBa Al MHCTPYMeHTUTe ce pa3BUBaT MHOIo 6bP30
n pesynTtatute oT 2023 r. He BMHarn ca AUPeKTHO
MPUAOKUMU KbM Mogenute u areHtute ot 2026
r. Bbnpeku ToBa CpaBHEHUETO MeXAY KOHTPONu-
PaHu eKCNeprMEHTN, aHKETU 1 peasiHu repository
n3cneaBaHuMA € NonesHo, 3alloTo NoKa3Ba NOBTO-
paem mopen: Al e Han-cuneH Npu NoKanHW 3aaa-
UM C AcHa crneyndmrKauma N NO-pPUCKOB NPU KOM-
NNEKCHU CUCTEMUN C MHOIO HEABEH KOHTEKCT [5],
(6], [17].

bbaelo nscneaBaHe no Temata MoXke Aa n3mepu
edeKTa BbpXy peaneH CTYLEeHTCKU unu pupmeH yeb
npoekT. Hanpumep egnH eknn moxe aa paspabort-
Ba dyHKUMoHanHocT 6e3 Al, a gpyr - cbc cTporo
neduHupara Al nonutuka. Cneg ToBa Morat ga ce
CpaBHAT BpeMe 3a pa3paboTka, 6poi gedekTu, no-
KpuTre C TeCTOBE, BPeMe 3a npernes Ha koaa (code
review) n 6poi KOHCTaTaLMm 3a CUrypHOCT (security
findings). Taka we ce nsberHe NpPo61eMbT, Ue MHOTO
WHAOYCTpUanHy AoKNagn n3mepsaT camo Bb3npus-
TWUA, @ HE peanHo KayecTBO Ha JoCTaBeHNA codTyep
(3], [4].

OcobeHo BaXkHa NOCOKa € 13c/iefBaHe Ha areHTHM
aCUCTEHTU B Cpefa 3a HenpeKkbCHaTa UHTerpauma
n poctaBka (Cl/CD). Ako areHTbT MoXe Aa OoTBapA
3asABKa 3a cnusaHe (pull request), pa ctaptupa Te-
CTOBe 1 fla NonpaBesA rpeLKky, Tol Moxe aa 6bae no-
neseH 3a noagapbxKa. Ho ako HAMa orpaHuyeHus
Ha npaBarTa, cfefa 3a npocneanmocT (audit trail) n
YyoBeLWKO 0f06peHne, CbliaTa aBTOHOMHOCT Cb3-
faBa puck. 3aTtoBa ObAewute CMCTEMU BEPOATHO
we kombuHupat Al c nonuTrKa Kato Kog (policy-as-
code), nzonupann cpean (sandbox), aBTomaTNUHK
NPOBEPKU 3a CUTYPHOCT (security gates) 1 06sACHU-
MK 0606LleHnsA Ha npomeHun (explainable change
summaries), KOMTO NO3BONABAT Ha pa3paboTumka
na pa3bepe 1 KOHTponNUpa BCAKa NPoMAHa npeau
cnmBaHe (merge).

X.3AKJIIOYEHUE

Al-6a3vpaHnTe MHCTPYMEHTU 32 NPOrpaMrpaHe u
areHTHUTE aCUCTEHTU BeYe MPOMEHAT pa3paboTKaTa
Ha yeb npunoxeHus. Te moraTt fJa HamansaT BPEMETO
3a PYTUHHWU 3afdayun, Aa NOMOrHaT NpU AOKYMEHTa-
LuMA, TeCToBe M MbPBOHAYANHU MMMSIEMEHTaLUK,
KaKTO MOKa3BaT KOHTPOSIMPAHW eKCNePUMEHTU U
aHketn [1]-[3]. CbweBpeMeHHO NO-peasncTUYHN

n3criegBaHNA NokasBart, Ye ePpeKTbT 3aBUCK OT onu-
Ta Ha pa3paboTunKa, CIOKHOCTTA Ha KogoBaTa 6asa
1 KayecTBOTO Ha npoueca [5], [6], [17].

KniouoBunAaT n3Bog e, ye Al He npemaxBa Hy»JaTa
OT MHXKEHEpPHA AMCLUMMAVHA, @ A NPaBX NO-BaXHa.
Mpw nunca Ha KOHTPOJ TOW MOXe Aa YBennumn Tex-
HUYECKNA ObAr, Aa reHepupa YA3BUMOCTU U Aa
NPexBbpIV TEXXECTTa BbPXY CTapLunTe pa3paboTuu-
uwm [9], [10], [18]. Mpwn npasunHa ynotpeba - Mankm
3aflaun, ACHW KpUTepUM, TECTOBE, PEBIO, MPOBEPKN
3a curypHocT (security checks) n orpaHuyeHn npasa
- Al moxke pna 6bae CcuneH MHCTPYMEHT 3a NpoaykK-
TnBHoOCT. CnepoBateniHo GbaelleTo Ha yeb paspa-
60TKaTa He e aBTOHOMHO MporpaMnpaHe 6e3 YoBek,
a NpoLec, B KOWTO pa3paboTunMKbT OCTaBa apXUTEKT,
npoBepsBall, U OTrOBOPEeH COOGCTBEHMK Ha pelle-
HueTo.
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HNEHEHTPAJIM3NPAHU IOT
EKOCUCTEMU YPE3 OEJEPATHUBHO
OBYUYEHUE

Anexcannbp [lanarauen

Pestome: HacTosAllaTa HayyHa CcTaTnA pasrnex-
Aa MeToguTe M TEXHONOrMmTe, oueprasa pyHaa-
MeHTaslHa napagurmasnHa Kpusa B CUr'ypHOCTTa
Ha MIHTepHeT Ha HewlaTa (loT), KoraTo T4 ce onu-
pa Ha KOHBEHLMOHAJIHN LieHTpanusnpaHn mo-
Aenu unn andysHN AeueHTpannsnpaHn Mpexu
6e3 opkecTpauuaTa Ha ¢pepepaTNBHOTO ObGyue-
Hue (FL). OcHoBHaTa Uen Ha n3cnegBaHeTo e ga
ce npoeKkTupa, paspabotu n sepupuympa nHo-
BaTUBHa, Mawabupyema v ycTonumBa Ha aj-
BepcapuasiH/ aTaku paMKa 3a aBTOMaTusnpaHo
OTKpMBaHe VM aBTOHOMHO HeyTpanusupaHe Ha
Knbepsannaxum B pAeueHTpanusupaHu WHTep-
HeT Ha HewaTa (loT) ekocucremu ypes cuHeprus
mexpy ¢denepaTnBHo obyueHue, nepudepHn
nsuncnenna (Edge Computing).

Kniouosu oymu: ®epepaTtmBHo obGyueHue, fe-
ueHTpanusmpaum mpexm, FL, UHTepHeT Ha He-
warta (loT).

[. BBBEJAEHUE

HeueHTpanmsnpanute loT ekocuctemmn npencTa-
BNABAT apXUTEKTYpPeH MOAEN, MPN KOWTO yrpasne-
HueTo, 0bpaboTKaTa Ha AaHHM 1 B3eMaHETO Ha pe-
LWEeHNA He ca KOHUEeHTpUpaHW B eduH LeHTpaneH
CbpBbP, a Ca pasnpegeneHn Mexgy MHOXeCTBO
YCTPOWCTBa, Bb3NU UM NIoKanHW xbbose. To3n noga-
XOf, € NPOTUBOMONOXEH Ha TPaAULMOHHUTE LieH-
TpanusupaHu loT nnatpopmm, KbAETO BCUYKN AaH-
HM ce n3npawaT KbM obnak 3a aHanm3 v KOHTPOI.

QepepaTvBHOTO 00yueHuWe npepcTaBnsABa HOBa
napagurma B pasnpefeneHoTo MallWMHHO obyue-
HUWe, KOATO Uenu aa npeopgosiee orpaHMyeHmATa Ha
TPaAVLMOHHMTE LeHTPann3mpaHn noaxoam 3a ob-
paboTka Ha AaHHW. To Npegnara apxuTekTypa, npu
KOATO MHOXeCTBO aBTOHOMHU 1 reorpadcku pas-
npegeneHn yyacTHUUM (KNMeHTn) CbBMECTHO ONTu-
mMmu3npat obu mogen, 6e3 ga paskpusat ceouTe Jio-
KanHu gaHHu. To3n mopgen Ha obyuyeHre Bb3HUKBA
KaTo OTroBOP Ha HapacTBalmMTe U3MCKBaHMA 3a no-

Anekcangbp MNanaraues is with the University of Tel-
ecommunications and Post, Sofia, 1 Acad. St. Mlade-
nov Str, Sofia 1700, Bulgaria.

E-mail: a.palagachev@utp.bg.

BEPUTENHOCT, PETYNATOPHO CbOTBETCTBME U edeK-
TVBHO W3MON3BaHE Ha pPa3npefeneHn n3uncnnTen-
HY pecypcu.

I[I. APXUTEKTYPHA VA3ZBUMOCT

TpagmumoHHuTe |oT apxuTekTypm pasumTaT Ha
JaHHW, KOETO Cb3faBa JIOMMYeCKO TACHO MACTO U
KPUTUYHa ,eAUHMNYHA TOUKa Ha oTka3” (Single Point
of Failure). Mpun TakbB MOAEN KOMMPOMETUPAHETO
WM TEXHUYECKMAT CPUB HA LIeHTPaNHMA Bb3en na-
panu3uvpa 3aWwuTHUTE MeXaHM3MM Ha uanaTta mpe-
Xa, NpaBenkn A necHa mulleHa 3a macmpaHm DDoS
atakn. OCBeH TOBa LeEHTpanusnpaHuTe CUCTEMMU
JeNCTBAT KaTo ,OCHOBHA Len” 3a aTakn, Tbi KaTto
KOHLEHTPMPAT OFPOMHM Mac/BU OT LieHHa UHbop-
Mauma Ha eJHO MACTO.

[eueHTpanusnpaHoto denepatnBHO 0b6yyeHne
(Decentralized Federated Learning, DFL) B KoHTek-
cTa Ha WMHTepHeT Ha HewaTa (loT) npencTaBnsABa
pa3wunpeHve Ha Knacmyeckoto deaepaTnBHO 06Y-
yeHume, NP KOeTo Ce npemaxBa 3aBMCMMOCTTa OT
LueHTpaneH CbpBbP. BmecTto ueHTpanusmpaHa Ko-
opauvHauwms, loT ycTpoicTBaTa opraHusmnpar obyye-
HUETO KONMEKTUBHO, Upe3 ANPEKTHa KOMYHMKaLmA
nomeXxay CU WM 4Ype3 YacTUUYHO CTPYKTYpUpaHu
MpexoBu Tononoruun. Tosn nopgxog e ocobeHo nog-
xopdAw 3a loT ekocucTemu, xapakTepumsmpaiym ce ¢
AVHAMWYHOCT, XEeTEPOreHHOCT U OrpaHUYeHn pe-
cypcu. 3a pasnuka oT TPaANLUMOHHUTE METOAU, NPU
KOWTO CYpPOBUTE fLaHHN CE NPEXBBbPIIAT KbM LiEHTPa-
NeH CbpBbpP 3a obyueHue, pefepaTUBHUAT Mogen
n3npawa eaMHCTBEHO MapamMeTpUYHM aKTyanmsa-
UunK, reHepmpaHn NOKasHO BbpXy YCTPOMCTBATa Ha
yyacTHuumTe. To3n MEXaHU3bM 3HAUUTENTHO HaMma-
nABa pUCKa OT KOMMNPOMETMPAHE Ha YyBCTBUTENHA
MHOOPMaLMA N OoCUrypsaBa NO-BMCOKA CTEMeH Ha
NOBEPUTENTHOCT, KOETO ro npaBu 0COBEeHO Moaxo-
AAUl 3a JOMeWHW KaTo 3[paBeona3BaHe, Kubepcu-
rYPHOCT N nHTenureHTHu loT cpegu.

ITI. OITEPATUBHU OI'PAHUYEHUMA:
JJATEHTHOCT U YECTOTHA JIEHTA

MpenaBaHeTo Ha KonocasHu obemy OT Heobpa-
60TeHN JaHHM (raw data) oT munnapau ceHsopwu
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KbM obnaka reHepupa HENOCUTIHO HaTOBapBaHe Ha
MpexoBaTa UHPPaCTPYKTYpa 1 3HaUUTENHA NaTEHT-
HocT. ToBa 3abaBsHe e daTanHO 3a NPUIIOKEHUs B
peanHo Bpeme, KaTo aBTOHOMHW MPEBO3HU Cpef-
CTBa MWW WMHAYCTpMaNHa aBTOMaTM3auuA, KbAeTo
ceKkyHaun 3abaBAHe NMpu OTKPMBAHETO Ha 3annaxa
mMoraT fa fosefat go ¢pusmyecku wetn. bes nokan-
HaTa 06paboTKa M CbBMECTHATa MHTEIMIEeHTHOCT,
ocurypeHn ot FL, mpexunTte ctaBaT MHEPTHU U He-
CNocobHK Ha 6bp3a peakuus.

KoraTo He ce n3nonsea penepaTnBHO 0byueHue,
CypoBuTe faHHW Ha notpebuTtennTe TpAbsa Aa Ha-
NycHaT NOKaNHOTO YCTPOWNCTBO, 3a Aa 6baaT aHanu-
3UpaHn, KOETO AUPEKTHO HapyLlaBa NPUHLMNMTE 3a
,MUHUMM3NPaAHE Ha AaHHUTE", 3anoxeHn B GDPR u
HIPAA. MoTtpebutennte B UYyBCTBUTENHU CEKTOPY,
KaTo 34paBeona3BaHeTo, YeCTo OTKa3BaT fa ydJacT-
BaT B CXeMM 32 MOHUTOPWHI NMOPaan PUCK OT U3TU-
YaHe Ha NMyHa MHdopMaUMA UNKM HEOTOpPU3UPaH
LOCTDBM OT TPETU CTPaHU. TPaaULMOHHOTO MaLUUH-
HO ObyueHVe M3NCKBa LIeHTpanu3auns, KOeTo e B
NPAK KOHPNMKT C HapacTBaLLUTE U3NCKBAHWUA 3a CY-
BEpeHUTeT Ha AaHHK1Te.

B peueHTpanusnpaHm mpexu 6e3 FL gaHHWTe vec-
TO OcTaBaT 6MoKMpaHy B U30AMpaHM cunosun. Ako
BCAKO YCTPOWCTBO 0OyyaBa COOCTBEH MOAeSN He3a-
BMCMMO (MPOCTO pa3npegeneHo obyyeHune), To pas-
rosiara camo C MaJika 4acT oT o6LaTa uHpopmauus,
KOeTO BOAM [0 HMCKa TOYHOCT U cnaba cnocobHocT
3a 06061 aBaHe Ha MogenuTe. bes konabopaTUBHUA
MexaHn3bM Ha FL, nokanHnTe mogenun Ha pecypcHo
OrpaHUYeHnTe YCTPONCTBa HE MOraT Aa ce Haydar
OT ONMUTa Ha OCTAHANINTE YYACTHULM, KOETO M1 Nnpa-
BY 6€3MOMOLLHYM cpelly HoBY (,zero-day”) 3annaxu,
KOUTO BCe OlLLie He ca cpeLlany IOKanHo.

LWo ce otHaca po (Edge Al) KpallHUA U3KycTBeH
nHtenekt (M), cnoxuHnte mogenu Ha U yecto ce
0b6yuyaBaT Ha 06/layHM CbPBBPM, a KPalHUTE MoAe-
NV CNef TOBa Ce BHeAPABAT Ha KpaliHW YCTPONCTBa,
3a fla NpefoCcTaBAT He3abaBHW pe3ynTaTy U ga nog-
ObprKaT B3eMaHeTO Ha peLleHusa B peanHO Bpewme.
Hanpumep, mogenn Ha HEBPOHHU MpeXn C Abira
KpaTKkocpoyHa namet (LSTM) morat ga ce m3nbi-
HABAT Ha KpanHUA CION 3a OTKpMBaAHE Ha Cbpaeu-
HO-CbOBM 3a60NABaHUA Upe3 aHaNN3 Ha AaHHU OT
enektpokapguorpama (EKI) ot Bpemesu cepun. Mo-
paau orpaHuyeHnTe pecypcu obaue, He BCUYKK 3a-
[aun MoraT fia ce U3nbiHABaT ePeKTMBHO Ha Kpali-
Hua cnon. MNo-cneumnanHo, camo 3aJauun, KOUTO He
W3WNCKBAT MHTEH3VBHU U3YUCIIEHUS 1 FONsIM 06em
namerT, ce U3NbJIHABAT Ha KpalHu ycTponcTea.[1]

TpaAnUNOHHUTE METOAM U NPOCTUTE AeLeHTpanu-
3UpaHun JeTeKToOpY YecTo He ycnABgaT Aa uaeHTndu-
umMpaT CNOXHKW, NOAUMOPPHN 1 BPEMEBO pasmnpe-

[eNIeHN aTaku Ha MpPEeXM OT 3apa3eHun YCTPOMCTBa
(,60TOBE" NN ,30MOUTA"), KOUTO CE KOHTpONUpaT
ANCTAHUMOHHO OT Hanagatenu,(Hanp. Mirai). OTkpu-
BaHETO Ha TaKMBa 3anfiaxu U3nckea pasbupaHe Ha
CTPYKTYPHUTE 1 BPEMEHHUTE 3aBMCMMOCTU B LANa-
Ta MpeXa — Hello, KOeTO € HEeMOCTUKMMO 3a U30MU-
paHun YCTPOWCTBA, KOUTO He OOMEHAT NapameTpuy-
HW 3HaHWA Ype3 pefepaTUBHU NPOTOKONN.

Jlvncata Ha ¢pefepaTnBHO obyueHue B loT Boan o
CMCTEMM, KOUTO Ca eAHOBPEMEHHO TPOMaBWU, JIeCHO
YA3BMMU U 3aKOHOBO HECbOTBETCTBALLM, KaTO Cb-
LEeBPEMEHHO NpeasiaraT OrpaHMyeHa 3alinTa cpe-
Ly eBOJIIOMPALLMA NeE3aX Ha Knbep3annaxuTe.

IV.MEXAHNWU3MHU 1 OIITUMU3INLNU
HA ®EJJEPATMUBHOTO OBYUEHUE FL
B IOT CPEAU

MNpwnnaraHeTo Ha FL B loT ekocrucTtemu He e nnweHo
OT Npefn3BNKaATENICTBA, OCHOBHO CBbP3aHM C XeTe-
POreHHOCTTa Ha YCTPONCTBaTa 1 pasnpeneNieHNeTo
Ha gaHHuTe. [laHHuTe B loT mpexunTte yecto ca Non-
[ID (He3aBMCUMM N NAEHTUYHO pasnpefeneHu), Kkoe-
TO O3HayvaBa, Ye UHbOopMaLUATa, CbbUpaHa oT eanH
CEH30p 3a TemnepaTypa B MHAYCTpUaNHa cpefa, ce
pa3nuyaBa ApacTUYHO OT JaHHUTE Ha Kamepa 3a Ha-
6nto0feHne B yMeH rpag. 3a cnpaBaHe ¢ Te3n Npob-
nemu ce BHepABAaT YCbBbPLUEHCTBAHW anropuTMm
3a arperayus. [lokaTto KnacM4yecKuAT anroputbm
FedAvg (Federated Averaging) [5] n3umcnasa npe-
TerneHa cpefHa CTOMHOCT Ha akTyanusauuuTe,
no-HoBWU pelueHna KaTto FedProx [5] BbBeXaaT pery-
napu3aLMOHHW UneHoBe, 3a da ctabunnsmpar oby-
YeHMeTOo NPU HaNMune Ha CUTHO BapUpaLLy noKan-
HW HabopW OT AaHHU U U3UNCAUTENHN KanauuTeTu
Ha KnneHTuTe. ChbBpEeMEHHUTE CbPBBPHU CUCTEMU
TpsibBa fa 6baaT perynspHo o6HoBsABaHU. MHCTPy-
MeHTBT unattended-upgrades no3sonABa aBTOMa-
TUYHO WHCTanMpaHe Ha KPUTUYHM OOHOBNEHMA 3a
cnrypHocrt.[5]

ABTOMaTM3MpaHNTe OOGHOBMIEHUA HaMansABaT pu-
CKa OT eKCcnyioaTupaHe Ha MU3BECTHU YA3BUMOCTU U
NoBKMLUABAT HAEXAHOCTTa Ha CUCTeMaTa.

V. DEJEPATUBHO OBYUEHUE
FL-BA3NUPAHO OTKPMBAHE HA
3JIOBPEJAEH CODPTVYEP 3A 10T

TpaAMUMOHHNTE MOJENM 3@ CUTYPHOCT, pa3uynTa-
WM Ha LeHTpanm3mpaHn obnayHn cCbpBbpM 3a Cb-
6MpaHe 1 aHanu3 Ha JaHHKW, ce cONbCcKBaT C NpU-
CblM GM3MUYECKM N NTOTUYECKN OFPaHUYEeHMA Npu
BHeapsiBaHe B MallabHu loT (Massive loT - MloT)
cLueHapuu.
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AHanM3bT Ha CbBpPeMeHHUTE 5G Mpexu NoKassa,
ye TpagUUMOHHWUTE MeToaM 3a aBTeHTUdMKauuA
YyecTo He ycnABaT fJa Ce CNpaBAT C AUHAMUYHUTE
MOAENM Ha 3aniaxu. Ta3m ya3BMMOCT ce 3acunBa oT
¢$aKTa, ue MHoro loT ycTponcTBa NpuTeXaBaT orpa-
HUYEHW N3UYNCIUTENHU Pecypcy, KOeTo NpaBu He-
Bb3MOXKHO BHEAPABAHETO Ha CIIOXHU KpunTorpad-
CKM MPOTOKOSIN AUPEKTHO Ha TAX.[7]

B KOHTEKCTa Ha MHAYCTPUANTHNA UHTEPHET Ha He-
warta (loT), Te3n orpaHuYeHMa ce NPoABABAT Ypes
HEBB3MOXXHOCTTa Ha CTaHOApPTHUTE CMCTEMM 3a
OTKpMBaHe Ha TpaHcnuTepauua (IDS) pa pasnos-
HaBaT MofepHuTe, nonuMopdHM 3annaxu, KouTo
eKkcnnoatmpat crneundruyHUTe NPOTOKONAM Ha WH-
AyCTpUanHuTe YCTPONCTBA. BroKyenHbT MoXe aa
3aMeHU LeHTpanHuAa FL cbpBbp, KaTo arperayusaTa
ce M3BbpLIBa Ype3 cmapT gorosopu unu P2P SES
(Supplementary Edge Server) HacnarsaHus.

MpunaraHeto Ha FedAvg ¢ nmapameTpuyeH Cbp-
BbP 33 OTKPMBAHE Ha MpeXKa OT KOMMNPOMETUPAHN
YyCTPOWCTBa (HyneB AeH),3ana3Ba CypoBua Tpaduk
NoKaneH, HO ce pa3ynTa Ha HaJeXAeH LieHTpaneH
arperaTop. I3non3eaHeTo Ha yaocToBepABaHe upes
Ny6nMUYHM 1 YaCTHU KIIOYOBE 3HAUUTENHO Hamansa-
Ba puCKa OT aTaku Tun brute force. HesawmTteHunTe
rpagveHT! MoraT fla Pa3KpurAT YacTHU XapaKTepuc-
TUKW Ype3 aTaku C MHBEPCKA N N3BOA 3a YJIEHCTBO.
IndepeHumnanHata MNOBEPUTENIHOCT MOMara, HO
MOXe fla HaBpeayn Ha OTKPMBAHETO Ha pedKu 3anna-
XW. 3alWUTHUTE MEXAHM3MU OT CTpaHa Ha CbpBbpa
BNN3aT B NPAKO NPOTUBOPEYMEe C UMMNepaTnBuTe 3a
NOBEPUTENHOCT U HaNMYHOCT. [6] To3n npobnem ce
neduHupa Kato ,apxuTeKTypHa Kpusa“ Ha LieHTpa-
nu3npaHuTe cuctemun 3a dpegepatuBHO 0byuyeHme
(FL). Bbnpeku ye cTaTUCTMUYECKN METOAWN KaTo Gusl-
TpUpaHe Bb3 OCHOBA Ha KOCMHYCOBa CXOLHOCT UK
EBkNMAoBO pa3ctoaHve morat da uaeHtnduumpar
,OTPOBEHN" aKTyanuM3auuu, TAXHaTa peanunsauus
BbPXY LeHTpaneH arperatop 3anassa ¢yHAameH-
TanHWTe yA3BMMOCTM Ha Mogena.[6]

TpagmumoHHuTe IDS ca npoekTMpaHy 3a CTaTUYHK
MpeXoBU KOHOUIypauumn 1 He NpuTeaBaT MbBKa-
BOCTTa Ja ce afanTmpaT KbM O6bP30 NpomeHAwuUTe
ce Tonosiornmn Ha geueHTpanmnsupaHute loT ekocuc-
TeEMU.

MpexogbT KbMm nepudepHn wmsumcneHna (Edge
Computing) e KntoYoB eTan B eBONIOLMATA Ha 3aLLK-
TaTa Ha loT. Ype3 npemectBaHe Ha obpaboTKaTa Ha
AaHHN $U3MYecKn no-6nm3o Ao M3TOYHKKA, nepu-
¢depHUTe Bb3M MoraT ga GuaTpupart, arpermpar u
aHanmnsupat uHpopmaLuaTa B peanHo Bpeme, Hama-
nABalnkn HeobxoaMMOCTTa OT TpaHcdep KbM obnaka.
Ta3n apxuTeKkTypHa NpoOMsAHa He camo ONTUMM3MPa
yecToTHaTa JIEHTa, HO 1 3HaUUTENIHO NofobpaABa cu-

rYPHOCTTa Upes NIOKaNHO OrpaHMyYaBaHe Ha JaHHWUTe.

EdektmBHOTO M3non3BaHe Ha Edge Computing
B KOMOMHaLMA C M3KYCTBeH nHTenekT (Al) Bogu go
nosgara Ha T.Hap. ,MepudepHo pasysHaBaHe” (Edge
Intelligence). To no3sonaBga Ha loT ycTpolicTBaTa Aa
W3MbIHABAT CNOXHU 33ja4M 32 OTKPUBAHE Ha aHo-
Manunu aBTOHOMHO. Hanpumep, B MHTENNIeHTHUTE
rpagose nepudepHMTE Bb3IM MOraT Aa WAEHTU-
duuympaT onnTn 3a 3arnywasaHe Ha CEeH30pU Unu
danwmndnumpaHe Ha fgaHHM (spoofing) 6e3 aa yakat
NOTBbPXKAEHMUE OT LieHTpasiHaTa cmcTema.

JeueHTpanuspaHaTa apxuTekTypa npegnara u
NnoBULLEHA YCTOMUYMBOCT Upe3 n3nuwbk (redundan-
cy). PasnpepenaHeTo Ha M3uMCAUTENHWUTE 3agauyn
MeXay MHOXeCTBO nepudepHn Bb3nM rapaHtupa,
ye JOpY aKO eAUH UK HAKOMKO OT TAX 6bAaT KOM-
NpPOMeTMPaHu, OCTaHanaTa yactT oT MpeXkaTa MoKe
Aa NPoabXM aa GyHKUMOHMPA M Ja npunara 3a-
WATHN NOAUTUKKU. ToBa € 0COBeHO KPUTUYHO 3a
MUWCUK C BUCOKA CTEMEH Ha BaXKHOCT, KbAeTo Henpe-
KbCHaATOCTTa Ha paboTaTa e OT XN3HEHO 3HaueHue.

WHTerpmnpaHeTo Ha KoHLenuuATa 3a,HyneBo goBse-
pue” (Zero Trust Architecture - ZTA) ¢ nepudpepHu-
Te M3UNCNEeHUA npefnara PeBONIOLMOHEH NOAXOS
KbM curypHocTTa. B mogena ZTA H1Kkoe ycTponcTao
unu notpebuTten He ce cuMTa 3a HadeXKaeH Nno noa-
pa3bupaHe, He3aBMCMMO [ann ce Hamupa BbTpe
UK M3BBbH MPEXoBUA nepumeTbp. Bcekn onuT 3a
AOCTBN Ce nopanara Ha CTPUKTHa aBTeHTUdMKaLma
1 MpoBepKa Ha KOHTEKCTa B peanHo Bpeme. CnHep-
rnAata mexay ZTA n 5G Edge Computing no3sonssa
MUKpPO-CErMeHTaUmA Ha MpexaTa, KbAeTo KpUtuu-
HUTE pecypcu ca U30NMpaHy B 3aLLNTEHN OMEIHM,
OOCTBMHM CaMO 3a NPOBEPEHM Bb3/N.

VI. OTKPUBAHE HA AHOMAIJINU
TP CNJIHO OTPAHUYEHU
PECYPCU

AHOManuuTe B ycTponcTeaTta B ronemu loT mpexxu
npeacTaBnABaT OTKNOHEHNA OT HOPManHOTO NoBe-
LeHune, KOMTO MoraT a CMrHanu3smpar 3a nospeau,
HenpaBwWiHa KOHUrypauua wnu Knbepataku. B
MawabHu |oT cpean Te3r aHOManMu ca KPUTUYHMU,
3allOTO MOraT Aia ce pa3npocTpaHABaT 6bp30 U Aa
3acerHaT yanarta ekocuctema.

EQHo oT Han-ronemnTe MpenATCTBUA Npen AeueH-
Tpanu3upaHaTta CUrypHocT e $aKkTbT, Ye TUNUYHKTE
loT ycTponcTBa ca MUKPOKOHTPONEPU C eKCTPEeMHO
HMCKa NameT 1 eHepreH KanauuteT. TpaguuMoHHNTE
ObNOOK/ HEBPOHHU MPEXU N3KCKBAT Merabanti unm
Jopw rmrabanTi NnameT, KOETO e HeMmoCTMXKUMO 3a YC-
TpowcTtea ¢ 32-512 kB RAM.[24] PelwleHneTo Ha TO31
npobnem uaea upes TinyML - obnacT, poKycmnpaHa
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BbpPXY BHeAPABAHETO Ha MalUMHHO ObyyeHue Ha yc-
TPOWCTBA, KOHCYyMMpaLLm No-manko ot 1 mW eHeprus.

3a pga ce BMeCTAT B OrpaHMyeHuATa Ha MUKPO-
KOHTpornepu Kato ESP32 wnu 6a3mpaHn Ha ARM
Cortex-M ycTponcTtea, Mogenute 3a OTKpMBaHe Ha
aHOManun NpPeMm1HaBaT Npe3 HAKOMIKO eTana Ha,n3-
TbHABaHe".

KeaHTyBaHe (Quantization): lMpouecbT Ha npe-
obpasyBaHe Ha Ternata Ha mogena ot 32-6uToBuU
yucna ¢ nnasalla 3anetana (FP32) B 8-6utoBu uenu
yncna (INT8) nnu gopw B 6MHapHU CTONHOCTW. ToBa
HamansaBa pa3Mmepa Ha mogena Ao 4 NbTu C MUHU-
MarnHa 3aryba Ha TOUHOCT.

OtctpaHaaHe (Pruning): VpgeHtudnumpaHe u
npemaxBaHe Ha,MbpPTBU" HEBPOHN 1 BPb3KU B Mpe-
XaTa, KOUTO He AOMPUHACAT 3a KpaHWA pe3ynTar.
ToBa BoAM [0 No-pa3peneHn MaTpuLn, KOUTO ce 06-
paboTBat no-6bp30.

basupaHa Ha no3HaHue aectunauma (Knowledge
Distillation): O6yueHue Ha KOMNaKTHa MpeXa (,yJe-
HUK"), KOATO Ce onuTBa fa Bb3NpousBeae noeege-
HWETO Ha ronAaM, CNoXeH mogen (,yuuten”). Pesyn-
TaTbT e MoJes, KOMTO 3ana3Ba MHTENIMFeHTHOCTTa Ha
(,yunTtena”), Ho B Manbk bopmar.

B npakTnKaTa HAKOMKO anropmnTbma ca ce JoKasanu
KaTo 0co6eHO epeKTMBHMU 3a paboTa B peasiHO Bpe-
Me Ha nepudepmata. Pamkata SMEESI (Sustainable
Micro-Neural Energy-Efficient Security Intelligence)
HanpriMep AeMOHCTPMpPa N3MON3BaHETO Ha KBAaHTY-
BaHW KOHBOJIIOUMOHHM HeBPOHHN mMpexn (Q-CNN)
B KOMOMHaLMA C aBTOEHKOAepW 3a OTKpUBaHe Ha
aHomanuu. To3n nNoAaxop HamanfaBa KOHCYyMauuATa
Ha eHeprua cbc 78%, KaTo CblUeBPEeMEHHO noaabp-
»a TOYHOCT oT 94,3% Npu OTKPUBaHE Ha Pa3NYHU
BEKTOPW Ha aTaka. [7]

Opyr npvmep e W3MON3BaHETO Ha anropvTbMma
Isolation Forest onpeKTHO BbpPXYy MUKPOKOHTpOse-
puv ESP32. Isolation Forest e n3kniountenHo epexkTn-
BEH 3a OTKPMBaHe Ha aHOManuu 6e3 Hy>kga oT eTu-
KeTupaHu gaHHu (unsupervised learning). Ha ESP32
TOW MOXe fla 6bae obyueH 3a 1,2 no 6,4 cekyHau u
[a U3BbpLLUBa AeTeKunaA 3a No-masnko ot 16 munuce-
KyHAu,n3non3sanku camo 80 KB RAM.[8]

VII. ABTOHOMHA PEAKIINA HA
SATUTIAXU: UHTEJIMT'EHTHHA
ATEHTU 1 CAMO3AIINTA

ABTOHOMHaTa peaKkuua Ha 3annaxuv e Nogxod, npu
konTo loT cnctemaTta CamoCTOATENHO OTKPMBA, aHa-
nu3npa n HeyTpanuaupa Knbepsannaxu, 6e3 ga us-
MCKBa YOBeLLKa Hameca.

OTKpMBaHeTO Ha 3anyiaxa € caMo MbpBaTa CTbIKa;
B AeLeHTpaNn3npaHnuTe cMcTeMn CNoCcobHOCTTa 3a

aBTOHOMHa peakuma 6e3 YoBellKka Hameca e Kpu-
TUYHA 32 MUHMMU3UPaHE Ha WeTute. ABTOHOMHUTE
CMCTEMM 3a CUTYPHOCT U3MOM3BaT Napajgurmara Ha
LareHTckma MN” (agentic Al), kbpgeTo codpTyepHu ar-
€HTW, BHeApeHU B nepudepHMTe Bb3NN, B3EMAT pe-
LeHMA B peanHo BpemMe Bb3 OCHOBA Ha KOHTEKCTa
Ha 3annaxarta.

WHTenureHTHWTE CncTemun 3a peakumsa npegnarat
paAvKanHO MpPeBb3XOACTBO Haj TPaAULNOHHUTE
CTPYKTYPW 32 MpeXoBa CUTYPHOCT. M3cnepBaHusA-
Ta MOKa3BaT, Ye aBTOHOMHUWTe nnatdopmm morat ga
HamanAT cpefHOTO BpemMe 3a peakuusa ¢ fo 65% —
oT 45 cekyHAn npwn pbyHa Hameca fo efnsa 15 ce-
KyHOW.BaXkHN ca mexaHM3muTe 3a aBTOMaTM3NPaHO
JencTeue.

InHamuyHa n3onauma: ABTOMaTUYHO NpemecTBa-
He Ha KOMMPOMETNPAHOTO YCTPOWCTBO B KapaHTU-
HeH mpexoB cermeHT (VLAN), 3a ga ce npepoTBpatn
pa3npoCcTpaHeHNETO Ha 3M0BpeAeH codtyep wnm
naTepasiHo ABMXKEHME Ha XaKepa.

MpekpaTtsiBaHe Ha cecun: HesabaBHO GNoOKupaHe
Ha crneunduUHN MPEXOBM MOTOLU WU NPOLECH,
KOUTO MOKa3BaT aHOMaNHO noBsefeHune, 6e3 ga ce
3acara paboTaTa Ha OCTaHanuTe yCnyri.

ApanTmBHO NpekoHpUrypupaHe: Cnctemata moxe
aBTOMATUYHO Jja aKTyanusupa npasuiaTa Ha 3allnT-
HaTa CTeHa Uin NONMTUKIMTE 3a JOCTbN Ha nepudep-
HWA Bb3€eN1 B OTTOBOP Ha OTKPUT HOB TUM aTakKa.

CamoneueHue (Self-healing): 3non3eaHe Ha nHTe-
NUTEHTHY JOFOBOPU B BIOKYEH MPEXM 3a aBTOMa-
TUYHO Bb3CTaHOBABAHE Ha CUCTEMHUTE KOHPUrypa-
LUMn A0 NoCneaHoTO M3BECTHO ,34PaB0” CbCTOAHMUE
cnep onuT 3a NOAMAHA Ha JaHHW.

PamkaTta FedFT (Federated Fine-Tuning) e otnu-
yeH NpuMep 3a TakaBa afanTMBHOCT. TA No3BonABa
Ha ycTtpowncteata B Connected and Autonomous
Vehicles (CAVs) ga n3sbpLuBat nieko goobyyasaHe
Ha cBouTe KNacnPpUKaLMOHHN rnaBy Npu NpPomsaHa
Ha cpepaTta, ocurypasankm 99,2% TOYHOCT nNpu OT-
KpUBaHe Ha MPEXOBW aTaku JOpy NPy AUHAMUYHM
yCnoBuA Ha ABuKeHue. IHTenureHTHWUTE gorosopu
(smart contracts) urpaat pondArta Ha ,undpoBU MNo-
nvuan’, KOUTO aBTOMATUYHO WU3MbJHABAT MONUTU-
KW 3a CUTYPHOCT MpPW HacTbMNBaHE Ha OMpeaeneHun
ycnosua. EgHa nHoBatueHa metogonorus, TpM-Pro,
BbBeXaa cybekra ,loT Operator” — 6nokueinH 6asn-
paH NocpeaHuK, KOWTO AelCTBa KaTo Masuten Ha
AOroBOpUTE N M3NBAHUTEN Ha CaHKLUUW.[7]

bnokuyeinH TexHonornAtTa HacbpuyaBa AOBEPUETO
MeXAY YYacTHULUTE, KaTo M3MON3Ba YHMKanHa 6a3a
AaHHW. bnokyenH obmXM ycnexa cvM Ha HeMpPoOMeH-
NMBOCTTAa Ha MOTBbPAEHWUTE [aHHU Cpep BCUYKM
yyacTHMUM ype3 cxema C Xel yKa3satenu. C gpyru
aymu, 6noKyeinH TexHonormsATa NO3BosABA Ha yJyac-

250



CoopHuk nokaagu — CTyleHTCKa M JOKTOpPaHTCcKa HayuyHa cecust Ha BYTII 2026

THULWTE Aa nogabpaTt U HabnogasaT nocnefoBa-
TesleH norneq Bbpxy LAnaTta cuctema, Kato fno To3u
HauMH HacbpyaBsat goBepueTo. bnokyenH TexHono-
rmsTa ce CbCTOM OT BepUra oT OJIOKOBE, B KOSITO BCe-
K OGNOK BKMlOYBA 3arfiaBHaTa cekuma 1 cekuuaTa
C JaHHW. 3arnaBHaTa CeKUuMa CbAbprka MeTafaHHU
KaToO BpemeB/ MapKu, BPb3KN KbM NpeBapuUTenHo
NnoTBbPLAEHY BIOKOBE, KOHCEHCYCHO [JOKa3aTesIcTBO
M KOHTPOJIHA CyMa Ha CbXpPaHeHMUTe JaHHW, N3MON3-
BalkM ObpBOBUAHaTa CTpyKTypa Ha Merkle (Merkle,
1987) n xew dyHKummn. CeKumnATa C AaHHU Ce U3Mnons-
Ba 3a CbXpaHfABaHe Ha mopeauua oT B3anMOCBbP-
3aHM TpaH3akKuum nog popmaTa Ha CbobLieHUA.[1]

Kato usno, 6noKyerH TexHoNornsATa e cbCTaBeHa
OT HAKOJIKO OCHOBHU KOMIMOHEHTA, KaTo KOHCEHCYC,
[OCTBM, KpunTorpadckm cxemu, paboteH npouec
W mogfen Ha AaHHuTe. KOMMOHEHTBT Ha KOHCEHCY-
ca 1ma 3a uen ga nocTUrHe criopasymeHne mexay
yyaCTHMUMTE Mpean Cb3fhaBaHETO Ha KaHaugatu
3a 6nokoBe, JOKaTO KpuntorpadpckmTe cxemm pas-
rnexxaaT npobremute ¢ NOBEPUTENHOCTTA U CUTYP-
HOCTTa, 0COBEHO B KOMYHMKaLMATa. KOMNOHEHT BT
Ha paboTHMA npouec ynpasiaBa CUCTEMHUTE NPO-
uenypu 3a obpaboTka Ha 3aaBku. Hanpumep, nose-
yeTo 6/10KYenH nnatdopmMm PaboTAT Ha HasaTa Ha
M3MbJIHEHME Ha NOPBYKA, KOETO U3UCKBA Cbrinacue
3a pefda Ha TpaH3akuuATa npean n3nbiHeHue, Mo-
[EenbT Ha JaHHWTE e OTTOBOPEH 3a OpraHnM3upaHeTo
Ha JaHHWTe B cMcTemata. Bbnpeku ye cbliecTByBaTt
pa3nnyHN BMAOBE MOAENM, KaTo Hanpumep Heuns-
pa3xofiBaH U3X0A OT TPaH3aKuuK, 6asnpaHun Ha aka-
YHTU U MOZENU KIoUY-CTOMHOCT, 6a3upaHmTe Ha
aKayHTU Ca Ha-LUIMPOKO M3MON3BaHUTe B ONIOKYENH
nnatpopmuTe.

Korato WMHTENWreHTHUAT QOroBOpP OTKpME Hapy-
LWeHme Ha 6u3Hec NpasunaTta (Hanpumep HeoTopU-
3UpaH JOCTbN A0 CEH30p), TON MOXKEe aBTOMATUYHO
[a [eakTMBUpa noTpebutens wam yCTPONCTBOTO
B 6NMOKYeliH perncTbpa, KOETO MOMEHTANHO OTHe-
Ma MpaBoOTO My Ha AOCTbM A0 BCAKAKBY pPecypcun B
MpexaTa.Tbil KaTo Te3n JOroBopu ca 3anucaHu B
(decentralized ledger) dyHaameHTanHaTa uHpa-
CTPYKTYpa Ha 6NOKUYENH TeEXHONOrATA, TAXHOTO U3-
MbJIHEHWE € FAPAHTUPAHO U HE MOXe Aia ObJie MaHU-
nynnpaHo OT Xakepwn.[6]

VIII. PET'VJIATOPEH 1 ETUYEH
KOHCIIEKT

MNpoeKTnpaHeTo Ha aBTOHOMHU 3aLUUTHU CUCTEMMU
Beye e Hepa3pmBHO CBbP3aHO C NPABHOTO CbOTBET-
cTBUe, no-crneyuando ¢ EC Akta 3a W (2025-2027),
KOMTO Knacmouumpa KputnuHmte loT npunoxeHusa
KaTo ,BMcokopuckosu”. N3cnegsaHeTo TpA6Ba Aa

agpecrpa eTUYHU AuNemMn KaTo anropuTMmyHaTta
CnpaBedsIBOCT 1 YOBELLKMA HaA30p, ocurypasai-
KN Bb3MOXKHOCT 3a OAUT M OOSCHUMOCT Ha aBTOHOM-
HuTe pewweHus (XAl).

MpedpasmpaHeTo Ha TemMaTa Npe3 MHTepAUCLU-
navHapHa nNpu3Ma paskpuBa, Ye ycnexbT Ha Je-
LeHTpanM3upaHaTa CMrypHoCT 3aBUCK OT eJHOBpe-
MEHHOTO ONTUMM3MPAHE Ha nHTenureHTHocTTa (FL),
nosepueto (Blockchain), 3awwmTata (Cryptography)
n 3akoHHocTTa (Compliance) B egnHHa, camoneky-
Balla ce ekocucTema.[4]

[X. 3ATUTIAXU U 3AIIUTHAU
MEXAHWN3MU BbB ®EJAEPABHOTO
OBYYEHUME

Bbnpekun ue pepepatnBHOTO 06yUeHre Nogobps-
Ba MNOBEPUTENHOCTTA, TO pPa3kprBa 1 HOBa NMOBbPX-
HOCT 3a aTaka. Tbl KaTo CbpBbPbT HAMA AUPEKTEH
LOCTBN A0 NIOKaNHUTE JaHHW, 3TOHAMEPEHU yyac-
THUUW MoraT fa ,oTpoBAT” npoueca Ha obyyeHue,
6e3 fa 6baaT NIeCHO OTKPUTH.

“OTtpaBaHe” Ha gaHHK (Data Poisoning): AtakyBa-
WMAT MaHMNYNpPa CBOA JlOKasieH Habop OT JaHHM
(Hanpumep upe3 obpblyaHe Ha eTukeTuTe - label-
flipping), KoeTo Kapa HeroBus nokaneH Mogen Aa
Hayuu rpeLHn 3aBucnmocTu. MNpu arpervpaHe Tosa
BMOLIaBa TOYHOCTTA Ha rnobanHua mogen. [3]

OT1paBssaHe Ha mogena (Model Poisoning): Mo-cnox-
Ha aTaka, MpY KOATO XaKepbT AUPEKTHO MPOMEHS
rpagueHTUTE MW TErNaTa, KOWUTO M3MNpaLLa KbM Cbp-
Bbpa. [lopu eanH KOMNPOMETMPAH Bb3es MOXe Ja
HaMann TOYHOCTTA Ha rnobanHus mogen ¢ 15-30% B
paMKu1Te Ha HAKOJIKO pyHa Ha 06yueHue.

3a cnpaBAHe C Te3W 3annaxu ca paspaboTeHu
HAKOMKO CneuuanusnpaHn 3alinTHU MexXaHW3Ma,
TeCcTBaHU BbpXy beHUmapk Habopu Kato ToN-loT u
CIFAR-10.[2]

FedChallenger: [BycnoeH mexaHM3bM, KOWTO
nsnonsea aBTeHTMdMKaUMA TUN ,Npean3BuKaTen-
ctBo-oTroBop” (challenge-response) Ha nbpBO
HMBO M BapuaHT Ha Trimmed-Mean arperauusi Ha
BTOPO HMBO. ToW 13MN0N3Ba KOCMHYCOBO CXOACTBO U
MeauaHHo abconoTHO oTKNoHeHne (MAD) 3a ngeH-
TmdnunpaHe n PunTprpaHe Ha aHOMasIHU aKTyanu-
3ayuu Ha mogena.

SignDefence: To3n meto ce dpokycupa Bbpxy no-
COKaTa Ha MPOMAHA Ha rpagueHTuTe (3HaKa), a He
BbPXY TAXHATa abCONOTHA CTOMHOCT. 3non3eankm
Jaccard cxopcTBO BbpXy 6UHapHO KoAMpaHu Terna,
Tol edpeKTMBHO BNOKMpa ONUTU 3a APACTUYHO U3-
KpvBABaHe Ha rnobanHua mogen.

Ada-Sign: EBontouua Ha SignDefence, KoATo Bb-
BEXAa afanTUBHO U3UYMCNIABAHE HA NparoBeTe 3a
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[eTeKUMA U MHTErpuypa MmexaHn3mm 3a audepeHuu-
anHa noseputenHocT (DP). ToBa ocurypsBa 3almTa
He camo cpeLly OTpaBAHe, HO U CpeLly aTaku 3a WH-
BEPCMA Ha MOAeNa, KOUTO ce ONUTBAT Aa M3BneKaTt
[aHHW OT cnofeneHunTe rpagrueHTu.

MN3non3BaHeTo Ha CTaTUCTUYECKWN aHanm3 Ha pas-
npefeneHNeTo Ha rpagueHTuTe Ype3 MexaHu3mm
kato RLMI (Retrieval-Layer Mean Inspection) nos-
BonABa ¢unTprpaHeTo Ha 98% oT fobpoHamepe-
HUTe aKTyanu3aumm, KaTo CbleBPEMEHHO HaMansa-
Ba ycrieBaeMOCTTa Ha aTakuTe 3a OoTpaBfAHe C Haj
54%.

X. 3AKJIIOYEHUE

B KOHTeKcTa Ha KubepcurypHocTtTa defepaTmBHO-
TO 00yueHue ce yTBbpKAaBa KaTo obellaBalla Tex-
HOJNIOrUA 3a U3rpaXkAaHe Ha pasnpeaeneHn CUcTemm
3a OTKpMBaHe Ha aHOManuu 1 ataku B loT nHdppa-
CTPYKTYpu. Ypes 3ana3BaHe Ha JIOKaNHWA XapaKkTep
Ha AaHHUTE ce MUHMM3UPa PUCKBT OT M3TUYAHE Ha
yyBCTBUTENHA MHbOPMALMA, @ CbLUEBPEMEHHO Ce
nocTura BUCOKa TOYHOCT Ha rnobanHua mogen. Toea
ro NPEeBPDHLLA B K/TIOYOB UHCTPYMEHT 3a ObAeLym 13-
CnlefBaHVA U BHeAPSBAHE HA CUTYPHU, MaLlabupy-
€MV 1 afanTBHU UHTENIUTEHTHN CUCTEMMN.

QepepupaHoTo 06yueHue 3a AloT nma ronam no-
TEHUMan 3a PasBUTME U NPUNOXKEHME B PA3fINYHU
o6nacTu, Kato 34paBeornasBaHe, TPAHCMOPT, UHTe-
JINFEHTHU TPafZoBe U NMPOMULLNIEHOCT. Ta3n TexHo-
norusa moxe ga 6bae nHTerpmnpaHa v c 6baeLn Tex-
HOMornK, 3a ja ce CNpPaBAT C NpeM3BMKaTencTeaTa
Ha Te3u TexHonoruu. Hanpumep, 6bp30 paspacTsa-
wmTe ce 5G Mpexu, KOUTO OCUTypABaT BUCOKOCKO-
POCTHU KOMYHUMKaLMW C HUCKA NTAaTEHTHOCT 3a rofiAm
O6pol yCTpOWCTBa, MoraTt Aa 6bhaTt ys3BMMMK KbM
aTaku nnm n3tnuyaHe Ha gaHHu. AloT ycTponcTtsaTta
C TexHonorus 3a defepaTMBHO 0byyeHne moraT fa
pewat To3u npobnem. pyr npumep € HOBOBBH3HU-
KBallaTa 1 6bp30 pa3BMBaLLla ce 06N1acT Ha MeTaB-
CeneHnTe, XMMOTETUYHO CNeABalloTO MOKOeHne
WHTEPHET, OCUTypABaLLa MbJIHA CBbP3AHOCT, NoTa-
NAHE 1 OHNaWH aHraXKMPaHOCT Ype3 YCTPOWCTBA 3a
BUpTYyasiHa 1 fobaBeHa peanHocT. Bpb3kata mexay
BUPTYanHUA 1 GM3nYeckna CBAT ce ocuUrypsiea ot
LaHHKW, cbbpaHu oT loT ycTpoicTea. OegepurpaHo-
TO 0byuyeHure e obellaBallo pelleHre 3a OCbLyecT-
BABaHE Ha B3aMMOZENCTBUA OT nepudepurata KbM
CbpBbBPA, 33 Aa ce nogobpu rnobanHata Npon3so-
LOMTENHOCT, KakTo 1 Aa ce nogobpu curypHocTTa u
NoBEpPUTENIHOCTTA B MeTaBCesieHaTa.
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CUMVYJIALINOHEH MOJIEJI 3A
[IPOTHO3UPAHE HA EHEPTUMHOTO
I[TOTPEBJIEHUE B HVAC CUCTEMHU YPE3
MAIINHHO OBbYUYEHUE U IoT JTAHHU

I'eopru l'oros, /Ixnxan MeHcenioB

Abstract: TpeacTaBeH e cuMynauioHeH Mopen
3aNporHosvpaHe Ha eHepruiHoTo noTpebneHne
B HVAC cuctemn upes mawmnHHo obyuyeHue u loT
AaHHW. I3non3BaHm ca NnoKasatenu ot Temmnepa-
TYPHU CEH30pU, CEH30PN 3a BIAXKHOCT, CEH30pWN
nsmepBalm KOHUeHTpauuata Ha CO2, ceHsopn
3a NPUCHCTBME N 3a€TOCT, U NCTOPNUYECKN AaHHN
OT eHepruiiHoTo norpe6neHvie. CumynaLyMMoOHHO
ca cpaBHeHU nuHeliHa perpecus, Random Forest
n Gradient Boosting 3a nporHosa eguH n ABa-
AeceT M yeTupm 4Yaca Hanpep. Hainn-po6bp pe-
syntaTt noctura Gradient Boosting ¢ R2 go 0,91
n RMSE 6,2%. NMonyyeHunTte pesyntatv noKkassat
Bb3MOXXHOCT 3a NpeABapuUTeNIHO aflanTypaHe Ha
pexumurte n peayumpaHe Ha NUKOBUTE TOBapW.

Keywords: HVAC, loT, mawmnHHo o6yueHue, npo-
rHosupaHe, eHepruiiHa epeKTMBHOCT

I. BbBEJAEHUE

EHepruiHata edeKTMBHOCT Ha Crpagute e eauH
OT OCHOBHUWTe paKTopu 3a HamanABaHe Ha eKCno-
aTaUMOHHWTE Pa3XOAu M BbINEPOAHUTE EMUCUN.
CnctemnTe 3a OTOMNJIEHME, BEHTUNALMA U KIUMATU-
3auua GopmmpaT 3HauUTeneH AAn OT KOHCymMaumaTa
Ha eHeprva B TbProBCKMW, aAMUHUCTPaTUBHN U 06-
wecTBeHu crpagu. Nopagn ToBa onTMMmM3aumuATa Ha
HVAC nHcTtanauymmTte rma NpsAKo 3HauyeHne KakTo 3a
VKOHOMMYecKaTa ePpeKTUBHOCT, Taka U 3@ KauecTBo-
TO Ha BbTpeLLHaTa cpeAa.

B npepxopHaTa pa3paboTtka e pasrnepaHa loT ap-
XUTeKTypa 3a ynpasneHue Ha HVAC wvHcTanauus
ypes BACnet/IP n1 MQTT, npu KoATo ce n3nonssat
MYNTUCEH30PHU AaHHK, edge 06paboTKa 1 MaLLVH-
HO obyuyeHMe 3a HamanABaHe Ha NIATEHTHOCTTa U
eHepronoTtpebneHveTo. HactoAwara cratma Hap-
rpakga Tasm NMHUA Ha U3cnefBaHe, KaTo M3MecTBa

Feopru loroB is with the University of Telecommunica-
tionsandPost, Sofia, 1 Acad.St.Mladenov Str, Sofia 1700,
Bulgaria. E-mail: georgisvetlinovgogov@abv.bg.

IxunxaH MeHcenpos is with the University of Telecom-
munications and Post, Sofia, 1 Acad. St. Mladenov Str,
Sofia 1700, Bulgaria. E-mail: menseidov@gmail.com.

doKyca OT HenocpefACTBEHOTO YyMnpaBneHVe KbM
nporHo3npaHe Ha 6bAeLOTO HaToBapBaHe U Noj-
roTOBKa Ha ynpaBnABaLly peLleHuns.

LlenTta Ha HacToAWOTO M3CneaBaHe e pa3paboTsa-
HeTO Ha mogesl 3a NPOrHo3MpaHe Ha eHepruHOTO
notpebneHue B HVAC cuctemun, 6asmpaH Ha JaHHM
oT loT ycTpoicTBa U MeTOAM 3@ MALLMHHO ObyueHue.
N360pbT Ha Ta3n HacOKa € MOTUBMPAH OT Heobxo-
AMMOCTTa OT no-edeKTUBHO M3MN0J3BaHE Ha eHep-
TMNHWTE PecypCr M Bb3MOXHOCTTA 3@ HaArpakaaHe
Ha Beye CbLUeCTBYBALLM CUCTEMW 3a CrpajHa aBTo-
MaTm3auma 6e3 CblyecTBEeHVW MPOMEHW B TAXHaTa

nHbpacTpyKTypa.

II. CbBPEMEHHU [TIOAXOU 1
N3TOYHNIIN

MocnegHuTe N3cnenBaHMA NOKa3BaT, Ye U3KyCTBe-
HUAT MHTENEKT BEYe Ce N3MO0M3Ba B TP OCHOBHM Ha-
npaBfeHna NpPU UHTENUreHTHUTe crpagn: NPOrHo-
3upaHe Ha eHepruinHo noTpebneHre, oNnTMM3aL s
Ha HVAC pexxnmmn n oTKpMBaHe Ha HEM3MPaBHOCTM.
CuctematnueH 0630p ot 2025 r. oTumnTa, Ye Al n loT
pamMKuTe nognomaraT nporHosupaly, KoHTpon, fault
detection 1 cTpaTteruu 3a crpagu C HUCKU eMUCn
[1]. Nopo6Hu pe3ynTaT ca nocoyeHn n B 063opunte
3a MalnHHO obyyeHme B smart buildings, kbaeTo
eHeprunHuTe nporHo3u un predictive maintenance
Ca cpef BofewnTe NnpunoxkeHus [2].

B nutepatypata 3a HVAC nporHo3supaHe ce Habnio-
faBa npexof OT CTaTUYHM MOAENN KbM AMHAMUYHY
noaxoan, KOUTO M3MNON3BaT rpynupaHe Ha faHHY,
CE30HHOCT 1 Uctopuyeckn npodunu. Liu n cbasT.
npeanarat AVHaMUYeH MOAEN 3a MPOrHo3mpaHe
Ha HVAC eHepronoTtpebneHmne, ocHoBaH Ha feature
clustering n aganTMBHO OOyueHMe, KaTo MOKa3BaT
HamansasaHe Ha RMSE cnpsamo ctatnuen mogen [3].
ToBa noTBbpPxKAABA, Ye npu HVAC cnctemm He e goc-
TaTbYyHO [a Ce M3MO0Ni3Ba CaMO MOMEHTHaTa CTON-
HOCT Ha NapameTpuTe; HeobXoANMO € fia Cce oTUnTa
KOHTEKCTbT Ha paborTa.

MpakTnkaTa Ha Bojewy KOMMaHMKM  CbLyo
noTebpXaaBa npemMuHaBaHeTo KbM Al-6a3upaHm
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peweHua. Johnson Controls onucea OpenBlue kaTto
Al-6a3upaHa ekocncTeMa 3a crpagHa epeKTUBHOCT,
KOATO 06efMHABa faHHM, aBTOMATMU3MPA NPOLLECU 1
noaromara HamassiBaHe Ha eHeprvaTa u emucumTe
[4]. Schneider Electric no3mymnoHmnpa EcoStruxure
KaTo nnatdopma, Koato m3nonsea Al 3a ebekTus-
HOCT 1 YCTOMUYMBOCT, BKNIOYUTENHO NPOrHO3MpaHe
1 ONTUMM3AUUA Ha eHepruiiHn npoueck [5]. Carrier
Abound npepactaBs loT cBbp3aHocT n Al-driven
insights 3a ynpasneHue Ha ronemu noptdennu ot
crpagw [6]. BrainBox Al akueHT/pa BbpXy BbTpeLLHN
W BbHLUHWU faHHK, KaTo Tapudwu, NporHosa 3a Bpe-
METO, 32eTOCT U BbHLUHA TeMNepaTypa, KoMTo ce 13-
non3BaT 3a onTMManHu peweHnsa 3a HVAC [7].

OT rnegHa Touyka Ha ctaHgaptm3aumata ASHRAE
Guideline 36-2024 noguepTaBa HEOOXOANUMOCTTA OT
nocnefoBaTeNHOCTN Ha ynpaBneHne, KOUTo NoBu-
LIaBaT eHeprunHaTta epeKTMBHOCT, CTabNNHOCTTa 1
Bb3MOXXHOCTTa 3a AMArHOCTMKA B peasiHo Bpeme [8].
Ta3n pamka e cbBMeCcTUMA C ugeata MNPOrHO3HUAT
MoAen Aa He 3amectBa BMS cuctemara, a ga ocury-
pABa AOMbJIHUTENIEH aHANUTNYEH CIION.

ITII. APXUTEKTYPA HA
I[TPEJIJIOXKEHUA MOAEJI

MpennoXxeHnAT Moaen e usrpageH Kato HesaBu-
CMM aHaNMUTUYEH CNION Haf CblUeCcTByBalla CUCTeMa
3a crpagHa aBTomaTtusaums. OCHOBHaTa Uen e ga ce
M3NON3BaT AaHHUTE, KOUTO Beye ce reHepupar oT
loT ceH3opu 1 BMS KoHTponepu, 6e3 aa ce n3nckea
NMbfiHa NOAMAHA Ha aBTOMaTM3auUUATa. APXUTEKTY-
|paTa BK/OYBA MET NIOrMYeCckn KOMMOHEHTA: CEH30-
PeH Con, KOMYHUKaLMOHEH CJI0K, CNION 3a CbXxpa-
HeHWe, MoAyN 3a MalUMHHO 00yYeHne N nHTepdenc
kbM HVAC/BMS cuctemara.

CeH30pHUAT CNoN BKAOYBA TeMnepaTypHU AaTyu-
LK, CEH30pW 3a OTHOCKTENHa BNaxkHOCT, CO2 patumum,
JaHHW 33 32€TOCT, BbHLLUHMN KNMMATUUYHKW NOKa3aTenu
N U3MepBaHUA Ha enekTpoeHeprmda. KoMyHUKaLOH-
HMAT cno moxe aa nsnon3sa MQTT 3a neku loT cb-
o6weHuna n BACnet/IP 3a nHTerpauusa cbC crpagHu
KOHTponepw. To3n Noaxos e CbBMeCTUM C Beye pas-
rnefaHata B npefxofHata pa3paboTka apXUTeKTy-
pa, npn koato MQTT noema ceH3opHWTe nNoTouM, a
BACnet/IP octaBa kaHan kbm PLC/BMS cnctemara.

AHAaNUTUYHMAT CNION UM3MNbJHABa 0OpaboTKa Ha
LaHHW, 0ByYyeHne Ha MOZEenuTe N reHepupaHe Ha
NPOrHO3u 3a eAnH Yac 1 gBageceT N YeTnpK vaca
Hanpea. lMporHo3aTta 3a eAnH Yac e nogxoaslla 3a
onepaTMBHO ynpaBfieHMe, [OKaTo MporHosata 3a
ABafeceT N YeTUPU Yaca MOXe Aa NoanoMOrHe rpa-
drun, NpefBapuUTeNHO OX1aXk4aHe UAn OToMeHne
1 NJIAaHNpPaHe Ha NMKOBUTE TOBapW.

BMS/HVAC

ceH3opu cnon basza Mogen peLLeHune

loT _>TIQTI'/BACnet Time-series ML

Que. 1. KoHuenmyanHa apxumexmypa Ha npo2Ho3upawy
mooen

IV.IIOAI'OTOBKA HA JAHHUTE

MNoarotoBKaTa Ha JaHHUTE e KNIOYOB eTan, Tbi
KaTo KaueCcTBOTO Ha NpOrHo3aTta 3aBuUCK B ronama
CTeneH OT HafeXAHOCTTa Ha BXOOQHUTE NapaMeTpu.
B cumynaumoHHuA cueHapui e mogenmpaHa agmm-
HUCTpaTMBHa crpaga c nnow okosno 12 000 m2, pa-
60THO Bpeme oT 08:00 go 20:00 n npomeHNMBa 3a-
eToCT Npe3 AeSIHNYHM 1 NOYMBHUN AHU. [laHHUTe ca
reHepvpaHu ¢ NeTMMHYTHa AUCKpPeTM3auma 1 cneg
TOBa Ca arpernpaHy 4o No4YacoBm CTOMHOCTH.

CrvimynaLMoHHUAT Habop obxealya nepuog ot 12
Mecela 1 cbabpKa npubnusntenHo 105 000 nbp-
BUYHWN U3MEPBAHMA NPY NEeTMUHYTHA ANCKPeTU3a-
uua. Cnep arperaunsa Ao NOYacoBM CTOMHOCTU Ca
nonyyeHn 8 760 HabniogeHuA. BbHWHaTa Temne-
paTtypa e reHepupaHa B guana3oH ot -10 °C go 35
°C, BbTpelwHaTa Temneparypa — ot 20 °C go 26 °C,
OTHOCUTeNHaTa BnaxHocT — oT 30 % o 70 %, KOH-
yeHTpaymata Ha CO, — ot 400 ppm go 1 500 ppm, a
33eToCTTa e MoJenupaHa B guanasoH ot 0 % go 100
% cnopep paboTHUA rpaduk Ha crpagara.

M3non3saHutTe BXOOAHW NpPU3HALUM BK/OYBAT:
BbHLUIHa TeMnepaTypa, BbTpelluHa TemnepaTypa, oT-
HocuTenHa BnaxHoct, CO2, 3aeToCT, Yac OT AeHOHO-
WMeTOo, AeH OT ceAMmnLaTa, NPeaxofHO eHeprumHo
notpebneHne 1 cesoHeH nHaukaTop. Jlnnceawmre
CTOMHOCTW Ce 3amecTBaT Ypes JINHeNnHa MHTepno-
nauma, a eKCTpPeMHU OTKNOHEHUA ce orpaHuyasart
ype3 nHTepkBapTuneH ¢untbp. Cneg ToBa Napame-
TpUWTe ce HOpManu3npar, 3a Aa ce n3berHe JOMUHU-
paHe Ha Npu3HaLK C NO-rofIAM YNCIOB ANaNa3oH.

HabopbT oT gaHHW e pasfefieH B CbOTHOLIEHME
80:20 Ha obyuaBalla 1 TecToBa U3BajKa. 3a fa ce
3anasuv BpemeBarta nocnefoBaTesiHOCT, pa3gensaHe-
TO He ce M3BbPLUBA Ype3 CiyvyaliHO pa3bbpKBaHe,
a nocnegHute 20% OT BpemeBUA pes ce M3nons-
BaT 3a TecT. ToBa € NO-NOAXOAALLO NPU eHeprumn-
HO NPOrHO3MpaHe, 3alOTO MMUTMPA pPeasnHa eKc-
nnoartauua, Npu KOATo MOAENBT ce obyyaBa BbpXy
NCTOPUYECKN AAaHHU U Ce Mpuara Bbpxy 6baeLym
nepvogu.
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TABnMLA |. BXOgHW MAPAMETPY HA MPOTHO3HWUSA MOAEN

Mapamerbp N3TouHMK Pona
BbHwHa T meteo/API HaToBapBaHe
BorpewHa T [oT/BMS KomdopT

RH loT BNaXHOCT
(02 loT 3aeToCT
3aetoct ceH3op/rpaduk TOBap

E(t-1) enekTpomep ncropua

V. U3I10JI3BAHU AJITOPUTMU

B n3cnegBaHeTO ca CpaBHEHW TpWU anropvTbMma.
JInHeliHaTa perpecus e n3nosi3BaHa KaTo 6a3oB
MoZes, 3alloTo OCUrypsaBa fleCHa MHTepnpetayus
1 no3BonsABa 6bp3a oLeHKa Aanu MeXay BXOAHUTe
napameTpu 1 eHepronoTpebneHMeTo CbLiecTBYBa
NpPUOAN3NTENHO NHENHa 3aBMCMMOCT. HelHoTo
orpaHvyeHune e, ye He mogenupa gobpe nparosu
edeKTn, HaNprMep PA3KO yBeNMYaBaHe Ha NoTpeb-
NeHNeTo Npu BMCOKa 3aeTOCT UAM Npu ronama pas-
NMKa MeXJy BbTpellHa 1 BbHLLUHA TemnepaTtypa.

Random Forest n3non3ea MHOXeCTBO AbPBOBUAHM
CTPYKTYpU 3a B3eMaHe Ha peLueHnNa 1 OCpefHABa pe-
3ynTatute M. ToBa ro NpaBu YCTONYMB KbM CMYLLie-
HUA N NOAXOAALL NPY CMeCeHN BXOAHM MapameTpu.
Gradient Boosting usrpaxpga nocnegoaTtenHocT OT
Mofenu, Kato BCeKn cneaBall mogen ce cTpemMu Aa
Hamanu rpewikarta Ha npegxogHuTe. B MHOro npakTu-
YyecKu 3agauuy T03M NoAX0[ NOCTMra BUCOKA TOYHOCT,
HO M31CKBa BHUMATE/THa HAaCTPOWKa 4bnboyrHaTa Ha
AbPBOBUAHUTE CTPYKTYPK 3a B3eMaHe Ha peLueHuns,
6poA utepaumm n CKopocTTa Ha obyueHue.

MN360pbT Ha Te3n anroputmMu e obycsioBEH OT LWK-
POKOTO MM MPUSIOKEHME B 3aJaunte 3a NMPOrHo-
3UpaHe Ha EHepPrunHoO NoTpebnieHne u Jobpute
pe3ynTtatu, QOKNaABaHU B CbBpeMeHHaTa Hay4Ha
nutepatypa. OcBeH TOBa Te NO3BONABAT CPaBHUTEN-
HO NnecHa MHTepnpeTauua Ha pesyntatute U moraT
fa 6baaT M3Non3BaHM B peasiHn cucteMn 6e3 Heob-
XOAMMOCT OT 3HAUNUTENHU N3UNCTIUTENTHU PECYPCH.

OueHsiBaHeTO € M3BbPLUEHO upe3 cpefHa abco-
NoTHa rpewka (MAE), kopeH oT cpeaHOKBagpaTny-
HaTa rpewka (RMSE), cpeHa abcontoTHa NpoLeHTHa
rpewka (MAPE) n koeduumeHT Ha geTepMmnHaLmA
R2. MAE e yao6Ha 3a vHTepnpeTauua B peanHu egu-
Huuyn, RMSE Haka3Ba NoO-CUIHO rofemun rpeLwwku, a
R2 nokasBa KakBa 4acT OT BapuaLlusaTa Ha NoTpeb-
neHneTo e 06ACHeHa OoT Mogena. 3a No-fecHo cpas-
HeHVe MeXAy pasnMyHuTe CueHapun CTOMHOCTUTE
Ha RMSE ca HopmanusupaHu Crnpsamo CpegHoTo
eHeprunHo notpebneHne B TectoBMA Habop 1 ca
npefcTaBeHn KaTo NpoueHT. 1o To31 HaunH MeTpu-
KaTa MoKa3Ba OTHOCUTENIHOTO OTKJ/IOHeHMe Ha npo-

rHO3arta He3aBMCKMO OT abComoTHaTa CTOMHOCT Ha
ToBapa.

VI. CUMVIIAIITMOHHO U3CJIEJIBAHE

CYMYNaLVOHHNAT CLEeHapUin e cbobpaseH C Tu-
NUYHa agMUHNCTPATUBHA CrpaAa C MPOMEHJINBO Ha-
TOoBapBaHe npe3 paboTHuA aeH. OCHOBHUAT TOBap
ce Habnopasa mexay 10:00 1 16:00, KoraTo 3aeToCT-
Ta U BbTPELHNTe TOMANHHN Neyanbu ca Hal-BUcCo-
Ku. [pe3 cyTpelHMTe YacoBe ce NoABABa NPEXOAeH
pexunm, B korto HVAC cnctemaTa KOMMNeHCMpa HoL-
HOTO OTK/IOHEHME OT KOMPOPTHUA AMana3oH, a Be-
yep noTpebneHneTo HaMmansABa NOCTENEHHO.

3a BCEKM Mofen ca peannsvpaHn ABa XOPU30HTa
Ha NPOrHo3upaHe: eAuH Yac Hanpej 1 ABajeceT u
yeTnpU Yaca Hanpepq. KpaTKOCPOUYHUAT XOPU3OHT €
MO-TOYEH, 3aLLOTO TEKYLOTO CbCTOAHME HOCK MO-
Beue MHbopmaLumA 3a cnegsawua nepuog. Ovnro-
CPOYHUAT XOPU3OHT e NOo-TPYAeH, HO e NnoneseH 3a
nnaHvpaHe Ha rpadyum n NnpeaBapuUTeNHO OrpaHu-
YyaBaHe Ha NuKoBeTe.

Ta6bnuua |l nokasea pesyntatute 3a MpoOrHosarta
eauH yac Hanpegd. JluHenHata perpecua goctura
R2 = 0,82 n RMSE = 10,2%, KoeTo e npuemnnso
KaTo 6a30BO HUBO, HO HEAOCTAaTbYHO MPU Pe3KM
npomeHn. Random Forest nopobpsaBsa rpelukarta oo
RMSE = 7,1%, a Gradient Boosting poctura
RMSE = 6,2% n R2 = 0,91. 3a XOpun30HT gBageceT 1
YyeTMpPU Yaca Hanpepq rpeLlKaTa HapacTBa, HO OTHO-
CMTENHOTO NoAperKAaHe Ha mofenuTte ce 3anas3sa.

TasnuuA Il. PE3ynTATV NPK NPOrHO3A 1 YAC HAMPEL

Mopen MAE RMSE R2

Juneitna perpecus 8,4% 10,2% 0,82
Random Forest 5,9% 7,1% 0,89
Gradient Boosting 4,8% 6,2% 0,91

OuakBaHoO, Npu yBennyaBaHe Ha NPOrHO3HUA XO-
PUW3OHT rpeLlKkaTa Ha BCMYKM MoJenu HapacTea. Bb-
npeku ToBa Gradient Boosting 3ana3ea Haii-1o6pwu
nokasaTenu n npu nporHo3smpaHe 24 yaca Hanpep.
HamansasaHeTo Ha koeduumeHTa R® cnpamo efgHo-
4acoBMA XOPU3OHT NMOKAa3Ba, Ye YacT OT AMHaMMKaTa
Ha notpebneHmneTo ce BAUsAe oT GpakTopu C No-BUCO-
Ka HeornpeneneHocT, BKIYNTENIHO METEOPOSIOMNY-
HU U3MeHeHMA 1 KonebaHus B 3aeToCTTa.

MonyyeHuTe CTOMHOCTU Ca PEAIMCTUYHU 33 CUMY-
NaLMOHHO M3CNefiBaHe U Ce BNNCBAT B AMana3oHnTe,
onucaHn B CbBpPEeMeHHaTa nuTepaTtypa 3a NporHo-
3upalo ynpasneHve Ha HVAC. OCHOBHOTO npeanm-
CTBO Ha aHCaMOJ10BUTE MOAENMN € CMOCOBHOCTTa UM
[a OTUMTaT B3aNMOAENCTBMA MEXY BbHLUHA Temne-
paTypa, 3aeTocT 1 NCTopryecko notpebnerue. Mpw
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JINHEeNHaTa perpecna Tesn 3aBUCMMOCT Ce onnceat
orpaHn4eHoO n mogenvr nNnogueHABa NMMKOBETE.

Tasnuua lll. PE3ynTATM NP NPOrHO3A 24 YACA HAMPEL

Mopen MAE RMSE R2
Juneitna perpecus 11,2% 13,8% 0,74
Random Forest 8,1% 9,8% 0,84
Gradient Boosting 6,9% 8,4% 0,87

10 i = MAE

RMSE

Ipewka [%]

4
2
0

JnHeiHa Random Gradient
perpecvsa Forest Boosting

OQue. 2. CpasHeHue HA epewiKume npu NPoz2Ho30
1 yac Hanped

VII. AHAJIM3 HA PE3VJITATUTE

AHanu3bT Ha rpewknTe NoKasga, Ye Han-ronemu
OTKJIOHEHMWA Bb3HUKBAT B NEPUOAN C pA3Ka NPOMsA-
Ha Ha 3aeToCTTa WA NMpPY BHE3aMNHO U3MEHEHMe Ha
BbHLUHaTa Temnepatypa. ToBa e 04aKBaHO, Tbl KaTo
B Te3n nHtepsanm HVAC cuctemata npemuHaBa oT
cTabuneH KbM npexofeH pexkum. MNpu Takuea yco-
BUA NMHENHUAT Mofen pearmpa no-6aBHO, AoKaTo
aHcambnoBute Mmoaenn no-gobpe pasnosHasaT
KOMOWHaLMATa OT GpaKTopu.

Gradient Boosting nokasea Han-gobpa TOYHOCT
He camo nopagwu no-Huckata RMSE, Ho v nopagu
no-MarnkaTta YyBCTBUTENHOCT KbM eANHUYHN OTK10-
HeHVA B JaHHWUTe. ToBa e Ba)KHO 3a NpakTU4YecKo
BHefpABaHe, 3aWo0To peanHuTte loT ceH3opu moraT
Ja reHepupaTt LWyM, 3aKbCHEHUA WU BpPEeMEeHHU
nponyckn. Random Forest e no-ycToiume npu Hanm-
yne Ha HeMbJIHW AaHHW, HO NMPW JafeHnsa cueHapui
Gradient Boosting ocurypsasa no-go6pa nporHo3a
3a NMKOBKWTE YacoBe.

OT rnefHa Touka Ha eHepruiHata epeKTUBHOCT
nporHo3ata nossonasa BMS cunctemata ga npome-
HV MOBEAEHNEeTO CU Npean AOCTUraHe Ha MUKOBO
HaToBapBaHe. BmecTo peakTMBHO BKNOYBaHe Ha
BEHTMNATOPU U YNIBPU, CUCTEMATA MOXKe Aia Npu-
NOXWM NO-NNMaBHO YMpasneHne: npeaBapuUTeNHo
oxJflaxkaHe B TeceH KOMQOpPTEH Anana3oH, apanTu-
paHe Ha gebuTa CBeX Bb3AyX U OrpaHUYaBaHe Ha
pes3kn NpomMeHu B 3aaBuKBaHuATa. Cumynaumnos-
HWAT aHanM3 NoKa3Ba NoTeHLMan 3a HamMmanAaBaHe Ha
eHeprumnHoTo notpebneHue B gmanasoHa ot 12 %
40 18 % npwu n3nonssaHe Ha NPOrHO3MpaLLo ynpa-
B/IEHME 1 NpefBapuTeNIHO afanTupaHe Ha paboTHU-

Te pexkumu. Team CTOMHOCTN NpeacTaBnABaT OLeH-
Ka, NoflyyeHa B paMKNUTE Ha CUMYNaLMOHHUA MoZer,
M He cnefBa fa Ce pa3rne)kgat KaTo rapaHTMpaHu
pe3ynTatv 3a peanHu crpagm 6e3 gombaHUTENHa
eKkcneprmeHTanHa Banngauus.

Te3n pesyntatm ca CbnNoOCTaBUMW C JaHHWUTE OT
npakTnyecknte nnatdopmu B OGpaHLla, KOUTO BCe
no-yecto kombrHupart Al, loT 1 nporHo3upalyy anro-
pUTMK 3a crpagHa edpeKTMBHOCT. BaxkHo e obave faa
ce nogyepTae, ye CUMYNaLMOHHUTE CNeCTABAHNA He
TpAbGBa fa ce Bb3Npremart KaTo rapaHTipaH pesynTat
3a BCAKa crpafa. Te 3aBUCAT OT KaueCTBOTO Ha AaHHN-
Te, Bb3MOXHOCTUTE Ha N3MbJIHUTESTHATE MEXAHN3MU,
cbcTosiHMeTo Ha HVAC obopyaBaHeTo 1 HMBOTO Ha
VHTerpaumsa cbe CblyectsyBaliata BMS cuctema.

—— 6es nporHosa
C MPOrHO3MPALLO ynpaBnexue

B
o
L

ycnoBHa MowHocT [kwW]
w
o
L

(

0 5 10 15 20
4ac oT AeHoHoLMeTo

®ue. 3. CumynayuoHeH o0HeseH npoghun Ha HVAC
HamosapsaHe

VIII. IIPAKTUYECKA
ITPUJIOXUMOCT

MpepnoXxeHUAT Mogen e NPakTUYECKU NPUIIOKUM
KaTo HaACTpoMKa KbM CbluecTByBawm BMS cucrte-
MU. TO He N3NCKBa ANPEKTHO YNpaBneHmne Ha BCUY-
KW U3MbHUTENHN MeXaHM3MK, @ MoXe Aa paboTtu
KaTo cbBeTBally moayn. ToBa HamansABa pucka npu
BHeZpABaHe M MO3BOJIABA MOEeTanHa WHTerpauums.
[MbpBOHaYaNHO MOAENBT MOXKe [la NpefoCTaBA NPo-
FHO3U W anapMy KbM OnepaTop, a cnef Banugaumsa
[a ce U3Mon3Ba 3a aBTOMaTN3MpaHu NPEeNopPbKM.

MNMogxonbT e ocobeHo noaxoasLl 3a crpaau, B KOu-
10 Beye uma BACnet/IP nnn MQTT nHdpactpyKkTypa.
B TakmBa cnyyau OCHOBHUAT Pa3xof e CBbp3aH CbC
CcbbupaHe, NOYMCTBaHE N aHaNM3 Ha JAHHUTE, a He
C nogmsHa Ha noneso obopyasaHe. ToBa cboOTBeET-
CTBa Ha MpaKTUKWUTe Ha Bopewmn nnathopmmu Kato
OpenBlue, EcoStruxure n Abound, KonTo noctaeAT
aKLEeHT BbpXy 06efiMHABaHe Ha JaHHW 1 NpeaocTa-
BAHE HA aHANINTUYHU NPENOPBKU.

B onepatuBHa cpefia BHepABaHETO CiedBa Aa ce
M3BbPLUX NoeTanHo. [MbpBUAT eTan BKIOYBA NACKB-
HO CbbupaHe Ha JaHHM U CPaBHEHWNE Ha MPOrHo3nTe
C peanHoTo notpebneHue. BropuAT etan moxe fda
no6aBu npenopbky KbM onepaTtopuTe. EaBa B TpeTu
eTan e NoAxXoAALL0 YacTUYHO aBTOMATM3MPaHE Ha 3a-
JafleHV CTOMHOCTY, MPY KOETO OCTaBaT aKTMBHMW BCUY-
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KM 3aLUTHWU 1 aBapUNHKM Nornku Ha BMS cuctemara.

ChLuecTBeHO 3HaYeHMe Ma 1 KNbepcurypHocTTa.
Tbl KaTo MopenbT m3nonssa loT gaHHW U obme-
HA nHpopmauma ¢ BMS nnatdopma, Tpabea ga ce
NpeaBUOAT MPEXKOBaA CerMeHTaLUusa, aBTEHTMKaLNWS,
KpUnTMpaHa KOMYHUKaLMA 1 KOHTPON Ha JoCTbMa.
ToBa cbOoTBETCTBA Ha JiIOrMKaTa Ha npepxonHaTta
pa3paboTka, KbAETO onepaTMBHATa Mpexa e oTae-
NeHa OT KopropaTBHaTa MHPPACTPYKTypa U Kpu-
TUYHWTE KOHTYPU OCTaBaT JIOKaJHW.

TasnnuA IV. TTPUNOXUMOCT HA MPOTHO3HWTE XOPU30OHTK

Xopusont Mpunoxenue | Puck Monesnocr

1yac onepaT1BHU HUCKA Ipelka | BHCOKa
HaCTPOIiKN

6vaca NpoMAHa Ha (pedHarpewwka | cpegHa
rpaduun

24 vaca nnaHupaHe Ha | No-BUCOKA BICOKa
nuKose rpeLuka

IX. OTPAHMYEHUA N BB/IEIIA
PABOTA

OCHOBHO OrpaHMuYeHMe Ha HacToAwaTa pa3pabot-
Ka e M3MOoJI3BaHeTO Ha CMMYyNaLMOHeH Habop OT AaH-
HU BMECTO peaniHM U3MepBaHuA OT eKCraoaTMpaHa
crpaga. Tosu nogxop 6ele n3bpaH C Len oueHKa Ha
KOHLenumATa B KOHTpOMMpaHa cpeda M CpaBHeHue
Ha pasnnuHM anropuTMU NP eaHN N CblyM YCNOBUA.
CnepBalla CTbMKa B pa3BUTUETO Ha MOZENA € HErOBOTO
BanuampaHe ypes gaHHu ot peanHa HVAC nHctanaums.

[pyro orpaHuyeHve e, ye ca pasrnegaHn cpas-
HUTENHO Knacuyecku anroputmn. Te ca nogxopas-
WK 3a CTyAeHTcKa pa3paboTka n gaBat gobpa uH-
TepnpeTnpyemocT, HO MpWU MNO-rofemMnm MacuMsu OT
JaHHW moraTt ga 6baat mscnensaHn LSTM, GRU wu
Transformer-6a3npaHn mogenu. Te3n meToan ca
no-noaxodAwmM 3a BPEMEBM PefoBe, HO U3NCKBAT
noseye AaHHU N NO-BHUMAaTeIHA HaCTPOMKa.

Bbaella nocoka e U3non3BaHeTo Ha LUMPPOB ABOWA-
HWK Ha crpagata. To 6v no3Bonun npeaBapuUTeNnHO
TecTBaHe Ha ynpasnaBalLyu cTpaterum 6e3 prck 3a pe-
anHaTta ekcnnoartauusi. KomonHpaHeTo Ha LUUbpoB
ABOVIHMK, 0T gaHHM 1 MPOrHO3HW MOJENN MOXE Aa
OCUrypu no-HagexgaHa OLeHKa Ha eHeprunHu crnec-
TABaHUA, KOMOPT 1 HaTOBapBaHe Ha 0bopyaBaHeTo.

X. BAIMAALIMA 1 CHEHAPUU 3A
BHEJIPAIBAHE

Pa3paboTteHnAT Mogen Moxe Aa 6bae MHTerpupaH B
CblUecTByBaLYM CUCTEMM 3a CrpajiHa aBTOMaTM3aums
ypes U3non3BaHe Ha CTaHAAPTHU KOMYHUKALMOHHN
NPOTOKONM U HannyHa loT nHopacTpykTypa. B 6bae-

Wwa paboTa ce npeaBmKaa BanuavpaHe Ha Noaxoaa
C peanHn ekCcnnoaTaUvoHHN AaHHW U N3CneaBaHe Ha
Bb3MOXXHOCTMTE 3a M3MON3BaHe Ha LMbpPoBU ABOI-
HULM 1 alanTUBHW aNrOPUTMIA 3a YNPaBJiEHME.

XI1. BAKJIIOYEHUE

PaspaboTteH e mogen 3a NporHo3vpaHe Ha eHep-
rmnHoto notpebneHne B HVAC cuctemmn upes loT
JaHHW 1 MaWKVHHO obyueHme. B cpaBHeHne C knacu-
YeCKOTO peaKTMBHO yrnpasneHne, NPorHo3npalunaT
noaxon ocUrypsBa Bb3MOXKHOCT 3a NpeaBapuTesiHo
aganTmpaHe Ha paboTHuTe pexumun. CuMynaumnoH-
HWUTe pe3ynTaTu nokassart, ye Gradient Boosting no-
cTura Hali-gobpa TOUHOCT cpef pa3rnedaHuTe Mmofe-
nn, KaTto goctura R2 = 0,91 npu nporHo3a eanH yac
Hanpeg.

OCHOBHUAT NPUHOC Ha pa3paboTkaTta e popmynu-
paHeTO Ha NPUNIOXNMa apXUTEKTYPa, KOATO MU3MNOoN3-
Ba CbLUeCTBYBalM ceH30pHU 1 BMS gaHHM 3a npo-
rHo3upaHe, 6e3 fa n3McKBa pagrkaiHa NPoMsaHa Ha
aBTOMaTM3auusTa. bbaelwaTa pabota Moxe fa 6bae
HacoyeHa KbM BanuanpaHe C peanHu faHHW, BKOY-
BaHe Ha UMdPOB ABOVHUK N U3MON3BaHe Ha HEBPOH-
HW MPEXN 3a MNO-AbJITY NPOrHO3HU XOPU3OHTM.
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MEXAHNW3MMU 3A ITPEBEHIUA U
YITPABJIEHUE HA KOH®OJIMKTU MEX/Y
CTPYKTYPHHU 3BEHA B OPTAHU3ALINA

OT CEKTOPA HA YCIIYI'UTE

Codus banesa

Pesiome: KOHGNMKTUTE MeXKAY CTPYKTYPHM 3Be-
Ha B opraHusaLuuTe OT CEKTOpa Ha ycnyrure ca
Hens6eXXHOo cneAcCTBME OT pasnnuuATa B Lenu,
pecypcu n ynpaBneHcku noaxoau. EpekrusHo-
TO UM ynpaBnieHne U3NCKBa CMCTEeMEH NOoAXoa,
6asupaH Ha ACHO fedMHMPaAHU MEeXaHU3MM 3a
npeBeHUMA u paspewaBaHe. Hactoawuar go-
Knaj vMa 3a uen a aHainsupa OCHOBHUTE Me-
XaHU3MMN 3a ynpaBfieHWe Ha MeXAYOTAeNCKU
KOHPNUKTM 1 Aa npepnoXum TAXHaTa cucrema-
TN3auuA B KOHTEKCTa Ha ycnyrute. MsnonssaHu
ca MeToAM Ha TeOpeTUYEH aHaNu3 N CMHTe3 Ha
Hay4yHa nuTepaTtypa, KakTo u o6o6LieHne Ha fo-
6pu opraHN3aLMOHHUN NPAKTUKM.

Kniouyosu 0ymu: KOHGNNKTY, MexaHU3MHU, ynpa-
B/ieHNe, CTPYKTYPHU 3BEHA, YCNyrn

[. BBBEJAEHUE

B cbBpemeHHaTa opraHuM3aLMOHHa cCpeda, Xa-
pakTepusMpalla ce C BUCOKAa AWHAMMKKa, OAUTUTa-
NM3auMa 1M HapacTBalW KJIMEHTCKU W3NCKBAHWUS,
B3aMMOLENCTBNETO MeXAY CTPYKTYPHUTE 3BeEHa
ce npeBpbLUa B KNoYoB GaKTop 3a epeKTMBHOCTTA
Ha opraHu3auunTe OT ceKTopa Ha ycnyrute. B To3u
KOHTEKCT KOOpAWHaUUATa Mexpay OTAenuTe He e
NpoCTO onepaTnBHA HEOOXOAUMOCT, a CTpaTernye-
CKO YC/TOBYME 3a NOCTMIAaHEe HA YCTOMUMNBO pa3BuUTHE
N KOHKYPEHTOCMOCOBHOCT.

Hannureto Ha pasnuuHu GyHKUUK, Luenn n oTro-
BOPHOCTM 06aye HenzbeXXHO BOAW A0 Bb3HMKBAHE
Ha KOHONUKTK. Te MoraT Aa NPOU3TUYAT OT OrPaHU-
YeHU pecypcu, HecbrnacyBaHu MPUOPUTETH, Pasnu-
una B NpodecnoHanHUTE Bb3NPUATUSA U aedu-
LUMTU B OpraHn3auMoHHaTa KOMyHMKauma. B mHoro
cnyvyan Te3n KOHOMKTU ce pasrnexxaaT KaTo Hera-
TUBHO fB/IeHME, KOETO c/iefBa Aa 6bae n3bArsaHo.

Sofiya Baleva is with the University of Telecommuni-
cations and Post, 1 Acad. St. Mladenov Str, Sofia 1700,
Bulgaria. E-mail: sofy_baleva@yahoo.com

CbBpemMeHHMTE YNpaBNeHCKN KOHLeNuun obave rm
WHTEpMpeTMpaT KaTo MoTeHLManeH pecypc 3a no-
AobpeHrie, NHOBaLMW 1 OPraHM3aLMOHHO YYeHe.

KnouoBMAT BbNPOC He € Aanu KOHGANKTUTE MoraT
aa 6baaT enMMUYHUPaHK, a Kak Te moraT aa 6baat
edeKTNBHO ynpaBnsaBaHW. B To31 cMmncbn ce Hanara
HeobXxoAMMOCTTa OT U3rpaXkhaHe Ha ACHW 1 YCTON-
YMBUN MEXAHW3MK, KOUTO Aa NOAMNOMAraT KakTo npe-
BEHLMATA, Taka U KOHCTPYKTUBHOTO pa3peLlaBaHe
Ha MeXZyOoTAeNCKUTe KOHGNNKTN.

II. TEOPETUYHU OCHOBMH

KOHGNNKTBT B OpraHn3aLMOHEeH KOHTEKCT MOXe
[a 6bae gedpuHMpPaH KaTo NpoLec, Npu KOWTo efHa
CTpaHa Bb3npuema, ye Apyra CTpaHa HeraTMBHO
3acAra WM e Ha NbT Aa 3aCerHe HeMHUTE NHTepeCK
(Robbins, 2001). B opraHusauuuTe OT cekTopa Ha
ycnyrute To3u NpoLec YecTo e pe3ynTaTt OT BUCOKA
CTerneH Ha B3aVMO3aBUCMMOCT MeXay OTAenute u
HeobxoaMMOoCTTa OT 6bp3a KoopanHaLUs.

CbBpeMeHHUTE TEOPUN pa3rnexaat KOHGANKTUTE
He CaMO KaTo AeCTPYKTUBHM, HO 1 KaTo NoTeHUMan-
Ho ¢yHKumoHanHu. Cnopep Tjosvold (2008), koH-
CTPYKTVMBHO ynpaBnABaHUTE KOHONMKTM MoraTt ja
[oBefat o no-gobpo B3eMaHe Ha pelleHus, NoBu-
LeHa KpeaTUBHOCT M NMO-BUCOKA aHTaXUpPaHOCT Ha
cnyxutenuTe.

B TO31 KOHTEKCT MOHATMETO ,MEXaHN3MU 33 ynpa-
BNneHMe Ha KOHONMKTM” o6xBalla CbBKYMHOCT OT
OpraHv3aLVoHHN, YNPaBEHCKU UM NoBefdeHYeCKn
WHCTPYMEHTU, Ype3 KOUTO Ce perynmpart B3anMo-
LEeNCTBUATa Mexpay oTtgenute. Tesm MexaHU3Mu
morat ga 6baat ¢opmanHu (NpaBuna, npoueaypu,
CTPYKTYpU) unu HepopmanHm (Kyntypa, KOMyHUKa-
LUWOHHW MOZENM, MEXAYNMYHOCTHN OTHOLLEHNA).

OCHOBHWTE MEXaHW3MKW 3a yrnpaBineHVne Ha KOH-
GNUKTU BKITIOYBAT NET NOBEAEHYECKN CTUNA MO MO-
aena Ha Tomac n KunmaH n npakTnyecku CTbnKy 3a
TAXHOTO pa3pellaBaHe.

Mopgenbt Ha Tomac-KunmaH oueHABa noBeaeHune-
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TO B KOHQNUKTHU CUTYaumn no ABe oCu: Hanopuc-
TOCT (KenaHve fa 3alWuTuL CBOUTE MHTEpecn) u
KOONepaTUBHOCT (kenaHve Aa YAOBNETBOPULL WH-
TepecuTe Ha apyrus).

Mette ctvna no Tomac-KunmaH B Tasu Bpb3Ka Ca
fedrHMpaHNKaTO OCHOBHM CTWJIOBE 3a Yynpasne-
Hue:

o CoTpyoHunuectBo: Tbpcn ce pelleHne, KOeTo
YAOBNETBOPSABA HAMBJIHO MHTEPECUTE Ha BCUYKN
3aMeceH CTpaHu (moaxop , nevyenv-neyenn”).

» Komnpomwuc: CTpaHuTe NpaBAT B3aUMHW OTCTbI-
KW, 32 Aa NOCTUIHAT YaCTUYHO Cbrnacume.

« CbnepHuyectBo: EAVHUAT yYyacTHMK ce onuTBa
[a HanoXW CBOATa BOMA 3a CMETKa Ha apyrus
(nopxog,,neyenun-ryou”).

» M36arBaHe: OTTErNSHE OT CUTYaLMATA WK OT/a-
raHe Ha CrpaBAHETO C Npobiema BbB BPeEMETO.

» [MpucnocobaaHe: MepTBaHe Ha COOGCTBEHUTE
WHTEpecu B MOM3a Ha ApyraTa CTpaHa, 3a Aa ce
3anasm MUpPbT.

MpaKTnyecknTe CTbMKKU 3a pa3pellaBaHe Ha KOH-

bNUKT ca cnegHUTe cnpopen aBTopuTe:

» [ledpuHupaHe Ha npobnema: Pa3gensaHe Ha emo-
unmTe oT dakTuTe U AedrHMpPaAHE HA KOHKPET-
HUWA NpeaMeT Ha criopa.

o M360p Ha noaxogAw, cTwi: AHanv3upaHe Ha
CMTyauuMATa U npunaraHe Ha Han-epeKTUBHUA
cTun ot mogena Tomac-Knnman.

« AKTMBHO wm3cnywBaHe: M3cnywsaHe Ha apry-
MEHTMTE Ha OTCpelLHaTa CTpaHa, 6e3 npekbcBa-
He VN1 OCbXKaaHe.

» NpeHTnduumpaHe Ha obwm nHtepecn: Hammpa-
HW Ha JOMNUPHUN TOYKW N CoAeNsiHe Ha uenuTe
MeXay CTpaHuTe.

» [eHepupaHe Ha BapuaHTL: bpeNHCTOPMUHI 3a
Bb3MOXHWN pelleHuns, npean ga msbepete du-
HaJTHOTO.

» [lpmvemaHe Ha nnaH 3a gencrteme: Cnopasyme-
HUe 3a KOHKPETHU nocnenBaly CTbMKU N Kpu-
Tepuun 3a ycrnex.

III. KITACUOUKALINA HA
MEXAHUWU3MUTE 3A VIIPABJIEHUE
HA KOH®JIMKTHA

E(I)eKTI/IBHOTO ynpaeBneHme Ha Mexayotaesickute
KOHd)J'II/IKTI/I npennonara npunaraHEToO Ha KoMnnekc
OT B3aMMOCBbP3aHN MeXaHU3MWN, KOUTO MOraT Aa Ob-
A4aT CMCTEMaTU3NPAHN B HAKOJIKO OCHOBHM rpynu:

1. OpraH13auoOHHN MeXaHN3Mun

Te BknouBaT GopManHaTa CTPYKTypa Ha opraHu-
3auuATa, pasnpefeneHneTo Ha OTrOBOPHOCTUTE U
ACHO AeduHMpaHuTe npouecn. fobpe n3rpageHa

opraHv3aLMoHHa CTPYKTypa HaMansaBa HeACHOTUTe
1 npepoTepaTtaABa AybnupaHe Ha GpyHKUMK. AcHUTe
npasua v NpoLesypv orpaHnyYaBaT Bb3MOXXHOCTU-
Te 3a HTeprpeTauna N CbOTBETHO — 3a Bb3HNKBaHe
Ha KOHONUKTN.

2. KOMyHUKaLMOHHN MEXAHW3MMU

EdekTMBHAaTa KOMYHMKauWs OCTaBa LEHTpaneH
enemMeHT B yNnpaBfieHNETO Ha KOHONMKTW. [iByno-
COYHMAT OOMeH Ha MHPOpPMaLMsA, HANMUMETO Ha
obpaTHa Bpb3Ka U NPO3pPAYHOCTTa B Mpouecute
HamanaBaT HanpeXxeHWeTo mexgy otaenute. W3-
MON3BAHETO Ha AWUTMTaNIHM NNaTGOpPMM YnecHsBa
KoopAvHaUMATa 1 NMoBULIABa BUAMMOCTTA Ha Aen-
HocTuTe.

3. YnpaBneHCKn MeXaHn3MHU

PonATta Ha pbkoBOAUTENMTE € K/loHOBa NPU UAEH-
TMOULMPAHETO N pa3pellaBaHETO Ha KOHOAUKTU.
JInpepckmAT CTUA, HAUMHBT Ha B3eMaHe Ha pe-
WEeHNA 1 MOAXOABT KbM YMpaBiieHWe Ha eKkunuTe
BNMAAT NPAKO BbPXY MHTEH3MTETA U Pa3BUTUETO Ha
KoHbnukTUTE. MNOAKPENALOTO 1 BKIOYBALO NN-
[EepCTBO Cb3faBa cpefla 3a KOHCTPYKTUBEH ANANOr.

4, lNoBegeHUYECKN MeXaHU3MU

Ta3n rpyna BKoYBa UHAMBUAYATHUTE YMEHUA 1
Harnacu Ha Cny>xutenute — eMOLNOHaNHa UHTeNn-
FEHTHOCT, YMEHUA 32 KOMyHMKaLmA, CNOCOOHOCT 3a
CbTpyAHNYecTBO. Pa3sBnTMeTO Ha Te3nm KomneTeH-
LUun JornpurHaca 3a HamasnsBaHe Ha JIMYHOCTHUTE
KOHOIMKTU 1 3@ No-epeKTUBHO B3avMopAencTBue
mMeXxay oTaenuTe.

IV.TIPUJIOXXKEHUE B
OPIAHU3AIIMUTE OT CEKTOPA HA
YCIYTUTE

OpraHuv3auunTe OT CeKTopa Ha ycnyrute ce oTiu-
yaBaT C BMCOKa CTemneH Ha mexaydyHKLMOHANHa
3aBUCMMOCT, KOETO YBeJiyaBa BEepOATHOCTTa OT
Bb3HMKBaHe Ha KOHOAUKTU. B TO3U KOHTEKCT npu-
NaraHeTo Ha MHTerpupaH Noaxon KbM MEXaHM3MKTE
3a yrpaBfieHNe e OT CbLEeCTBEHO 3HAUYEHMe.
[lo6pu NpaKTMKM BKNIOYBAT:
« BbBeXAaHe Ha ACHM Mpoueaypu 3a B3aumo-
LEeVCTBUE MEXIY OTAeNNTE;

o 13MON3BaHe Ha AUTUTAIHN CUCTEMMW 33 Koopau-
Hauusi 1 NpocrefsBaHe Ha 3agauu;

e MpOBeXAaHe Ha PerynapHN CpeLmn 3a CUHXPO-
S EETVER

« 00yyeHus 3a pa3BUTNE HA KOMYHUKALNOHHMN 1
CouManHy yMeHus;

e HacbpuaBaHe Ha KynTypa Ha OTKPWUT Avanor u
CbTPYAHNYECTBO.
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OcobeHo epeKTMBEH € NOAXOALT, MPU KOWTO pas-
JINYHUTE MEXaHU3MM ce npunarat KoOMOWHMPaHO,
KaTo ce oTumTa cneunduikata Ha OpraHusaumATa.
ToBa No3BOMIABa HE CaMO peakLua NPY Bb3HUKHANN
KOHONMMKTN, HO 1 TAXHATA NpeBeHUUS.

Hobpute nNpakTMKM 3a paspellaBaHe Ha KOH-
bNNKTM B CceKTopa Ha ycnyrute ce AenAaT Ha Age
OCHOBHW HaMpaBfeHUs: BETPELLHN (MeXay CnyXu-
TENnuTe) 1 BbHWHMK (C KNueHTn). Nopagn anpeKTHUA
KOHTaKT C XOpa 1 BUCOKNTE H1BA Ha CTPeC, OpraHu-
3auMnTe B TO3U CEKTOP BHeppABaT cneynduuHm u
6bpP31 MeXaHN3MU 3a peakuus.

BosmpewHU 006pu npakmuku (YnpagreHue Ha exuna)

AcHa pedpnHMLMNA Ha ponuTe: HeAacHoTaTa B 3a-
Ob/MKEHUATa € OCHOBEH N3TOYHMK Ha HamnpeXeHue.
OpraHu3aumnnTe onUCBaT TOYHO KOM 3a KOU KIIMEHT-
CKM Ka3ycum oTroBaps.

MonuTnKka Ha OTBOpPEHUTe BpaTN N paHHa UH-
TepBeHUMA: HacbpuaBaT ce KaHanu 3a obpaTHa
Bpb3Ka, KOMTO MO3BOJIABAT CMNOPOBETE fla Ce agpe-
cmpar, npean Aa eckanvpar npeq KIAneHTu.

O6yyeHNA MO eMOLIOHA/IHA VIHTEJINFeHTHOCT:
CnyxutenuTte Ha NbpBa NUHUA NPEMNHABAT pery-
NAPHN CeCUM 3a KOHTPOJ Ha emoLunuTe Nog cTpec u
aKTMBHO M3CNyLLBaHe.

BbrpelwHa meauauums: lNpuw no-gbnbokm cnopose
ce NpuBANYa 00yYeH HE3aBUCUM MeanaTop OT OT-
Aaen “YoewwKn pecypcn’, KOWTO Nomara 3a Hamupa-
He Ha ObLL TOUKN.

BoHWwHU 006pu npakmuku (KoHgaukmu ¢ KnueHmu)

CranpaptusupaHun npoueaypu (SOPs): Komna-
HUWTE MMAT ACHO pa3nMcaHn npasusa 3a KOMMex-
caumn, 3amMmaHa Ha YCnyru uin Bb3CTaHOBABAHE Ha
cymu. ToBa cnecTaBa BpeMe 1 CNOpPOoBE Ha MACTO.

Texnukama LAST (Listen, Apologize, Solve, Thank):

Listen (Uscnywair): KnmeHTbT ce uscnywBa Ha-
MbJIHO, 6e3 CNyXUTenAT Aa BAM3a B OTOPaHUTENHa
nosunuyms.

Apologize (U3BuHNM ce): N3pa3aBa ce cbxKaneHne
3a cb3ganoTo ce HeynobcTeo (6e3 HenpemeHHO fa
ce Npu3HaBa BMHa Ha dmpmarTa).

Solve (Pewn): MNpeanara ce 6bp30, KOHKPETHO U
afeKBaTHO peLLeHe.

Thank (Bnarogapw): bnarogapu ce 3a obpaTtHaTa
BPb3Ka, KOATO NOMara 3a nogobpsBaHe Ha ycsyrarta.

OenacmsaeaHe Ha cyxumesume Ha nspea nu-
Hua: [1aBa ce aBTOHOMHOCT Ha ciyxkuTtenute (Ha-
nprMep NpaBo Ha MEHMIXKbPA Ha CMAHa UK pe-
LEeNuUUOHNCTA) Aa NPeanoXaTt Masika OTCTbIKa Un
6e3nnateH 60HyC BeAHara, 3a fja 3aTBOPAT KOHPNU-
KTa Ha Mura.

Jeeckanayusa Ha azpecuama: Npvnara ce npasu-
NOTO CNYXUTENAT fa FOBOPY C MNO-TUX 1 CMOKOEH TOH
OT TO3M Ha pa3rHeBeHUsA KNMeHT. ToBa Nofgcb3HaTeN-
HO Kapa OTCpellHaTa CTpaHa ia Hamanu aeunbenu-
Te.

V. BAKJIKOUEHUE

KoHpnuKTTe Mexay CTPyKTypHU 3BeHa ca Hens-
6exHa yacT oT GpYHKUMOHMPAHETO Ha OpraHmn3aLu-
nTe OT CEKTOpa Ha ycnyrute. TAXHOTO Hanuuune He
cnefBa fa ce pasrexpa eAUHCTBEHO KaTo Npo-
6nem, a KaTo Bb3MOXXHOCT 3a Nofo6pABaHe Ha Npo-
LecuTe 1 B3aMMOOTHOLLEHMATA.

EdeKkTBHOTO ynpaBneHme Ha Te3n KOHPANKTY 13-
NCKBa CUCTEMEH MOAX0[, OCHOBaH Ha AICHO fedUHU-
paHu MexaHum3mu. MpepctaBeHaTa Knacudurkaums
Ha OpraHM3auUMOHHM, KOMYHUKALMOHHU, YNPaBIIeH-
CKW 1 NOBEAEHYECKM MeXaHM3MM npeanara LanocT-
Ha pamKa 3a pa3bupaHe 1 npunaraHe Ha NOAXOAU
3a ynpasJieHVe Ha MeXYOTAENCKUTE KOHPNUKTN.

B 1031 cMrcbn Moxe Aa ce popmMynvpa U3BOABT,
ye YCTOMYMBOTO pPa3BUTUE HA OpraHuW3auunTe OT
CeKTopa Ha ycnyrute e npAKo CBbpP3aHO CbC CMo-
COBHOCTTa MM Ja U3rpakaat v npunarat epeKTUBHM
MeXaHU3MWN 3a MPEBEHUNA U YNPaBNEHNE Ha KOH-
¢nukTn. ToBa Cb3faBa NPeAnoCcTaBKMU 3a NOBMLLEHA
KoopAuHauma, No-f4O6po opraHM3aLUoOHHO npea-
CTaBAHE U MO-BMNCOKA YAOBNETBOPEHOCT Ha CIyXU-
Tenure.

JINTEPATYPA

[1] Robbins, S. Organizational
Education, 2001.

[2] Tjosvold, D. The conflict-positive organization:
it depends upon us. Journal of Organizational
Behavior, 2008.

[3] Schein, E. Organizational Culture and Leadership.
Jossey-Bass, 2010.

[4] MetpoBa, T. YnpaBneHve Ha KOHGNMKTA B OpraHu-
3ayuute. Codua: YU, Ce. KnumeHT Oxpuackn’, 2021.

[5] bBnaroesa, M. BbTpeluHa KOMyHMKaUUA 1 OpraHu3a-
yuoHHo passutume. C.: YU ,CronaHcteo”, 2019.

Behavior. Pearson

260



2026 CoopHuk nokiaaam — CTyIeHTCKa H JOKTOPaHTCKa Hay4yHa cecust Ha BYTII 2026

CBOPHUK OOKJTAOWN OT CTYOEHTCKA W OOKTOPAHTCKA HAYYHA CECMA HA BUCLUE YYWITULLEE MO
TEJITEKOMYHUKALIMU U MO

HaumoHanHocT: 6bnrapcka
ISSN 2815-5041 - oHnanH nsgaHune
WN3patencteo Ha BYTI, yn.,Akagemuk CtedaH MnageHos” N21, Codus

261



	МЕХАНИЗМИ ЗА ПРЕВЕНЦИЯ И УПРАВЛЕНИЕ НА КОНФЛИКТИ МЕЖДУ СТРУКТУРНИ ЗВЕНА В ОРГАНИЗАЦИИ ОТ СЕКТОРА НА УСЛУГИТЕ

